77021483 A3 I 10 0D 0O A O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
22 February 2007 (22.02.2007)

(10) International Publication Number

WO 2007/021483 A3

(51) International Patent Classification:
GOG6F 15/16 (2006.01)

(21) International Application Number:
PCT/US2006/029158
(22) International Filing Date: 26 July 2006 (26.07.2006)
(25) Filing Language: English
(26) Publication Language: English

(30) Priority Data:

60/707,304 10 August 2005 (10.08.2005) US
11/489,414 18 July 2006 (18.07.2006) US
(71) Applicant (for all designated States except US):
RIVERBED TECHNOLOGY, INC. [US/US]; 501

Second Street, Suite 410, San Francsico, California 94107
(US).

(72)
(75)

Inventors; and

Inventors/Applicants (for US only): DAY, Mark, Stuart
[US/US]; 70 Cliff Road, Milton, Massachusetts 02186
(US). LARSEN, Case [US/US]; 2476 Spyglass Court,
Union City, California 94587 (US). MERUGU, Shashid-
har [IN/US]; 1600 Villa Street, Apt. 156, Mountain View,
California 94041 (US).

(74) Agents: HOLLANDER, Jonathan, M. et al.; Two
Embarcadero Center, 8th Floor, San Francisco, California

94111 (US).

(81) Designated States (unless otherwise indicated, for every

kind of national protection available): AE, AG, AL, AM,

AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HN, HR, HU, ID, IL,, IN, IS, JP,
KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS, LT,
LU, LV, LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA,
NG, NI, NO, NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC,
SD, SE, SG, SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ,
UA, UG, US, UZ, VC, VN, ZA, 7ZM, ZW.
(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, S, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Declaration under Rule 4.17:
—  of inventorship (Rule 4.17(iv))

Published:

with international search report

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments

(88) Date of publication of the international search report:
7 September 2007

Fortwo-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gagzette.

(54) Title: SPLIT TERMINATION FOR SECURE COMMUNICATION PROTOCOLS

OUTER CONNECTION 315

INNER CONNECTION 325

QUTER CONNECTION 335,

ADMIN
301
304a 304
—_— —_—
306b 30a
D E— —
Client Client-side Server-side
311?)2 Accelerator . _3_23_ _ _ | Acceterator S;rg(e;r
o 320¢ 330¢ 340c
< 312a >
312D~ . 6 R 213
& e

(57) Abstract: Transaction accelerators can be configured to terminate secure connections. A server-side accelerator intercepts a

secure connection request from a client and directed to a server.

The server-side accelerator responds to secure connection request

& in place of the server, thereby establishing a secure connection between the client and the server-side accelerator. Alternatively,
& the server-side accelerator monitors the establishment of a secure connection between the client and the server. After the secure
connection has been established, the server-side accelerator forwards security information to a client-side accelerator, enabling the
client-side accelerator to assume control of the secure connection. As a result of this arrangement, the client-side accelerator is able
to encrypt and decrypt data on the secure connection and accelerate it in cooperation with the server-side accelerator. In a further
embodiment, the accelerated traffic between accelerators is carried across the network via another secure connection.
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