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infrastructure system. The method includes storing a subscription order information related to a
subscription order received from a customer for one or more services provided by the cloud infra-
structure system. The method includes identifying a process associated to be used for servicing the
subscription order. The process comprises one or more execution steps for provisioning one or
more resources for the one or more services identified in the subscription order. The method in-
cludes orchestrating the performance of the one or more execution steps corresponding to the pro -
cess. The cloud infrastructure system sends a notification to a customer indicating a status of the
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BACKGROUND

18062] The present disclosure relates to computer systems and software, and more
particularly to techuiques for facilifating and automating the provision of services in a

cloud environment.

{6663} Clond computing is a mode! for enabling convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services). The services provided or accessed through the cloud
{or network) are referred to as cloud services. There 1s @ lot of processing that needs to
be performed by a cloud service provider to make cloud services available to a
subscribing customer. Due to its complexity, rauch of this processing is still done
manually, For example, provisioning resources for providing such cloud services can be

a very labor intensive process.
SUMMARY

[8604] Certain embodiments of the present jnvention provide technigues for
automating the provisioning, managing and tracking of services provided by a cloud
infrastructure system. In onc embodiment, the cloud infrastructure system stores
subscription order information related to one or more services subscribed to by a

customer i the cloud infrastructure system.

{0065]  In one ecmbodiment, when a subscription order from a customer is received,
cloud infrastructure system performs several processing steps before the services
requested by the order are usable by the customer. These processing steps may involve
verifying the order that may in turn require getting additional information from the
customier, provisioning resources for providing one or more requested services, creating
identity domains to cnsure security for the customer data, and the ke, Many of these
processing steps may take some time to be performed. However, the customer typically
wants to start using the ordered services as soon as possible. In certain ermbodiments,
techniques for automating the provisioning, managing and tracking of services provided

by cloud mfrastructure systern imclude providing the customer with the ability to gain

b
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access to services requesied in the subscription order upon placing the subscription order
and without the customer having to wait until all the steps invelved in processing the

subscription order are coruplete.

{3086] Some embodiments relate to techniques for determining a workflow for
processing a customer’s subscription order. The method includes storing subscription
order information related to a subseription order ordering services from a set of services
provided by the cloud infrastructure system. The method then includes identifying, based
upon the subscription order information, a primary order workflow for processing the
subscription order. The primary order workflow comprises one or more steps to be
performed prior to enabling use of the ordered services. The method thew includes
identifying, based upon the subscription order information, a secondary order workflow
for processing the subscription order. The sccondary order workflow coraprises one or
more steps to be performed for processing the subscription order. Then, the method
includes cnabling access to the ordered services after completion of exccution of the
primary order workflow. In one embodiment, access s enabled before corapletion of

execution of the steps in the secondary order workflow.

{66071  In some cmbodiments, upon recetving a subscription request from a custorner
for one or more services, cloud infrastracture systern provisions resources to provide the
requested services. Once resources for a requested service have been provisioned, in
many instances a custoruer may overuse the resources in the service. In certain
embodiments, as part of automating the provisioning, managing and tracking of services,
cloud infrastructure system computes and tracks such overuse or overage of resources

provisioned to services in the customer’s subscription order,

[0008] Some cmbodiments relate to techniques for computing overage of resources
provisioned to services in the customer’s subscription order. The processing may include
storing subscription order information related to services subscribed to by a customer.
The processing may then include determining resource usage information for the
resources associated with the services and computing an overage for the resources for an

overage period based on the resource usage information and the subscription order

3
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information. The overage of the resources may then be provided to a customer utilizing

the services in the cloud infrastructure system.

{0669]  In certain cmbodiments, the cloud mfrastructure system provides a framework
for bandling the secure interaction between components in the cloud infrastructure
systern that wish to transfor information between cach other during processing of a
customer’s subscription order. In one embodiment, the components are assigned to
various security zongs. The assignment of a component to a security zone may be based
upon the sensitivity of the data handled by the compounents, the sensitivity of functions

performed by the component, and the like.

1801¢] In onc embodiment, the framework orders the security zones of components
based on security levels. The frarnework protects the transter of information between
components in security zones with different security levels. A component in a higher
security zone pushes information to a coraponent in a lower security zone component and
pulls information from a component in lower security zone. A component in a lower
security zone may not have direct read or write access to the data managed by a
component in a higher security zone. Components within the same security zone may
have read or write access with respect to cach other. In one embodiment, the granularity
provided by the security zones 1s a tradeott between secunity and efficiency when
transferring information between two components where the conumunication between
two componentis belonging to security zones with the same security level is faster and
more efficient than the communication between two componenis belonging to security

zones with different security levels.

{8611} Soroe emvbodiments relate to techuiques for providing secure interaction
between components in a cloud infrastructure system that wish to transfer information
between cach other during processing of a custorner’s subscription order. The processing
includes storing subscription order information related to services subscribed to by a
customer. The proccessing then includes receiving a request to transfer the information
between a first component and a second component in the cloud infrastructure and

determining a first security zone for the first component and a second security zone for

4
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the second component. The method then includes determining a first security fevel
associated with the first sccurity zone and a second sceurity level associated with the
second security zone. The processing further includes determining the transfer of
information between the first component and the second component based upon the first
securtty tevel, the second security level, and security rules information. o one
embodiment, the security rules information specifies rules related to the transfer of

information between the first coroponent and the second component.
BRIEF DESCRIPTION OF THE DRAWINGS

{6012] lllustrative embodiments of the present invention are described in detail below

with reference to the following drawing figures:

{36131 Fig. 1A is a logical view of & cloud infrastructure system according to one

embodiment of the present invention.

{8014] Fig. 1B is a simplified block diagram of a hardware/software stack that may be
uscd to implement a cloud infrastructure system according to an crabodiraent of the

present fnvention.

{B615]  Fig. 2 is a simplified block diagram of a system environment for implementing

the cloud infrastructure system shown in Fig. 1A,

{8616] Fig. 3A depicts a simoplified flowchart 300 depicting processing that may be
performed by the TAS module in the cloud mfrastructure system, in accordance with an

embodiment of the present imvention.

{6617] Fig. 3B depicts a simphified high level diagram of one or more sub-modules

the TAS module in the cloud infrastructure system, in accordance with an embodiment of

the present invention.

{B618] Fig. 4 depicts an exeraplary distributed deployment of the TAS component,

according to an embodiment of the present invention.



10

280

WO 2014/039921 PCT/US2013/058642

{6619} Fig. 5 is a simplified block diagram illustrating the interactions of the SDI
rnodule with one or more modules in the cloud infrastructure system, in accordance with

an embodiment of the present invention.

{8028] Fig. 6 depicts a simplified high level diagram of sub-modules of the SDI

module according to an embodiment of the present invention.

{8021] Fig. 7A depicts a simplified flowchart depicting processing that may be
performed by the S modude 1n the cloud infrastructure system, in accordance with an

cmbodiment of the present invention.

16622] Fig. 7B depicts a simplified block diagram showing the high-level architecture
of a Nuviag system 710 and its relationships with other cloud infrastructure components

according to an embodiment of the present invention.

{8023] Fig. 7C depicts an example sequence diagram illustrating steps of a
provisioning process using a Nuviag system according to an embodiment of the present
invention.

16624] Fig. 7D depicts an example scquence diagram illustrating steps of a deployruent

process using a Nuviag system according to an embodiment of the present invention.

{8025] Fig. 7E depicts an example of database instances provisioned for a database
service according to an embodiment of the present invention.

10026] Fig. 8 is a high level block diagram illustrating an overage framework, in
accordance with one embodiment of the present invention.

{6627} Fig. 9A depicts a simplified flowchart depicting processing that may be
performed by the overage framework for computing the overage of onc or MoOre resources
assigned to one or more services in a customer’s subseription order in cloud

infrastructure system 100,
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{GG328] Fig. 9B depicts a simplified flowchart depicting processing that may be
performed to compute the overage of one or more resources in accordance with an

embodiment of the invention.

{8029} Fig. 10 is a high level block diagram of a system for processing a customer’s

subscription order, i accordance with one embodiment of the invention,

{8038] Fig. 11A depicts a simplificd flowchart depicting processing that may be
performed by the order workflow identification module in the TAS module to process a
subscription order using primary and secondary order workflows, in accordance with an

embodiment of the present invention.

{8031] Fig. 11B discusses an example of how one or more secondary steps in a
secondary order workflow rmay be executed in relationship with one or more primary
steps in a primary order workflow to process a customer’s subscription order according o

an embodiment of the present invention.

16632] Fig. 11C 18 a high level flowchart illustrating a method for exccuting steps for
processing a subscription order using a primary order workflow in accordance with oue

embodiment of the present invention.

{8033] Fig. 12A 1s a logical view of the assignment of security zones to various
components in the cloud infrastracture systern in accordance with one embodiment of the
present invention.

16634] Fig. 128 illustrates a security zone-based security infrastructure according to an
embodiment of the present invention.

{8035] Fig. 13 depicts a simplified flowchart depicting processing that may be
performed by security infrastructure in cloud infrastructure system, in accordance with an
embodiment of the present nvention.

{66336] Fig. 14 is a simplified block diagram of a computing system 1400 that may be

used in accordance with embodiments of the present nvention.
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{6637} Fig. 15 is a sumplified block diagram of an electronic device 1500 in accordance

with embodiments of the present invention.
DETAILED DESCRIPTION

{6638]  In the following description, for the purposes of explanation, specific details are
set forth in order to provide a thorough understanding of embodiments of the invention.
However, it will be apparent that various embodiments ray be practiced without these

specific details. The figures and description are not intended to be restrictive.

18039} Certain cmbodiments of the present invention provide techniques for
automating the provisioniog, mavaging and tracking of services provided by a cloud

infrastructure system.

{0040] In cortain embodiments, a cloud infrastructure system may include a suite of
applications, middleware and database service offerings that are delivered to a customer
in a scif-service, subscription-based, elastically scalable, reliable, highly available, and
secure manner. An example of such a cloud infrastructure system is the Oracle Public

Cloud provided by the present assignee.

{63411 A cloud infrastructure system may provide many capabilities including, but not
iimited to, provisioning, roanaging and tracking a customer’s subscription for services
and resources in the cloud infrastructure system, providing predictable operating
expenses to customers utilizing the services n the cloud infrastructure systern, providing
robust wdentity domain separation and protection of a customer’s data in the cloud
infrastructure system, providing customers with a transparent architecture and control of
the design of the cloud infrastructure system, providing customers assured data protection
and corapliance with data privacy standards and regulations, providing customers with an
integrated developrent experience tor building and deploving services in the cloud
infrastructure system and providing customers with a seamless integration between
business software, middleware, databasc and infrastructure services in the cloud

infrastructure system.
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{G342]  In certain embodiments, services provided by the cloud infrastructure system
rnay include a host of scrvices that are madce available to users of the cloud infrastructure
system on demand such as online data storage and backup solutions, Web-based e-mail
services, hosted office suites and document coliaboration services, database processing,
managed technical support services and the like. Services provided by the cloud
infrastructure system can dynamically scale to meet the needs of its users. A specific
instautiation of a service provided by cloud infrastructure system is referred to herein as a
service instance. In general, any service made available to a user via a communication
network such as the Internet from a cloud service provider's system is referred to as a
cloud service. Typically, in a public cloud environment, servers and systerns that make
up the cloud service provider's system are different from the customer’s own on-premiscs
servers and systems. For example, a cloud service provider's system may host an
application and a user may, via a cormnmunication network such as the Internet, on

demand, order and use the application,

[B043] A service i a computer network cloud infrastructure includes protected
computer network access to storage, a hosted database, a hosted web server, a software
application, or other service provided by a cloud vendor to a user, or as otherwise known
in the art. For example, a service can include password-protected access to remote
storage on the cloud through the Internet. As another cxample, a service can include a
web service-based hosted relational database and script-language middleware engine for
private use by a networked developer. As another example, a service can imclude access

to an email software application bosted ou a cloud vendor's web site.

{8044] Fig. 1A is alogical view of a cloud infrastructure system according to one
embodiment of the present invention. Cloud infrastructure systera 100 may provide a
variety of services via a cloud or networked environment., These services may include
one or more services provided under Software as a Service (SaaS8) category, Platform as a
Service (PaaS) category, Infrastructure as a Service (JaaS) category, or other categories of
services inchuding hybrid services. A customer, via a subscription order, may order one

or more services provided by cloud infrastructure system 100, Cloud infrastructure

9
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systern 100 then performs processing to provide the services in the customer’s

subscription order.

16645]  Cloud infrastructure systern 100 may provide the cloud services via different
deployment models. For example, services may be provided under a public cloud model
where cloud infrastructure system 100 18 owned by an organization selling cloud services
{e.g., owned by Oracle) and the services are made available to the general public or
different industry enterprises. As another example, services may be provided under a
private cloud model where cloud infrastructure system 100 1s operated solely for a single
organization and may provide services for one or more entitics within the organization.
The cloud services roay also be provided under a community cloud model where cloud
infrastructure system 100 and the services provided by systern 100 are shared by several
organizations in a related community. The cloud services may also be provided under a

hybrid cloud model, which s a combination of two or more different models.

{8046] As shown in Fig. 14, cloud infrastructure system 100 may comprise multiple
components, which working in conjunction, enable provision of services provided by
cloud infrastructure system 100, In the embodiment illustrated in Fig. 1A, cloud
mfrastructure system 100 includes a SaaS platform 102, a Paa8 platform 104, an faaS
platform 110, infrastructare resources 106, and cloud manageroent functiovality 108,
These components may be implemented in hardware, or software, or combinations

thereof,

{6647}  Saal platform 102 1s configured to provide cloud services that fall under the
SaaS category. For example, SaaS platform 102 may provide capabilities to build and
deliver a suite of on-demand applications on an jutegrated development and deployment
platform. SaaS platform 102 may manage and control the underlying software and
infrastructure for providing the SaaS services. By utilizing the services provided by SaaS
platform 102, customers can utilize applications executing on cloud infrastructure system
160, Customers can acquire the application services without the need for custormers to

purchase separate licenses and support.

10
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{(0348]  Various different SaaS services may be provided. Examples include without
fimitation services that provide solutions for sales performance roanagement, coterprise
integration and business flexibility for large organizations, and the like. In one
embodiment, the Saal services may include Customer Relationship Management (CRM)
services 110 {e.g., Fusion CRM services provided by the Oracle cloud), Hurnan Capital
Management (HCM Y/ Talent Management services 112, and the like. CRM services 110
roay include services directed to reporting and management of a sales activity cycle to a
customer, and others. HCM/Talent services 112 may include services directed to
providing global workforce lifecycle management and talent management services to a

customer.

{(0349]  Various different PaaS services may be provided by PaaS platform 104 in a
standardized, shared and clastically scalable apphication developraent and deployment
platform. Examples of PaaX services may include without limitation services that enable
organizations {such as Oracle) to consohidate existing applications on & shared, cormmmon
architecture, as well as the ability to build new applications that leverage the shared
services provided by the platform. PaaS platform 104 may manage and control the
underlying software and mfrastructure for providing the PaaS services. Customers can
acquire the PaaS services provided by cloud infrastructure system 100 without the need
for customers to purchase separate licenses and support. Examples of PaaS services
include without limitation Oracle Java Cloud Service (JCS}, Oracle Database Cloud

Service {DBCS), and others.

{0050] By utilizing the services provided by PaaS platform 104, customers can utilize
programming languages and tools supported by cloud infrastructure system 100 and also
control the deployed services. In some embodiments, PaaS services provided by the
cloud infrastructure system 100 may include database cloud services 114, middieware
cloud services {e.g., Oracle Fusion Middleware services) 116 and Java cloud services
117, Inone embodiment, database cloud services 114 may support shared service
deployment models that enable organizations to pool database resources and offer

customers a database-as-a-service in the form of a database cloud, middleware cloud

i1
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services 116 provides a platform for customers to develop and deploy various business
applications and Java cloud scrvices 117 provides a platform for customers to deploy
Java applications, in the cloud infrastructure system 100. The components in SaaS
platform 102 and PaalS platform 104 illustrated in Fig. 1A arc meant for tllustrative
purposes only and are not intended to tuvut the scope of embodiments of the present
invention. In alternate embodiments, SaaS platform 102 and PaaS platform 104 may
include additional components for providing additional services to the customers of cloud

infrastructure system 100,

18051} Various different 1aaS services may be provided by faaS platform 110, The
aaXS services facilitate the manageroent and control of the underlving computing
resgurces such as storage, networks, and other fundamental computing resources for

customers utilizing scrvices provided by the SaaS platform and the PaaS platform.

[8052] In certain embodiments, cloud infrastructure system 100 mcludes infrastructore
resources 106 for providing the resources used to provide various services to customers
of the cloud mfrastructure system 100, In one ermbodiment, infrastructare resources 106
includes pre-integrated and optimized combinations of hardware such as servers, storage
and networking resources to execute the services provided by the PaaS platform and the

Saal platform.

{8053 In certain embodiments, cloud management functionality 108 provides
comprehensive management of cloud services (e.g., SaaS, PaalS, [aaS services) in the
cloud iofrastructure system 100, In one embodiment, cloud management functionality
108 includes capabilities for provisioning, managing and tracking a customer’s

subscription received by the cloud infrastructure systern 100, and the like.

{8054] Fig. 1B is a simplified block diagram of a hardware/software stack that may be
used to implement cloud infrastructure system 100 according to an embodiment of the
present invention. It should be appreciated that implementation depicted in Fig. 1B may
have other components than those depicted in Fig. 1B. Further, the embodiment shown

in Fiz. 1B 15 only one example of g cloud infrastructure system that may mcorporate an
2 Y ] Y Y ]
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embodiment of the invention. In some other embodiments, cloud infrastructure system
100 may have more or fower components than shown in Fig. 1B, may combine two or
more components, or may have a different configuration or arrangement of components.
in certain embodiments, the hardware and software components are stacked so as to

provide vertical integration that provides optimal performance.

{B0SS]  Various types of users may interact with cloud infrastructure system 100, These
users may include, for example, end users 150 that can interact with cloud infrastructure
system 100 using vartous client devices such as desktops, mobile devices, tablets, and the
like. The users may also include developers/programumers 152 who may interact with
cloud fofrastructure system 100 using comroand hue interfaces (CLIs), application
programming interfaces (APIs), through various integrated development environments
{(IDEs), and via other applications. User may also include operations personnel 154,

These may include personnel of the cloud service provider or personnel of other users.

{8086] Application services layer 156 identifies various cloud services that may be
offered by cloud infrastructure systemn 100, These services may be mapped to or
associated with respective software components 1606 (e.g., Oracle WebLogic server for
providing Java scrvices, oracle database for providing database services, and the like) via

a service integration and linkages layer 158,

{80571 In certain embodiments, a number of imternal services 162 may be provided that
are shared by different components or roodules of cloud infrastructure system 100 and by
the services provided by cloud infrastructure systern 100. These juternal shared services
may inchide, without limitation, a security and identity service, an integration service, an
cOterprise repostiory service, an enferprise manager service, a virus scanning and white
list service, a high availability, backup and recovery service, service for enabling cloud
support in IDEs, an ematl service, a notification service, a file transter service, and the

like.

(G058} Runtime infrastructure layer 164 represents the hardware layer on which the

various other layers and components are built. In certain embodiments, runtime
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infrastructure layer 164 may comprise one Oracle's Exadata machines for providing
storage, processing, and networking resources. An Exadata machine may be composed
of various database servers, storage Servers, networking resources, and other components
for hosting cloud-services related software layers. In certain embodiments, the Exadata
machives may be designed to work with Oracle Exalogic, which 1s an engimecred system
providing an assemblage of storage, compute, network, and software resources. The
combination of Exadata and Exalogic provides a coraplete hardware and software
engineered solution that delivers high-performance, highly available, scalable, secure,

and a managed platform for providing cloud services.

[B05%]  Fig. 2 1s a simplified block diagram of a system environment for implementing
the cloud infrastructure system shown in Fig. 1A according to an embodiment of the
present invention. In the tllustrated embodiment, system cnvironment 230 includes one
or more client computing devices 224, 226 and 228 that may be used by users to interact
with cloud infrastructure system 100, A client device may be configured to operate a
chient application such as a web browser, a proprictary client application {e.g., Oracle
Forms), or some other application, which may be used by a user of the client device to
interact with cloud infrastracture system 100 to utilize services provided by cloud

infrastructure system 100,

{8068] It should be appreciated that cloud infrastructure system 100 depicted in Fig. 2
may have other components than those depicted 1o Fig. 2. Further, the embodiment
shown in Fig. 2 is only one example of a cloud infrastructure system that may incorporate
an embodiment of the invention. In some other embodiments, cloud infrastructure
system 100 may have more or fewer components than shown in Fig. 2, may combine two
or more componcnts, or may have a different contiguration or arrangement of
components,

{6361} Client computing devices 224, 226 and 228 may be general purpose personal
computers (including, by way of example, personal corputers and/or laptop computers
ranning varigus versions of Microsoft Windows and/or Apple Macintosh operating

systerns), cell phones or PDAS (running software such as Microseft Windows Mobile and
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being Internet, e~-mail, SMS, Blackberry, or other communication protocol enabled),
workstation coraputers running any of a varicty of commercially-available UNIX or
UNIX-like operating systems (including without limitation the variety of GNU/Linux
operating systems), or any other computing device. For example, client computing
devices 224, 226 and 228 may be any other electronic device, such as a thin-client
computer, Internet-cnabled gaming system, and/or personal messaging device, capable of
communicating over a network {e.g., network 232 described below). Although
exemplary system environment 2380 is shown with three client computing devices, any
number of client computing devices may be supported. Other devices such as devices

with sensors, etc. may interact with cloud infrastructure system 100,

{B362] A network 232 may facilitate communications and exchange of data between
clients 224, 226 and 228 and cloud infrastructure system 100, Network 232 may be any
type of network famtliar to those skilled in the art that can support data communications
using any of a varicty of commmercially-available protocols, including without limitation
TCP/IP, SNA, IPX, AppleTalk, and the like. Merely by way of example, network 232
can be a local area network (LAN) such as an Ethernet network, a Token-Ring network
and/or the like, a wide-area network, a virtaal network, including without himitation a
virtual private network (VPN), the Internet, an intranct, an extranet, a public switched
telephone network (PSTN), an infra-red network, a wircless network {e.g., a network
operating under any of the IEEE R02.1X suite of protocoels, the Bluetooth protoco! known
in the art, and/or any other wireless protocol), and/or any coraobination of these and/or

other networks.

{86631 Cloud infrastructure systerm 100 may comprise one or more computers and/or
servers which may be general purpose computers, specialized server computers
{inchuding, by way of example, PC servers, UNIX servers, mid-range servers, maimnframe
computers, rack-mounted servers, et ), server farms, server clusters, or any other
appropriate arrangement and/or combination. The computing devices that reake up cloud
infrastructure system 100 may run any of operating systems or a variety of additional

server apphications and/or mid-tier applications, including HTTP servers, FTP servers,

[y
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CG1 servers, Java servers, database servers, and the like. Exemplary database servers
mclude without limitation those comraercially available from Oracle, Microsoft, Sybase,

iBM and the like.

18064] In various embodiments, cloud infrastructare system 100 may be adapted to
automatically provision, manage and track a custorner’s subscription to services offered
by cloud infrastructure system 100, In one embodiment, as depicted in Fig. 2, the
components in cloud infrastructure system 100 include an Identity Management (IDM)
roodule 200, a services module 202, a Tenant Automation Systern (TAS) wodule 204, a
Service Deployment Infrastructure (SDI) module 206, an Enterprisec Manager (EM)
module 208, one or more front-end web interfaces such as a store user interface (U 210,
a cloud user interface (UI) 212, and a support user interface (Ul 216, an order
reanagement module 214, sales personnel 218, operator personnel 220 and an order
database 222. These modules may include or be provided using one or more computers
and/or servers which may be general purpose computers, specialized server computers,
server farms, server clusters, or any other appropriate arrangement and/or combmnation.
{n onc embodiment, one or more of these modules can be provided by cloud management
functiovality 108 or [aa8 platform 110 10 cloud wirastructure system 108, The various
modules of the cloud infrastructure system 100 depicted in Fig. 2 arc meant for
illustrative purposcs only and arce not intended to himit the scope of erabodirnents of the
present fnvention. Alternative embodiments may include more or fewer modules than

those shown in Fig. 2.

{0065] 1In an cxemplary operation, at (1} a customer using a cliont device such as client
device 224 or 226 may interact with cloud infrastructure system 100 by browsing the
varigus services provided by cloud infrastructure systern 100 and placing an order for a
subscription for one or more services offered by cloud infrastructure system 108, In
certain embodiments, the customer may access store Ul 210 or cloud Ul 212 and place a

subscription order via these user interfaces.

{8066] The order information received by cloud infrastructure system 100 in response

to the customer placing an order may inchude information identifying the customer and
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one or more services offered by the cloud infrastructure systenm 100 that the customer
intends to subscribe to. A single order may include orders for multiple services. For
instance, a customer may login to cloud Ul 212 and request a subseription for a CRM

service and a Java cloud service in the same order.

{8067] Additionally, the order may also inchude one or more service levels for the
ordered services. As used herein, and as will be discussed in greater detail below, a
service level for a service determines the amount of resources to be allocated for
providing the requested service n the context of the subseription, such as the amount of
storage, amount of computing resources, data transfer facilitics, and the like. For
exariple, a basic service level may provide a mintmum level of storage, data
transmission, or number of users, and higher service levels may include additional

FESOUrces.

{8068] In addition, in some 1nstances, the order information received by cloud
infrastructure system 100 may include information indicative of a customer level, and the
tirne period during which the service 18 desired. The customer level specifies the priority
of the customer making the subscription request. In one example, the priority may be
determined based on the quality of service that the cloud 1nfrastructure system 100
guarauntees or promises the customer as specified by a Service Level Agreement (SLA)
agreed to between the customer and the provider of the cloud services. In one example,
the different custoroer levels inchude a basic level, a silver level and a gold level. The
time period for a service may specify the start date and time for the service and the time
period for which the service s desired {e.g., 4 service end date and time may be

specified).

18069] In onc embodiment, a customer may request a new subscription via store UL 210
or request for a trial subscription via cloud Ul 212, In certain embodiments, store U 210
may represent the service provider's eCommerce store front {e.g., www.oracle.com/store
for Oracle Cloud services). Cloud UI 212 may represent a business interface for the
service provider. Consumer can explore available services and sign up for interested

services through cloud Ul 212, Cloud Ul 212 captures user input necessary for ordering

-
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trial subscriptions provided by cloud infrastructure system 108, Cloud Ul 212 may also
be used to view account features and configure the runtirae environment located within
cloud infrastructure system 100. In addition to placing an order for a new subscription,
store U 210 may also enable the customer to perform other subscription-related tasks
such as changing the service level of a subscription, extending the term of the
subscription, increasing the service fevel of a subscription, terminating an existing

subscription, and the like,

{B676]  After an order has been placed per (1), at (2), the order inforration that is
received via either store Ul 210 or cloud U 212 1s stored in order databasc 222, which
can be one of several databases operated by cloud infrastructore system 100 and uiithzed
in conjunction with other system elements. While order database 222 is shown logically
as a single database i Fig. 2, in actual implementation, this may coraprise onc or more

databases.

{8071] At (3), the order is forwarded to order management module 214, Order
manageraent raodule 214 1s configured to perform bilhing and accounting functions
related to the order such as verifying the order and upon verification, booking the order.
In certain embodiments, order management module 214 may ichade a contract
management module and an wnstall base module. The contract management module may
store contract information associated with the customer’s subscription order such as the
customer’s service level agreement (SLA) with cloud infrastructure system 108, The
install base module may include detailed descriptions of the services in the customer’s
subscription order. In addition to order information, the mstall base meodule may track
installation details related to the services, product status and support service history
related fo the services, As a customer orders new services or upgrades existing ones, the
install base module may antomatically add vew order information.

{BG72]  At(4), information regarding the order is communicated to TAS module 204,
In one embodiment, TAS module 204 utilizes the order information to orchestrate the
provisioning of services and resources for the order placed by the customer. At {5), TAS

component 204 orchestrates the provisioning of resources to support the subscribed
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services using the services of SPI module 206, At (63 TAS modale 204 provides
mformation related to the provisioned order received from SDI module 206 to services
module 202, In some embodiments, at (73, SBI module 206 may also use services
provided by services module 202 to allocate and configure the resources needed to fulfill

the custorner’s subscription order.

{B873]  At(8), services module 202 sends a notification to the customers on client

devices 224, 226 and 228 regarding the status of the order.

{8874] In certain cmbodiments, TAS module 204 functions as an orchestration
component that manages business processes associated with each order and applies
business logic to determine whether an order should proceed to provisioning. In one
embaodiment, upon receiving an order for a new subscription, TAS module 204 sends a
request to SDI module 206 o allocate resources and configure those resources needed to
fulfill the subscription order. SDI module 206 enables the allocation of resources for the
services ordered by the customer. SIH module 206 provides a level of abstraction
between the cloud services provided by cloud infrastructure systern 100 and the physical
implementation layer that is used to provision the resources for providing the requested
services. TAS module 204 may thus be isolated from implementation details such as
whether or not services and resources are actually provisioned on the fly or pre-

provisioned and only allocated/assigned upon request.

{8075] In certain crobodiments, a uscr may use store Ul 210 to directly interact with
order management module 214 to perform billing and accounting related functions sach
as verifying the order and upon verification, booking the order. In some embodiments,
instead of a customer placimg an order, at (9}, the order roay mstead be placed by sales
personnel 218 on behalf of the customer such as a customer’s service representative or
sales representative. Sales personnel 218 may directly interact with order management
module 214 via a user interface (not shown in Fig. 2) provided by order management
rnodule 214 for placing orders or for providing quotes for the custoraer. This, for

example, may be done for large customers where the order may be placed by the
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customer’s sales representative through order management module 214, The sales

representative may set up the subscription on behalf of the customer.

{6676] EM module 208 s configured to monitor activitics related to managing and
tracking a customer’s subscription in cloud infrastructure system 100. EM module 208
collocts usage statistics for the services in the subscription order such as the aroount of
storage used, the amount data transferred, the number of users, and the amount of system
up time and system down time. At {10}, a host operator personnel 220, who may be an
employee of a provider of cloud infrastructure system 100, may wnteract with EM wodule
20¥ via an enterprise manager user interface (not shown in Fig. 2) to manage systems and

resources on which services are provisioned within cloud infrastructure systern 100,

{6677}  Identity voanagement (IDM) module 200 is configured to provide identity
services such as access management and authorization services in cloud infrastructure
system 100, In one emsbodivaent, IDM module 200 controls information about custorsers
who wish to utilize the services provided by cloud infrastructure system 100, Such
information can include mformation that authenticates the identitics of such customers
and information that describes which actions those custorers are authorized to perform
relative to various system resources (¢.g., files, directories, applications, communication
ports, memory segments, etc.) 1IDM module 200 can also melude the managewent of
descriptive information about cach customer and about how and by whom that

descriptive information can be accessed and modified.

[6678] In one ermbodivoent, information managed by the identity manageroent module
200 can be partitioned to create separate identity domains. Information belonging to a
particalar identity domain can be 1solated from all other identity doroains. Also, an
identity domain can be shared by multiple separate tenants. Each such tenantcanbe a
customer subscribing to services in the cloud infrastructure system 100, In sorne
embodiments, a customer can have one or many identity domains, and each identity
domain may be associated with one or more subscriptions, cach subscription having onc
or many services. For example, a single customer can represent a large entity and

identity domains may be created for divisions/departments within this large entity. EM
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module 208 and 1DM module 200 may in turn interact with order management module
214 at (11) and (12) respectively to manage and track the customer’s subscriptions in

cloud infrastracture system 100,

{86791 In one embodiment, at (13), support services may also be provided to the
customer via a support Ul 216, In one embodiment, support U 216 enables support
personnel to interact with order management module 214 via a support backend system to
perform support services at (14). Support personnel in the cloud infrastructure system
160 as well as custorners can submit bug reports and check the status of these reports via

support Ul 216,

{6088} Other interfaces, not shown in Fig. 2 may also be provided by cloud
infrastructure system 100. For example, an wdentity domain adminisirator may use a user
interface to IDM module 200 to configure domain and user identitics. In addition,
customers way log nio a separate interface for cach service they wish to utilize. In
certain embodiments, a customer who wishes to subscribe to one or more services offered
by cloud infrastructure system 100 raay also be assigned various roles and
responsibilities. In one embodiment, the different roles and responsibilities that may be
assigned for a customer may include that of a buyer, an account administrator, 4 service
administrator, an wdentity domain administrator or a user who utilizes the services and
resources offered by cloud infrastructure system 100. The different roles and

responsibilities are described more fully in Fig. 4 below.

{B081] Fig. 3A depicts a simplitied flowchart 300 depicting processing that may be
performed by the TAS module in the cloud infrastructure systern, in accordance with an
embodiment of the present invention. The processing depicted 1o Fig. 3A may be
implemented in software {¢.g., code, instructions, program) executed by one or more
processors, hardware, or cormbinations thercof. The software may be stored in memory
{e.g., on a memory device, on a non-transitory computer-readable storage medium). The
particular scries of processing steps depicted in Fig. 3A 1s not infended to be limiting.
Other sequences of steps may also be performed according to alternative embodiments.

For example, alternative embodiments of the present invention may perform the steps
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outlined above in a different order. Moreover, the individual steps Hlustrated in Fig. 3A
rnay include multiple sub-steps that may be performed in various sequences as
appropriate to the individual step. Furthermore, additional steps may be added or
removed depending on the particular applications. One of ordinary skill in the art would
recognize many variations, modifications, and alternatives. In one embodiment, the
processing depicted in Fig. 3A may be performed by one or more components in TAS

componcnt 204 as will be described in detail in Fig. 3B,

{B082] At 302, a customer’s subscription order is processed. The processing may
include validating the order, in one example. Validating the order includes ensuring that
the custorner has paid for the subscription and ensuring that the customer does vot
already have subscriptions with the same name or that the customer is not attempting to
create multiple subscriptions of the same typce in the same identity domain for
subscription types for which this 1s disallowed {such as, in the case of a CRM service}.
Processing may also include tracking the status of an order for cach order that s being

processed by cloud infrastructure system 100,

{6083] At 304, a business process associated with the order is identified. In some
instances, multiple business processes may be identified for an order. Fach business
process identifies a series of steps for processing various aspects of the order. As an
example, a first business process may identify one or more steps related to provisioning
physical resources for the order, a second business process may identify one or more
steps related to creating an identity domain along with customer identities for the order, a
third business process may wdentify onc or more steps for related to performing back
office functions such as creating a customer record for the user, performing accounting
functions related to the order, and the like. In certain embodiments, different business
processes may also be identified for processing different services in an order. For
example, different business process may be identified to process a CRM service and a

database service,

{B084] At 306, the business process identified for the order in 304 is executed.

Executing the business process associated with the order may include orchestrating the
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series of steps associated with the business process identified in step 304, For example,
exceouting a business process related to provisioning physical resources for the order may
include sending a request to SBI module 206 to allocate resources and configure those

resources needed to fulfill the subscription order.

{B085] At 308, a notification is sent to the customer regarding the status of the
provisioned order. Additional description related to performing steps 302, 304, 306 and

308 18 provided in detail in Fig. 3B.

{6686] Fig. 3B depicts a simplified high level diagram of one or more sub-roodules in
the TAS module tn the cloud infrastracture system, tn accordance with an embodiment of
the present invention. In one embodiment, the modules depicted in Fig. 3B perform the
processing described in steps 302-308 discussed n Fig. 3A. In the illustrated
embodiment, TAS module 204 comprises an order processing module 310, a business
process identifier 312, a busines process executor 316, an overage framework 322, a
workflow identification module 324, and a bundled subscription generator module 326.
These modules may be implemented in hardware, or software, or combinations thereof,
The various modules of the TAS module depicted in Fig. 3B are meant for illustrative
purposes only and are not intended to himit the scope of embodiments of the present
iovention, Aliernative embodiments may inchude more or fewer modales thau those

shown in Fig. 3B.

10087} In onc embodiment, order processing module 310 receives an order from a
customer from oune or voore mmput sources 321, For exarople, order processing wodule
310 may directly receive an order via clond Ui 212 or store Ul 210, in one embodiment.
Alternatively, order processing module 310 may receive an order fromw order roanagement
module 214 or order database 222, Order processing module 310 then processes the
order. In certain embodiments, processing the order includes generating a customer
record which includes information about the order such as a service type, a service level,
a customer level, the type of resources, the arnournt of the resources to be allocated to the
service instance and a time period during which the service is desired. As part of the

processing, order processing module 310 also determines whether the order s a valid

23



10

15

280

WO 2014/039921 PCT/US2013/058642

order. This includes ensuring that the customer does not already have subscriptions with
the same name or that the customer is not attempting to create mnltiple subscriptions of
the same type in the same identity domain for subscription types where this is disallowed

{such as, n the case of a fusion CRM service).

{G088] Order processing module 310 may also pertorm additional processing on the
order. Processing may inchude tracking the status of an order for cach order that is being
processed by cloud infrastructure system 100. In one embodiment, order processing
roodule 310 may process each order o identify a number of states pertaining to the order.
in one cxample, the different states of an order may be an initialized state, a provisioned
state, an active state, an adrministration required state, an errvor state, and the ke, Ao
initialized state refers to the state of a new order; a provisioned state refers to the state of
an order once the services and resources for the order have been provisioned. An order s
in an active state when the order has been processed by TAS module 204 and a
notification to that effect has been delivered to the custorner. An order 18 in an
admunistration requived state when intervention by an adminisirator is needed to resolve
the issuc. The order is in an crror state when the order cannot be processed. In addition
to maintaining the order progress status, order processing wodule 310 also maintains
detatled information about any failures encountered during process execution. In other
embodiments, and as will be discussed in detatl below, the additional processing
performed by order processing module 310 may also include changing the service level
for a service in the subscription, changing the services included in the subscription,
extending the time period of the subscription, and canceling the subscription or

specifying different service levels for different time periods in the subscription.

[008%]  Afier an order has been processed by order processing module 310, business
logic is applied to determine whether the order should proceed to provisioning. Inone
embodiment, as part of orchestrating the order, business process identifier 312 receives
the processed order from order processing roodule 310 and applies business logic to
identify a particular business process to use for the order being processed. Inone

embeodiment, business process identifier 312 may utilize inforroation stored 1 a service

24



10

15

WO 2014/039921 PCT/US2013/058642

catalog 314 to determine the particular business process to be used for the order. In one
embodiment, and as discussed in Fig. 3A, multiple business processes may be identified
for an order and each business process identifies a serigs of steps for processing various
aspects of the order. In another embodiment, and as discussed above, different business
processes raay be defined for different types of services, or combinations of services such
as a CRM service or a databasce service. In one embodiment, service catalog 314 may
store information mapping an order to a parficular type of business process. Business
process identifier 312 may use this information to identify a specific business process for

the order being processed.

[6098]  Once a business process has been identified, business process identifier 312
communicates the particular business process to be executed to business process executor
316. Business process executor 316 then executes steps of the identified business process
by operating in conjunction with one or more modules in the cloud infrastructure system
100, In some embodiments, business process executor 316 acts as an orchestrator for
performing the steps associated with a business process. For example, the business
process executor may interact with order processing module 310 to execute steps in a
business process that identifics workflows related to the order, determines the overage of

services in the order or identifies service components related to the order.

18691}  In onc example, business process executor 316 interacts with SDI module 206
to execute steps in a business process for allocating and provisioning resources for
services requested in the subscription order. In this example, for cach step in the business
process, business process execuior 316 may send a request to SDI module 206 to allocate
resources and configure resources needed to fulfill the particular step. SDI module 206 is
responsible for the actual allocation of the resources. Once all the steps of the business
processes of an order have been executed, business process executor 316 may send a
notification to the customer of the processed order by utilizing the services of services
component 202, The notification may include sending an email notification fo the

customer with details of the processed order. The email notification may also include

[N)
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deployment information related to the order to enable the customer {0 access the

subscribed services.

(6092] In certain embodiments, TAS module 204 may provide one or more TAS
Application Programming Interfaces (APIs) 318 that enable TAS module 204 to interact
with other modules in cloud infrastructure systern 100 and for other modules to interact
with TAS module 204, For example, the TAS APIs may include a system provisioning
AP that interacts with SD{ module 206 via an asynchronous Simple Object Access
Protocol (SOAP) based web services call to provision resources for the customer’s
subscription order. In one embodiment, TAS module 204 may also utilize the system
provisioning API to accoraplish system and service instance creation and deletion, switch
a service instance o an increased service level, and associate service instances. An
example of this is the association of a Java service instance to a fusion applications
service instance to allow secure web service communications. The TAS APIs may also
include a notification API that interacts with the services module 202 to notify the
customer of a processed order. In certain embodiments, the TAS wodule 204 also
periodically propagates subscription information, outages, and notifications {e.g. planned

dowutime) to services compounent 202,

{86931  In certain embodiments, TAS wodule 204 periodically receives usage statistics
for cach of the provisioned services such as the amount of storage used, the amount data
transterred, the number of users, and the amount of system up time and system down
time from EM module 208, Overage framework 322 utilizes the usage statistics fo
determine whether over use of a service has occurred, and if so, to determine how much

to bill for the overage, and provides this information to order management module 214.

{8694] In certain embodiments, TAS module 204 includes an order workflow
identification module 324 that 15 configured to identify one or more workflows associated
with processing a customer’s subscription order. In certain embodiments, TAS module
204 may include a subscription order generation framework 326 for generating
subscription orders for a customer when the customer places a subscription order for one

or more services offered by the cloud infrastructure system 100, In one embodiment, a
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subscription order inchudes one or more service components responsible for providing the

services roquested by a customer in the subscription order.

{3695]  Additionally, TAS module 204 may also interact with onc or more additional
databases such as a Tenant Information System (TIS) database 320 to enable the
provisioning of resources for one or more services subscribed by the customer while
taking into consideration historical information, if any, avatlable for the customer. TIS
database 320 may include historical order information and historical usage information

pertaining to orders subscribed by the custorver,

{8096] TAS module 204 may be deployed using different deployment models. In
certain embodiments, the deployment includes a central component that interfaces with
one or wore distributed components. The distributed coroponents way, for example, be
deployed as various data centers and accordingly may also be referred to as data center
componeunts. The central compouent includes capabilities to process orders and co-
ordinate services in cloud infrastructure system 100, while the data center components
provide capabilities for provisioning and operating the runtirac system that provides the

resources for the subscribed services.

{6397]  Fig. 4 depicts an exemplary distributed deployment of the TAS module,
according to an crabodiment of the present invention. In the embodiment depicted in
Fig. 4, the distributed deployment of TAS module 204 includes a TAS central component
400 and one or more TAS Data Centers {DCs)y components 402, 404 and 406, These

components may be implemented in hardware, or software, or corabivations thereof.

{6398]  In one embodiment, the responsibilities of TAS central component 400 include,
without limitation, to provide a centralized component for receiving customer orders,
performing order-related business operations such as creating a new subseription,
changing the service level for a service in the subscription, changing the services
included in the subscription, and extending the time period of the subscription, or
canceling the subscription. The responsibilitics of TAS central component 400 may also

mclude rasintaining and serving subscription data needed by cloud infrastructure system
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100 and interfacing with order management module 214, support UL 216, cloud UL 212

angd store U1 210 to handle all the back-office interactions.

{3699]  In onc cmbodiment, the responsibilitics of TAS DCs 402, 404 and 406 include,
without limitation, performing runtime operations for orchestrating the provisioning the
resources for one or more services subscribed by the customer. TAS DCs 402, 404 and
406 also include capabilities to perform operations such as locking, unlocking, enabling,
or disabling a subscription order, collecting metrics related to the order, determining the

status of the order, and sending notification eveuts related to the order.

{8106} In an exemplary operation of the distributed TAS system shown in Fig. 4, TAS
central component 400 initially receives an order from a customer via cloud Ul 212, store
Ul 210, via order management systern 214, or via order database 222, Inone
embodiment, the customer represents a buyer who has financial information and the
authority to order and/or change a subscription. Tn one ewbodiment, the order
information includes information identifying the customer, the type of services that the
customer wishes to subscribe to, and an account administrator who will be responsible for
handling the request. In certain embodiments, the account administrator may be
nominated by the customer when the customer places an order for a subscription to one
or more services offered by cloud infrastructure system 108, Based oun the order
information, the TAS central component 400 identifics the data region of the world such
as Americas, EMEA, or Asia Pacific in which the order originates and the particular TAS
DCs (for e.g., 402, 404 or 406) that will be deployed for provisioning the order. In one
cmbodiment, the particular TAS DC (for ¢.g., frora among DCs 402, 404 or 406} that will
be deployed for provisioning the order is determined based on the geographical data

region in which the request originated.

{8191] TAS central componcent 400 then sends the order request to the particular TAS
3C tn which to provision services for the order request.  In one embodiment, TAS DCs
402, 404 or 406 identify a service administrator and an wdentity domain administrator
responsible for processing the order request at the particular TAS DC. The service

administrator and the identity administrator may be nominated by the account
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administrator identified in the subscription order. TAS DCs 402, 404 or 406
communicate with SDI module 204 to orchestrate the provisioning of physical resources
for the order. 8D module 206 in respective TAS DCs 402, 404 or 406 allocates

resources and configures those resources needed to fulfill the subscription order.

10182} In certain ernbodiments, TAS DCs, 402, 404 or 406 wdentify an identity domain
associated with the subscription. SDI module 206 may provide the identity domain
information to IDM component 200 (shown in Fig. 2} for identifying an existing identity
domain or creating a new ideutity doroain. Once the order is provisioned by the SDI
module at respective TAS DCs, 402, 404 or 406, TAS central component 400 may place
information regarding the provisioned resources in a support system, via support Ul 216.
Information may include, for example, displaying resource metrics related to the services

and usage statistics of the scrvices.

{3103}  Once in operation, at each data center, EM module 208 to periodically collects
usage statistics for each of the provisioned services provisioned at that data center, such
as the amount of storage used, the amount data transferred, the number of users, and the
amount of system up time and system down time. These statistics are provided to the
TAS D that 15 local to EM module 208 (i.c., at the sarme data center). Inan
embodiment, the TAS DCs may use the usage statistics to determine whether overuse of
a service has occurred, and if so, to determine how much to bill for the overage, and

provide the billing mformation o order management system 214,

{G184]  Fig. 51 a simphified block diagram ilustrating the interactions of the SDI
rmodule with one or more modules in the cloud infrastructure system, in accordance with
an embodiment of the present nvention. In one embodiment, SDI module 206 mieracts
with TAS module 204 to provision resources for services in a subscription order received
by TAS module 204, In certain embodiments, one or more of the modules tHustrated i
Fig. S may be modules within cloud infrastructure systemy 100, In other embodiments,
ong or more of the modules that interact with SDI module 206 may be outside cloud

infrastructure system 100, In addition, alternative embodiments may have more or less
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modules than those shown in Fig. 5. These modules may be implemented in hardware, or

software, or combinations thereof.

{6105]  In onc cmbodiment, the modales in SDI module 206 may inchude one or more
modules in SaaS platform 102 and Paa8 platform 104 in cloud infrastructure system 100,
In order to perform provisioning of resources for various services, SDI module 206 may
interact with various other modules, each customized to help with provisioning resources
for a particular type of service. For example, as illustrated in Fig. 5, SDI module 206
roay interact with a Java service provisioning control roodule 500 to provision Java cloud
services. In one embodiment, Java service provisioning control component 500 may
deploy a Java Cloud Service (JCS) assembly specitied by SDI meodule 206 that inchudes a
set of tasks to be performed to provision Java cloud services. lnfrastructure resources

106 then determines the resources needed to provision the Java cloud services.,

{3186] As other exaraples, SDI module 206 voay interact with one or more modules
such as a Virtual Assembly Builder (VAB) module 502, an Application Express (APEX)
deployer ruodule 504, a Virtual Machine (VM) module 506, an IDM module 200, and a
database machine module 118, VAB module 502 inclhudes capabilities to configure and
provision cormplete multi-tier application environments. In one crabodiment, VAB
rodule 502 deploys a Middleware (MW) service assembly specified by SDI modale 206
to provision a MW scrvice in cloud infrastructure system 100 using the services provided
by VM roodule 566. APEX deployer module 504 includes capabilities to configure and
provision database services. In one embodiment, APEX deployer module 504 deploys a
database serviee assembly specificd by SDI module 206 to provision a database service
in cloud infrastructure system 100 using the resources provided by infrastructure
resources 106, SDI module 206 interacts with IDM module 200 to provide ideuntity
services such as access management across multiple applications in cloud infrastructure

system 100,

{3167} Fig. 6 depicts a simplified high level disgram of sub-ruodules of the SDI
module according to an embodiment of the present invention. In the embodiment

depicted in Fig. 6, SP1 module 206 includes a SDI-Web Services (WS} module 600, an
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SDI request controlier module 602, an SPI task manager module 604, an SDI monitoring
module 606, an SDI data access module 608, an SDI common library module 610, and an
SI¥ connector module 612, These modules may be implemented in hardware, or
software, or combinations thercof. SDI module 206 depicted in Fig. 6 and its various
maodules are meant for iltustrative purposes only and are pot intended to lirait the scope of
embodiments of the present invention. Alternative embodiments may have more or less
roodules than those shown n Fig. 6. These modules and their functions are described n

detail below.

18168] SDI-WS module 608 inchudes capabilities for receiving a step in the business
associated with an order from business process executor 316 of TAS component 204, In
one embodiment, SDI-WS module 630 parses cach step of the business process and
converts the step into an internal representation used by SPY module 206, In one
embodiment, cach step of the business process associated with the order arrives through a
web service processing layer (for example, via Systern Provisioning API discussed in Fig,

3B) in the form of a SOAP request to SBI-WS module 600,

{¢189]  SDI request controller module 602 is the internal request processing engine in
SDI module 206 and includes capabilitics for performing asynchronous request
processing, concurrent reguest processing, concurrent task processing, fault tolerant and
recovery and plug-in support related to the order requests. In one embodiment, SDI
request controller module 602 accepts each step of the business process associated with
the order from SDI-WS module 600 and submits the step to SDI task manager module

604,

{8116} SDI task manager module 604 translates each step specified 1o the business
process into a series of tasks for provisioning the particular step. Once the set of tasks for
a spectfic step have been provisioned, SDH task manager module 604 responds to
business process executor 316 in TAS module 204 with operation results that includes an
order payload with details of the resources provisioned to fulfill the particular step. SDi
task manager module 604 repeats this process until all the steps of the particular business

process associated with the order are complete.
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{6111] In certain embodiments, SIX task manager module 604 translates each step
specificd in the business process into a scries of tasks by utilizing the services of SDMI
connector module 612. SDI connector module 612 includes one or more connectors for
handling the deployment of tasks specified by SDI task manager module 604 to provision
one or more services related to the order request.  In certain embodiments, one or more
of the connectors may handle tasks that are specific to a particular service type while
other connectors may handle tasks that are common across different service types. Inone
embodiment, SBI connector module 612 inchides a set of connectors (wrapper APIs) that
interface with one or more of the external modules (shown in Fig. 5) in cloud
infrastructure system 100 to provision the services and resources related to the order
request. For example, Applhication Express (APEX) connector 614 interfaces with APEX
deployer module 504 to provision database services. Web Center Connector 616 (WO
interfaces with a web center module in cloud infrastructure system 100 to provision web
services. The web center module s a user engagement platform and includes capabilities
for delivering connectivity between people and information in clond infrastructure system

160

{8112} In certain embodiments, Middleware Applications (MA ) connector 618
interfaces with VAB moduic 502 in cloud infrastructure system 100 to provision
nmiddleware application services. NUVIAQ connector 620 interfaces with VAB module
502 to provision Java services. DM connector 622 interfaces with 1DM module 208 to
provide identity and access manageracnt for users subscribing to services and resources
in cloud infrastructure system 100, Virtual Assembly Builder (VAB) connector 624
interfaces with VAB module 502 in cloud infrastructure system 100 to configure and
provision complete maulti-tier application environments. Plug-in connector 626 interfaces
with EM module 208 to manage and monitor the components in cloud infrastructure
system 100, HTTP server connector 628 juterfaces with oue or maore web servers n the

PaaS platform to provide connection services to users in cloud infrastructure system 100,

18113} SDI monitoring module 606 in SDH module 206 provides an inbound interface

for receiving Java Manageroent Extensiouns (IMX) requests. SDBI monitoring module 606

{9V
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also provides tools for managing and montioring applications, system objects and devices
in cloud infrastructure system 100, SDi-data access module 608 provides an inbound
interface for receiving Java Database Connectivity (JDBC) requests. SDH-data access
module 608 supports data access and provides object relational mapping, java transaction
APT services, data access objects, and connection pooling in cloud infrastructure system
100, The SDl-common library module 610 provides configuration support for the

modules in SDI module 206,

{3114} The embodiment of Fig. 6 discussed above describes modules in the SDI
module according to an embodiment of the present invention. Fig. 7A depicts a
simplified fowchart 700 depicting processing that way be perforroed by the modules of
the SDI module in the cloud infrastructure system, in accordance with an embodiment of
the present mvention. The processing depicted i Fig. 7A may be froplemented in
software (e.g., code, instructions, program) executed by one or more processors,
hardware, or combinations thereof. The software may be stored in memory {e.g., on a
memory device, on a non-transitory compuier-readable storage medium). The particalar
series of processing steps depicted 1n Fig. 7A is not intended to be limiting. Other
sequences of steps may also be performed according to alternative erabodiments. For
example, alternative embodiments of the present invention may perform the steps
outlined above in g different order. Moreover, the individoal steps Hustrated i Fig. 7A
may include multiple sub-steps that may be performed in various sequences as
appropriate to the individual step. Furthermore, additional steps may be added or
removed depending on the particular applications. One of ordinary skill in the art would
recognize many variations, modifications, and alternatives. In one embodiment, the
processing depicted in Fig. 7A may be performed by one or more modules in the SDi

module 206 discussed in detail in Fig. 6.

(#1315} At702, a business process associated with a subscription order is received. In
one embodiment, SDI-WS roodule 600 in SDI module 206 receives one or more steps in
the business process associated with the subscription order from business process

executor 316. At 704, cach step in the business process is translated into a series of tasks

a2
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for provisioning resources for the subscription order. In one embodiment, SDI task
rmanager module 604 in SDI module 206 translates cach step specified in the business
process into a series of tasks by utilizing the services of S connector module 612, At
706, the subscription order is provisioned based on the series of tasks. Inone
embodiment, and as discussed n Fig. 6, SDI connector module 612 includes one or more
connectors for handling the deployment of tasks specified by SDI task manager module

604 to provision resources for the services in the subscription order.

{8116]  As described above with respect to Fig. 6, SD task manager module 604
translates each step specified in a business process into a series of tasks by utilizing the
services of SDY conpector wodule 612, which may wclude one or more connectors for
handling the deployment of tasks specified by S task manager module 604 to provision
one or more services related to the order request. Onc or more of the connectors may
handle tasks that are specific to a particular service type while other connectors may
handle tasks that arc cornmon across different service types. In one crobodiraent, SDH
connector module 612 includes a set of counectors (wrapper APIs) that nterface with one
or more of the external modules (shown in Fig. 5} in cloud infrastructure system 100 to
provision the services and resources related to the order request. For example, a

NUVIAQ connector 620 interfaces with VAB module 502 to provision Java services.

{8117} Fig. 7B depicts a simplified block diagram showing the high-level architecture
of'a Nuviag systern 710 and its relationships with other cloud infrastructare components
according to an embodiment of the present invention. It should be appreciated that
Nuviag system 710 depicted in Fig. 7B may have other components than those depicted
in Fig. 7B. Further, the embodiment shown in Fig. 7B is only one example of a cloud
infrastructure system that may incorporate an erubodiment of the fnvention. In some
other embodiments, Nuviag system 710 may have more or fewer components than shown
in Fig. 7B, may combine two or more components, or may have a different configuration

or arrangement of components.

{8118} In certain embodiments, Nuviag system 710 may be configured to provide a

runtime enging for orchestrating PaaS operations. Nuviaq systemn 710 may provide a web
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service APl to facilitate integration with other products and services. Nuviag system 710
also provides support for coraplex workflows in system provisioning, application
deployment and associated lifecycle operations and integrates with management and

monitoring solutions.

{G119]  In the cbodiment depicted in Fig. 7B, Nuviaq system 710 comprises a Nuviag
proxy 712, a Nuviag manager 714, and a Nuviaq database 716. In certain embodiments,
Nuviag manager 714 provides an entry point into Nuviaq system 710, providing secure
access to Paal operations via the web service APL Internally, it tracks system state in the
database and controls job execution on the workflow engine. In a public cloud, Nuviag
manager 714 may be accessed by the Tenant Provisioning system (SDI 206} and the

Tenant Console, to drive provisioning and deployment operations respectively.

{#128] In one cmbodiment, Nuviag manager 714 executes jobs asynchronously via an
internal workflow engine. A job may be a sequence of actions specific to a given PaaS
workflow. Actions may be performed in order, with failure in any step resulting in
fatlurc of the overall job, Many workflow actions delegate to external systems relevant
to the workflow, such as the EM command line interface (cli). In one implementation,
Nuviag manager 714 application may be hosted 1n 8 2-node WebLogic cluster with
associated HTTP server {e.g., Oracle HTTP Server or OHS) instance, running inside a

firewall.

{@121] In certain crmbodiraents, Nuviag proxy 712 is the public access point to the
Nuviag APL In one embodiment, only Public API may be exposed here. Requesis
received by proxy 712 may be forwarded to Nuviag manager 714, In one embodiment,
Nuviag proxy 712 runs outside the firewall, whereas manager 714 runs within the
firewall. In one implementation, Nuviaq proxy 712 application runs on a WebLogic

cluster running outside the firewall.

{$122] In certain erobodiments, Nuviag database 716 tracks various domain entities

such as, without limitation, platform instance, deployment plan, application, WebLogic

(9 V)
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domain, jobs, alerts, and the like. Primary keys may be aligned with the Service

Database where appropriate.

{61231  In onc cmbodiment, Platform Instance 718 may contain all resources required

for a WebLogic service for a given tenant.

18124] Nuviag system: 710 may rely on additional systems of cloud infrastructure
systern 100 to carry out the worktlows used the WebLogic cloud service. These
dependencies may include dependencies on S 206, IDM 200, a virus scan system, a
service database, CRM instances, and the like. For example, Nuviaq system 710 may
depend upon functions performed by an Assembly Deployer in SDI 206, In one
embodiment, the Assembly Deployer is a system to manage interactions with OVAB
{Oracle Virtual Assembly Builder) and OVM (Oracle Virtual Machine). Capabilities of
the Assembly Deployer used by Nuviaqg system 710 may include, without limitation,
functions for deploying an assernbly, un-deploying av assewbly, describing asserobly
deployment, scaling appliance, and the like. In one implementation, Nuviag system 710

accesses the Assembly Deployer via a web service APL

[G125] In certain erobodiments, security policies may require certain artifacts to be
scanned for viruses before being deployed to an application. Cloud infrastructure system
100 may provide a virus scan system for this purpose that provides scanning as a service

for multiple components of the public cloud.

{#126] In certain embodiments, a public cloud infrastructure may maintain a Service
Database containing information about tenants {¢.g., customers} and their service
subscriptions. Nuviag workflows may access to this data in order to properly configure a

WebLogic service as a client to other services that the tenant also subscribes to.

{61271 Nuviaq systera 710 may depend on DM 200 for its security integration. In
certain embodiments, Java Service instances can be associated with a CRM instance.
The association allows user applications deployed to their Java Service instance to access

a CRM mstance though Web Service calls.
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{¢128] Various entities may use services provided by Nuviag system 713, These
clients of Nuviaq systern 710 may include: a Tenant Console, which is an managerent
server {e.g., Oracle Management Server) based user interface that customers may access
to manage their applications on their platform instances; several IDESs such as Oracle
{DEs (IDeveloper, NetBeans, and OEPE) have been extended to offer access to
application lifecycle management operations; one or more Command Line Interfaces

{CLIs) that arc available to access lifecycle operations on the platform mstances.

{3129] Provisioning use case for Nuviag system 710 — A Provision Platform Instance
use case 18 realized via the Create Platform Instance operation of the Nuviag APL In the
context of cloud nfrastructure system 100, a service 1nstance with respect to the Nuviag
systems corresponds to a Nuviag platform instance. A platform instance is assigned a
unique identifier 1s used on all subsequent operations related to this stance. A Platform
Deployment deseriptor provided to the Create Platform lnstance action aliows for
properties to be set that modify the configuration of the platform instance to raccet the

subscription requirements of the tenant. These properties way nclude for example:
Property#1: oracle.cloud.service weblogic.size

Values: BASIC, STANDARD, ENTERPRISE
Description: Specifics the subscription type. This impacts the mumber of servers,
database limits and quality of service settings.
Property#2: oracle.cloud.service. weblogic trial
Values: TRUE, FALSE
Description: Indicates whether or not this is a trial subscription.
Property#d: oracle.cloud.service.weblogic.crm
Values: CRM Service ID
Description: Identifies a CRM service to be associated with this WebLogic service

instance.

{9V
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{#138] Fig. 7C depicts an example sequence diagran illustrating steps of a
Provisioning process using a Nuviaq system according to an embodiment of the present
invention. The sequence diagram depicted in Fig. 7C is only an example and is not

intended to be limiting.

10131} Install/Update Application usc case ~ The Install Application operation deploys
an application to a running WebLogic Server after validating that the application archive
meets the security requirements of the Public Cloud. In one embodiment, the Application
Deployment descriptor provided to the Install Application action allows for properties to
be set that modify the configuration of the application to meet the subscription

requirements of the tenant. These propertics may include for example:

Values: RUNNING, STOPPED

Description: Specifies the initial state of the application after deployment.

{8132] Fig. 7D depicts an example sequence diagram 1llustrating steps of a deployroent
process using a Nuviag system according to an embodiment of the present invention.
The sequence diagrarn depicted 1o Fig. 7D 1s only an example and is not intended to be

limiting.

{#133] Referring back to Fig. 2, in certain embodiments, TAS 204 and SDI 206
working in cooperation are responsible for provisioning resources for one or more
services ordered by a customer from a set of services offered by cloud infrastructure
systera 100, For cxample, in one embodiment, for provisioning a database service, the
automated provisioning flow may be as follows for a paid subscription:

{1} Customer places an order for a paid subscription to a service via Store Ul 210,

{2} TAS 204 receives the subscription order,

{3} When services are avatlable TAS 204 inttiates provisioning by using the services of
SIx 206, TAS 204 may perform business process orchestration, which will execute the
relevant business process to complete the provisioning aspect of the order. In one
embodiment, TAS 204 may use a BPEL (Business Process Execution Language) Process
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Manager to orchestrate the steps involved in the provisioning and handle the lifecycle

operations.

{4} In onc embodiracnt, to provision a database service, SDI 206 may call PLSQL APIs

in the CLOUD Ul to associate a schema for the requesting customer.,

{5} After successful association of a schema to the customer, SDH signals TAS and TAS
send a notification to the custorner that the database scrvice 18 now available for use by

the customer.

{6} The customer may log into cloud infrastructure system 100 {e.g., using an URAL

such as cloud.oracic.com) and activate the service,

{3134] In some embodiments, a customer may also be allowed to subscribe to a service
on a trial basis. For example, such a trial order may be received via cloud Ut 212 {e.g.,

using cloud.oracle.com).

[G135]  In certain erobodiments, cloud infrastructure system 100 enables underlying
hardware and service instances to be shared between customers or tenants. For example,
the databasc service may be provisioned as shown in Fig. 7E in one embodiment. Fig. 7E
depicts multiple Exadata compute nodes 730 and 732, each providing a database instance
provisioned for the database service. For example, compute node 730 provides a

database instance 734 for a database service. Each Exadata compute node may have

multiple database instances.

{#136] In certain embodiments, cach database instance can comprise multiple schemas
and the schemas may be associated with different customers or tenants. For example, i
Fig. 7E, databasc instance 734 provides two schemas 736 and 738, cach with its own
tables. Schewa 736 may be associated with a fivst custorner or tenant subscribing to a
database service and schema 738 may be associated with a second customer or tenant
subscribing to the database service. Bach tenant gets a completely isolated schema. Each
schema acts like a container that can manage database objects including tables, views,
stored procedures, triggers, ete. for the associated tenant. Each scherna may have one
dedicated tablespace, with cach tablespace having one data file.
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{#137] In this manner, a single database instance can provide database services to
raultiple tenants. This not only enables sharing of underlying hardware resources but also

coables sharing of service instance between tenants.

{3138] b certain embodiments, such a multi-tenancy system is facilitated by IDM 200,
which beneficially enables multiple separate customers, each having their own separate
identity domains, to use hardware and software that is shared in the cloud. Consequently,
there is no need for cach customer o have its own dedicated hardware or software
resources, and in some cases resources that are not being used by somwe cusiomers at a
particular moment can be used by other customers, thereby preventing those resources
from being wasted. For example, as depicted in Fig. 7E, a database 1ustance can service
multiple customers cach with their respective identity domains, Although each such
databasc service instance can be a separate abstraction or view of a single physical roulti-
tenant database system that is shared among the many separate identity domaiuns, each
such database scrvice instance can have a separate and potentially different scherma than
each other database service instance has. Thus, the multi-tenant database syster can
store mappings between customer-specificd database schemas and the identity domains to
which those database schemas pertain. The multi-tenant database system can cause the
database service instance for a particular identity domain to use the schema that is

mapped to that particular identity domain.

[#139]  The nulti-tenancy can also be extended to other services such as the Java
Service. For example, multiple customers can have a JAVA service instance placed
within their respective identity domains. Each such identity domain can have a JAVA
virtual machine, which can be viewed as being a virtual “slice” of hardware. In one
embodiment, a job-monitoring service {¢.g., Hudson) can be combined with a JAVA
enterprise edition platform (e.g., Oracle WebLogic) in the cloud to enable each separate
identity domain to have its own separate virtual “slice” of the JAVA enterprise edition
platform. Such a job-monttoring service can, for example, monitor the execution of
repeated jobs, such as building a software project or jobs run by an operating system’s

tirac~based job scheduler. Such repeated jobs can include the continuous building and/or
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testing of software projects. Additionally or alternatively, such repeated jobs can include
the monitoring of executions of operating systern-run jobs that are exccuted on machines

that are revoote from the machine on which the job-monitoring service executes.

18148] As described above, upon receiving a subscription request from a customer for
one or more services, cloud infrastructure system 100 provisions resources that are
configured to provide the requested services. As part of the subscription request the
customer may request for a certain number of resources. For example, the customer may
request for a CRM service for 100 users, or request for a 5 GB of storage for a database
service, and the like. Once resources for a requested service have been provisioned, in
many instauces the castomer may overuse the resources in the service. For example,
while the subscription order requests for a CRM service for 100 users, during usage of
the CRM service, the custoraer may use the service to support 120 users, representing a

28 user over usage (referred to as overage).

{8141} In certain embodiments, as part of antomating the provisioning, managing and
tracking of services, cloud infrastructure system 100 tracks such overage. As another
example, consider that a customer subscribes to a database service provided by cloud
infrastructure system 100 at a scrvice level that includes a “storage” resource usage limit
of 5 GB and a “data fransfer” resource usage hmit of 1 GB. During usage of the service
provided by cloud infrastructure system 100, the actual resources used by the customer
may be 9 GB of storage and transfer 2 GB of data, resulting in over use of the service. In
certain embodiments, cloud infrastructure system 100 computes and tracks the overage

for cach such resource used by the customer.

{8142} In certain emboduments, overage related processing is performed by TAS
component 204 of cloud infrastructure system 100, In one embodiment, TAS component
204 provides an overage framework 322 that is configured to compute and track overage
of one or more resources provisioned for one or more services in the customer’s
subscription order. In one embodiment, computing the overage tor a resource includes
computing a number of overage units for the resource, determining a price per unit of for

the overage, and then computing the total overage cost for the resource.
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{#143] Fig. ¥is a high level block diagram illustrating an overage framework 322,
which may be part of TAS component 204, in accordance with onc erabodirnent of the
present invention. In the embodiment depicted in Fig. &, the overage framework 322
includes a metadata definition module 802, a resource usage computation module 804, an
overage computation module 806 and a pricing module RO8. Further, as depicted in

Fig. 8, overage framework 322 may interact with EM module 208, order database 222,
and order management module 214, These components may be iroplemented in
hardware, or software, or combinations thereof. The components of overage framework
800 depicted in Fig. 8 are rocant for iHustrative purposcs only and are not intended to

limait the scope of emboediments of the present invention.

{#144] In certain embodiments, as previously described, EM module 20K is configured
to collicct resource usage statistics for various services provided by cloud infrastructure
system 100, The usage statistics may be computed on a per service basis, on a per
customer basis, on a per subscription order basis, and the like. The resource usage
statistics collected by EM component 208 way include without timatation the amount of
storage used, the amount data transferred, the number of users supported by a service, the
number of applications deployed using a service (¢.g., using the java service), and so on.
it 1s to be appreciated that the types of resources and associated usage statistics histed
above are merely provided by way of exarmple and are not intended to limit the scope of

the present invention.

{#145] In cortain embodiments, resource usage computation module 804 is configured
to receive or access the resource usage statistics collected by EM component 208, Basced
upon the accessed information, resource usage computation module 804 s configured to
deterraine the total resource usage on a per subscription basis. For a subscription,
resgurce usage computation module 804 may determine the resources used by each
service in the subscription order. In one embodiment, the resource usage computation
roodule R04 determines the total resource usage of each resource for a service over a timae

interval that is specified by a collection start time and a collection end time.
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{¢146] Table -1 iliustrates the total resource usage information determined by resource
usage computation module 804 for a subscription order (identificd by subscription 1D
"1™} ordering a subscription for two services specified by a database service component
and a Java service component. For example, for the database service component, usage
information is determined for storage usage and the amount of data travsfer perforroed,
For the Java service component, the determined information comprises memory usage
and the nurober of applications deployed using the Java service. For cach resource for
cach service, the time period characterized by a start time and an end time over which the
information was collected 1s also indicated. This time period 1s also referred to as the
collection time period. The last column of Table-1 shows the "Total Resource Usage” for
cach resource. The value in this colurmm for 4 resource denotes the aggregate arount of

the resource used over the collection time period.

ubscription Service Resource Collection | Collection End | Total Resource
D Component 1D Name Start Time Time Usage
1 DATABASE | STORAGE 9 AM 10 AM 6 GB (this is
0172272613 01/22/2013 the max
storage used in
this
I-hour period)
1 DATABASE  {DATA 9AM 930 AM 0.1 GB (this is

TRANSFER $1/22/2013 0172272013 the total data
transferred in
this half an

hour}
1 JAVA MEMORY 9 AM 10 AM 0.5GB (thisis
0172272613 01/22/2013 the average

merory used
i this 1-hour

period)
1 JAVA DEPLOYED {1 PM 4 PM 5 {this is the
APPLICATIO [ 01/22/2013 (0172272013 max no of apps
NS deployed in
this 3-hour
period)

Table-1
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{61471 The manner in which the "total resource usage” is calculated for a resource
based upon resource usage mformation collected for the resource over a collection time
period is resource specific and may vary from one resource to another. Accordingly, the
aggregate usage value calculated for a resource for a particular time period may be
resource dependent. Table-2 shown below identifies some examples of resources and the

ranner in which the total resource usage is calculated for the resource.

csoure Type Aggregation Uperator
Storage MAX — The maxinum amount of the storage resource used during the

colloction periad. This is because the amount of sforage used can vary over the

colloction time period.

Data Transfer SUM (comulative} — The total sum of the data transters made during the
collection period. Determined by adding together all of the data transferred over

the collection period.

Mermory AVERAGE - The average amount of memory used during the collection period.

Deployed applications MAX -~ The maximum number of applications deployed daring the collection
period. This 18 because the number of deployed applications can vary over the

collection tirue period.

Others Other aggregation operators.

O

Tabie-2

{8148} In certain embodiments, the total resource usage information determined by
resource usage coroputation rodule 804 may then be used to determine whether overage
of a resource has occurred. In the embodiment depicted in Fig. 8, computation of
overage 1s performed by overage computation module 806, As part of the overage
computation, overage computation module 806 may receive the resource usage
information for a subscription order from resource usage computation module 804, The
information received by overage computation module 806 for a subscription order may,

for cxample, be as shown in Table-1.
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{#149] In order to determine overage, overage computation module 806 also recetves
information related to the subscription order, which may be stored in order database 222,
For example, as shown in Fig. 8, a metadata definition module 802 may be configured to
extract metadata information for a subscription order and provide the information to
overage computation module 806, Table -3 ilustrates exemplary metadata information
provided by metadata definition module 802 to overage compnutation module 806, In one
cmbodiment, the metadata information listed in Table-3 ncludes various combinations of
service levels, customer levels, resource types and resource usage Hmits that can be

assigned to various service components in a subscription order.

Service Service Level Customer Resource Type Resource Usage Limit
Component Level
DATABASE | BASIC BASIC STORAGE 5GR
DATABASE | BASIKC SILVER STORAGE 0GB
DATABASE | BASIC GOLD STORAGE i5GB
DATABASE | STANDARD | BASIC STORAGE 20 GB
DATABASE  |ENTERPRISE | BASIC STORAGE 50 GB
DATABASE | BASIC BASIC DATA TRANSFER 5 GR
DATABASE | STANDARD | BASKC DATATRANSFER  [20GB
DATABASE | ENTERPRISE | BASIC DATA TRANSFER |50 GB
JAVA BASIC BASIC MEMORY 1
JAVA STANDARD | BASIC MEMORY 3
JAVA ENTERPRISE | BASIC MEMORY &
JAVA BASIC BASIC DEPLOYED 25
APPLICATIONS
Table-3

{G188] The service component relates to the type of service requested in the customer’s
subscription order. Examples include without hutation CRM service, Java service,
database service, and the like. The service level specifies a level of a particular resource

to be allocated to a service component. For exarople, in one impleraentation, the service

N
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levels may include a basic service level, a standard service level, and an enterprise
service level. A basic service level may specify a minimum level of resources such as
storage, data transfer, the number of users, memory or the number of deployed
applications. The standard service level and the enterprise service level may specify
additional or enhanced number of resources. lu one embodiment, a particular service
may spectfy different service levels for different resources allocated to the service. For
example, as shown in Table-1, a database scrvice may specity a “basic” service level for

a “‘storage” resource and an “enterprise” service level for a “data transfer” resource.

{8181} The customer level specifies the priority of the customer making the
subscription request. In one example, the priority may be determoined based ou the
quality of service that cloud infrastructure system 100 guarantees the customer as
specificd by the customer’s Service Level Agreement (SLA). In one example, the
different customer levels include a basic level, a silver level and a gold level. fnone
embodiment, a subscription order may specify different customer levels for a particular
service and a particular resource type associated with the service. For example, a
customer may have “BASIC” customer lovel for the database service and “SILVER”

customer level for the Java service,

{B182] The resource type specifies the type of resource assigned o a service with a
particular service level and a customer level. In the example shown in Table-3, the
resource type assigned to a database service may include storage and data transfer while
the resource type assigned to a java service may include memory and the number of
deployed applications. Additionally, cach service level and custorner level for a service
has associated resource usage himits. The resource usage Hmit refers to the amount of
resources of a particular resource type that is assigned to a service level and customer
level associated with a service. For example, as illustrated in Table -3, the resource usage
{tmit for a storage resource assigned to a database service, at the “basic” service level and

a “basic” customer level for a customer, is 5GB.

{3153] o certain embodiments, in order to determine overage, overage computation

module 806 also receives one or more overage bands related to the services in a
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subscription order, from order database 222. The overage bands specify the amount of
additional resources that can be utilized by a service at a particular service level and
customer level over and above the resource usage limit assigned to the service level and

the customer level associated with the service,

10154] In certain ernbodiments, the overage band defines the size of an overage unit,
In one example, the customer is charged one overage unit for cach overage band. For
example, suppose the overage band assigned to a storage resource for a database service
18 2GB and the resource usage Hmit for the storage resource assigoed to the database
service 18 5GB. I the customer utilizes 6 or 7 GB of the storage resource, the customer is
charged one overage unit because both usages fall within the same overage band.
However, if the customer utilizes RGB of the storage resource, the customer is charged 2

overage units, because this usage falls in the next overage band.

[B185]  In one embodiment, metadata definition rodule 802 may be configured to
extract information related to overage bauds applicable to service components of a
subscription order and provide this information to overage coraputation module 806,
Table -4 illustrates exemplary overage bands provided by the metadata definition module
802 to overage computation module 806 for a customer’s subscription order ordering a

database service,

Service Service Level Custorner Resource Type | Overage Band
Component Level

DATABASE  {BASIC BASIC STORAGE 2GB

DATABASE  {BASIC SILVER STORAGE 4GB

DATABASE (STANDARD |BASIC STORAGE 5GB
DATABASE [ENTERPRISE |BASIC STORAGE 10GB

Table-4
{3156] Asillustrated in Table-4, in one embodiment, multiple overage bands may be

defined above the resource usage limit specified for g storage resource for the database
service. The bands depicted in Table-4 are all for the database service and for a storage

~
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resource type. For example, for a "basic” service level and a "basic” customer level, a
first overage band may be defined for a storage resource for arsounts up to 2 GB above
the resource usage limit of 5GB (obtained from Table-3). For a "basic” service level and
a "silver” customer level, a second overage band may be defined for a storage resource
for amounts up to 4 GB over the resource usage linnt of 5GB. For a "standard” service
icvel and a "basic” customer level, an overage band may be defined for a storage resource
for amounts up to 5 GB over the usage it of 3GB. For an "enterprise” service level
and a "basic” customer level, an overage band may be defined for up to 10 GB over the
usage himit of 5GB. 1t 1s to be appreciasted that the metadata information listed in Table-3
and Table-4 15 merely provided by way of example and is not intended to limit the scope
of the present invention. One of ordinary slall in the art would recognize many

variations, modifications, and aliernatives,

{31587] Overage computation module 836 utilizes the total resource usage information
recetved from resource usage computation module 804 and the metadata information
recetved from roetadata definition roodule 802 to compute the overage of one or more
resources used by the customer. In one embodiment, overage computation module 806
computes the overage by computing the number of overage units for each resource and
the total overage cost for each resource. In one embodiment, the number of overage units
for one or more resources utitized by a custorner during usage of one or roore services in
a subscription order is computed by comparing the total resource usage (¢.g., from Table-
1y with the resource usage himit {¢.g., from Table-2) and the overage band (e.g., from
Table-4) of the resource for a specific service level and customer level associated with

the service as follows.

[0158] If the total resource usage is determined to be within the resource usage lirmt for
the resource, then no overage amount is determined to have oceurred for the resource. If
the total resource usage has crossed the resource usage himit, then the time interval during
which the overage occurred s identified (e.g., from Table -1). The number of overage
units for the resource, for a given service level and customer level, during the time

interval is then determined as shown in equation (1) below:
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{#159] Number of overage units = ceiling of [{total resource usage — usage

iimit)/overage band] (1)
{#168] The total overage cost is then computed as shown in cquation (2) below:
{#161] Total overage cost = number of overage units * price per overage umit {2)

{8182] In one embodiment, overage computation module 806 interacts with pricing
module 808 to determine the price per overage unit for the resource, for a specific service
level and customer level associated with the resource. In one embodiment, pricing
meodule 808 may obtain information related to the price per overage unit for an overage
period for various resources utilized by the custorner from order datagbase 222, Table -5
itfustrates exemplary overage unit prices provided by order database 222 to pricing

module 806 for a subscription order ordering a database service and a java service.

Service Service Level Customer | Resource Type Price per
Component Level overage untt
per overage
period
DATABASE  |BASIC BASIC STORAGE $100
JAVA BASIC BASHC MEMORY $200
Table -5

{#163] In one exarople, the price per overage unit for a resource roay be computed as a
fixed charge for cach additional OB stored or transferred over and above the amount of
the resource utilized by the customer. In another example, the price per overage unit may
be determined based on the gverage bands. For example, based on the overage bands, the
price per overage unit for a resource with an overage that falls within a (2GB-4GB) range
may be the same, whereas a higher price per overage unit may be determined for cach
additional GB stored or transferred over and above 4GB.

1#164] In certain cmbodiments, pricing module 808 may also determine the total
overage cost for a resource for different overage periods in a billing cycle. In one
embodiment, the overage period is computed based on the time interval {¢.g., from Table-

1} during which the overage for the resource occurred. As an example, if the overage
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period is one month and the billing cycle is performed quarterly, pricing module 808
deternines the total overage cost for the resource for each of the three overage periods n
the billing cycle. The total overage cost for the billing period 1s sum of the total overage
cost for all overage periods in the billing cycle. The overage period duration can be
varied to support overage computation at finer or coarser levels of granularity. It is to be
appreciated that determining multiple overage periods for a billing cycle takes into
cousideration the fact that the service levels and customer levels for a subscription can
vary over the billing cyele. For example, the customer may have upgraded to a higher
service level in the middic of the billing cycle. I the upgraded service level is used for
the entire billing cycle, the customer may be undercharged for overage that occurred

before the upgrade.

{#165] As an example, consider a “storage” resource assigned to @ database service n a
customer’s subscription order. For purposes of this example, consider that the total
resource usage during a time mterval, 9 AM, 01/22/2013 — 10AM, 01/22/2013 15
deterromned to be 6 GB (for ¢.g., determined from Table-1), the resource usage limit at the
“basic” service level and customer level is determined to be 5GB (for e.g., determined
from Table-3} and the overage band for the resource at the “basic” service level and
customer level is determined to be 2 GB (for ¢.g., determined from Table-4). Overage
computation module 8§06 computes the number of overage units for the “storage”
resource at the “basic” service level and customer level, during the time interval as shown
in equation {3) below.

Number of overage units = ceiling of [(6— 5/2] = ceiling of [(.5] = | overage unit (3}
1#166] In addition, consider that the price per overage unit for the “storage” resource at
the “basic” service level and customer level during the time interval is determined to be
$100, by pricing module 808, Overage computation module 806 computes the total
overage cost for the “storage” resource at the “basic” service fevel and customer level as

shown in equation {4} below.

Total overage cost = 1* 100 =$100  (4)

N
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{#167] In certain embodiments, the overage computation module 806 provides the
number of overage units and the total overage cost to order management module 214
Order management module 214 may then utilize the services of services component 202
{shown in Fig. 2} to send a notification to the customer regarding the overage of the
resources assigned to one or more services in the customer’s subscription order. In one
embodiment, the notification includes the number of overage units and the total overage

cost of cach of the resources assigned to cach of the services.

{3188] Fig. 9A depicts a simoplified flowchart 900 depicting processing that may be
performed by the overage framework for computing the overage of one or more resources
assigned to one or more services in a customer’s subscription order 1o cloud
infrastructure system 180, In one embodiment, the processing of Fig. 9A may be
performed by the modules 802, 804, 806 and 808 in overage framework 322 shown in
Fig. 8 respectively. The processing 900 depicted in Fig. 9A may be implemented in
software {¢.g., code, instructions, program} exccuted by 0nc or more processors,
hardware, or combinatious thereof. The software may be stored in memory {e.g., on a
memory device, on a non-transitory computer-readable storage medium). The particular
series of processing steps depicted 1 Fig. 94 1s not intended to be himiting., Other
sequences of steps may also be performed according to alternative embodiments. For
example, alternative embodiments of the present invention may perform the steps
outlined above in a different order. Moreover, the individual steps Hlustrated in Fig. 9A
rnay include multiple sub-steps that may be performed in various sequences as
appropriate to the individual step. Furthermore, additional steps may be added or
removed depending on the particular applications. One of ordinary skill in the art would

recognize many varations, modifications, and alternatives.

{6169] At 902, subscription order information related to one or more services
subscribed to a customer of cloud infrastructure system 100 is stored. In one
embodiment, the subscription order information is stored 1o order database 222.
Exemplary metadata information related to one or more services subscribed to by a

customer is shown in Tables 3 and 4.
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{61781 At 904, resource usage information for one or more resources associated with
the services wdentificd mn the subscription order 1s determined. In one embodiment, the
resource usage information is determined based on collecting resource usage statistics
related to one or more resources associated with the one or more services. In one
embeodiment, and as discussed n Fig. §, resource usage computation module 804
determines the total resource usage of cach resource assigned to the services by
aggregating the resource usage statistics associated with the resources over a time
interval. In certain embodiments, the time interval is an overage pertod, wherein for each
overage period there may be several rows in Table -1 for a resource used by a service of a
subscription. Accordingly, at 904 these rows are aggregated using the appropriate
aggregation operator defined for the resource in Table 2. For example, for a storage
resource, the maximurn usage value in these rows is chosen, while for a data transfer

resource, the usage values are summed over all applicable rows.

0178} At 906, an overage of one or more resources assigned to the services is
computed based on the resource usage information and the subscription order
information. Additional description related to computing the overage is discussed in

detail in Fig. 9B.

18172] At 908, the overage of the resources is provided to a customer utilizing the
services in the cloud infrastructure systemn 108, In one embodiment, a notification 18 sent
to the customer regarding the overage of the resources assigned to the services in the
customer’s subscription order. In one embodiment, the notification includes the number
of overage units and the total overage cost for cach of the resources assigned to cach of

the services in the customer’s subscription order.

{8173} Fig. 9B depicts a simplified flowchart depicting processing that may be
performed to compute the overage of one or more resources n accordance with an
embodiment of the invention. In one embodiment, the processing depicted in Fig. 9B
mcludes additional details of performing step 906 shown in Fig. 9A. In one embodiruent,
the processing depicted in Fig. 9B discusses a process for computing the overage of a

single resource assigned to a service in the customer’s subscription grder for an gverage

2
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period. It is however to be appreciated that the particular series of processing steps
depicted in Fig. 9A 1s not intended to be limiting fo a single resouree and ray be applied
to one or more resources for one or more services requested in a customer’s subscription

order.

{8174] At 910, the total resource usage for a service is obtained for the overage period.
In one embodiment, the overage period is computed based on the time interval {e.g., from
Table-1} during which the overage for the resource occurred. In one embodiment, the
total resource usage s obtained by applying the appropriate aggregation operator for the
resource recorded in Table-2 to the resource usage rows recorded in Table -1 that falls

within the overage period.

[B175] At 912, the service level, the customer level and the overage band information
associated with the resource for the determined service and customer level for the
overage period is obtained. In one embodirsent, the service level, the customer level and
the overage band of the resource is obtained from the metadata information stored in

Table-2 and Table-3.

{8176] At 914, the resource usage himit of the resource for the particalar service and

customer levels, for the overage period is obtained {e.g., from Table-3}.

(#1771 At 916, it is determined if the total resource usage of the resource has exceeded
the resource usage limit for the resource. If i 18 deterrnined that the total resource usage
has not exceeded the resource usage limit, then it is determined that no overage is

computed and the processing ends for this resource.

{B178] At 918, the overage for the resource for the specific service level and customer
level is computed, during the overage period. Computing the overage may inchude
computing the number of overage units of the resource. In one erabodiraent, the nuraber
of overage units s computed as shown in equation (1} in Fig. 8 as: Number of overage
units = (overali usage — usage limit)/overage band. In another embodiment, computing

the overage nclades computing the total overage cost of the resource. In one

N
|8



i

i

o
W

0

5

WO 2014/039921 PCT/US2013/058642

embodiment, the total overage cost is computed as shown in equation (2} in Fig. 8 as:

Total overage cost = nurnber of overage units * overage unit price.

{61791 When a subscription order from a customer is received, cloud infrastructure
system 100 has to perform several processing steps before the services requested by the
order arc usable by the customer. For example, these processing steps may involve
verifying the order that may in turn require getting additional information from the
customer, provisioning resources for providing one or more requested services, creating
identity domains to ensure security for the customer data, and the hike. Many of these
processing steps may take some time to be performed. However, the customer typically
wants to start using the ordered services as soon as possible. In certain erubodimeunts,
techniques for automating the provisioning, managing and tracking of services provided
by cloud mfrastructure systern 100 include providing the customer with the ability to gain
access to services requested in the subscription order upon placing the subscription order
and without the customer having to wait until all the steps involved in processing the

subscription order are complete.

{¢188] In one cmbodiment, the overall steps that are performed after a subscription

order is recetved are categorized into two categories:

{1} "primary steps” that mclude the minimal onc or more steps that need to be performed

before the ordered services can be provided and made available for the customer; and

(2} "secondary steps” that include steps that are performed in response to receiving a
subscription order but which are not essential for making the services avatlable to the
customer inttially. Accordingly, from the overall steps that are performed in response to
a subscription order, any step that 18 not categorized as a primary step is categorized as a

secondary step. A primary siep is not dependent upon a sccondary step.

{3181} b certain embodiments, a primary order workflow is defined for a subscription
order that only comprises the primary steps. One or more secondary order workflows
may be defined that comprise the secondary steps. Upon receiving a subscription order, a

set of one or more workflows related to processing to be performed for the order are
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identified. The set of workflows includes a primary order workflow and one or more
secondary order worktlows related to processing to be performed for the subscription
order. In one embodiment, upon execution of the primary steps in the primary order
workflow, the customer is provided access to the services requested in the subscription
order. The customer does not have to wait until processing of all the secondary steps are
completed before the customer can access the ordered services. The secondary steps may
be executed concurrently with the primary steps, where possibie, or may be executed
after the primary steps bave been executed, to complete processing of the subscription

order,

[G182]  In certain erobodiments, the primary steps for a subscription order depend upon
the contents of the subscription order. For example, the primary steps for an order may

depend upon the services that are ordered or even the level of service ordered.

[B183]  In a typical example, the puimary steps 1nvolved in processing a subscription
order may include at least provisioning the allocation of the physical resources and
creating an identity domain, if necessary, along with customer identities so that the
customers can gain access to the service. (Other back office functions related to the
subscription order such as accounting and support that are not necessary for a customer to
start using the service may be completed after the customer gains access to the service
and are categorized as secondary steps. For example, some of the processing performed
by order roanagement module 214 sach as creating a customer record and performing
accounting functions related to the subscription order may be categorized as secondary
steps. In one embodiment, the secondary step of creating customer records may be
performed by order management module 214 concurrently with the primary step of

provisioning resources for the subscription that is perforrucd by SDI module 206,

tg. 10 18 a high level block diagrarm of a systern for processing a custorner’s

subscription order, in accordance with one embodiment of the invention. The
cmbodiment depicted in Fig, 10 comprises an order workflow identification module 324,
which is part of TAS module 204, As illustrated in Fig. 18, in one embodiment, order

workflow identification module 322 includes a primary order workflow identification
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module 1002, a secondary order workflow identification module 1004 and an order
workflow processing module 1006, These modules may be implemented in hardware, or
software, or combinations thereof. The modules in order workflow identification module
322 depicted in Fig. 10 arc meant for illustrative purposes only and are not intended to
livatt the scope of embodiments of the present invention. For example, alternative
embodiments of the present invention may include additional modules i order workflow

identification module 324.

{B1858] Upon receiving a customer’s subscription order from order processing module
310 as discussed in Fig. 3B, in one embodiment, primary order workflow identification
maodule 1002 analyzes the subscription order to identify a primary order worktlow related
to the customer’s subscription order. The primary order workflow inchides one or more
primary steps related to processing the subscription order. For exaraple, primary order
workflow identification module 1002 may identify a primary order flowchart comprising
steps P1-PR discussed below:

{0186] P1: Recciving a customer’s subscription order via store UL 210 or cloud U1 212,
10187} P2: Creating a customer record associated with the subscription order.

{G188] P3: Creating a logical subscription footprint of the customer’s subscription
order. In onc example, the logical subscription footprint may include creating a set of
records associated with the customer’s subscription order such as the customer record, a
customer account information record, a service configuration record and so on.

{0189] P4 Creating an identity domam administrator or a systermn administrator
associated with the customer’s subscription.

{6199] PS5 Creating au account administrator associated with the customer’s
subscription.

{#191] PO Creating a physical subscription footprint associated with the customer’s
subscription. This tnvoives allocating a minimum set of resources requested by the

customer so that the customer can gain access to the services in the subscription order.

N
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{#192] P7: Enabling monitoring of the physical subscription footprint.

{#193] P¥: Sending a notification to the customer that the customer can start accessing

the services in the subscription order.

{3194] 1t 1s to be appreciated that the example of primary steps described above 1s not
intended to be limiting. Primary order workflow identification module 1002 then inputs
the primary order worktlow to order workflow processing module 1006 for exccution.
Order workflow processing module 1006 then causes the primary order workflow to be
exceuted. The primary order workflow can be executed independent of the sccondary

order workflows.

{31958] Executing the primary order workflow may possibly involve additional
components of cloud infrastructure system 100. For example, for the exarple provided
above, primary step P1 may be executed via the frout-end interfaces, store U 210 or
clond Ul 212, primary steps P2 and P3 may be executed by order management module
214, primary steps P4 and PS may be executed by TAS module 204, primary step P6 may
be executed by TAS module 204 and SDI module 2006, primary step P7 may be executed
by EM module 208 and privoary step P8 may be executed by services module 202, Upon
execution of the steps in the primary order workflow, the order workflow processing
rnodule 1006 notifics service coraponent 202 that the customer can start utilizing the
services in the subscription order. In one embodiment, a URL that can be used by the
customer to access the ordered services may be provided to the custoraer as part of the

notification.

{6196] Sccondary order workflow identification module 1004 is configured to analyze
the subscription order and identify one or more secondary order workflows related to the
subscription order. Each secondary order workflow may include one or more secondary
steps related to processing the subscription order. For example, in one embodiment,
secondary order workflow identification voodule 1004 may identify a secondary order

workflow comprising steps, $1-812 discussed below:

{#197} S1: Creating the customer’s billing schedule in order management module 214,
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{6198] 52: Creating the customer’s contract information in the contract management

rnodule in order manageracnt module 214,

{6199] S3: Creating the entitlement footprint in the install base module of order
management module 214, As used herein, the entitlement footprint includes information
about the amount of resources that a customer 1s entitled to. The entitlement data may be
determined based on customer information and a set of centralized access control
policies. In one embodiment, the resources that a customer 1s entitled to may be
automatically provisioned to the customer when the customer places a subscription order

without the involvement of a service administrator.

1828¢] 5S4 Creating the customer’s inveice in order management module 214,

W4l

18201] S5: Sending the entitlement footprint to the support system.

{8202] 56: Sending subscription information (ncluding buyer, wdentity domain

administrator and service administrator information} to the support systen.
162831 57 Creating a subscription record in the support system.
{6284] SK: Enabling the buyer to access the support system via support Ul 216,

{#265] S9: Enabling the identity domain administrator to access the support system via
support Ul 216.

16206] S10: Enabling the service administrator to access the support systern via support
Ui 21e.

{8207} S11: Processing additional physical subscription footprint configuration steps
that include, for example, additional index creation, additional virtual machine allocation,
additional language pack installation, additional sample data creation etc.

{6268] S1Z: Creating a non-admin user.

{6209] 1t 18 to be appreciated that the secondary steps 51-S12 listed above are merely
examples of secondary steps and are not intended to limit the scope of the present
invention. Secondary order workflow identification module 1004 is configured to input

8
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the one or more secondary order workflows to order workflow processing moduie 1066,
which may then cause the secondary workflows to be executed. Exccuting the secondary
order workflows may possibly involve additional components of cloud infrastructare

system 100,

{8218] As previeusly described, the execution of the primary order workflow 15 not
dependent upon the execution of one or more secondary order workflows. In some
sttuations, one or more secondary steps of the secondary order workflows may be
executed afier the privoary order worktlow execution has completed. In some other
sttuations, one or more secondary steps in the secondary order workflows may be
executed m parallel or concurrently with some of the primary steps in the primary order
workflow. For example, order management module 214 may perform the secondary step
of creating the custorner’s subscription records concurrently with SDI module 206
performing the primary step of creating provisioning resources for the subseription.
Further, the sccondary order worktlows may be executed in series, or where possible, one
or more may be executed 1u parallel. Accordingly, where possible, two of more

secondary steps may be performed concurrently.

16211} Fig. 1A depicts a simphified flowchart depicting processing that may be
performed by order workflow identification wodule 324 in TAS wodule 206 to process a
subscription order using primary and secondary order workflows, in accordance with an
embodiment of the present invention. The processing 1100 depicted in Fig. 11A may be
implemented in software {(¢.g., code, instructions, program) executed by onc or more
processors, hardware, or combinations thercot. The software may be stored in memory
{e.g., on a memory device, on a non~-transitory computer-readable storage medium). The
particular serics of processing steps depicted in Fig. 11A 18 not intended to be himiting.
(Other sequences of steps may also be performed according to alternative embodiments.
For example, alternative embodiments of the present invention may perform the steps
outhned above in a different order. Morcover, the individual steps illustrated n Fig. 11A
may inchude multipic sub-steps that may be performed in various sequences as

appropriate o the individual siep. Furthermore, additional steps way be added or
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removed depending on the particular applications. One of ordinary skill in the art would
recognize many variations, modifications, and alternatives. In one embodiment, the
processing depicted in Fig. 11A may be performed by one or more modules in order

workflow identification module 324 discussed in detatl in Fig. 10

10212] At 1102, subscription order information related to a subscription order ordering
a service from a set of services provided by cloud infrastructure system 100 is stored. In
one embodiment, order database 222 stores the subscription order information.
Subscription order information may include mformation about the order such as a service
type, a service level, a customer level, the type of resources, the amount of the resources
to be assigned to the service type and a tirae period during which the service 1s desired

as depicted in Table-6.

Nervice Service Level | Customer Resource Amount of | Time Period
Component Level Type Resources
Assigned
DATABASE |BASIC BASIC STORAGE |2GB First Time
Period
DATABASE | BASIC SILVER STORAGE 4GB Second Time
Period
DATABASE |STANDARD (BASIC STORAGE |5GB Third Time
Peripd
DATABASE (ENTERPRISEIBASIC STORAGE 16 GB Fourth Time
Period

Table-6

182131 At 1104, a primoary order workflow for processing the subscription order 1s
identified based on the subscription order information. The primary order workflow
includes one or more steps to be pertormed prior to enabling use of the ordered services
in the subscription order. In one embodiment, and as discussed n Fig. 10, the primary
order workflow includes one or more primary steps related to processing the subscription

order, which raay include for example, creating a logical subscription footpriut, a
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physical subscription footprint and an account administrator related to the subscription

order.

[6214] At 1106, a sccondary order worktlow for processing the subscription order is
identified based on the subscription order information. The secondary order workflow
includes one or more steps to be performed for completing processing the subscription
order. In one embodiment, and as discussed in Fig. 18, the secondary order worktlow
includes one or more secondary steps related to processing the subscription order, which
roay include for example creating an cotitlement footprint and accounting records for the
customer and configuring additional resources for the customer based on the physical

subscription footprint related to the subscription order.

[B215] At 1108, access to the ordered services in the subscription order is enabled after
completion of execution of the primary order workflow. In one embodiment, access to
the ordered services is enabled before completion of execution of one or more steps in the
secondary order workflow. Accordingly, a customer is able to start using the ordered
services even though onc or more of the sccondary steps needed to complete processing
the subscription order have all not been completed. In one embodiment, one or more of
the steps in the sccondary order workflow may be exccuted concurrently with one or
roore of the steps in the priveary order workflow to complete the processing of the
subscription order. In another embodiment, one or more of the steps in the sccondary
order workflow may be executed after one or more of the steps in the primary order

workflow to complete the processing of the subseription order.

{6216} At 1109, upon completion of execution of the steps in the primary order
workflow, the customer 1s notified so that the customer can start utilizing the ordered
services in the subscription order.

{8217} Fig. 11B discusses an example of how one or more secondary steps in a
secondary order workflow maay be executed in relationship with one or roore primary
steps in a primary order workflow to process a customer’s subscription order according to

an embodiment of the present invention. Referring to Fig. 11B, in one embodiment, the
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primary order workflow comprises primary steps P1-P8 {corresponding to the primary
order worktlow cxample described above) that are executed in order as cach one has a
dependency on the preceding primary step. The secondary order workflow comprises
secondary steps S1- 812 {corresponding to the secondary order workflow example

described above).

{6218] As can be seen from Fig. 11B, in one embodiment, secondary steps 81, S2 and
53 of creating the customer’s billing schedule, creating contract information and creating
cutitlement footprint information raay be executed in order as each oue has a dependency
on the preceding secondary step. In one example, and as shown in Fig. 11B, sccondary
step ST may execute m parallel with primary step P1 followed by the execution of

secondary steps S2 and S3.

{6219} In cortain embodiments, the cxecution of primary steps P1-P5 need to be
complete before the secondary step S6 of seuding the subscription 1nformation to the
support system can be executed. However, the secondary step S6 can be executed in
paralicl with cither primary step P6, P7 or P8 of creating a physical subscription
footprint, monitoring the physical subscription footprint, and sending a notification to the
customer, respectively. In addition, sccondary steps S5 and 56 of sending the entitlement

footprint and the subscription imformation can be executed n parallel.

{822¢] In one embodiment, secondary steps S5, 86, 87 are completed before the
secondary steps S&, 59, 510 of cnabling the buyer, wdentity domain administrator and
service administrator to access the support system, can be executed. However, the

secondary steps 88, $9, 510 can be executed in paraliel.

{#221] In one cmbodiment, the customer does not get bitled before the customer
accesses the subscription. So, the invoice creation step {S4) has a dependency on the
physical subscription creation step (P6). In addition, the primary step P& of notifying the
customer about completion of the processing of the subscription order 1s corapleted
before the secondary step 84 of creating an invoice can be executed. However, the

secondary step S4 can be executed before or concurrently with the secondary steps S11
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and 812 of secondary physical configuration and non-admin user creation, respectively.
In onc embodiment, the primary order workflow and the secondary order workflow may
be modeled as a directed graph in which the nodes of the graph represent the primary
steps and the secondary steps and the edges of the graph represent the dependencies
between these steps. In one implerentation, all the ancestor nodes of any privoary step
node are primary step nodes because all the ancestor steps are completed before a
descendant step can be completed. On the other hand, the descendant nodes of a primary

step node can be etther primary or secondary step nodes.

182221 Fig. 11C is a high level flowchart 1110 illustrating a method for executing steps
for processing a subscription order using a primary order workflow in accordance with
one embodiment of the present invention. Referring to Fig. 11A, the method 1110
mcludes recciving a customer’s subscription order (1112}, A serics of deterrminations arc
then made: has a customer record for the subscription order been generated (1114}, has
the logical subscription footprint for the subscription order been gencrated (1116}, has a
systero administrator for the subscription order been created (1118), has a service
administrator for the subscription order been created (1120}, has the physical subscription
footprint for the subscription order been generated (1122) and has the monitoring for the
subscription order been cnabled (1124). If any of the conditions in any of the steps 1114-
1124 are not met, then the particular step associated with providing the customer access
to subscription order is submitted for execution to one or more components in cloud
mfrastructure system 100 (1126}, Once all the primary steps have been executed (1128),
then the customer’s access to the subscription order is provided and the customer is
notified (1130). If any of the conditions in any of the steps 1114-1124 are not met, then

the custorner’s access to the subscription order is declined (1132).

{62231 It should be appreciated that the specific steps Hustrated in Fig. 11C provide a
particular method of processing a primary order workflow associated with a customer’s
subscription order according to an embodiment of the present invention. Other sequences
of steps may also be performed between steps 1112 and 1132 in other embodiments. For

example, alternative embodiments of the present invention may perform the steps
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outlined in Fig. 11C in a different order. Moreover, the individual steps illustrated in Fig.
11C moay include multiple sub-steps that may be performed 1n various scquences as
appropriate to the individual step. One of ordinary skill in the art would recognize many

variations, modifications, and alternatives.

{0224] In certain situations, processing a customer’s subscription order in cloud
infrastructure system 100 may involve the storage of sensitive information related to the
customer’s subscription order by one or more components in the cloud infrastructure
system. For exaraple, sensitive information stored by the components in cloud
infrastructure system 100 may include confidential customer information such as
customer’s identities, credit card information, contract details, information related to a
customer’s access to resources provisioned to one or more services in the customer’s
subscription order and so on. In one embodiment, cloud infrastructure system provides a
framework for handling the secure interaction between these components that wish to
transfor information between cach other during processing of a customer’s subscription
order, In one embodiment, the components are assigued to various secunity zones. The
assignment of a component to a security zone may be based upon the sensitivity of the
data handled by the components, the sensitivity of functions perforroed by the

component, and the like,

18225] Fig. 12A is a logical view of the assignment of security zones to various
components in the cloud mfrastructure system in accordance with one embodiment of the
present invention. As depicted in Fig. 12, vartous security zones may be assigned to one
or more corponests of cloud mfrastructure systera 100 such as an identity management
zone 1202, a physical provisioning zone 1204, an accounting zone 1206, a tenant zone
1208 and a customer Ul zone 1210. In addition, a sccurity level may be associated with
cach security zone. In one embodiment, the security levels are selected from a high

security fevel 1212, a medium security level 1214, and a low security level 1216,

16226] In onc cmbodiment, the assignruent of a coraponent to a sccurity zone and a
security level may be based upon the sensitivity of the data handled by the components,

the sensitivity of functions performed by the component, and the like. There may be
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multiple zones with the same level of security. As an example, one or more components
in order management module 214 that perform back office functions such as bilhng and
maintaining confidential customer information may be assigned to a security zone with a
high security level. Similarly, components in DM module 200 that maintain identity
information within the data centers of cloud infrastructare system 100 and components in
SDI module 206 that provision and control a customer’s access to resources in cloud
infrastructure system 100 roay be assigned to a secunity zone with a high security level,
Components that orchestrate the provisioning of resources in cloud infrastructure system
100 and cnable monitoring of services in the customer’s subscription order in TAS
meodule 204 and EM module 208 may be assigned to a security zone with a medium
security level. Components that provide a user interface to customers in cloud UL 212,
store UL 210 and support UL 216 way be assigned to a sccurity zone with a low security

level.

{6227} The assigonment of a component o a security zone with an associated security
level may also be performed based on the distance of a component from the end user or
customer. In one cxample, the closer a component is to the end user, the lower is the
security level of the security zone of the component. For example, the user interface
related components in cloud Ul 212, store UL 210, and support Ul 216, which are directly
accessible by 4 user, arc assigned to custorner Ul zone 1210 associated with a low
securtty fevel. On the other hand, back-office processing components in order
reanagement module 214 are assigned to accounting zone 1206 associated with a high

security level 1212,

{8228] In the example depicted in Fig. 12A a component in SEH module 206 is
assigned to physical provisioning zone 1204 associatod with high security level 1212, A
component in DM module 200 is assigned to identity management zone 1202 associated
with a high security level 1212, A component in order management module 214 is
assigned to accounting zone 1206 associated with a high security level 1212
Components in TAS module 204, EM module 208, and support system 217 are assigned

to tenant zone 1208 associated with a mediuro security level 1214, Coraponents in cloud
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U1 212, store UL 210, and support Ul 216 are assigned to customer Ul zone 1210
associated with a low security level 1216, In one embodiment, the assigoment of a
component to a particular security zone and particular security level may be performed
by an administrator of cloud infrastructure system 100, In certain embodiments,
information may be stored by cloud infrastructure system 100 mapping each coroponent

to its associated security zone and security level.

{6229} 1t is to be appreciated that the security zones and security levels discussed above
are not intended to hmit the scope of the present invention but are merely discussed to
provide an example. Additional exemplary security zones and security levels may be
defined for components of cloud mfrastructare system 100, in other exobodimaents. A
particular zone may comprise zero or more components. Une of ordinary skill in the art

would recognize many variations, modifications, and alternatives.

{8238]  In certain embodiments of the present invention, the ability of two components
to interact with each other, including the ability of the two components to exchange data
with one another is determined based on the security zones to which the componcents are
assigned and the security levels associated with the zones. The security zones and their
associated security levels thus control the transfer of information between cornponents in
cloud infrastructure systern 100, A security zone-based security fofrastructure 900 is
defined that facilitates the interaction between one or more components in cloud

infrastructure system 100 in a secure manner,

{0231] In one embodirnent, secunity zone-based security infrastructure 300 defines a
set of one or more rules for facilitating the interaction between one or more components
that wish to transfer information between each other, based on the security zovnes and the
security levels,

18232} Fig. 12B illustrates a security zone-based security infrastructure 1300 according
to aun erabodiment of the present tnvention. In oune erabodiment, security infrastructure
system 1300 is used to control interactions between one or more components in cloud

mfrastructure system 100, As iHlustrated in Fig. 12B, in one embodiment, security
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infrastructure system 1300 includes a security layer component 1306, and information
that 1s used by sceurity layer componcent 1306, In one embodiment, the information used
by security layer component 1306 comprises component to security zone mapping
information 1308, security zone to sccurity level mapping information 1310, and rules
information 1312, Iuformation 1308, 1310, and 1312 may be stored in various forms.
For example, in one embodiment, component to security zone information 1308 may be
stored as a table with one colump of the table 1dentifying the coroponents and a second
column of the table identifying a security zone to which cach component is assigned.
Likewise, in one embodiment, security zone to security level information 1310 may be
stored as a table with one column of the table identifying security zones and a second

column of the table identifying a sccurity level for cach security zone.

162331  In onc cmbodiment, security layer component 1306 may be provided as a
separate component in cloud infrastructure system 108, In such an embodiment, an
interaction request from source component 1302 to target compounent 1304 may be
intercepted by security layer coroponent 1306, Sccurity layer coraponent 1306 may then
process the request and based upon the results of the processing, enable the transfer of

information between the source component and the target component.

10234] In another embodiment, security layer component 1306 may be part of cach
component in cloud infrastructure system 100, In such an embodiment, an interaction
request originating from a source component 1302 may be passed to security layer
component 1306 within the components. The security layer component within the
components may then process the request and based upon the results of the processing,
enable the transfer of information between the source component and the target

component.

{8235} The sceurity-related processing performed by seeurity laver component 1306
may be explained using the following example. Consider a situation where source
component 1302 wishes to transfer information to the target component 1304 while
processing a customer’s subscription order in cloud infrastructure system 100. Source

component 1302 may originate a request to transfer information to target component
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1304, Security layer component 13036 is configured to recetve or intercept this request.
From the request, security layer componcnt 1306 determines the identitics of the source
component and the target component. Using component to security zoune information
1308, security layer component 1306 determines a security zone {referred to as the source
securtty zone) to which source component 1302 belongs to and a security zone (veferred
to as the target security zone} to which target component 1304 belongs to. Security layer
component 1306 then uses security zone to security level mapping information 1310 to
determine a security level (referred to as source security level) for the source security

zone and a security level (referred to as target security levelyor the target sccurity zone.

{6236] Once the source secunity level and target security level have been wdentified,
securtty faver component 1306 consulis security rules information 1312 to control
interactions between the source component and the target coraponent. In certain
embodiments, security rules information 1312 may specify various rules that govern the
transter of information between the source component and the target component. In one
embodiment, and as will be discussed in detail below, the rules specify when information
is permitted to be pushed from one security level to another and when information is
perrntted to be pulled by one security level from another security level. Accordingly,
rules may be specified based on a push-pull communication model for onc or more
components within cloud mfrastructure systern 100, The push-pull rules are intended to
protect the transfer of information from a less secure zone to a more secure zone, A
component in a higher security zone pushes information to a component in a lower
security zone and pulls information from a component in a lower security zone. A
component in a lower security zone may not have direct read or write access to the data
managed by a component 1o a higher secority zone, Coraponents withio the same security

zonc may have read or write access with respect to each other.

(#2371 In one cmbodiment, the set of rules that govern the transfer of information
between the source component and the target component are as follows:
e [fthe target component is in a security zone with a lower security level than the
security lovel of the security zone of the source component or if the target
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component is in a security zone with the same security level as the security level
of the sccurity zone of the source component, then the source component pushes

the toformation to the target component.

e [fthe target component is in a security zone with a security level that is higher
than the sccurity level of the sccurity zone of the source component, then the
source component publishes the information, such as, by writing the information
to an output queue of the source component, and the target component may then

pull this information from the cutput queve.

{6238] In certain embodiments, components within the cloud infrastructure system
have read/write access with respect to cach other based on thetr sccurity levels. These
read/write operations may be performed via appropriate APIs. In one embodiment, if the
source component wanis o transfer information to the target component and the security
level of the source coraponent is higher than the security level of the target component, i
prushes information to the target component. In such a situation, the source component
invokes a synchronous write AP of the target component. As an example, source
component 1302 may invoke a web service AP or a PL/SQL API of target component
1304 to push information to target component 1304, As another example, source
component 1302 may push the information to target component 1304 in an asynchronous

ranner such as by publishing the information to a queue in target component 1304

16239]  In another embodiment, it the source component needs to get information from
the target component and the security level of the target compounent is lower than the
security level of the source component or the security level of the target component 18 the
same as the security level of the source compouent, the source component pulls the
information from the target component by calling a synchronous read AP of the target
componeunt. In one example, the source component may invoke a web service or a
PL/SQL AP of the target component. If the security level of the target component is
higher than the sccurity level of the source component, the source component publishes

its request for information such as in an output queue of the source component and the
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target component pulls this request published by the source component and then pushes

the requested mformation to the source component.

{6248] As an example, consider an cxemplary interaction between a componcent in
order management module 214 and a component in TAS module 204 while processing a
customer’s subscription order in cloud infrastructure systern 100, The component in
order management module 214 is assigned to a security zone that is in a high security
ievel whereas the component in TAS module 204 is assigned to a security zone that is in
a mediurn security level. This is because all juteractions between a component 1o order
managerment module 214 and a component in TAS module 204 are controlled by the
component in order management module 214, The component in order management
module 214 creates an order and pushes the order into the component in TAS module
204, Information tlowing from the component in TAS meodule 204 to the component in
order management module 214 is stored in a queue on the component in TAS module
204 and it is then pulled from this queue by the component in order managerment module

214,

{6241] In certain embodiments, when a new component is introduced into cloud
infrastructure system 100, sccurity infrastructure 1300 may also allow an adruinistrator of
cloud infrastructure system 100 to assign one of the existing security zones to the
component or to create a new security zone with an associated security level for the

COmpPonen i,

16242}  Security infrastructure 1300 may also allow an administrator of cloud
infrastructure system 100 to change associations between components and sccurity zones
and also the mappings between security zones and security levels. For example, wheun
the feature set of a component changes, it 18 possible that the administrator may move the
component to g different security zoune. In this manner, an adminstrator of cloud
infrastructure system 100 is provided complete control and flexibility on the flow of

mformation between components of cloud infrastructure system 100.
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{6243} Fig. 13 depicts a simplified flowchart 1314 depicting processing that may be
performed by security infrastructure 1300 1n cloud ifrastructure system 100, in
accordance with an embodiment of the present invention. The processing depicted in
Fig. 13 may be implemented in software {¢.g., code, instructions, program) executed by
one or wore processors, hardware, or combinations thercof. The software way be stored
in memory (€.g., on a memory device, on a non-transitory computer-readable storage
roediam). The particular series of processing steps depicted in Fig. 13 is not intended to
be limiting. Other sequences of steps may also be performed according to alternative
embodiments. For exaraple, alternative ernbodiments of the present invention may
perform the steps outlined above in a different order. Morcover, the individual steps
ithastrated in Fig. 13 may include multiple sub-steps that may be performed o various
sequences as appropriate to the individual step. Furthermore, additional steps may be
added or removed depending on the particular applications. One of ordinary skill in the
art would recognize many variations, wodifications, and aliernatives. In one
embodiment, the processing depicted in Fig. 13 may be performed by one or more

components in the security nfrastructure 1300 discussed in detail in Fig, 128,

10244] At 1316, a request to transfer information between a first component (also
referred to as a source component) and a second component (also referred to as a target

component} in cloud infrastructure system 100 1s received.

{6245] At 1318, a first security zone for the first compounent and a second security zone
for the second component are determnined. In one embodiment, the security zones that
rnay be assigned to the first coraponent and the sccond component may include an
identity management zone, a physical provisioning zoune, an accounting zone, a tenant

zone and a custorner Ul zone.

10246] At 1320, g first security level associated with the first security zone and a
second security level associated with the second security zone are determined. In one
cmbodiment, the sccurity levels associated with a sccurity zone may include a high

security level, a mediom security level or a low security level,
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{62471 At 1322, the transfer of information between the first component and the second
component is determined based upon the first security level, the second security level,
and security rules information. In one embodiment, the security rules information
specifies one or more rules related to the transfer of information between the first
component and the second component. In oue erabodiment, and as discussed in Fig. 128,
if the source component wants to transfer information to the target component and the
security level of the source corapounent is higher than the security level of the target
component, it pushes information to the target component. In such a situation, the source
component invokes a synchronous write API of the target component or publishes the
information to a queue in the target component. On the hand, if the target component is
in g sccurtty zone with a sccurity level that 1s higher than the sccurity level of the security
zone of the source component, theo the source component publishes the information,
such as, by writing the information to an output queue of the source component, and the

target component may then pull this jnformation from the output queue,

[#248] In another embodiment, if the source component needs to get information from
the target component and the security level of the target component is lower than the
security level of the source corapounent or the security level of the target coroponent is the
same as the security level of the source component, the source component pulls the
information from the target component by calling a synchronous read AP of the target
component. On the other hand, if the security level of the target component is higher than
the security level of the source coraponent, the source coraponent publishes its request for
information such as in an output queune of the source component and the target
component pulls this request published by the source component and then pushes the

requested 1nformation to the source component.

{6249} Fig. 14 is a simplified block diagram of a computing system 1400 that may be
used in accordance with embodiments of the present invention. For example, cloud
infrastructure system 100 roay comprise one or more computing devices. Systern 1400
depicted in Fig. 14 may be an example of one such computing device. Computer system

1400 s shown comprising hardware eleroents that may be electrically coupled via a bus
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1424, The hardware elements may include one or more central processing units (CPUs)
1402, one or raore input devices 1404 {e.g., a mouse, a keyboard, ¢tc.), and onc or more
output devices 1406 (e.g., a display device, a printer, etc.}. The CPUs may include single
or multicore CPUs. Computer system 1400 may also include one or more storage
devices 1408, By way of example, the storage device(s) 1408 may include devices such
as disk drives, optical storage devices, and solid-state storage devices such as a random
access mersory {RAM) and/or a read-ouly mewory (ROM), which can be prograromable,

flash-updateable and/or the like.

18288] Computer systern 1400 may additionally inchude a computer-readable storage
media reader 1412, a comumunications subsystem 1414 {e.g., a modem, a network card
{wircless or wired}, an infra-red communication device, etc.), and working memory 141¥,
which may include RAM and ROM devices as described above. In some cmbodiments,
computer system 1400 may also include a processing acceleration unit 1416, which can

include a digital signal processor (DSP), a special-purpose processor, and/or the like.

16251} Computer-readable storage media reader 1412 can further be connected to a
computer-readable storage medium 1418, together (and, optionally, in combination with
storage device(s) 1408} comprehensively representing remote, local, fixed, and/or
rernovable storage devices plus storage media for temporarily and/or more permanently
containing computer-readable information. Conumunications system 1414 may permit
data to be exchanged with network 1424 and/or any other computer described above with

respect to system environment 1400,

{0252} Computer system 1400 may also comprise software elements, shown as being
currently located within working memory 1418, including an operating systera 1420
and/or other code 1422, such as an application program (which may be a client
application, Web browser, mid-ticr application, RDBMS, ctc.). In an exemplary
embodiment, working memory 1418 may include executable code and associated data
structures such as memory structures used for processing authorization reguests described
above. It should be appreciated that alternative embodiments of computer system 1400

may have numercus variations from that described above. For example, customized
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hardware might also be used and/or particular elements might be implemented in
hardware, software {including portable software, such as applets), or both. Further,
connection to other computing devices such as network input/output devices may be

employed.

10253} Fig. 13 is an electronic device 1500 in accordance with embodiments of the
present fnvention. The electronic device 1500 may comprise: a store unit 1502,
configured to store subscription order information related to a subscription order received
from a customer for one or more services provided by a cloud mfrastracture systern; an
identify unit 1504, configured to identify a process to be used for servicing the
subscription order, wherein the process comprises one ot more execution steps for
provisioning one or more resources for the one or more services identified in the
subscription order; an orchestrate unit 1506, configured to orchestrate the performance of
the one or more execution steps corresponding to the process; and a send unit 1508,
configured to send a notification to the custormer indicating a status of the subscription

order.

{#254] In one cxample, orchestrating the performance of the one or more execution
steps coraprises allocating the one or more resources for the one or more services

identified in the subscription order.

{0255]  In one example, the identify unit 1504 is further configured to access a service
repository accessible to the cloud infrastructure syster to determine the process for

servicing the subscription order.

{6256] In one cxample, the electronic device 1500 further comprises a determine unit
1503, configured to determine usage information for the one or more resources, the usage
information identifying usage of the one or more resources over a period of time; a
compute unit 1505, configured to compute, based upon the usage information and upon
the subscription order information, over usage of a first resource in the one or more

~3
i
/

resources for the period of time; and a provide unit 1507, configured to provide

mformation indicative of the over usage to the customer.
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(#2587} In one example, the compute unit 1505 is further configured to determine a
resource type corresponding to the first resource; determine an operator to use for
computing the over usage for the first resource; and calculate the over usage for the first
resource by applying the operator to usage statistics corresponding to the first resource

included in the usage information.

{B258] In one cxample, the compute unit 1563 1s further configured to determine a
rumber of overage units for the first resource and to determine an overage cost
corresponding fo the number of overage units. The compute unit 1505 may be
contfigured to compute the over usage by determining the mumber of overage units for the
first resource and by determining an overage cost corresponding to the number of
overage units. The compute unit 1505 is further configured to determine a number of
overage units for the first resource and an overage cost corresponding to the number of
pverage units by determining a service level and a customer level associated with
subscription order for the customer. The provide unit 1507 1s further contigured to
provide information indicative of the over usage to the castomer. Providing the
information may include sending a notification to the customer indicating the number of

overage units for the first resource and the overage cost,

{8289} The electronic device 1500 further comprises: a first workflow identify unit,
configured to identify, based upon the subscription order information and the process, a
first set of one or more workflows corresponding to processing to be performed for the
subscription order; and a second workflow identify unit, configured to identify, based
upon the subscription order information and the process, a second set of one or more
workflows corresponding to processing to be performed for the subscription order; and a
service access enable unit, configured to enable the customer to access the one or more
services using the cloud infrastructure system after completion of execution of the first
set of one or more workflows and before completion of at least one workflow in the

second set of one or more workflows.,

~J
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{6268] The electronic device 1500 further comprises: a workflow execute unit,
configured to exccute at least one workflow in the first sct of one or more worktlows

concurrently with at feast one workflow in the second set of one or more worktlows.

{8261] The electronic device 1500 further comprises: a securtty zone determine unit,
configurced to determine a security zone for a component of the cloud infrastructure
system, wherein the component accesses the subscription order information related to the
subscription order for provisioning the one or more resources; a securtty level determine
unit, configured to determine a security level associated with the fivst security zoue; and a
subscriber order information access enable unit, configured to enable the component to
access the subscriber order mformation based on security rule associated with the secunty

level.

{#262] The clectronic device 1500 further comprises a transfor request unit, configured
to receive a request to transfer the subscription order jnformation between a fivst
component of the cloud infrastructure system and a second component of the cloud
infrastructure system, wherein the first component and the second component arc
executed by the one or more computing devices. The security zone determine unit is
further configured to determine a first securtty zone tor the first component and to
determine a second security zone for the second component. The security level
determaine unit is further configured to determine a first security level associated with the
first security zone and to determune a second secunity level associated with the second
security zone. The transfer request unit is further configured to determine the transfer of
the subscription order information between the first component and the second
component based upon the first security level, the second security level, and security
rules information, wherein the security rules mforrmation specifics one or more rules
related to the transfer of the subscription order information between the first component

and the second component.

{0263} The clectronic device 1500 turther comprises: a receive unit, configured to
receive, at a tenant antomation subsystem of the cloud infrastructure system, the

subscription order from the customer; a geographic region determine unit, configured to
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determaine a geographic region where the subscription order originates; and a select unit,
configured to select, based on the geographic region, a tenant automation subsystem data
center of the cloud infrastructure system where the performance of the one or more

execution steps are to be orchestrated.

{6264] It 1s noted that the units shown by dotted lines are optional. The various untts
disclosed herein may be imiplemented or performed with hardware, software or the
combination thereof. They may be tmplemented or performed with a general purpose
single- ot multi-chip processor, a DSP, av application specific integrated civcuit {ASIC),
a field programmable gate array (FPGA) or other programmable logic device, discrete
gate or transistor logic, discrete bardware components, or any corbivation thercot
designed to perform the functions described herein. A general purpose processor may be
a MiCroproCessor, or, any conventional processor, controller, microcontrolier, or state
machine. A processor also may be implemented as a combination of computing devices,
¢.g., a combination of a DSP and a microprocessor, a plurality of microprocessors, onc or
more microprocessors in conjunction with a DSP core, or any other such configuration.
{n some implementations, the units may be implemented by circuitry that is specific to a

given function.

{8265] Storage media and computer readable media for containing code, or portions of
code, can include any appropriate media known or used in the art, including storage
media and communication media, such as but not limited to volatile and non-volatile,
removable and non-removable media implemented 1n any method or technology for
storage of information such as computer readable instructions, data structures, program
modules, or other data. Examples of storage and computer-readable media include RAM,
ROM, EEPROM, flash maemory or other memory technology, CD-ROM, digital versatile
disk {3V} or other optical storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other memory medium which can be
used to store the desired wnformation and which can be read by a computer. Storage

media and computer readable media may include non-transitory memory devices.
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{#266] Although specific embodiments of the invention have been desceribed, various
modifications, altcrations, alternative constructions, and equivalents are also
encompassed within the scope of the invention. Hmboediments of the present invention
are not restricted to operation within certain specific data processing environments, but
are free to operate within a plurality of data processing cuvironments,  Additiovally,
although embodiments of the present invention have been described using a particular
serics of transactions and steps, it should be apparent to those skilled in the art that the
scope of the present invention is not limited to the described series of transactions and

Steps.

{6267} Further, while cmbodiments of the present invention have been described using
a particular combination of hardware and software, it should be recognized that other
combinations of hardware and software are also within the scope of the present invention.
Embodiments of the present invention may be implemented only in hardware, or only in
software, or using combinations thereof.

{8268] The specification and drawings are, accordingly, to be regarded in an illustrative
rather than a restrictive sense. |t will, however, be evident that additions, subtractions,
deletions, and other modifications and changes may be made thereunto without departing

from the broader spinit and scope as set forth in the claivs.

78



fer B2

L B

6

f]

0y
(PR

[N I

|8

b2

()

(92

)

WO 2014/039921 PCT/US2013/058642

THAT WHICH IS CLAIMED I85;

I. A wethod comprising:

storing, by a cloud infrastructure system comprising one or more
computing devices, subscription order information related to a subscription order
recetved from a customer for one or more services provided by the cloud infrastructure
systery;

identifying, by the cloud infrastructure system, a process to be used for
servicing the subscription order, wherein the process Comprises one or more execution
steps for provisioning one or more resources for the one or more services identified in the
subscription order;

orchestrating, by the cloud infrastructure system, the performance of the
one or more execution steps corresponding to the process; and

sending, by the cloud infrastructure system, a notification to the custorer

indicating a status of the subscription order.

2. The method of claim 1, wherein orchestrating the performance of
the one or more execution steps comprises allocating the one or voore resources for the

one or more services identified in the subscription order.

3. The method of claim 1 or 2, wherein identifying the process
COTAPTISES ACCCSSING 4 SCrvice repository accessible to the cloud mifrastructure system to

determine the process for servicing the subscription order.

4. The method of claim 1, further comprising:

determining usage information for the one or more resources, the usage
information identifying usage of the one or more resources aver a period of time;

computing, based upon the usage information and upon the subscription
order information, over usage of a first resource in the one or more resources for the
period of time; and

sroviding information indicative of the over usage to the customer.,
F £ &

79



3

ey ~3 N (@) RN (a9

b2

|8

Q

3

[ AN ] I

~1

g
10
it

WO 2014/039921 PCT/US2013/058642

5. The method of claim 4, wherein computing the over usage
comprises:

determining & resource type corresponding to the first resource;

deterroining an operator to use for computing the over usage for the first
resource; and

computing the over usage for the fivst resource by applying the operator to

usage statistics corresponding to the first resource inchuded in the usage information.

6. The method of claim 3, wherein:

computing the over usage comprises determining a number of overage
units for the first resource and determining an gverage cost corresponding to the number
of overage units, wherein the nuraber of overage units and the corresponding overage
cost are determined based ou a service level and a custorer level associated with
subscription order for the customer; and

providing information indicative of the over usage to the custoroer
compriscs sending a notification to the customer indicating the number of overage units

for the first resource and the overage cost.

7. The method of any onc of claims 1, 2, 4, 5, or 6, further
comprising:

identitying, based upon the subscription order mmformation and the
process, a first set of one or more workflows corresponding to processing to be
performed for the subscription order; and

identifying, based upou the subscription order information and the
process, a second set of one or more workflows corresponding to processing to be
performed for the subscription ovder; and

enabling the customer to access the one or more services using the cloud
infrastructure system after completion of exccution of the first sct of one or more
workflows and before completion of at least one workflow in the second set of one or

more workflows.
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8. The racthod of claira 7, further comprising, executing, by the cloud
infrastructure system, at least one workflow in the first set of one or more worktlows

concurrently with at least one workflow in the second set of one or more worktlows.

9. The method of claim 1, further comprising:

receiving, at a tenaot autornation subsysiero of the cloud nfrastructure
system, the subscription order from the customer;

determining a geographic region where the subscription order originates;

selecting, based on the geographic region, a tenant automation subsystem
data center of the cloud infrastructure system where the performance of the onc or

more execution steps are to be orchestrated.

16, The method of any one of claims 1, 2, or 9, further comprising:

determining a security zone for a component of the cloud infrastructure
systers, wherein the component accesses the subscription order information related to the
subscription order for provisioning the one or more resources;

deterroine a security level associated with the first security zone; and

enabling the component to access the subscriber order information based

on sceurity rule associated with the security level.

1L The method of any one of claims 1, 2, or 9, further coraprising:

receiving a request to transfer the subscription order information between
a first coraponent of the cloud nfrastructure system and a second component of the cloud
infrastructure system, wherein the first coraponent and the second component are
executed by the one or more computing devices;

determining a fivst secunity zone for the first coroponent and determining a
second security zone for the second component;

deterroining & first security level associated with the first security zone and
determining a second security level associated with the second security zone; and

determining the transfer of the subscription order information between the

first component and the second component based upon the first security level, the second
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security fevel, and security rules information, wherein the security rules information
specifies one or more rules related to the transfer of the subscription order information

between the first component and the second component.

12. A system comprising:
one or more computing devices configurable to provide one or more
services;
a memory configurable to store subscription order information related to a
subscription order received from a customer for the one or more services provided by a
cloud infrastructure system; and
wherein at least one computing device from the one or more computing
devices is configurable to:
identify a process to be used for servicing the subscription order,
wherein the process comprises one or more execution steps for provisioning one
or more resources for the onc or more services identified in the subscription order;
orchestrating the performance of the one or more execution steps
corresponding to the process; and
sending a notification to the customer indicating a status of the

subscription order,

13, The system of claim 12, wherein orchestrating the performance of
the one or more execution steps comprises allocating the one or roore resources for the

one or more services identified in the subscription order.

14. The system of claim 12, wherein identifying the process comprises
accessing a service repository accessible to the cloud infrastructure system to determine

the process for servicing the subscription order.

15, The systern of claim 12, wherein at least one computing device
from the one or more computing devices is configurable to:

determine usage information for the one or more resources, the usage
information identifying usage of the one or more resources over a period of time;
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compute, based upon the usage information and upon the subscription
order information, over usage of a first resource in the one or more resources for the
period of time; and

provide information indicative of the over usage to the customer.

16, The system of claim 15, wherein computing the over usage
COMpPrises:

determining a resource type corresponding o the first resource;

deterraining an operator to use for corputing the over usage for the first
resource; and

computing the over usage for the first resource by applying the operator to

usage statistics corresponding to the first resource included in the usage information.

17. The system of claim 12, wheren at least one computing device
from the one or more computing devices is configurable to:

identity, based upon the subscription order information and the process, a
first set of one or more workflows corresponding to processing to be performed for the
subscription order; and

identify, based upon the subscription order information and the process, a
second set of one or more worktlows corresponding to processing to be performed for the
subscription order; and

enable the customer to access the one or more services using the cloud
infrastructure system afier completion of execution of the first set of one or more
workflows and before completion of at least one workflow in the second set of one or

raore workflows.

18. A computer-readable memory storing a plorality of instructions
executable by one or more processors, the plurality of instructions comprising:

mstructions that causc at least one processor from the one or more
processors (o store subscription order information related to a subscription order received

from a customer for one or more services provided by a cloud infrastructure systera;
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instructions that cause at least one processor from the one or more
processors to identity a process to be used for servicing the subscription order, wherein
the process comprises one or more execution steps for provisioning one or more
resources for the one or more services identified in the subscription order;

fnstructions that cause at least one processor from the one or more
processors to orchestrate the performance of the one or more execution steps
corresponding to the process: and

instructions that cause at least one processor from the one or more
processors to send a notification to a customer indicating a status of the subscription

order.

19, The computer-readable memory of claim I8, wherein the plurality
of instructions further comprise:

instructions that cause at least one processor froma the one or more
processors to identify, based upon the subscription order information and the process, a
first set of one or more workflows corresponding to processing to be performed for the
subscription order; and

instructions that cause at least one processor from the onc or more
processors to identify, based upon the subscription order information and the process, a
second set of one or more workflows corresponding to processing to be pertorracd for the
subscription order; and

instructions that cause at least one processor from the one or more
processors to enable the customer to access the one or more services using the cloud
infrastructure system after completion of execution of the first set of one or more
workflows and before completion of at least one workflow in the sccond set of one or

more workflows.

28, A system adapted to provide one or more services, comprising:
means for storing subscription order information related to a subseription
order received from a customer for the one or more services provided by a cloud

infrastructure system,
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means for identifying a process to be used for servicing the subscription
order, wherein the process comprises onc or more exccution steps for provisioning one or
more resources for the one or more services identified in the subscription order;

means for orchestrating the performance of the one or more execution
steps corresponding to the process; and

means for sending a notification to the customer indicating a status of the

subscription order.

21, The system of claim 20, further comprising:

means for tdentifying, based upon the subscription order information and
the process, a first set of one or more workflows corresponding to processing to be
performed for the subscription order; and

means for identifying, based upon the subscription order information and
the process, a second set of one or more workflows corresponding to processing to be
performed for the subscription order; and

rocans for enabling the customer to access the one or more services using
the cloud infrastructure system after completion of execution of the first set of one or
rnore workflows and before completion of at least one worktlow 1n the sccond sct of one

or more workflows,

22. A computer program executable by one or more processors,
comprising:

fnstructions that cause at least one processor from the one or more
processors to store subscription order information related to a subscription order received
from a customer for one or more services provided by a cload mfrastracture syster;

instructions that causc at least one processor from the one or more
processors to wdentify a process to be used for servicing the subscription order, wherein
the process comprises one of more execution steps for provisioning ong or more

resources for the one or more services identified in the subscription order;

o0
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instructions that cause at least one processor from the one or more
processors to orchestrate the performance of the one or rore execution steps
corresponding to the process; and

instructions that causc at least one processor from the one or more
processors to send a notification to a customer ndicating a status of the subscription

order.
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