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IMPLEMENTING POLICY INSTRUCTIONS IN MULTIPLE TABLES

Background
[0001] Networks can include a plurality of resources connected by

communication links, and ¢an be used o connect paople, provide services (e.g.,
intermnally and/or externally via the Intermnet and/or intranet), and/or organize
information, among other aclivities associated with an entity. An example

network can include a software-defined network (SDN)L

Brief Description of the Drawings

[0002] Figure 1a lllustrates a flow charl of an example method for
implementing policy instructions in multiple tables, according 1o an example.
[0003] Figure 1b fllustrates a flow chart of an example method for
implementing policy instructions in multiple {ables, according 1o an example.
[0004] Figure 2 lllustrates an example environment with devices for
implementing policy instructions in multiple tables, according 1o an example.
[0005] Figure 3 liustrates an example computer for implementing policy

instructions in multiple tables, according o an example.
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Detailed Descrintion

{00077 Example implementations relate to implementing policy
instructions in multiple tables in a packet processing pipelineg. An example
method includes determining characleristics of mulliple tables in a packet
processing pipeling of a network device. The method further includes selecting
a first set of tables from the multiple tables o implement a plurality of exclusive
policy instructions, selecting a second set of tables from the multiple tables to
implement a plurality of non-exclusive and inert policy instructions, and selecting
a third set of tables from the muitiple tables to implement a plurality of non-
exclusive and non-inert policy instructions. The first set of tables, the second
set of tables, and the third set of tabies do not overlap.

[0008] Networks can include a plurality of resources such as network
devices and databases to connect endpoint devices via communication links.
Networks can be used to connect people, provide services {e.g., internally
and/or externally via the Internet and/or intranet), and organize information,
among other activities. Examples of endpoint devices include computers,
tablets, phones, printers, cameras, door locks, HVAC controller, amaong other
endpoint devices capable of operating on a network. An example network can
include a software-defined network (SDN).

[G00G] SDN controllers can direct nelwork devices such as servers, SDN-
capable switches and routers, and other computing devices, on how to forward
network traffic. SDN applications may execute on or interface with the SDN
controlier to provide input to the SDN controlier and influence how the SDN
controlier forwards traffic. SDN applications might provide services on the
network, including observing network traffic and conditions and taking one or
more actions as a result. For instance, one application may look for infected
hosts on the network, while another application may attempt to optimize voice
over internet protocol (Voll) calls on the network. Both applications may run on
the same SDN controlier, and use the SDN controller to communicate down (o
network devices in a protocol-specific format, such as according to the

CpenfFlow protocol.
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[GO10] When applications within a network, such as an SDN, want {o tell
the same devices in the network what (o do, a conflict may arise between the
instructions of one application and the instructions of another application with
respect io the same endpoint device. In such instances, the SDN controlier
may be unable to determineg which actions from which applications should be
egxecuted, andfor if the instructions of both applications should be execuled.
{6011} Instructions from applications may be characterized as nefwork
policies 1o be applied o the network. Network policies from different
applications may be compiled together o vield a cohesive set of non-
overlapping policies to be applied to the network. This set of non-overiapping
policies are referred 0 herein as “orthogonal policies”. An orthogonal policy is a
policy generated from one or more original/source policies {e.g., policies that
are received from an application) that does not contlict with any other
orthogonal policy in a set of orthogonal policies. This means that all policies
from the source sel of policies o be applied to any single packet in the network
would be implemenied by a single orthogonal policy. These orthogonal policies
may then be transformed info instructions for implementation by network
devices. PCT Application No. US2015/015122, entitled "Network Policy Conlict
Detection and Resolution”™ and filed on February 10, 2015, which is hereby
incorporated by reference, describes in further detall how policies may be
compiled in this manner.

(00123 Brute force compilation of logical terms of network policies
includes the evaluation of how those terms overlap. As an example, if policy A
requires that traffic from all wirgless devices be sent o an intrusion prevention
system and policy B requires that devices associated with an empioyee be
given a particular priority level, the terms of policy A and policy B overlap in the
case where an employee connecis 1o the network with a wireless device. In
general, the processing required to evaluate all overlaps is exponential in
nature, and depends on the number of terms and the number of policies.

[G013] Therefore, policy compiiation complexity can be exponential in

nature for brute force implementations. The magnitude of such processing is a
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function of the number of policies and can be represented using big O notation
as follows:

PCC = ~0{(p*)

where PCC is policy compilation complexity, p is the number of policies, and x is
a value that depends on the particular compiier algorithm used by the policy
engine compiler. As a result, policy compilation can use a significant number of
resources and time, potentially resulting in poor network performance and
creating issues if new policies are not able o be implemented quickly enough
due to the compilation time.  In addition, when policies are compiled together in
a brute force manner, a large number of instructions are generated to
implement those policies since in general the orthogonal policies increase in
complexity as the number of source policies increases.

[0014] By grouping policies into mulliple groups and compiling the groups
separately, the compilation complexity can be reduced. However, as a result of
the grouping and separate compilation of the grouped polices, there are multiple
sets of instructions to be implemented in a packet processing pipeline of a
network device. These sets of instructions should be implemented in the packet
processing pipeline such that the intent of the policies is effected on the network
by the network device. By considering characteristics of the available tables in
the packet processing pipeline {e.g., the number of available tables, the size of
the tables, and other characteristics), tables can be selecied for each set of
instructions to improve packet processing performance of the network device
while effecting the intent of the policies.

[0015] FIGS. 1a and 1b lllustrate methods to implement policy
instructions in multiple tables of a packet processing pipeling, according 1o an
example. Methods 100 and 110 may be performed by a computing device,
computer, server, or the like, such as SDN controlier 210 or computer 310, In
some examples, network device 220 may be configured to perform these
methods. Computer-readable instructions for implementing methods 100 and
110 may be stored on a computer readable storage medium. These
instructions as stored on the medium are referred o herein as "modules” and

may be executed by a computer.
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{0016} Methods 100 and 110 will be described here relative to
environment 200 of FIG. 2. Environment 200 may include SDN controller 210
and network device 220. SDN controller 210 may be a computer configurad o
manage the control plane of a software defined network. SDN controller 210
may include/be implemented by one or multiple computers. Network device 220
may be a network infrastruciure device, such as a switch or router, of the
software defined network. The network device 220 may thus be part of the data
plane of the software defined network, which may include multiple netwaork
devices. SDN controller 210 may communicate with network device 220 via an
SN protocol, such as the OpenFlow protocol. SDN controller 210 may
program rules in the packet processing pipeline 222 of network device 220.
Network device 220 may use these rules 1o process and forward network traffic.
Additionally, a variely of SDN applications may run on or interface with SDN
controller 210. These SDN applications may be part of the application plane of
the software defined network.

{60171 SDN controiler 210 and network device 220 may include one or
more controliers and one or more machine-readable storage media. A
controller may include a processor and a memory for implementing machine
readable instructions. The processor may include at least one central
processing unit (CPU), at least one semiconductor-based microprocessor, at
least one digital signal processor (DSP) such as a digital image processing uni,
other hardware devices or processing elements suitable o retrieve and execute
instructions stored in memaory, or combinations thereof. The processor can
include single or mulliple cores on a chip, multiple cores across multiple chips,
muitiple cores across multiple devices, or combinations thereof. The processor
may fatch, decode, and execute instructions from memory o perform various
functions. As an alternative or in addition to retrieving and executing
instructions, the processor may include at least one integrated circuit {IC), other
control logic, other electronic circuits, or combinations thereof that include 2
number of electronic components for performing various tasks or functions.
G018} The confroller may include memaory, such as a machine-readable
storage medium. The machine-readable storage medium may be any
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electronic, magnetic, optical, or other physical storage device that contains or
stores executable instructions. Thus, the machine-readable storage medium
may comprise, for example, various Handom Access Memaory (RAM), Read
Only Memory (ROM), flash memory, and combinations thereof. For example,
the machine-readable medium may include a Non-Volatile Random Access
Memory (NVRAM]), an Electrically Erasable Programmabile Read-Only Memory
(EEPROM), a storage drive, a NAND flash memory, and the like. Further, the
machine-readable storage medium can be computer-readable and non-
transitory. Additionally, SDN controller 210 and network device 220 may
include one or more machine-readable slorage media separate from the one or
more controliers.

[0019] Tuming to FIG 1a, method 100 may be used o implement policy
instructions in multiple tables of a packet processing pipelineg, according to an
example. At 101, the SDN coniroller 210 may divide a plurality of network
policies into an exclusive policy group and a non-exclusive policy group. For
example, the grouping module 211 may perform this task. The plurality of
network policies may be received from various sources. For example, the
network policies may be received from SDN applications running on or
interfacing with SBN controller 214,

(00201 Exclusive policies are policies with associated actions that cannot
be combined with the actions of any other policy. For example, a policy may
require that all network traffic of a certain type be quarantined and not otherwise
be processed. Such a policy is an exclusive policy as the point of the policy is
to dictate all processing for that particular type of traffic. In this case, the
purpose of the exciusive policy may be to provide network security. Thus, the
actions of that policy should not be combined with the aclions of any other
policy, whether that other policy is an exclusive policy or non-exclusive policy.
This is thus a consiraint that would be applied during the compilation process of
the exclusive policy group, so that two policies with actions intended for the
same type of network traffic are not combined. For this reason, exclusive
policies can be grouped separately from non-exclusive policies and also

compiled separately, since the exclusive policy would always take precedence.
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Of course, it may be possible for two exclusive policies to relate to the same
type of network traffic. In such a case, the exclusive policy with the higher
priority takes precedence, and the other exclusive policy would not be applied.
The SDN application responsible for the policy can designate whether the policy
is exclusive and can also indicate the priority level of the policy.

{00213 In contrast, non-exclusive policies are policies with associated
actions that can be combined with the actions of other policies. For example,
policy A may require a first action 1o be applied (o a type of network traffic and
policy B may require a second action to be applied o that same type of network
traffic, each of which are not inconsistent with each other. Accordingly, because
the policy actions are not mutually exclusive and ¢an both be applied (o the
same network traffic, when compiling non-exclusive policies there is no need o
impose the constraint that actions from two different policies cannot be applied
to the same nefwork traffic. For this reason, non-egxclusive policies can be
grouped together for compilation separate from the compilation of exclusive
policies.

10022] in light of this, the grouping module 211 divides the plurality of
policies into an exclusive policy group and a non-exclusive policy group. Al
102, SDN controller 210 may further divide the non-exclusive policies (from the
non-exclusive policy group) info an inert group and a non-inert group. Inent
policies are policies that do not change a packet the policy is applied to or alter
the packel’s delivery (o an intended destination. A non-inert policy is a policy
that does change a packet the policy is applied 1o or alter the packel's delivery
to an intended destination. For example, a policy that directs the network
device 220 1o change a value in the header field of a packet would be a non-
inert policy because the packet is being changed as a result of the policy.
Simitarly, a policy that blocks a packet does not change the packet but does
prevent the packel from being forwarded o its intended destination, and is thus
also a non-inert policy.  In contrast, a policy that simply copies the packetor
collects statistics related o the packet would be an inert policy because the
packet is not being changed and its delivery 1o the intended destination is not
being altered. Because of this difference, inert policies can be separately
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compiled from non-inert policies. However, as described below, inert policy
actions should be applied to a packet before non-inert policy actions are
applied.
[0023] At 103, the SDN controller 210 may compile each group of policies
into a first, second, and third plurality of orthogonal policies. For example, the
exclusive policies can be compiled into a first plurality of orthogonal policies, the
non-exclusive and inert policies can be compiled into a second plurality of
orthogonal policies, and the non-exclusive and non-inert policies can be
compiled into a third plurality of orthogonal policies. Policy compilation module
242 can perform this task as described in PCT Application No. US2015/015122.
The policy groups may be compiled separately by SDN controller 210 in various
ways. For example, SDN controlier 210 may compile the policy groups at
different times, using different processing resources, or both. As a result,
assuming that there is af least one policy in each group, the policy compilation
compiexity is reduced because the number of palicies in each group s less than
the total number of policies. This reduction in complexity is #lustrated by the
following equation using big O notation:

PCC = 0(2% + 2Y + 2%) < (2%1Y*7
where PCC is policy compilation complexity, x is the number of policies in the
gxclusive policy group, v is the number of policies in the non-exclusive and inert
policy group, and z is the number of policies in the non-exclusive and non-inert
policy group.
[0024] At 104 SDN controller 210 may generate policy protocol-apecific
instructions o implement each of the plurality of orthogonal policies. Policy
compilation module 212 can perform this task as described in PCT Application
No. Us2015/015122. The protocol-specific instructions may be instructions in
accordance with a protoco! supported by network device 220, such as the
Cpentlow protocol. The protocol-specific instructions may thus be instructions
suitable for the network device 220 to implement the policies when processing
and forwarding traffic. In particular, the protocol-specific instructions may be
instructions for creating or modifying flow entries in flow tables in the packet
processing pipeling 222, where the flow {ables are consulted to determing how
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to process and forward a received packel. The protocol-specific instructions are
referred to herein as “policy instructions”.

[0025] Thus, a plurality of exclusive policy instructions may be generated
for the first plurality of orthogonal policies {corresponding to the exclusive policy
group), a plurality of non-exclusive and inert policy instructions may be
generated for the second pluralily of orthogonal policies {corresponding o the
non-exclusive and inert policy group), and a plurality of non-exclusive and non-
inert policy instructions may be generated for the third plurality of orthogonal
policies {corresponding o the non-exclusive and non-inert policy instructions).
[0028] Al 105, a separate set of tables may be selected for
implementation of each plurality of policy instructions. This can be performed in
accordance with method 110 in FIG. 1b.

0027} Method 110 begins at 111, where SDN controller 210 delermines
characteristics of tables in packet processing pipeline 222 of network device
220. Determination module 213 may perform this task. The tables in the
packet processing pipeline 222 may be implemented by hardware such as
Tertiary Content Addressable Mamories (TCAMs). The characteristics of the
tables may include the number of tables available in the pipeiine 222, the
capacity of each {able, and the capabilities of each table. The table
characleristics may already be stored in a2 memory of SDN controlier 210, The
table characteristics may also be determined by SDN controller 210
interrogating network device 220 via a control channel and requesting such
information.

[0028] AL 112, SDN controiler 210 may select a first set of tables (o
implement the plurality of exclusive policy instructions. Selection module 214
may perform this task. For example, the first set of tables 225 may include one
or more tables. At 113, selection module 214 may select a second set of tables
to implement the plurality of non-exclusive and inert instructions. For example,
the second set of tables 226 may include one or more fables. At 114, selection
module 214 may select a third set of tables 1o implement the plurality of non-
exclusive and non-inert instructions. For example, the third set of tables 227

may include one or more tables,
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[0029] For blocks 112-114, the selection of the tables may depend on a
variety of factors. For exampie, a set of tables may be selecled based on the
amount of space needed to implement the given instructions. For instance, if
there are many more non-exciusive and inert policy instructions than exclusive
policy instructions, more tables may need 1o be selected for the non-exclusive
and inert policy instructions to accommaodate all of the instructions. Conversely,
fewer tables may be selected for the exclusive policy instructions. Another
factor that may be considerad is the number of hardware resources {8.9.,
Application Specific Integrated Circuit (ASIC) resources) required to implement
the instructions. The capabilities of certain tables may reguire more or fewer
resources to be applied for a given set of instructions.

0030} Certain characteristics of the instructions can be considered, as
well. To this end, determination module 213 may be used o determine various
characteristics of each plurality of instructions, such as the type of actions that
are to be applied to a packet in accordance with the instructions. The
avaluation module 215 may be used to evaluate which tables would be suitable
for each plurality of instructions based on the determined characteristics of the
tables and of the instructions. For example, instructions that require that a
matching packet be encapsulated for the purpose of Virtual Local Arga Network
(VLAN} tunneling would require g {able with that capability for appropriate
implementation of the instructions.

00313 Additionally, tables may be selected based on the fact that a
particular type of policy from which the instructions were generated is a large-
scale non-exclusive and inert policy. A large-scale policy is a policy that is
expected to have many instances. For example, policy requests received from
an SDN application that oplimizes network communication for Voice Over
Internet Protocol (VOIP) calis on a large network {such as for an large
gnterprise} may be expeacted to generate many instances of the policy request
since it will generate a new instance for every new call. That knowledge can be
used (o select an appropriate table or set of tables o accommodate the number
of instructions expected {0 be generated for that policy. To be aware of a large-
scale policy, the SDN controlier 210 can keep track of policy reguests and
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identify a threshold at which policy requests of a cerfain type shouid be
designated as a large-scale policy. The threshold could be a fixed value or
could be a relative to other policy requests {e.g., a percentage of total requests).
Alternatively, the SDN application could inform the SDN controlier 210 that a
particular policy request should be classified as a large-scale policy. Another
approach would be for the SDN controller 210 to be pre-programmed with the
knowledge that requests from a cerfain source or application should be
classified as large-scale policies.

[0032] At 108, SDN controller 210 may specify the priority of each sef of
instructions. For example, SON controiler 210 may specify that flow entries
corresponding to the plurality of exclusive policy instructions have priority over
flow entries corresponding to the non-exclusive policy instructions. Additionally,
SDN controiler 210 may specify that flow entries corresponding (o the plurality
of non-exclusive and inert policy instructions have priority over flow eniries
corresponding to the non-exclusive and non-inert policy instructions. Examples
of the implementation of priorities of this type are described now with reference
to block 107.

[0033] AU 107, SDN controiler 210 may instruct network device 220 to
create flow entries in each sel of tables 225, 226, 227 for the corresponding
instructions that the tables were selected for. Instruction module 216 may
perform this task. For example, instruction module 216 may instruct network
device 220 to create flow entries corresponding to the plurality of exclusive
policy instructions in the first set of tables 225, flow entries corresponding o the
plurality of non-exciusive an inert policy instructions in the second set of tables
226, and flow entries corresponding o the pluralily of non-exclusive and non-
inert policy instructions in the third set of tables 227,

[0034] The packet processing pipeline 222 can be organized in this way
to enforce the priority of the different sets of instructions. A received packet will
be first attempted for match against flow entries in the first set of tables 225,
since the exclusive policy instructions have the highest priority. If the packet
matches an entry in one of the tables, the appropriate actions corresponding o
the matching entry will be applied to the packet and processing through packst
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processing pipeling 222 will cease for that packet (End). If a first table in set
225 does not result in a match, the flow table miss entry will cause nelwork
device 220 1o attempt to maich the packet {0 the next table in set 225 until either
there is a maich or there is a final miss. At a final miss, network device will
move to the next set of tables in the packet processing pipeline 222, which is
the second set of tables 226.

[G035] Network device 220 attempts to match the received packel to an
entry in the flow tables of the second set of tables 2286. In some
implementations, because of the nature of non-exclusive and inert policy
instructions, the compilation process may be carried out such that the compiled
policies are not arthogonal, in which case multiple potential matching
instructions may be implemented through multiple flow entries in set 226. In
such g case, the nelwork device 220 can attempt to match the received packet
to all entries in set 2206 even if there has aiready been a match. After having
traversed the entire set of tables in set 228, network device may move {0 the
third set of tables 227. OfF course, if compilation of the non-exclusive and non-
inert policy group is carried out to vield orthogonal policies, after a single mateh
the network device 220 would move (o the third set of lables 227.

[0036] Network device 220 attempts o maitch the received packel {o an
antry in the flow tables of the third set of tables 227. Similar to the exclusive
policy instructions, if there is a maich 1o a flow entry in the third set of tables
227, the appropriate actions corresponding to the matching entry will be applied
to the packet and processing through pipeline 222 will cease for that packet
{End}. If a first table in set 227 does not result in a match, the flow table miss
entry will cause network device 220 to altempt to match the packet (o the next
table in set 227 until either there is a maitch or there is a final miss. Al a final
miss, processing through pipeline 222 will cease for the packet {(End).

(00371 FIG. 3 fllustrates a computer fo compile and implement policies,
according to an example. Computer 310 may be part of SDN controlier 210 or
network device 220, The compuier may include oneg or more controliers and
one or more machine-readable slorage media, as described with respect o
SON controller 210 and network device 220, for example.
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[0038] Processor 320 may be at least one central processing unit {CPU),
at least one semiconductor-based microprocessor, other hardware devices or
processing elements suitable to retrieve and execute instructions stored in
machine-readable storage medium 330, or combinations thereof. Processor
320 can include single or multiple cores on a chip, mulliple cores across
muitiple chips, multiple cores across multipie devices, or combinations thereof.
Processor 320 may feich, decode, and execute instructions 332-336 among
others, (o implement various processing. As an allemnative or in addition o
retrieving and execuling instructions, processor 320 may include af least one
integrated circuit (IC), other control logic, other electronic circuits, or
combinations thereof that include a number of electronic components for
performing the funclionality of instructions 332-336. Accordingly, processor 320
may be implemenied across multiple processing units, and instructions 332-336
may be implemented by different processing units in different areas of computer
310

{0039 Machine-readable storage medium 330 may be any electronic,
magnetic, optical, or othear physical storage device that contains or stores
executable instructions. Thus, the machine-readable storage medium may
comprise, for example, various Random Access Memory (RAM]), Read Only
Memory (ROM), flash memory, and combinations thereof. For example, the
machine-readable medium may include a Non-Volatile Random Access Memory
{NVRAM), an Electricaily Erasable Programmable Read-Only Memory
{(EEPROM), a storage drive, a NAND flash memory, and the like. Further, the
machine-readable storage medium 330 can be computer-readable and non-
transitory. Machine-readable storage medium 330 may be encoded with a
series of executable instructions for managing processing elemaenis.

{00407 The instructions 332-336 when execuied by processor 320 (e.g.,
via one processing element or multiple processing elements of the processor)
can cause processor 320 to perform processes, for example, methods 100, 110,
and/or variations and portions thereof, Instructions 332-336 will now be briafly
described, which description should be read in light of the description of
methods 100 and 110, and environment 200 above.
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{0041} Computer 310 may implement policy instructions in muttiple
tables. For example, determination instructions 332 may cause processor 320
to determine characteristics of multiple tables in a packet processing pipeline
222 of a network device 220. Selection instructions 334 may cause processor
320 to select a first set of tables 225 o implement & plurality of exclusive policy
instructions, a second set of tables 226 to implement a plurality of non-exclusive
and inert policy instructions, and a third set of tables 227 o implement a
plurality of non-exclusive and non-inert policy instructions. The first, second,
and third sets of ables may be separate sets, such that the tables do not
overlap. Evaluation instructions 338 may cause processor 320 {o evaluate
characleristics of the tables and of the instructions, where the evaluation can be
used to select appropriate {ables for each plurality of instructions.

[0042] In the present disclosure, reference is made o the accompanying
drawings that form a part hereof, and in which is shown by way of lustration
how a number of examples of the disclosure can be practiced. These examples
are described in sufficient detail to enable those of ordinary skill in the art to
practice the examples of this disclosure, and i is 10 be understood that other
examples can be used and that process, elecirical, and/or structural changes
can be made withoul departing from the scope of the present disclosure.

[0043] As used herein, “logic” is an alternative or additional processing
resource to perform a particular action and/or function, etc., described hersin,
which includes hardware, e.q., various forms of transistor logic, application
specitic integrated circuits (ASICs), elc., as opposed o computer executable
instructions, e.g., software firmware, etc., stored in memory and executable by a
processor. Further, as used herein, “a8” or “a number of” something can refer {o
one or more such things. For example, “a number of widgets” can refer to one
or more widgets. Also, as used herein, “a plurality of” something can refer o
more than one of such things.

{0044} The above specification, exampies and data provide a description
of the method and applications, and use of the system and method of the
present disclosure. Since many examples can be made without departing from

the spirit and scope of the systems and methods of the present disclosure, this
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specitication merely sets forth some of the many possible embodiments,

configurations, and implementations.
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What is glaimed is:

1. A method for implementing policy instructions in multiple tables in
a packet processing pipeline, comprising, by a processor:

determining characteristics of multiple tables in a packet processing
pipeiine of a network device;

selecting a first set of {ables from the muitiple tables to implement a
plurality of exclusive policy instructions;

selecting a second set of tables from the multiple tables to implement a
plurality of non-exclusive and inert policy instructions;

selecting a third set of tables from the mulliple tables to implement a
plurality of non-exclusive and non-inert policy instructions,

the first set of tables, the second set of tables, and the third sel of tables

not overlapping.

2. The method of claim 1, wherein the network device is a software
defined network {SDN)-capable switch and the instructions are {o be used {0
create flow entries in flow {ables stored in the {ables of the SDN-capable switch.

3. The method of claim 2, further comprising specifying that flow
gntries corresponding o the plurality of exclusive policy instructions have
priority over flow entries corresponding to the non-exclusive policy instructions,
and that flow enfrigs corresponding o the plurality of non-exclusive and inert
policy instructions have priority over flow entries corresponding 1o the non-

exclusive and non-inert policy instructions.

4. The method of claim 3, wherein:
the network device attempts 1o a maitch a received packet {o flow entries
in the first set of tables before attempting to maich a received packet to flow

gntries in the second and third sets of tables in the packet processing pipeling,
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the network device attempts o match the received packet {o flow entries
in the second and third sets of tables only if the received packet dees not maich
any flow entry in the first set of tables, and

the network device attempts o match the received packet {o flow entries
in the third set of tables after attemnpting to match the received packet to flow

entries in the second set of {ables.

5. The method of claim 1, further comprising:

determining characteristics of one or more of the pluralities of
instructions,

evaluating which tables would be suitable for the one or more of the
pluralities of instructions based on the characteristics of the tables and the
characteristics of the one or more of the pluralities of instructions,

wherein the selecling takes the evaluation into account when selecting

the fables.

8. The method of claim 1, wherein the selecling selects {ables o
implement instructions so as to minimize the number of resources in the packet
processing pipeling required for implementation of the instructions or otherwise

optimize performance of the packel processing pipeline.

7. The method of claim 1, further comprising:

recognizing that instructions in the plurality of non-exclusive and inert
policy instructions relate to a large-scale policy, a large-scale policy being a
policy that is expected to have additional instances,

wherein selacting the second set of tables includes selecting tables that

can accommodate the large-scale policy.

8. A controller in a software defined network (SDN), comprising:

a determination module to determine characteristics of multiple tables in
a packet processing pipeline of a network device; and

a selection module to:
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select a first set of tables from the multiple tables to implement a plurality
of exclusive policy instructions;

select a second set of tables from the multiple tables to implement a
plurality of non-exclusive and inert policy instruclions;

select a third set of tables from the multiple tables to implement a
plurality of non-exclusive and non-inert policy instructions,

the first sef of tables, the second set of tables, and the third set of tables
not overlapping.

g. The controller of claim &, wherein the network device is a sofiware
defined network (SDN)-capable switch configured to use the instruction to
create flow entries in flow {ables stored in the tables of the SDN-capable switch.

10.  The controller of claim 8, further comprising:

an instruction module o instruct the network device {o craate flow entries
corresponding to the plurality of exclusive policy instructions in the first set of
tables, create flow entries corresponding 1o the plurality of non-exclusive and
inert policy instructions in the second set of tables, and create flow entries
corresponding to the plurality of non-exclusive and non-inert policy instructions
in the third set of tables.

11, The conirolier of claim 10, wherein the instruction module is o
instruct the network device to give priority in the packet processing pipeline {o
flow entries corresponding (o the plurality of exclusive policy instructions over
flow entries corresponding o the non-exclusive policy instructions, and {o give
priority in the packet processing pipeline o flow entries coresponding to the
plurality of non-exclusive and inert policy instructions over flow entries

corresponding to the non-exclusive and non-inert policy instructions.

12, The controller of claim 11, wherein the instruction module is o
instruct the network device (1} to attempt to a match a received packet o flow
entries in the first set of tables before attempting to match a received packet to
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fiow entries in the second and third sets of tables in the packet processing
pipeline, {2) to altempt t© match the received packst o flow entries in the
second and third sets of tables only if the received packet does not match any
flow entry in the Tirst set of tables, and (3} to attempt to malch the received
packet to flow entries in the third sef of tables after altempting to maitch the
received packet (o flow entries in the second set of tables.

13, The controller of claim 8, further comprising:

the determining module to determine characteristics of one or more of
the pluralities of instruclions;

an evaluation module o evaluate which {ables would be suitable for the
one or more of the pluralities of instructions based on the characteristics of the
tables and the characteristics of the one or more of the pluralities of instructions;

the selection module 1o take the evaluation of the evaluation module into

account when selecting the tables.

14.  The controller of claim 8, wherein the selection module is 1o select
tables to implement instructions so as to minimize the number of resources in
the packet processing pipeline of the network device required for
implementation of the instructions or otherwise optimize performance of the

packet processing pipsline.

15. The controller of claim 1,

the evaluation module {o recognize that instructions in the plurality of
non-exclusive and inert policy instructions relate to a large-scale policy, a large-
scale policy being a policy that is expected to have additional instances,

the selection module to select the second set of tables such that the
selected tables can accommodats the large-scale policy.

18. A non-transitory computer-readable storage medium storing

instructions that, when executed by a processor, cause the processor to:
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determine characteristics of multiple tables in a packet processing
pipeiine of a network device;

select a first set of tables from the mulliple tables to implement a plurality
of exclusive policy instructions;

select a second set of tables from the multiple tables to implement a
plurality of non-exclusive and inert policy insiructions;

select a third set of tables from the mulliple tables o implement a
plurality of non-exclusive and non-inert policy instructions,

the first set of tables, the second sef of tgbles, and the third set of tables

not overlapping.
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