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fails.

Figl



10

15

20

25

WO 2011/023697 PCT/EP2010/062340

METHOD AND DEVICE FOR VERIFYING SECURE DOCUMENTS

The invention relates to the field of authentication of
documents and in particular, relates to a method and a device for

verifying the authenticity of secure documents.

Documents such as ID cards, passports, driving licenses,
resident permits, and other types of identification documents are
delivered to allow identification of the bearer. These documents
contain information about the name, age, date of birth, address,
photography, etc. of the bearer, and allow a controller his
identification.

These identification documents have been secured in order to
not to be easily reproduced or falsified. To avoid counterfeiting,
these secure documents have been manufactured in specific ways and
may comprise for example digital watermarks, specific layers or core
layers with specific printing, such as a printed pattern in specific
areas of the document, etc. The verification of the integrity of the
secure document 1s often made by a controller by screening the
identification documents, using information located in the document
identification.

Another way to verify the authentication is the use of an

embedded electronic chip. Identification documents such as passports
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are for example already equipped with such an electronic chip. The

embedded electronic chip comprises stored information related to the
bearer which can be the same information that can be seen on the
document. Biometric information associated with the owner of the
secure document such as fingerprint information, have been added to
the secure element. For such identification document, a controller
uses a specific electronic device. Current electronic devices are
used at country frontiers and are dedicated to wverify a single
electronic document: the electronic passport. Future generation of
electronic document will use different technologies that are not
compatible with ePassport readers. Many type of identity electronic
documents will be used in a near future such as national ID cards,
health card,.., and the format of these documents will change
depending on the issuer choices. Current electronic devices are not
ready to accept these new documents’ format.

Next generation of ID cards, resident permits, driving licenses
will embed an electronic component such as a chip as some current
passports. Then there is a real need to provide a electronic device
and a method suitable for securely authenticate any secure documents
which comprise identity information and which are simpler and
cheaper, and which are not easily hackered or corrupted as

falsification is growing up.

It is an object of the invention to provide a method adapted to

enhance the security for every type of identification document.
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In this purpose, the invention provides a method for verifying

a secure document of a bearer, said secure document comprising

identity information and an embedded electronic component comprising

means for storing identity information of a bearer, said method

comprising the following steps:

selecting an area on the document,

capturing an image of the selected area,

processing the captured image to obtain identity
information,

extracting identity information stored in said
embedded chip,

comparing identity information exctracted from said
captured image and identity information stored in
the electronic chip,

signaling the counterfeiting of the secure document

if step d) fails.

According to one aspect of the invention,

-  the method may comprise using an image capturing device;

- the step a) may consist in zooming on said area with the

image capturing device;

- 1t may comprise using a machine readable =zone (MRZ) as

selected area;

- it

may

comprise wusing a processing device, adapted to

process the captured image;
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- the processing device may treat the captured image using

optical character recognition process, and using
cryptographic application;

- 1t may comprise a step of establishing a communication with
a remote server suitable to manage partially or totally the
communication with the secure document;

- the remote server may provide feedback regarding the

verification of the secure document.

It is a further object of the invention to provide an
electronic device that operate the method and which is adapted to
enhance the security for every type of identification document as
well.

In this purpose, the invention provides an electronic device
for wverifying a secure document, said secure document comprising
identity information and an embedded electronic component comprising
means for storing identity information of a bearer, said electronic
device comprising an image capturing device suitable for capturing an
image of an area from said secure document, a processing device for
processing the captured image, means for establishing a contactless

communication (13) with the secure document.

According to one aspect of the invention,

-  the image capturing device may be a camera;
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- the image capture device may be integrated to the processing

device;

- the electronic device may be a mobile phone;

- the processing device may be a cash register;

- the electronic device may comprise a receiving device
adapted to receilve said secure document so as to position
the area of the secure document to be captured;

- the receiving device may be a box with an upper face and a
below face under the upper face, the below face comprising

different stops so as to position the secure document.

This method and this electronic device are advantageously

applicable for all government document verification applications.

The invention 1is now described, by way of example, with
reference to the accompanying drawings. The specific nature of the
following description should not be construed as limiting in any way

the broad nature of this summary.

In order that the manner in which the above recited and other
advantages and features of the invention are obtained, a more
particular description of the invention briefly described above will

be rendered by reference.
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Notwithstanding any other forms that may fall within the scope

of the present invention, preferred forms of the invention will now
be described, by way of example only, with reference to the

accompanying drawing in which:

FIG.1l schematically shows an embodiment of an electronic device

for verifying a secure document device according to the invention.

The present invention may Dbe understood according to the

detailed description provided herein.

Shown in Fig.l is an electronic device 1 for verifying that a
secure document 2 1is not counterfeited, and more precisely when the
secure document 2 is a secure electronic identity document.

In the present invention, a secure identity document is a
secure document which comprises identity information. It may be an
electronic identity document such as an electronic passport, or an
electronic identity card, etc.

This electronic identity document is made of a standard paper
passport and comprises text data about the bearer such as his name,
his date of birth, and other type of data such as his photography, or
his signature.

The electronic identity document also comprises an embedded
electronic component not represented in figure 1. This electronic

component, such as a chip, stores identity information of the bearer
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and can not be removed from the electronic identity document 2

without damaging it.
The chip may be addressed through a contact or a contactless
interface (ISO 7816-x or ISO 14443-x standard respectively, but not

exclusively) .

The electronic identity document 2 also comprises a machine
readable bearer data in an area usually called machine readable zone
or MRZ which can be read with a dedicated device as it will be
described further. The MRZ comprises identification information of
the bearer.

A method according to the invention for wverifying that the
secure document 1is not counterfeited, 1s to compare the information
data stored in the electronic document with the identity information
printed on the document. For this, the method comprises a step which
consists in an extraction of the identification information printed
on the document and a step which consists in an extraction of the
identification information stored in the chip. To access the
information available in the chip, the MRZ has to be captured, and
the data extracted from it are used to establish a link between the

electronic device 1 and the document 2.

For processing the step which consists in the extraction of the
information included in the MRZ, the electronic device 1 comprises an
image capture device 11, means for processing 12 the captured image,

also called a processing device 12 and means for establishing 13 a
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communication with the secure identity document 2. In the following

description, the secure identity document is a secure identity card
2.

The image capture device 11 comprises means for selecting an
area 10 from the secure identity document 2, means for capturing and
storing a selected image stemming from said selected area 10, which
is the MRZ. These different means are not represented in Fig.l and
are suitable for capturing the MRZ in high resolution in order for
the selected area to be well readable and well exploitable by the

means for processing 12, such as a zoom lens, etc.

According to the invention, in a first embodiment, the image
capturing device 11 1s a camera, which is suitable for taking the
picture of the secure identity document 2 in a whole or by directly

selecting the MRZ, for example by zooming onto the MRZ.

It will be well understood that this image capturing device is
not a limited example, and every device suitable for capturing an
image 1is available. Then the image capturing device may be for
example a bar code electronic device 1 if the capturing image

includes bar-code information.

Once the image is selected and captured by the controller, it
is stored by the image capture device 11, for example in a memory

card. The stored image 1is then sent to the processing device 12.
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Optionally, the selected and captured image is directly stored in the

processing device 12.

The processing device 12 comprises means for treating the
captured image, for example a computer unit which embeds a software
for the extraction of information data from the MRZ.

For doing so, an optical character recognition (OCR) algorithm
is for example used for the extraction of the identification
information of the bearer. This algorithm permits the extraction of
text and symbols from an image using computer means. Classically, a
printed or handwritten text, or a digital picture is scanned from the
secure identity document 2.

The algorithm depends on the nature of the selected image. Then
if the MRZ includes bar-code information, the extraction of the
identity information is made with an appropriate algorithm.

The means for processing the captured image may further
includes stemming imaging application 1in order to facilitate the
extraction of identity information from the MRZ.

The extraction may be automatically launched by the processing
device 12 as soon as it detects that an image has been stored or may

be launched by the controller.

At this stage, the controller has captured the MRZ from the
secure identity card 2 with the image capture device 11 and the
identification information has been extracted from the MRZ by the

processing device 12.
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For the step which consists in the extraction of the

identification information stored in the chip, the electronic device
1 has to establish a communication with the chip embedded in the
secure identity card 2.

As represented in Fig.1, the communication between the
electronic device 1 and the secure identity document 2 1is a
contactless communication and the means for establishing the
communication 13 comprise an antenna. The electronic device 1 embeds
a so called CLF (Contactless Front End) which is constituted by an RF
proximity antenna and a Near Field Contactless controller.

The reading of the electronic component is then made in
contactless mode such as define in ISO standard 14443.

In order to avoid the secure identity document 2 being read
without the bearer agreement, a secure messaging is used. The secure
messaging protects electronic data exchange from disclosure or
modification. It comprises the calculation of cryptographic keys on
both the processing device 12 and the chip embedded in the secure
identity card 2, said keys being based on information known by both.
The calculation of the encrypted keys 1is for example made in a
microcontroller of the processing device 12. These cryptographic keys
are loaded in the chip during the personalization and can be
recalculated from the MRZ.

In fact, until very recently, the electronic device 1 had to embed a
secret (such as a master key) to open a secure channel between the
electronic device 1 and the identity card 2, thus becoming a very

sensitive device. In order to avoid this drawback, the wuse of
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algorithm requiring the electronic device 1 to hold a secret is

replaced by a mechanism called PBM (Password Based Mechanism) that
does not require any secret in the electronic device 1 to open a
secure channel between the identity card 2 and the electronic device
1. After the MRZ is captured and treated by the processing device,
both the electronic device 1 and the chip share the same information.
Other algorithms such as the BAC or equivalent algorithm may also be
used instead of a PBM. The session keys are the output of the PBM and
are shared by both the identity card 2 and the electronic device 1.
By using the session keys, a secure channel between the card and the
electronic device 1 1is established allowing the exchanges to be
protected.

It will Dbe understood that the identification information
included in the identity card 2 wused as input to PBM may
alternatively be a bar-code, a printed digital code, or a PIN,
entered by the bearer on the electronic device 1 for example thanks
to a keyboard. In this case, the electronic device 1 comprises a
keyboard in order to enter the card bearer PIN or password, said PIN

or password being used as the input to the PBM.

Once a secure session 1s established with the chip, the
processing device 12 extracts identification information stored in
the chip.

The next step 1s then the comparison of the data inside the

chip with the data captured from the secure identity card 2.
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The electronic device 1 sends a signal to the controller at the

end of the verification. If these data are matching, a signal for
example a green light, or a special sound, informs the controller
that the identity card is not counterfeited.

It will be understood that the nature of the signal is not a

limited example.

In accordance with another embodiment, the processing device 12
is a handset such as a mobile phone, which comprises an antenna for
the NFC contactless communication and a smart card.

In this case, the calculation of the encrypted keys can be made
optionally by the smart card (e.g. SIM or UICC) in order to fasten

the process.

In accordance with another embodiment, in the electronic device
1, the image capture device 1 is integrated to the processing device

12.

It will Dbe wunderstood that all these embodiments can be
combined and are not limited examples. Then according to an
embodiment of the invention, the electronic device is a mobile phone
comprising an image capturing device 12, a smart card, a
microcontroller, etc. The image capturing device 11 is able to take
picture, or to dynamically capture pictures if a video mode is used,

to parse said picture(s) in order to extract the information to be
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used as the input of the PBM, or other information such as the name

of the document bearer.

The handset may embed software applications which are able to
complete cryptographic calculations 1in order to establish a secure
channel with the electronic document.

Optionally, the handset allows the controller to identify on a
picture an area to parse by zooming and/or surrounding information on
sald picture by an external action, for example with a finger on the

screen.

The calculation of session keys can be made for example by the
microcontroller of the mobile phone or by the smart card. The mobile
phone can then embed a digital camera.

Such a mobile phone embeds a microcontroller running a software
addressing the services provided by the device such as phone call,
taking picture, sending SMS or MMS, etc. Many mobile phones’
manufacturers also provide a SDK (Software Development Kit) that
permits to develop applications such as games, unit convertor, etc.
These SDK also allow to address the camera and / or to work on

picture taken by the camera.

According to another embodiment, the electronic device 1 for
verifying the secure identity document comprises a receiving device 3
suitable for receiving the secure identity document. The receiving

device 3 1is suitable for receiving secure documents with different
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formats 1in order to facilitate the caption of MRZ or of other

information on the printed card. Each stop may be related to the.

In an embodiment, the receiving device 3 is a box with an upper
face 31 and a below face 32, under the upper face 31. The below face
32 comprises different stops S such as abutments, designed in an
interior face and which are able to position secure documents 2.

The upper face 31 may also comprises a positioning element that
can be placed such that the relative position of the image capture
device 11 and of the secure document 2 facilitate capturing an image
of the secure document 2.

This device 3 allows maintaining the identity card 2 in order

to facilitate the caption of the MRZ.

In another embodiment, the electronic device 1 establishes a
communication with a remoter server. The electronic device has a data
connection to the remote server (not represented) which can manage
prartially or totally the communication with the secure identity
document 2.

The remote server uses the electronic device’s characteristics
as an extension to its own system (e.g. piloting the camera, sending
APDU ..) and provides feedback regarding the verification of the
secure identity document 2.

The remote server 1is able to update the software of the
processing device 12 and/or data for the secure identity document
verification, for example, when a picture parsing software does not

know how the electronic document 1is organized (e.g. foreign country
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electronic document). In this case, the controller may indicate the

country from which the secure document i1s issued to the electronic
device 1. If the country is unknown to the electronic device 1, it
connects to the remote server to get instructions or a software
update for verifying the secure document 2.

This method can be advantageously being used by a storekeeper
who uses a cash register as a processing device and a bar code
electronic device or an 1image capture device connected to the
register cash in order to verify that a secure document presented by
a buyer i1s not counterfeited. The cash register may also integrate
the image capturing device 11.

This method and this electronic are able to enhance the
security for every type of identification document and can be used by
each person who want to verify that a secure document is not

counterfeited.
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CLAIMS

1) A method for verifying a secure document (2) of a bearer, said

secure document (2) comprising identity information and an
embedded electronic component comprising means for storing
identity information of a bearer, said method comprising the
following steps:

a) selecting an area on the document,

b) capturing an image of the selected area,

c) processing the captured image to obtain identity
information,

d) extracting identity information stored in said
embedded chip,

e) comparing identity information extracted from said
captured image and identity information stored in
the electronic chip,

f) signaling the counterfeiting of the secure document

if step d) fails.

2) A method according to claim 1, characterized in that it comprises

using an image capturing device (11).

3) A method according to claim 2, characterized in that step a)

consists in zooming on said area with the image capturing device

(11) .
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A method according to claim 3, characterized in that it comprises

using a machine readable zone (MRZ) as selected area.

A method according to one of the preceding claims, characterized
in that it comprises using a processing device (12), adapted to

process the captured image.

A method according to claim 6, characterized 1in that the
processing device (12) treats the captured image using optical
character recognition process, and using cryptographic

application.

A method according to one of the preceding claims, characterized
in that it comprises a step of establishing a communication with a
remote server suitable to manage partially or totally the

communication with the secure document (2).

A method according to claim 7, characterized in that the remote
server provides feedback regarding the verification of the secure

document (2).

An electronic device (1) for verifying a secure document (2), said
secure document (2) comprising identity information and an
embedded electronic component comprising means for storing
identity information of a bearer, said electronic device (1)

comprising:
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a. an image capturing device (11) suitable for capturing an

image of an area from said secure document (2),

b. a processing device (12) for processing the captured
image,

c. means for establishing a contactless communication (13)

with the secure document (2).

10) An electronic device (1) according to claim 11, characterized

in that the image capturing device (11) is a camera.

11) An electronic device (1) according to c¢laim 10 to 11,
characterized in that the image capture device (11) is integrated

to the processing device (12).

12) An electronic device (1) according to claim 9 to 11,

characterized in that the electronic device (1) is a mobile phone.

13) An electronic device (1) according to claim 9 to 11,
characterized 1in that the processing device (12) 1s a cash

register.

14) An electronic device (1) according to claim 9 to 13,
characterized in that it comprises a receiving device (3) adapted
to receive said secure document (2) so as to position the area of

the secure document (2) to be captured.
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15) An electronic device (1) according to claim 14, characterized

in that the receiving device (3) is a box with an upper face (31)
and a below face (32) under the upper face (31), the below face
(32) comprising different stops (S) so as to position the secure

document (2).
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