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SYSTEMS AND METHODS FOR PROVIDING THIRD-PARTY APPLICATION SPECIFIC
STORAGE IN A CLOUD-BASED STORAGE SYSTEM

Technical Field

{0001} In general, this disclosure relates to cloud storage systems, in particular, to systems and
methods for providing application specific file system directories for third-party applications.
Background

{8002} Cloud storage systems provide users with the ability to store electronic documents and
other files on a remote network rather than on the user’s local computer or computing device.
Such systems allow asers to access the remotely stored files from any device that s capable of
connecting with the remote network, for example using a web browser over an Internet
connection. Cloud storage systems can also provide users with a large amount of memory to
store files so that users are not limited by the memory capacity of a particular client or device.
To access a cloud storage system, a user typically logs into an account on the cloud storage
system using a username and password. The cloud storage svstem provides a user interface for
users to view, edit, and manage files stored on the system.

{0083} Third-party applications may be used with cloud storage systems to provide
applications and services for user’s files on the cloud storage system. Third-party applications
may include their own proprictary file formats that may Hmit access to the speeific applications
or interfaces by the cloud storage syvstem and other third-party applications. In order for the
third-party application to integrate with the cloud storage system, certain application information
may be exchanged with the cloud storage system. Handling such application specific
information in a streamlined fashion is desirable for efficient integration of third-party
applications with cloud storage systems.

Suminary

{0084} Thus a need exists in the art to provide a unified system for a third-party application to
integrate with a cloud storage system. Systems and methods described herein provide dedicated
data storage for a third-party application that is integrated in a cloud storage system to provide
access to third-party application supported files.

[0005]  In one aspect, systems and methods provide dedicated storage for a third-party

application in a cloud storage system, by receiving, using a processor, a file for storage in a ¢cloud
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storage system, wherein the file is associated with a third-party application and a user of the
cloud storage system, identifying the third-party application, automatically allocating a directory
for the identified third-party application and the user; and providing access to the directory for
the identified third-party application to the third-party application. The directory is configured to
store application data for the third-party application. The directory may be associated with a user
and also hidden from the user. The directory may be assigned a reference link based on
application data for the third-party application and a user identificr. Files for other users and
other third-party applications may have respective directorics allocated for use by the respective
other third-party applications. Access to a file in the directory is anthenticated for the requesting
third-party application and respective user. In an aspect, if the third-party application is no
longer available to the user, the user may be prompted to delete contents of the directory. Tn
another aspect, the user may be presented with mformation for the directory and be provided an
option to modify contents of the directory.

{0006] In another aspect, systems and methods provide sapport for a third-party application in
a cloud storage system, by allocating a directory for a third-party application, associating the
directory with a user of the cloud storage system, receiving configuration data for the third-party
application, storing the configuration data in the directory; and hiding the divectory from view by

the user.

Brief Description of the Drawings

{80671 The methods and systems may be better understood from the following iltustrative
description with reference to the following drawings in which:

{0008] FIG. 1 s a block diagram of a computerized system for providing application-specific
directories for third-party applications in accordance with an implementation described herein;
{00609] FIGS. 2A and 2B show a storage hicrarchy for user files in a cloud storage system in
accordance with an implementation as described herein;

{0610] FIG. 3 shows a user view of user files in a cloud storage system in accordance with an
implementation as described herein;

{8011} FIG. 4 shows a method for allocating a third-party application directory in accordance

with an implementation as described herein;
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{0012} FIG. 5 shows a method for providing access to a third-party application directory in
accordance with an implementation as described herein;

{0013} FIG. 6 shows a method for providing a uscr view of user files in a cloud storage system
in accordance with an implementation as described herein; and

{8014} FIG. 7 is a block diagram of a computing device for performing any of the processes

described herein, in accordance with an iHustrative implementation.

Detailled Description

{8015} To provide an overall understanding of the systems and methods described herein,
certain ilustrative embodiments will now be described, including systems and methods fora
cloud storage system capable of allocating an application specific divectory for a thivd-party
application. However, it will be understood by one of ordinary skill in the art that the systems
and methods described herein may be adapted and modified as is appropriate for the application
being addressed and that the systems and methods described herein may be employed in other
suttable applications, and that sach other additions and modifications will not depart from the
scope thereof, Inparticular, a server, processor, or systern as used herein may be a single
computing device or multiple computing deviees working collectively and in which the storage
of data and the execution of functions are spread out amongst the various computing devices.
{0016] Aspects of the systems and methods described herein provide an application manager,
for example, in a cloud storage system, that is capable of providing and allocating an application
specitic file system directory for a third-party application. Cloud storage systems may be used to
store electronic document or files. Those cloud stored files arc accessible from the cloud storage

via a network from any client or computing device. As such, a user of a cloud storage system

et

S
not imited by storage capacity of a local device, or the availability of the local device. Different
kinds of third-party applications may be used for the files that the uscr wishes to store on the
cloud storage system. Since most applications have their own proprictary formats, integration of
the third-party applications in another environment can require different application-specific
solutions.

{8017} Onc way to improve officient handling of third-party application files on a cloud
storage system is to provide a third-party application file system directory on the cloud storage

system that is accessible and used only by the third-party application. The third-party
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application directory may be allocated for cach user of a third-party application on the cloud
storage system. The third-party application directory may be used to store data relevant to the
third-party application or originated by the third-party application, for example, application
configuration data, default file types, uscr preferences, file state information, temporary files, file
logs, or other data for the third-party application. In some implementations, such data is
preferably protected from access by other applications, and also from the user. For example, if
the user sees a data directory for the third-party application and modifics it, the contents of the
dircctory may be unusable by the third-party application. Accordingly, the third-party
application directory may be made hidden or un-modifiable to the user.

{0018] The third-party application divectory may be provided on a cloud storage systern that is
accessible by any number of client computers and other electronic devices that are capable of
connecting with remote networks, for example the Tnternet. In some iropleroentations, the third-
party application may be locally installed on a client computer or other device. To other
implementations, the cloud storage system may be connected to the third-party application server
or otherwise make the third-party application available to a cloud storage system user. Some
examples of third-party applications or services include word processing applications, photo and
video storing and sharing services, spreadshect applications, graphic design services,
presentation applications, database applications, gaming and entertainment services, music
services, e-mail services, cloud storage services, and a variety of other categorics.

{B019]  FIG. I depicts an example of a network and database structure that may be used to
implement the systerns and methods herein, FIG. 1 is a block diagram of a computerized system
100 for providing application specific directorics. The system 100 includes a third-party
application manager system 101, a user device 114, and a third-party application developer
system 103. The third-party application manager system 101 inchudes a server 104 inchuding a
processor 105 and a database 106 that stores data, including a user’s web data, and data related to
a list of user applications 116, and application directory 118, As used herein, the term
"processor’ or "computing device” refers to one or more computers, microprocessors, logic
devices, servers, or other devices configured with hardware, firmware, and software to carry out
onc or more of the computerized techniques described hercin. Processors and processing devices
may also include one or more memory devices for storing inputs, outputs, and data that are

currently being processed. An tllustrative computing device 700, which may be used to
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implement any of the processors and servers described herein, is described in detaif with
reference to FIG. 7. As used herein, “developer device™ and “user device” include, without
limitation, any suttable combination of one or more input devices {c.g., keypads, touch sereens,
trackballs, voice recognition systems, ¢ic.} and/or onc or more output devices {e.g., visual
displays, speakers, tactile displays, printing devices, cte.). As used herein, “server” includes,
without limitation, any suitable combination of one or more devices configured with hardware,
firmware, and software to carry out one or more of the computerized techniques described
herein. Only one third-party application manager system 101, onc user device 114, and one
third-party application developer systern 103 arc shown in FIG. 1 to avoid complicating the
drawing. However, in general, the systern 100 can support multiple third-party application
manager systews, third-party developer systems, servers, databases, developer devices, and user
devices.

{0020} The third-party application manager system 101 allows for third-party application
developers to associate third-party application data divectories 118 with a user. In particular, the
third-party application developer may have certain defaunlt data to store in a third-party
application data divectory that may be used to integrate use of a third-party application file in
another environment, for example, a cloud storage environment,

{88211 In one implementation, the third-party application manager system {31 isapartofa
cloud storage system, which is a file hosting system that allows users to store, retrieve, and
modify data via one or more user devices such as the user device 114, This data may be referred
to as a user’s web data. As an example, the cloud storage system 181 may be stored on a single
sorver system or in a distributed system. In particular, the cloud storage system 181 may use
cloud storage to store user data.

18022} The database 106 stores several types of data. In particular, the database 106 stores
data associated with uscr applications 116 and application directorics 118, The user applications
116 may be stored as a list of applications associated with a user. For example, the set of user
applications 116 may correspond to a list of all applications that the user has ever used to interact
with a file, or with which the uscr has sclected to be associated. As an example, when the third-
party application manager systern 101 is a part of a cloud storage system, the user’s web data
includes a sct of files with various application formats. In this case, the list of user applications

116 may correspond to a sct of applications that the user has used to access any file in the user’s

(3]
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web data, or a set of applications that are configured to support any file within the user’s web
data. In gencral, the list of user applications 116 may be associated with the user, or a set of files
associated with the user.

{8023]  In addition, the databasc 106 also stores an application directory 118 that is associated
with a particular user as well as the user application 116, The application directory 118 may be
part of a data object family associated with the respective user application 116 and/or user. In
some implementations, any user files related to the third-party application may also be included
in the data object family. An alias associated with the third-party application may be assigned to
the data object family and used for identification and authentication purposcs as welias ina
reference link for mapping the fle system directory.

{0024] The third-party application developer system 103 communicates with the third-party
application manager system 101 over the network 102 to initiate use of the third-party
apphcation. As depicted in FIG. 1, the developer systern 103 inchudes a developer database 107,
a developer server 108, a developer processor 11, and a developer device 112, The developer
database 107 may store third-party application files or data, In an example, the developer systemn
103 is associated with a particular third-party application, and the developer system 103 is
configured to transmit a request to the third-party application manager system 101 to allocate an
application specific directory. If the third-party application manager system 10} grants the
request, the database 106 1s updated with the particular third-party application a respective third-
party application directory.

{0025] The third-party application directory may be allocated per-user and per-application. In
some implementations the third-party application directory 118 may not be visible in a user
interface for accessing user files, for example, in the cloud storage system. In other
implementations, the third-party application directory 118 may be visible to the user, but the
contents of the directory may not be modifiable. To the third-party application developer system
103, however, the application directory 118 is visible and available as any other directory. The
application directory 118 may be made available using existing AP methods using, for example,
a standard identifier. The third-party application manager system 101 may receive the identifier
from the developer system 103 to encode respective user and application identifiers. The third-
party application directory 118 is generally created during the first use of the third-party

application by the user. The third-party application directory 118 and its contents may he
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assigned certain authorization fields that are used to ensure that any requesting or accessing
application is authorized to access the directory. Typically, only one third-party application is
ablc to access its own application specific directory. The authorization ficlds may also be copied
from a parent dircctory for the application to cvery directory and file that is created using the
third-party application.

{8026} One example of a file manager interface is shown in FIG. 2ZA. As shown, a user may
have certain files stored on a cloud storage system, for example my files 202, The user may have
onc or more third-party applications installed or available to the uscer, for example a PhotoApp
206 and a WritingApp 208. Each of the applications may have an application directory, for
example, PhotoAppDirectory 207, The user’s third-party application directories may inchude
any third-party application data, for example temporary files, log data, configuration data, or
other application-originated or application-specific data. For example, a writing application
directory may inchude user preferences for document margins, views or fonts. A photography
application directory may include user preferences for filter types. In a games application
directory, game state information may be stored. The view shown in FIG. 2A may be one that 15
visible by the third-party application. In the example of FIG. 2A, the view is for the PhotoApp
application, which shows the PhotoAppDirectory 207. A corresponding WritingAppDirectory
would exist, however, it would not be viewable by another third-party application. User files
may also be shown in any hierarchy, minimized or maximized, and inclade metadata for the file.
In general, any file associated with a particolar application will have an authorization field that is
propagated from the parent or top-level directory.

18027} An cxample of a user’s view of their files is shown in FIG. 2B. As shown, a user may
have files, such as my files 703 and inclade a list of cach of their respective files. The view
shown in FIG. 2B is simply illustrative of a simple file manager user mmterface. As shown in
FIG. 2B, there is no third-party application directory shown to the user. Instead, only the user
files are visible to the user. In some implementations, hiding the data directory is useful to avoid
the user being confused by unknown or unrecognizabic files, which conld lead to the user
modifying the data directorics rendering the contents unusable by the third-party application. In
some implementations, a third-party application data directory is visible to the user (not shown in
FIG. 2B}, but the directory is not modifiable by the user. in such implementation, the visible

third-party-application data dircctory may include information indicating the storage volume
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utilized by the directory. In another implementation, the contents of the directory may be deieted
or modificd, for example, when the third-party application is no longer available or used by the
user. In such iplementations, the directory may continue to cxist, without any content, for use
it the third-party application becomes available to the user again

[0028] Turning to FIG. 3, which depicts a user interface for application management, a user
may wish to view a list of applications associated with the user. Such a list of my apps 703 may
include any applications available to the user. In addition, storage volumes utilized by cach
application may also be visible to the user. Total application storage volume information may
include all application data associated with the user, including data in certain third-party
application directorics which may not be included in the application totals, As shown, in sore
implementations, the user may be able to see total storage utilization, but not specific application
directory storage volumes.

[0029] FIGS. 4-6 are flowcharts of methods that may be used by a processor such as processor
105 for performing the technigues described herein. In particular, FIG. 4 is a flowchart of a high
ievel method 400 for allocating an application specific directory, in accordance with an
iHhustrative iroplementation. As shown, FIG. 4 includes the steps of recetving a file on a cloud
storage system {step 402}, identifying a third-party application for the file (step 404), allocating a
third-party application directory {step 406} and authorizing third-party application access to the
third-party application directory (step 40K},

[0830] Method 400 may begin at step 402, when a file is received on a cloud storage system. In
some implementations, the file may be received when a user seeks to store the file on a cloud
storage system, or otherwise interact with the file using the cloud storage system. A processor
for the cloud storage system, or a third-party application manager system may identify a third-
party application associated with the file at step 404. The identification process may include
consulting a list of third-party applications known to the cloud storage system, determining
application information that is associated with the file, or may require communication with a
third-party application developer. An allocation of a third-party application directory may be
made by the processor for the identified third-party application at step 406, The third-party
application directory may be a data directory that is used to store particular data for the third-
party application, for example, configuration data, and which is stored in association with the

respective user in the cloud storage system. At step 408 the processor authorizes the third-party
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application to access the third-party application directory. The authorization process may
include communicating authenticating information between the processor and the third-party
application. Authentication information may be inchuded in the third-party application directory.
The third-party application directory as well as its contents may be assigned an authorization
ficld so that only the specific third-party application may access the directory. The authorization
ficlds arc copied from a parent file to cach file when they are added.

{0031} FIG. 5 depicts a method for agthenticating a third-party application requestor, in
accordance with an implementation. Method 500 includes receiving a request to access a third-
party application specific directory (step 502}, determining application data (step 504),
determining that the requestor 18 authorized to access the directory (step 506} and providing
access to the anthorized third-party apphication to the third-party application specific directory
{step 50K},

{0032} Authentication of a third-party application, in particelar, a requesting third-party
application may be performed using a processor in the cloud storage system or the third-party
apphication manager system. A third-party application may reguest access to its third-party
application directory on the cloud storage system by communicating such request to the cloud
storage system, generally in connection with a user accessing a file, At step 502, arequest is
received fo aceess a thivd-party directory. The processor may obtain certain information from
the third-party application as well as the third-party directory to determine application data, at
step S04, Typically, the third-party directory will have an authorization field that is associated
with the application data. That authorization field is also inchided in all of the respective
application files so that the application is explicitly authorized to access its files on the cloud
storage system. The application data of the application may be matched to the third-party
application directory at step 506 to determine whether the requestor application is authorized to
access the divectory. Application data, alias information, application identifiers and other
authentication information may be stored in a database accessible to the processor, for example,
database 106. If the application data and identifiers match, the processor will provide aceess to
the third-party application specific directory at step 508,

{8033] A uvscris generally frecly available to manage his or her files stored on the cloud storage
system. However, as mentioned herein, application-specific data directorics should not be

modified by the user. Although application-specific directorics can comntain any kind of data
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relevant to an application, such data is typically not useful on a standalone basis. As such, user
modifications may be made out of context, or without knowledge of the data in the directory. A
user may find it useful to know that some data directory exists that has a storage volume that
goes towards the user’s storage guota, and so an indication of the size of a data file may be made
known to the user. In some implementations, the contents of the data dircctory are not modifiable
by the user. A mcthod for imiting access to an application specific directory is shown in FIG. 6.
[8034] FIG. 6 depicts a method 600 for providing a file manager based on a requestor,
according to an implementation. As shown, method 600 includes receiving a request to view
files (step 602), identify requestor associated files (step 604), limit interaction of files and
directories based on the requestor type (step 606), and present a hist of requestor’s associated
files and application divectories {step 608).

[6035] The steps of method 600 may be performed by a processor in the cloud storage system.
At step 602, a requestor may select to view the requestor’s files by making a selection o a aser
device, a developer device, or other deviee to view an interface for a file manager or an
apphication manager. The processor may receive the request to view the user’s files and search
its database for any available files associated with the requestor. The files may be identified at
step 604 by the processor using known techniques for identifving files associated with a
particular user. The processor will also obtain imformation about the user type, for example,
whether the user is an individual, or an application developer. Based on the user type, the
processor will Himit the interaction of the files and the application directories at step 606, For
example, an individual user may be limited from viewing the contents of a third-party
application directory, or sceing such directory at all. In some implementations, the individual
user may see that there is a directory that has a certain stored amount. In such implementation,
the user may clear the contents of the directory, or make Hmited modifications to the directory
contents. For an application developer user, however, such imitations would not be applied to
its respective third-party application specific directory. Other third-party application directories
would not be available for view or interaction by a different third-party application user. At step
608, the processor will present a list of the requestor’s file and directories, including the
Himitations based on the requestor type, to the requestor using for cxample, a file manager user

interface display.
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18036} The components of the system 100 of FIG. 1 may be arranged, distributed, and
combined in any of a number of ways. FIG. 7 is a block diagram of a computing device, such as
any of the componcnts of the system of FIG. 1, for performing any of the processes described
herein, according to an ibhustrative embodiment. Each of the components of these systems may
be implemented on one or more computing devices 700, In certain aspects, a plurality of the
components of these systems may be included within one computing device 700. In certain
implementations, a component and a storage device may be implemented across several
computing devices 700,

{8037} The computing device 700 comprises at loast onc communications interface unit, an
input/output controller 710, system memory, and one or more data storage devices. The sysiem
memory inclades at least one random access memory (RAM 702} and at least one read-only
memory (ROM 704}, All of these elements are in communication with a central processing anit
{CPU 706} to facilitate the operation of the computing device 700, The computing device 700
may be configured in many different ways. For example, the computing device 700 may be a
conventional standalone computer or alfernatively, the functions of computing device 700 may
be distributed across multiple computer systems and architectures. In FIG. 7, the computing
device 700 is linked, via network or local network, to other servers or systems,

{B038] The computing device 700 may be configured in a distributed architecture, wherein
databases and processors are housed in separate units or locations. Some units perform primary
processing functions and contain at a minimum a general controller or a processor and a system
memory. In distributed architecture implementations, each of these units may be attached via the
communications interface unit 708 to a communications hub or port {not shown} that serves as a
primary communication link with other servers, client or user computers and other related
devices. The communications hub or port may have minimal processing capability itsclf, serving
primarily as a communications router. A varicty of communications protocols may be part of the
system, including, but not limited to: Ethernet, SAP, SAS™ ATP, BLUETOOTH™, GSM and
TCF/IP.

18039} The CPU 706 comprises a processor, such as one or more conventional microprocessors
and one or more supplementary co-processors such as math co-processors for offloading
workload from the CPU 706. The CPU 706 13 in communication with the communications

interface unit 708 and the input/output controlier 710, through which the CPU 706 communicates

it
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with other devices such as other servers, user terminals, or devices. The communications
interface unit 708 and the input/output controlier 710 may include multiple communication
channels for simultancous communication with, for example, other processors, servers or clicnt
terminals in the network 718,

{0040} The CPU 706 is also in communication with the data storage device. The data storage
device may comprise an appropriate combination of magnetic, optical or semiconductor
memory, and may inchude, for example, RAM 702, ROM 704, flash drive, an optical dise such as
a compact dise or a hard disk or drive. The CPU 706 and the data storage device cach may be,
for example, located entircly within a single computer or other computing device; or connecied
to each other by a comynunication medium, such as a USB port, serial port cable, a coaxial cable,
an Ethernet cable, a telephone line, a radio frequency fransceiver or other simnilar wireless or
wired medium or combination of the foregoing. For example, the CPU 706 may be connected to
the data storage device via the coromunications interface unit 708, The CPU 706 may be
configured to perform one or more particular processing functions.

[0041] The data storage device may store, for example, (1) an operating systern 712 for the
computing device 700; (it} one or more applications 714 {¢.g., computer program code or a
computer program product) adapted to direct the CPU 706 in accordance with the systems and
methods described here, and particularly in accordance with the processes described in detai
with regard to the CPU 706; or (111} database(s} 716 adapted to store information that may be
utilized to store information required by the program.

{0042} The operating system 712 and applications 714 may be stored, for example, ina
compressed, an uncompiled and an encrypted format, and may include computer program code.
The instructions of the program may be read into a main memory of the processor from a
computer-readable medium other than the data storage device, such as from the ROM 704 or
from the RAM 702, While execution of sequences of instructions in the program causes the
CPU 706 to perform the process steps described herein, hard-wired circnitry may be used in
place of, or in combination with, software instructions for implementation of the processes of the
present disclosure. Thus, the systems and methods described are not limited to any specific
combination of hardware and software.

{0043} Suitable computer program code may be provided for performing one or more functions

in relation to associating an application with one or more file formats using a third-party

12
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application manager systom as described hercin, The program also may include program
clements such as an operating system 712, a database management system and "device drivers”
that allow the processor to interface with computer peripheral devices {¢.g., a video display, a
keyboard, a computer mouse, cte.} via the input/output controller 710,

[8044] The term "computer-readable medium” as used herein refers to any non-transitory
medium that provides or participates in providing instructions to the processor of the computing
device 700 (or any other processor of a device described herein) for execution. Such a medium
may take many forms, including but not limited to, non-volatile media and volatile media. Non-
volatile media include, for cxample, optical, magnetic, or opto-magnetic disks, or integrated
circuit memory, such as flash memory. Volatile media include dynamic random access memory
{DRAM), which typically constitutes the main memory. Common forros of computer-readable
media inclade, for example, a floppy disk, a flexable disk, hard disk, magnetic tape, any other
magnetic mediom, a CD-ROM, DVD, any other optical medium, punch cards, paper tape, any
other physical medium with patterns of holes, a RAM, a PROM, an EPROM or EEPROM
{electronically crasable programumable read-only memory), a FLASH-EEPROM, any other
memory chip or cartridge, or any other non-transitory medium from which a computer can read.
{8045]  Various forms of computer readable media may be inveolved in carryving one or more
sequences of one or more instructions to the CPU 706 {or any other processor of a device
deseribed herein) for execution. For example, the instructions may inttially be borne ona
magnetic disk of a remote computer (not shown}, The remote computer can load the instructions
into its dynamic memory and send the instructions over an Ethernet connection, cable line, or
even telephone line using a modem. A communications device local to a computing device 700
{c.g., a server) can reccive the data on the respective communications line and place the dataon a
system bus for the processor. The system bus carrics the data to main memory, from which the
processor retricves and ¢xecutes the instructions. The instructions received by main memory
may optionally be stored in memory either before or after execution by the processor. In
addition, instructions may be received via a communication port as ¢lectrical, electromagnetic or
optical signals, which arc exemplary forms of wireless communications or data streams that
carry various types of information.

{0046} It will be apparent to onc of ordinary skill in the art that aspects of the systems and

methods described herein may be implemented in many different forms of software, firmware,
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and hardware in the implementations ilhustrated in the figures. The actual software code or
specialized control hardware used to implement aspects consistent with the principles of the
systems and method deseribed herein is not limiting. Thus, the operation and behavior of the
aspects of the systems and methods were described without reference to the specific software
code — it being understood that one of ordinary skill in the art would be able to design software
and control hardware to implement the aspects based on the description hercin.

{0047} Similarly, while operations arc depicted in the drawings in a particular order, this
should not be understood as requiring that such operations be performed in the particular order
shown or in scquential order, or that all illustrated operations be performed, to achicve desirable

results. In certain circurnstances, multitasking and parallel processing way be advantageous.

14



WO 2014/186331 PCT/US2014/037791

What is claimed is:

1. A method for providing dedicated storage for a third-party application in a cloud storage
systern, the method comprising:

reeetving, by a processor, a file for storage in a cloud storage system, wherein the file i
associated with a third-party application and a user of the cloud storage system;

wdentifying by the processor, the third-party application;

automatically allocating, by the processor, a directory for the identified third-party
application and the user; and

providing, by the processor, access to the divectory for the identified third-party

apphication to the third-party application.

2. The method of claim 1 further comprising hiding the contents of the directory from the user.

3. The method of claito 1 further comprising assigning, by the processor, a reference link to the
directory, the reference link based on application data associated with the third-party application

and an identifier for the user.

4. The method of claim 1 further comprising receiving at the processor, an access request from a
second user to aceess a second file associated with a second third-party application, and

asspciating a second directory with the second third-party application and the second user.

5. The method of claim | further comprising receiving at the processor, a request from a third-
party application to access a file in the directory; and determining whether the third-party

application is authorized to access the directory.
6. The method of claim 5 wherein determining whether the third-party application is authorized

to access the file in the directory comprises determining that the third-party application is

associated with the directory and the user.

i3
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7. The method of claim 1 wherein the directory is configured to store application data for the

third-party application.

8. The method of claim 1 wherein the directory is configured to store user specified data for the

third-party application.

9. The method of claim | further comprising: detecting by the processor that the third-party
application is no longer available to the user, and prompting the uscr to delcte contents of the

directory.

10. The method of claim 1 {urther comprising: presenting to the user information for the

directory; and providing an option to roodity the contents of the directory.

11, A system for providing dedicated storage for a third-party application in a ¢loud storage
system, the system comprising a processor and storage accessible via a network, the processor
configured to:

receive a file for storage, wherein the file is associated with a third-party application and
a user of the cloud storage system;

wdentify the third-party application;

automatically allocate a directory for the identified third-party application and the user;
and

provide access to the directory for the identified third-party application to the third-party

application.

12. The system of claim 11 wherein the processor is further configured to hide the contents of the

directory from the user.
13. The system of claim 11 wherein the processor is further configured to assign a reference link

to the directory, the reference link based on application data associated with the third-party

application and an identificr for the user.

i6
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14, The system of claim 11 wherein the proeessor is further configured to receive an access
request from a second user to access a second file associated with a second third-party
application, and associating the sccond directory with the second third-party application and the

second user.

15. The system of claim 11 wherein the processor is further configured to receive an access
request to a file in the directory by a third-party application; and determine whether the third-

varty application is authorized to access the directory.
party app 3

16. The system of claim 15 wherein determining whether the third-party application is
authorized to access the file in the directory comprises determining that the third-party

application is associated with the directory and the user.

17. The system of claim 11 wherein the divectory s configured to store application data for the

third-party application.

1&. The system of claim 11 wherein the directory is configured to store user specified data for

the third-party apphication.

19, The system of ¢laim 11 wherein the processor is further configured to detect that the third-
party application is no longer available to the user, and prompt the user to delete contents of the

directory.

28. The system of claim 11 wherein the processor is further configured to present to the user

information for the dircctory and providing an option to modify the contents of the directory.

21. A method for supporting a third-party application in a cloud storage system, the method
COMPrising:

allocating, by a processor, a directory for a third-party application;

associating, by the processor, the directory with a user of the cloud storage system;

receiving, by the processor, application data for the third-party application;

[y
~1
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storing the application data in the directory; and

hiding contents of the directory from view by the user.

22, A system for supporting a third-party application in a cloud storage system, the system
comprising a processor and storage accessible via a network, the processor configured to:
allocate a directory for a third-party application;
associate the directory with a user of the cloud storage systom,
receive application data for the third-party application;
store the application data in the directory; and

hide contents of the directory from view by the user,
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