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(57) Abstract &

An automated transaction sytem employs a user card (10) maintaining an account balance and a transaction termi-
nal (20) for dispensing an article of value and debiting the card’s balance. The card (10) has a secure, resident microproces-
sor (60) which executes an interactive handshake recognition procedure with a secure, resident microprocessor (30, 41) in
the value dispensing section of the terminal (20) prior to carrying out a requested transaction. In the preferred form, the
handshake procedure operates by an exchange of encrypted words between the card microprocessor (10) and the dispenser
microprocessor (36, 41) using corresponding encryption algorithms and a secret key number. The system is applied as a
postage metering terminal (20) having a postmark printer (40) as the value dispensing section. .
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AUTOMATED TRANSACTION SYSTEM USING MICROPROCESSOR CARDS

EIELRLQE.INVENIIQN

The invention relates to an automated transaction
system which receives with a user card having a microprocessor
for executing secure transactions in which an article or ditem
of value is dispensed from a terminal, and an account balance

stored in the card's memory is debited. 1In particular, the
'invention is applied to a postage transaction system in which a
postage account is maintained within the microprocessor card

and is used in transactions with postage printing and metering

terminals,

BACEGRQUND..QE..INVENTIQN
‘ Point-of-sale (POS) terminals and automated teller

machines (ATM) have been widely used in conjunction with
various types of cards issued to users for sale or credit
transactions{ For example, banks regularly issue account cards
which have a magnetically coded number stored on a stripe for
aécessing the user's account through ATM terminals., Credit
cards which have coded magnetic stripes are inserted in ATM or
POS terminals to access a central account system for '
authorization of a credit transaction. There also have been
proposals to use cards which have large non-volatile memories,
e.g. magnetic, ihtegrated circuit.(IC), or optical memory
storage, for storing and retrieving information specific to the
user, such as a medical history, biographical history,

maintenance of an account balance and transaction history, etc,
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These-conyentional sySEéms generally employ a card
which has a passive memory that is qe;d in a card reader or
computerizég terminal maintained by a vendor. The security of
the cards‘is'problématic since most account cards used
conventionally are passive and do not authenticate themselves
or the'particular transactions for which they are used.
Instead, on-lire access through a terminal to a central account
system, such asibahk or credit card account records; is
Eequired for confirmation of each transaction. This
requirement places an access time and cost burden on vendors,
such as bank branches and retail stores, which must maintain
the terminal facilities, as.well as on the operator of the
central account system, which must provide sufficient on-line
access for all the users of the syétem and ensure the security
of the entire system. )

By comparison, off-line tranéactions, i.,e. between a
user wiﬁh an authorized card and a terminal not connected to a
central account system, have the advantage that the vendor does
not have to confirm each transaction. A card bearer merely
inserts the card in a terminal to pay for a purchase and the
authorized amount of the cérd’isrdebited for the amount of the
transaction; In off-line transactions, the vendor's
responsibility can be reduced and'the-transaction process
-simplified, so that a transaction can be completely automated
through the use bf'widely distributed user cards and automated
terminals. |

However, off-iine transactions are more vulnerable to

the use of counterfeit cards and to tampering with the
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terminals. Thus, the cards have to be made secure and the
transactions limited to small amounté. As an example of
conventional card security measures, 5 memory card can be
divided into a number of separately validatable sectors of
limited value which are irreversibly debited with each
transaction, as disclosed in U.S. Patents 4,204,113 and
4,256,955 to Giraud et al. A personal identification number

(PIN) can be written into the card's memory at the time of

issuance and requested of the user with each transaction.

Terminals are generally made secure by maintaining them in
areas to which access is restricted or supervised. However,
these requiremehts increase the cost of operating the system
and at the same fime decrease its utility.

The sophistiéation-of card counterfeiting and credit
fraud has increased with the widéspread use of account and
credit cards, and even greater security measures are currently
needed to ensure the validity of card transactions,
Conventional microprocessor cards employ resident programs to
control access to data stored on the card, store a selected
user PIN to confirm an auhorized user, and prevent use of the
card if an unauthorized user is detected, such as after a
limited number of incorrect PIN entries, Although such
microprocessor cards provide greater security than passive
cards, the overall system is still vulnerable in that, oﬁce a
valid user's PIN has been ascertained, a stolen card can be
used for unauthorized transactioﬁs in any terminal, and the
terminals themselves are subject to penetration. These

vulnerabilities can be offset by limiting the authorized amount

BN
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of the-Card, controlling access to the terminals, or requiring
on-line confirmation of transactions. However, such measures
again increase the cost of the system and decrease its utility.

One potential area of application of automated systems
“employing account or credit cards is in postage vending and
metering machines, Purchases of postage and mailing
transactions are made primarily in person with cash through
tellers at post offices. Only limited types of postage stamps
Ean be purchased from public vending machines. Most private
postage metering machines have limited operational features and
must have their,meﬁering devices removed periodically to a post
office for refilling. The size and weight of the metering
devices make them inconvenient to carry. Some metering systems
can be refilled b& a rémote computer, but the caller must still
phone the computer centér and execute the operator's
instructions on the postage meter manually;

The elimination of cash pufchases, in-person mailing
' transactions, unnecessary limitations on automated postal
services, and physical refilling of postage metering machines
could greatly reduce the waiting lines at post offices and
facilitate the wider dissemination of postage vending and
meterlng machlnes for the convenience of users and provide
greater access to postal services. The use of account or
credit cards for automated postal machines has been considered.
However, the security problems of conventional card automated
systems would requlre that user cards be validated only for
relatively small amounts of prepald postage, that vending and

metering machines provide limited postal products and be

BN
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refilled with limited total postage amounts, and that access to
the machines be strictly controlled, These restrictions are a
substantial obstacle which contribuﬁtho the difficulty of

implementiﬁg an automated postal transaction system,

SUMMARY..QE~INVENTIQN

In view of the foregoing disadvantages and problegs of
conventional systems, it is a primary purpose of the invention
to provide an automated transaction system which has security
features that will facilitate the widespread use of account or
credit cards for off-line transactiqns and the dissemination of
automated transaction terminals to which access does not have
to be strictly controlled. A principal object of the invention
is to provide dn interactive card/terminal system.in which the
card and the terminal each have a security feature which
prevents the completion of a requested transaction unless a
secure handshake recognition procedure is mutually executed
between the card and the terminal such that they each recognize
the other as authorized to execute a transaction. 1In
particular, it is desired that the card and the terminal
cooperate together to execute a simultaneous dispensing of
value by the terminal and debiting of an authorized balance by
the card.

A specific object of the invention is to apply the
above-mentioned automated transaction system to postage
metering machines. A further object is to provide a new
generation of card autoﬁated postal terminals which have

greater flexibility in the range of postal products and
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services cfféred; wherein the éérmina;s are individually secure
and can be accessed in relatiQély unre%ﬁricted areas, and the
cards can be refilled at any desired loéapion through secure
refilling terminals validated by the issuer.

In accordance with the purposes and objects of the
invention, a gard automated transaction system employs a card
having a secure, resident microprocessor which operates to
confirm that a requested transaction is authorized and to then
ihitiate an interactive handshake recognition procedure-with a
resident microprocessor in the value dispensing section of an
automated terminal., Upon successful completion of the
handshake procedure, the card microproéeésor and the dispensing
section micrépiocessor simultaneously actuate the dispensing of
the reqﬁested article or item of value and the debiting of an
authorized balance from the card. |

A barticular embodiment of the invention is a mutual
handsﬁake recognition procedure executed as follows: (1) upon
coniirming that a requested transaction is authorized, the card
passes to the terminal a word comprising a randomly generated
or Béher object number encrypted by a first resident algorithm
and a key number stored in'thé éard; (2) the terminal decodes
the number using a cofresponding-inverse of the first algoriﬁhm
and the key number; (3) the terminél sends back to the card a
second wdrd comprising the decoded random number encrypted by a
second reéident aigorithm and thé key number;'(4) the card
decodes‘ﬁhe second word:using é corresﬁonding inverse of the
second algorithm and ﬁherkéy numbér and comﬁares the decoded

number to the one originally sent; (5) if the numbers match,

”

y
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the card microprocessor debits its authorized balance for the
indicated amount of the transaction énd sends an actuation
signal to the teréinal to proceed with the transaction; and (6)
upon receiﬁt of the actuation signal, the dispensing
microprocessor actuates the dispensing section to complete the
transaction. The transmitted actuation signal may also bg
encrypted and decoded by the above algorithms or a simila£
method.

Under the principles of the invention, the
above-described interactive card automated transaction system
is applied to postage metering machines. 1In one embodiment, a
postage metering terminal has a slot for receiving a .
microprocessor card issued with an authorized balance, a print
head with a secure microprocessor which interacts with the card
microprocessor, a keypad, a display, and an operations
microprocessor which accepts a keyed input of the postage
amount requested, displays the keyed input, queries the card to
authorize alnd initiate the postage printing transaction, and
then resets the machine for the next transaction or executes a
series of transactions in a repeat mode,

In a related embodiment, a postage metering terminal
has a first slot for receiving a user microprocessor card, a
second slot for receiving a postal rate card, a print head with
a secure microprocessor, a keypad and other means for entering
source and destination (postal zip) codes, means for entering
the weight and postal class of the article to be mailed, and an
operations microprocessbr having a program for calculating the

correct postage based upon the listings of the rate card and



WO 88/01813 T , . PCT/US87/02183

the keyed-in information.

The card’automdted postal trépsaction system can be
readily applied nét only to the posiai products and services cf
the U.S._P63£a1 Service, but also to private carriers and
parcel delivery companies. In a further embodiment, a postal
wavbill germihal has a third slot for receiving a special
services card which has stored data from which the terminzl can
print postal and delivery services information on standard form
blanks. For example, the special services card can be used to
print Post Office forms, such as Certified Mail or Registered
Mail, or the waybills of private carrier companies, The
terminal is also provided with a full field display of the
waybill form, prompts the user for information by programmed
cursor movements, apd has command keys for inputting sender and
add;essee information, rate or service class, waybill number,
carrier information, etc.

As subsidiary features, the microprocessor cards can be
configured to provide different'types of access to the
terminals as desired, for example, limited numbers or types of
users in limited numbers or types of'machines, unlimited users
in limited machines, limited users in unlimited machines, or
unlimited users in unlimited machines. The different types of
access can be implemented by storing key numbers in the card
for identifying authorized users and/or machines, and/or key
numbers in the terminal operations microprocessor for
ident@fying authorized users, The user cards can also be
configured af the time bf issuance for limits to the amounts

and types of individual transactions, and temporary or

sy
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permanent locking upon detection of an unauthorized user or
card. Another system feature is the storing of-a history of
transactions executed by the card, and the recomputing of the
remaining balance upon each transaction request, in order to
save card memory space. A separate transaction printer may be
used to obtain a printout of the card's transaction history.
The postage metering terminals according to the
invention are also provided with means for allowing a post
office or carrier to authenticate the postage marks or waybills
that are printed. In one embodiment, the terminal printer
prints within or under the postmark a coded number or sequence
of marks corresponding to an element of the postmark, such as
the amount of postage, the terminal identification number,
and/or the sender's zip code. The marks may be disquised or
made invisible by printing with a magnetically or optically
readable ink to deter tampering or unauthorized simulation.
They may then be machine-read by the post office or private
carrier company to determine whether the printed postmark was
printed by an authorized printer, and at the same time provide
an audit trail to the sender.
’ In accordance with a further application of the
- invention, an integrated system of microprocessof cards and
terminals provides transaction facilities which permit
widespread use and convenient access to users. The authorized
amount of the user card may be initially validated or refilled
from a master refilling card, which has a larger authorized
amount, preferably in conjunction with a supervisor card issued

under strict distribution control, A refilling terminal is

-y
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providedrwith three insertion éiots for the three cards, and
has an operations program to éheck thé identity of the mastef
refilling card and the user card to determine if they are valid
for use in the refilling terminal. Upon clearance, the secure
handshake recognition procedure must be successfully executed
between the microprocessors of the supervisor and master cards
in order to permit a debit to the master card of the refill
amount and a credit to the user card. If the user card is a
ﬁew card, a validation procedure'and the selection and storing
of a user PIN are executed,

The card automated transaction system of the invention
has broad applicability to many other types of purchase or
credit transactions besides postal seryices‘and products., For
example, it caﬁ also be used for credit card transactions,
inventory control, bills of lading, automated cash machines, or
virtuélly any other type of transaction in which a user account
must be securely debited through an automated terminal in
exchange for an article or item of value. The invention is
especially advantageous in off-line transactions in which
distributed terminals not under strict access controls are
used. The above principleé, advaﬁtages,rand features of the

invention are described in further detail below in conjunctibn

with theifollowing,drawings.

BRIEE.DESCRIRTION.QE DRAWINGS

"Fig. 1 illustrates schematically a preferred embodiment
of an automated postai transaction terminal using a

microprocessor card in accordance with the invention;
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Fig. 2a shows a structure in the embodiment of Fig. 1
for executing a secure handshake recognition procedure between
the microprocessor card and a value dispensing section of the
terminal, and Fig., 2b outlines the handshake sequence;

Fig. 3 illustrates the multiple levels of security
provided by the system of Fig. 1;

Fig. 4 shows another embodiment of the postal
transaction terminal of the invention which receives a rate
card for automatically computing postal amounts;

Fig. 5 is a flow diagram of the operation of the
terminal of Fig. 4;

Fig. 6a shows the use of coded marks for authentication
of a postmark printed by a pos?al transaction terminal, and
Fig. 6b shows one exemplary form of'authenticaéion coding;

Fig., 7 illustrates schematically a preferred embodiment
of an automated waybill printing terminal using a
microprocessor card and a special services card in accordance

with the invention;

Fig. 8 is a flow diagram of the operation of the
. terminal of Fig. 7;

Fig. 9 illustrates a standard form of waybill and

cursor prompts for filling in its information fields;

i Fig. 10 illustrates schematically a preferred
embodiment of an automated refilling terminal using a
microprocessor card, a master card, and a supervisor card in
accordance with the invention;

Fig. 11 is a flow diagram of the operation of the

terminal of Fig. 10; and
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"Fig. 12 shows the integrated system of microprocessor

cards, memory cards, and terminals of the invention.

DETAILER.BESCRIBTION-QE..LNYENIIQN

In accordance with the basic principles of the
invention, an automated transaction system employs a
microprocessor card in an automated transaction terminal.
Yarious types of microprocessor cards are available
commercially, and the technology of manufacturing such cards
and using them in terminal devices is well understood. As an
example, Micro Card Technologies Inc. of Dallas, Texas, makes
the Micro Card Mask M4 card which is a standard (ISO) size,
similar to a credit card, having an 8-bit microprocessor, 8
contact pinout, 9600 bps asynchronous serial exchange protocol,
12.8 Rbits of Read-Only Memory (ROM) , 288 bits of Random Access
Memory (RAM), and 8 Kbits of Erasable/Programmable ROM (EPROM).
An array of electrical contacts provided in one section of the
card connects with the corresponding contacts in the terminal
to allow the card!m%croprocessoi to communicate data with the
terminal. It is of course understood that other types of data
communicating connections can be used, such as, for example, by
magnetic induction, 7 |

‘The Eonventional microprocessor card as used in the
present invention operates by executing an internally stored
program (firmware) which cannot be accéséed from the outside.
The firmware may beiwritten in randomized-form to securé'it
against tampering from the outside. An eiectrically

programmable (EPROM)rmemory portion associated with the
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microprocessor of the card is generally divided into three
zones: a secret zone which can only be accessed internally; a
protected read/write zone which can oﬁly be accessed after a
key number.or PIN has been confirmed, and a free-reading zone. '
The card is used in a terminal for performing desired functions
in accordance with the rules, procedures, and data storeq in or
executed by the card and the terminal.

When conventional microprocessor cards are issued to
individual users, a validation procedure is executed on a
validating terminal. The procedure generally requires the
issuer to enter the correct manufacturers' serial number of the .
card in order to confirm that the card is authorized., A PIN is
then assigned to or selected by the cardholder and stored in
the secret zone., Moreover, a secret key number unique to the
issuer, which may be common to a class or chronological series
of cardholders, may also be stored in the secret éone. In some
card systems, the secret key is used as an argqument of an
encryptionlalgorithm to send an encrypted word to the terminal
for verification, If the word can be decoded by the terminal
to derive the secrét key, the card is presumed to be authentic.
Upon completion of the validation procedure, the card MPU
K irreversibly alters its program so that nb fufther words can be
written in the secret memory zone, Thereafter, upon using the
card, a user must enter the cofrect PIN in order to confirm
that the card is being used by its authorized user.
Conventional microprocessor cards also have the feature of
temporarily or permanently locking the card from use if a

succession of incorrect PIN entries on a terminal is detected.

oy,
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At the time of issuaﬂée, an .amount in monetary or other
units is validated for the card bein%rissued. In conventional
cards, the amount ié permanently written in one of a plurality
of transaction sectors in the ptotected memory zone. Each timé
the card_is to be "filled"™ with a new amount, one of the
sectors is unlocked and written with a new amount by the .
issuer. Thus, a limited authorized amount can be written each
timé,rand the card is then refilled a number of times before
sits memory space is used up. This is a security feature to
minimize monetary loss in case the card is lost or stolen., The
authorized amountris decremented with each transaction and a
new balance is written unti1 the balance is used up. Although
any amount or balance can be written into the card's
transaction memory, as a further security feature the card may
prevent a;balaﬁce being written which exceeds a predetermined
limit or a previously written balance.

A card éutomated transaction system incorporating the
particular features of the invention will now be described. It
should be underStopd that although particular embodiments are
described, the'invention is not limited to such embodiments,
but encompasses all modifications and variations which use the
principles of the invention, For purposes of this description,
t?e transaction terminal is selected to be a postage metering
tggminal for printing é postmark on a'label; envelope, or
Q%%bill for articles to be mailed or shipped, However, it
siould be understood that the general principles of the

invention have broad'applicability to any type of transaction

terminal in which a microprocessor card may be used. For
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example, the terminal may also be a cash or article dispensing
machine or a printer which prints validation marks, coupons,

receipts, tickets, inventory documents, etc.

Bostage.Metering.Texminal

Referring to Fig. 1, a microprocessor card 10, as
previously described, is adapted to be inserted in a card
insertion slot 11 of an automated terminal device 20. The
smartcard 10 has a contact section 12 which has a number of
contacts 13 connected to the pinout leads of an IC chip
including a microprocessor unit (card MPU) 60 laminated beneath
a protective layer of the card contact section 12, The
contacts 13 are mated with corresponding contacts 23 of a
terminal contact section 22 upon insertion of the card 10 into
the slot 11 in the direction indicated by arrow A. As the card
is inserted, its leading edge abuts a part of the terminal
contact section 22 which is moved in the same direction,
indicated by arrow B, so as to merge in operative electrical
contact with the card contact section 12, A trip switch 22a is

'provided at the base of slot 11, ‘and triggers a start signal té
an operations microprocessor (terminal MPU) 30 when the card
has been fully inserted in position in the slot.

. The card MPU 60 executes an internally stored
(firmware) program to check whether a requested transaction is

authorized and, prior to debiting the card account balance, to
perform a secure handshake recognition procedure (described
further below) with a microprocessor in the terminal. Although

the handshake procedure can be performed with an operations
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ﬁiéroprocessor for the terminéi, or one temote to the terminal,
it is preferred iq the invention that the procedure be
performed with a secure microprocessof’embedded in the actual
value dispéhsing section of the terminal; The value dispensing’
section is a separate element in the terminal, and its
microprocéssor is made physically secure, such as by embegding
it in epoxy, so that any attempt to tamper with it would result
in rendering the value dispensing section inoperative. For the
postal transaction terminal of the invention, the
microprocessor is embedded in the printer unit which prints the
postmark.

The terminal contacts 23 are connected with the
functional parts of the terminal, including a Clock
synchronizing connection 24, a-Reset connection 25, an
operational voltage Vcc connection 26, an Input/Output (I/0)
port 27, an EPROM-writing voltage Vpp connection 28, and a
ground connection 29. The terminal MPU 30 controls the
interface wiﬁh ;he card'and the operation of the various parts
of the terminal,rincluding a keyboard 31, a display 32, such as
an LCD, and a postﬁark printer 40, which is the value
dispensing section of the terminai. A power source Vo is
provided by a battery and/or an external AC or DC line to power
the various parts 6f the terminal,

The printer 40 has a microprocessor unit (printer MPU)

FRONERCE KRR EIEN

41 which individually and uniquely controls the operation of a

R T LA P

print head 42, such as an electrothermic or impact print head.
The MPU 41 executes an internal program (firmware), like the

card microprocéssor, so that it cannot be tampered with from

oy
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the outsige, rpe printer MPU's internal program includes
unique encryption algorithms parallei to those stored in the
card's microproceésor, installed by the manufacturer, so that
the printei MPU can execute a secure handshake recognition
procedure with the card's microprocessor to authorize a
requested prahsaction. The MPU 41 is also formed integrally
with the print head 42, such as by embedding in epoxy or Ehe
like, so that it cannot be physically accessed without
destroying the print head. Thus, according to the invention,
the print head 42 of the postage metering terminal 20 can only
be operated through the MPU 41, and will print a postmark only
when the handshake recognition procédute and a postmark print

command have been executed between the card MPU and the printer

MPU 41.

When a terminal is to be installed by the issuer in a
location or distributed to a retail intermediary for field use,
the issuer may also execute a validation procedure for the

~terminal similar to that for the card. A secret key number may
be written in the secret memory zone of the printer MPU 41, so
that postage printing transactions can only be executed with

- cards provided with the corresponding secret key number., Thus,

cards validated by another issuer, even though obtained from

- the same manufacturer, will not be usable in the

first-mentioned issuer's machines.

LTINS

The terminal MPU may of course be used for the

3

3

i
3
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handshake recognition procedure. However, it is prefer@ble to
have the procedure executed by the part which is aciually

dispensing the article of value, and 'to leave the terminal MPU

AT



WO 88/01818 ' : : PCT/US87/02183

_18_

operabie for general terminal operations., A machine ID aumber
(MIN) may also be assigned to the terminal So that it can be
recordedrin the transaction history maintéined on the card. As
a further feature,'the MIN for one or more of the issuer's
terminals can be stored in cards which are to be used only in
those terminals. Thus, in an automated terminal system
provided for one company, the terminals within the company can
only be used with the cards issued to the employees of that
.company which have the company's éecret key number and,
optionally, the terminals within a department of the company
may be configured to,accept only cards provided with the MINs
of that department's machineé.

The interactive operation 6f the card/terminal system
will_now be described. Uéon inserting a card in slot 11, the
trip switch 22a is triggéred, and the terminal MPU 30 initiates
an identification request'procedure to confirm that the card is
being used by an authorized user. For example, the terminal
MPU may cauSé a prompt to appear on the display 32 requesting
‘that the ﬁser enter a PIN, The number entered by the user is
sent by the terminal MPU to thercard MPU where it is checked
against the PIN number(s) stored in the secret zone of the
card's memory. If the number maﬁches, the card MPU notifies
the terminal MPU 30 to proceed., If the card is restricted for
use only in particular machines, the card may request the
terminal's MIN and check it against a stored list of authorized
terminal numbers. If the terminal,isrreétrictea for uée only
with certain cards, the terminal may dheck the PIN or-a card

identification or account number against a stored list of
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authorized card numbers. As another security feature, the card
program may check the number of incorrect PIN entries attempted
or a card expiration date written in ﬁemory at the time of
issuance, IIf the incorrect PIN entries exceeds a predetermined’
number, or if the current date indicated from the terminal MPU
30 is past the expiration date, the card MPU 60 can lock Fhe
card against further use until the user has had it revaliaated
by the issuer.

If the initial confirmation procedures are passed, the
terminal MPU 30 next prompts the user to enter information for
a postage transaction., The user inputs on keypad 31 the amount
of postage requested and, as a further option, the zip code of
the sender's location and the date. As the information is
supplied in sequence, i.e. "Amount", "Zip", and "Date", it is
displayed on display 32 for confirmation., Alternatively, the
date may be maintained by the terminal MPU 30, and displayed
for user confirmation., When all the correct information has
been entered, an edge of an envelope 51 to be mailed, or a
label or mailing form to be attached t& an item to be mailed,
is 'inserted in a siot 50 on one side of the postage metering
: terminal 20. The movement of the label or envelope may be
- controlled to bring it in registration with the print head, as
provided in conventional metering machines. The user then
presses the "Print" key to initiate a postage printing

transaction.

Handshake.Regcognition.Brocedure

A basic principle of the invention is that the actual

By,
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execution of a value-exchanging transaction is securely
controlled by a mutual handshake recognition procedure between
a securermiéroprocéssor maintaining the card account balance
and a securé microprocessor controlling the value dispensing
operation., The card's MPU must recognize the value dispensing
séction's microprocessor as valid, and vice versa, in order to
execute a traﬁsaction. The card and the value dispensing
section therefore can each remain autonomous and protected
against counterfeiting or fraudulent use even if the security
of the other has been breached. Since they are autonomous, the
| cards and terminals can be distributed widely with a low risk
of breach of the system and without the need for strict access
controls. It thus has significant cost and security advantages
aver conventional cara automated transaction systems.

A two-way encrypted handshake embodiment will now be
described. However, it should be understood that the invention
is intended to encompass any mutual handshake procedure by
which the card and dispensing microprocessors can recognize the
other as authorized to execute a requested transaction. 1In the
preferred postagertérminal embediment, the handshake procedure
is executed between the card MPU 60 and the printer MPU 41, As
illustrated schematically in Fig. 2a, when the "Print" key
signal is received by the terminal MPU 30, the latter opens a
channgl 61 of communication between the card MPU 60 and the
printer MPU 4i. A "commence" signal and the amount of the |
requested transaction, i.e. postage, ié then sent from the
terminal MPU 30 to the card MPU 60, and a similar "commence"

signal to the printer MPU 41, in order to prepare the way for

It

"
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the handshake procedure.

Referring.to Fig. 2b, the card MPU 60 initiates the
handshake procedure upon receipt of the "commence" signal by
first verifying if the requested amount is available for the
transaction. As an advantageous feature of the invention, the
card MPU 60 checks the available balance of the card and (if
implemented in the card's program) whether the requested
transaction is within any limits specified by the card issuer.
For example, use of the card can be limited to a maximum
postage amount and/or class of postage for each transaction or
a cumulative total of transactions. Upon verifying that the
requested transaction is authorized, the card MPU 60 encrypts
an object numﬁer N, which may be a randomly generated number,

with a key number k1l (which may be the user's PIN) stored in

_ the secret zone of its memory by a first encryption algorithm

El and sends the resultant word W1 through the handshake
channel 61 of terminal MPU 30 to the printer MPU 41.

Upon receipt of the word W1, the printer MPU 41 decodes

~the number using the same number k1 by the inverse algorithm

E1l'. The number k1l may be a secret key number stored in the
printer MPU's memory at the time of validation, or in an open
system, it may be the PIN entered by the user on the terminal,
or a combination of both., The printer MPU 41 then encrypts the
decoded number with the number k1l by a second encryption
algorithm E2 to send a second word W2 back to the card MPU 60.
Upon receipt of the word W2, the card MPU 60 decodes
tﬁe number again uéing the key number k1l by the inverse of the

second algorithm E2', and compares the decoded number with the

5,
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number'it used in the first transmission. If the numbers
match, the handshake procedure has been successfully completed,
and the card and printer MPUs have recognized each other as
authorized to execute the requested transaction. The card MPU
then debits the postage amount from the card balance, and then
sends a print command and the postage amount to the printer
MPU. The printer MPU prints the postage on envelope 51, in
cooperation with the terminal MPU 30 whic controls the movement
Bf the envelope under the print head. The printer MPU then
sends an "end" signal to the terminal MPU 30, which accordingly
switches off the handshake channel 61 and resets itself to
receive the next transaction request.-

In the preferred émbodiment, the cagd MPU 60 stores
only the amount of the transaction in its transaction record,
and does not store the new balance. VInstead, the balance is
recomputed from the original authorized amount and the stored
history 6f transaction debits at the time a transaction is
requested. This procedure substitutes the MPU's computing
power to save é significant amount of card EPROM memory space.

The card automated transaction system of the invention
is provided with high security at a plurality of levels, which
is particularly advant;gequs'for off~line transactions
involving large numbers of issued cards and widely distributed
terminal de&ices. As depicted in Fig, 3, the encryption
algorithms are provided at the first security level I by the
manufacturer, thersecret key,rPIN, and/or MIN afe provided at
security level II bf the issuer, the PIN is used at securi£y

level III by a particular user, and the MIN and/or secret key
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may be used at security level IV to operate a particular
machine(s).

At level I, the print head of the terminal is only
operable to dispense value, i.e. print postage, if the
encryption algorithms provided by the manufacturer match those
of the card, thereby protecting against counterfeit cards and
terminals. Even if the security of the manufacturer has been
penetrated, and the encryption algorithms have been obtained by
a counterfeiter, the secret key may be assigned at level II by
the issuer and used in the handshake procedure, thereby
deterring the use of counterfeit cards and terminals which do
not have the secret key. At security level III, a card can
only be used to operate a terminal if the correct PIN is known,
and if initial confirmation procedures are passed. At éecurity
level IV, a card can only be used in a particular terminal

"identified by the correct MIN.

A related embodiment of the invention is illustrated in

Fig. 4 which employs a second card having postal rate data

. stored in memory to compute the correct postage automatically.-
A terminal 20, similar to the one previously described,
includes a second slot 91 for a "rate" card 90. The terminal
has a slot 50 in which a postal label or envelope 51 is
inserted for imprinting by the printer 40. For a parcel 52,
the label 51 is printed then affixed to the parcel for mailing.
A scale 53 may be connected to the terminai and MPU 30 to
provide the weight of the envelope or pércel 52,

The rate card has a memory device 92, preferably an IC

ROM, which is accessed and read by the terminal MPU 30 through
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contact portion 93 mated in ééntact;with the pinout terminals
of the memory devicé. Switches 22a épd 92a provide signals
when the user and rate cards have beeh inserted in the
respectiVé slots. Insertion of the user card initiates
operation of .the terminal., If a rate card is not inserted, the
terminal MPU 30 can instead request the appropriate postal
amount from the user by a prompt on the display 32. The
terminal MPU may also have a mode for reading postal rates from
the rate card.

The program operation of the postage metering terminal
20 is illustrated in block diagram form in Fig, 5. Upon
insertion of the user card 10 in slot 11, the user confirmation
proce&ures previously described are carried out between the
terminal MPU 30 and card MPU 60. If an unautho;ized card or
user is detectéd, the card is locked and the terminal
operations are terminated. If a valid user card is confirmed,
the terminal program then checks if a rate card 90 is inserted
and whethér it is valid. Validity can be determined by the
issue number of the card or by an indicated expiration date.
If‘there is no rate card, the terminal MPU requests the user to
input the desired postage and goes to the print key decision
block 97. If a valid rate card is present, the terminal |
program reéuests the codes for the source and destination of
the item and the class of mail desired. The program then
checks for a sighal from the scalé 53 indicating the weight of
the item, 1If no scale -is connected or weight indicated, the
program requests thé user to input the information.

The rate card memory contains a current listing of the




.83

WO 88/01818

._25_

rates for a particular carrier divided according to zone
classifications, weight, and/or type of mail. For the U.S.
Postal Service, tﬁe postage amount is calculated based upon the
origin and destination zip codes, class of mail, and weight by
looking up tables stored in the rate card memory 92. If the

"Print Key" is depressed, the terminal program then sends the

- "commence" signal to the card MPU and printer MPU to execute

the handshake procedure and debiting and printing operations as

-previously described., If an "Auto" mode key of the terminal

has been pressed or the user elects to continue in response to
a prompt, the terminal program returns to the beginning of the
transaction loop indicated at block 94, The "Auto" mode may be
used in conjunction with an automatic feeder for postmarking a
series of envelopes or labels. The terminal operation is
terminated if the transaction loop is not continued, or if the

handshake procedure is not completed.

Bostmark.Authentication

In accordance with the principles of the invention as

" applied to postage metering terminals, a postmark

authenticating procedure will now be described. The procedure
is provided as a security feature to deter the printing of a
counterfeit postmark by a printer, copier, o other facsimile
device which is not authorized by the issuer of the
above-described card/terminal system. Conventional high
resolution printers and graphics capabilities of personal
computers present an increasing risk that value-confirming

marks, such as a postmark, ticket, coupon, etc., can be

PCT/US87/02183
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simulated by a counterfeiter.p In the invention, an underlying
and/or invisible machine readable cpée is printed first and
then,overpginted withrthe human readaﬁle postmark. The code
can be uniqdely‘selecfed by the issuer of the postage
card/terminal,system, and periodically changed to eliminate any
benefit from gaining unauthorized access to the code. Further,
the code can be printed with ink that is invisible in the
normal light spectrum, so that it is readable only with a
"magnetic, infrared, or ultraviolet reader.

Referring to an example shown in Figs. 6a and 6b, a
conventional impiinted postmark has-a logo or graphic design
70, text 71 indicating that the postage is issued through the
U.S. Postal Service, nuﬁbers 72 indicating the postage amount,
as well as the date 73, city 74, state 75, and zip code 76 of
origin, and the identification number 77 of the postage meter
from which the postmark was printed. 1In the invention, coded
marks 78 are printed beneath the visible postmark in a
predetermined code field 79 in invisible, machine readable ink,
The algoriﬁhm for the coded marks is selected by the issuer,
for example, representing the binéry equivalent of the postage
amount, i.e. "90" cents in Fig. Ea;'shown in binary form in
Fig. 6b. The coded marks can represent any other element of
the postmark, such as the metet identification number or zip
code, Alternatively, a bar code 83 can be printed with a
postmark information section 83a and a check code section 83b,
which is encrypted based upén one of the postmark elements.
The postmark element:and/or the encryption algorithm can be

uniquely selected by the issuer. Even if the coded marks are
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printed in visible form, the encryption of a variable postmark
element, such as the sender's zip code, date, or postage
amount, will make copying difficult.

The printing of the postmark and authentication code
can readily be incorporated in the card/terminal system
illustrated in Fig, 1. The printer 42 is provided with a
memory 43 to which data representing the visible information of
the postmark and the computed binary or other selected check
code or converted bar code is transmitted from the terminal MPU
30 and stored. The fixed graphics of the postmark may be
stored in a memory assocated with the MPU 30, which is
preferable if the same terminal has the capability of printing
a variety of postmark graphics for different ;arriers and/or
classes of service, or it may be permaﬁently stored in a
section of the printer memory 43. The fixed graphics may
instead be stored in the card's memory and loaded by terminal
MPU 30 in the printer memory 43 for a requested transaction.
Alternatively, the fixed graphics may be provided on a platen

. which operates with the print head if only one type of postmark

is to be printed.

’ In the preferred form, the print head 42 is an impact
printer which has two .ink ribbons 42a and 42b, one of
invisible, machine readable ink and the other of visible ink.
When the handshake procedure has been completed, and the print
command issued by the card MPU 60, the printer MPU 41 accesses
the data stored in the memory 43 and, in a first pass, prints
the coded marks in invisible ink then, in a second pass, prints

the visible postmark information,
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As indicated in fig. 6a, when}mail or other articles
are subsequently presented to a centrél mail routing and
distributionAsystem, such as thatvof,tﬁé U.S. Postal Service or
a private carrier, the postmark may be paésed under a detectof
80 which has a visible light spectrum teader 81 and a code
reader 82}.such as a magnetic, infrared, or ultraviolet reéder,
or a bar code reader 83 for bar code marks. If the code marks
are absent or if the cheék code does not correspond to the
element.of the postmafk selected for coding, an audit record
can be made of the non-conformity, for example, by recording
the meter identification number, date, and zip code of origin.
An investigation of the source of the unauthorized postage can
then be initiated if numerous articles are found bearing
unauthorized postmarks. The postmark authentication marks of
the invention thus provide an additional level of security
against counterfeiting which is not offered in conventional

postal metering machines,

Bg_s4:alaﬁaxbillazgzm§.n§l' .

"_ A further embodiment of the invention is illustrated in
Fig. 7 which is adapted for printing standard form waybills for
mailing articles using a wide range of postal or private
carrier services., A terminal 20' includes a slot 11 for a user
card 10, a terminalVMPU 30, a p{}nter 40 and printer MPU 41, a
keyboard 31', and 'a display 32°', és previously described with
respect- to Fig..l;:rThe terminal also includes a second slot‘91
for a "rate" card 90'and a third slot 101 for a "special

services" card. The terminal has a slot 50 in which a standard
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waybill form 51' is inserted for imprinting by the printer 40.
The waybill 51 ig then affixed to an envelope or parcel 52 for
mailing., A séale 53 can be connectédito the terminal and MPU
30 to autoﬁatically provide the weight of the parcel 52,
The rate and special services card have memory devices
92 and 102, respectively, which are preferably IC ROMs thgt are
accessed and read by the terminal MPU 30 through contact J
portions 93 and 103, respectively, mated in contact with the
‘pinout terminals of the memory devices. Switches 22a, 92a, and
102a provide detection signals when the cards have been
inserted in the respective slots. A display 32' provides a
full field corresponding to the appearance of the waybill form,
and the keyboard 31' includes a full set of alphanumer%c
_characters and command keys.
_-The rate card memory contains a current listing of the
-rates for a particular carrier. For example, if the carrier is
- the U.S,-Postal Services, the Post Office rates are listed
according t§ zone classifications, weight, and class of mail.
hThe special services card memory contains a program for filling
out a standard waybill form in accordance with the information
required by and with indicia. identifying the mailing services
T 4bfvé particular carrier. For example, if the carrier is the
) U.S. Postal Service, the special services card can provide the
programs for printing waybills for Express Mail, Certified
Mail, Registered Mail, Insured Mail, etc,
The program operation of the postal waybill terminal
20" is illustrated in block diagram form in Fig, 8, and a

sample waybill form is shown in Fig. 9. Upon insertion of the




WO 88/01818 PCT/US87/02183

- 30 -

user card 10 in slot 11, the user confirmation procedures
previously described are carried out between the terminal MPU
30 and card MPU 60. If an unauthqrized card or user is
detected, the card is locked and the terminal operations are
terminated. With a valid user card, the terminal program then
checks if a rate card 90 and/or a special services card 100 is
inserted ana whether each is valid., Validity can be determined
by the issue number of the card or by an indicated expiration
‘date. If there is no rate card or special services card, the
terminal MPU requests the user to input the desired postage and
goes to the print key deciéion block 121. The terminal is then
used to print a postmark or poétage label as described
previously. If a valid services card is present, the terminal
program displays a menu of mailing or carrier services from the
services card and rquests the user to select a service.

The terminal MPU:30 loads the selected service program
from the service card and executes it, as indicated at block
118. PFor typical carrier services, the service program
'displays a standard carrier waybill form used by the selected
carrier. For example, if the U.S. Postal Service Express Mail
service is selected,.the form shown in Fig., 9 is displayed.

The form includes a carrier identification field 130, service
class.fiéld 131, and péinters on the display for inserting
information in fields 132-137 and 140-146. A waybill
identification number in bar code 138 and characters 139 is
selected for the transaction and displayed. Preferably, the
services card has é list of reserved waybill numbers which are

sequentially incremented for each completed transaction. If a

o
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transaction is not completed,'the number is saved for the next
transaction. As described previously, the bar code can include
a section which is an encryption of oﬁe element of the waybill
information, so that the authenticity of-the form can be
verified by machine processing of the waybill,

The services program as executed by the terminal MPU 30
next uses cursor prompts to request the user to provide

information for certain fields, such as the zip codes or origin

rand destination 132 and 133, and the addresses of the sender

and recipient 140 and 141. As the user supplies each item of
information and presses an "Enter" key, the program causes the
cursor to shift to the next field of information to be
supplied, as indicated by the arrows C in Fig. 9. The date and
time fields 134 and 135 may be requested from the user or
supplied from the terminal if it is provided with a clock and
calendar. The weight 136 may be provided from the output of
the scale 53, if connected to the terminal, or supplied by the
user. The meter identification number (MIN) is supplied by the
terminal for field 137,

Based upon the origin and destination zip codes and
weight, the postal amount, other service charges, and total
maount 144-146 are calculated and displayed under program
control using the rate card if appropriate. The total
transaction amount is saved., If the "Print" key is depressed,
the terminal program then sends the "commence" signal to the
card MPU and printer MPU to execute ﬁhe handsﬁake procedure and
debiting and printihg operatioﬁs as previously described, If

an "Auto" mode key of the terminal is depressed or the user
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elects to continué in résponse to a prompt, the terminal
program returns to the beginning of the transaction loop
indicateé at block_113. The terminal operation is terminated
if the transaction loop is not continued, or if the handshake
procedure is not completed.

The terminal can be used to program and print the
waybills of other selected carriers or services by insertion of
the proper user, raté and/or service cards. For convenience of
the automated terminal system, it is desirable if all postal
and ﬁaybill forms can be standardized to one or a limited

number of form blanks.

RefillingaTerminal

Another embodiment of the invention is the provision of
a user card refilling terminal which may be maintained at any
desired postal fetail or distribution location for the
conveniencé of the issuer of the cards and users. A new amount
can be "filled", i.é. credited to an authorized balance
maintained in the user card, and a master refilling card having
é;greater amount for distribution is correspondingly debited.
In accordance with the principles of the invention, the secure
handshake recognitioﬁ procedure is executed before the
transaqtion is authorized, The refilling terminal can also be

used to validate new cardsé;o be issued,

il
g
11
i

An exemplary embodiment of the refilling terminal is

=i

shown in Fig. 10, having aéfirst slot 161 for a master
refilling card 160;‘é§seCond slot 171 for a supervisor éard

170, a third slot 174 for a user card 10, a terminal
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microprocessor 30", a keyboard 31", and a display 32", Each
card is of the type described previously, with secure
microprocessors (MPU) 162, 172, and 60, respectively, in
contact with respective tefminal contacts 163, 173, and 175.
Switches 162a, 172a, and 176 provide detection signals when the
cards are inserted in their respective slots. The operatioﬁ of

terminal MPU 30" is enabled after insertion of a master card

160 and a supervisor card 170.

A master refilling card is initially purchased from a
central issuer, such as the U.S. Postal Service, an authorized
distributor for the central issuer, or a private carrier
company. It is generally intended to be purchased by a local
refilling eptity which provides service to individual users,
such as a bank branch, retail store, or corporate department.
In the preferred embodiment, it is manufactured in a fixed
denomination and remains locked until it is activated by a
supervisor .card of the central issuer. The encryption
algorithms used for the handshake procedure are already written
into its MPU firmware, and is enabled to execute the handshake
procedure when the secret key number is installed by a
suéérvisor card during the activation procedure. Once
activated, the master card balance is debited for refilling
transactions untiljit is used up. A history of all debiting
transactions is ma%%tained in the master card.

A supervis%i card is provided by the central issuer in

the custody of an officer or manager of the local refilling

.entity and a supervisor PIN is assigned. The supervisor card

is used to unlock all master cards sold to the refilling entity
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and to maintain a record of the serial numbers of thé master
cards for subsequépt card confirmatiéi procedures. It is used
to authorizg crediting transactionsktg'user cards, and
maintainsrartransaction record of all refilling operations and
the identity of the recipient user cards. The supervisor card
is manufaéturéd with the handshake encryption algorithms %p
firmware, and may be provided by the central issuer with a
secret key number to be installed in the master and user cards.
The master and supervisor cards together allow user cards to be
conveniently refilled at widely distributed local entities
without the need for on-line confirmation of each refilling
transacﬁion from the central issuer. Alternatively, the user
card can be refiiled by the master card alone, with the
handshake procedure executed between the user card's MPU. and te
master card's MPU. However, the use of a controlling
supervisor card is preferred as an additional level o security
to deter counterfeiting or fraudulent use of;the higher value
master cards.

The operation of the refilling terminal will now be
described for the preferred three-card embodiment with
reference to the block diagram of Fig. 10. Upon initiation of
the terminal program, the master card is checked at block 180
to determine if it is already activated. If not, the terminal
follows an activation procedure at block 181 of confirming the
supervisor PIN, checking the master card serial number,
installing a seéret key number in the master card, executing
the handshake ?roceduke, then unlocking the master card's

balance, and recording the master card's serial number,
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balance, date, and other transaction information.

If the master card has already been activated, the
supervisor.card checks the master cara serial number against
its record of authorized master cards. If the master card is
unauthorized, the terminal program goes to an end procedure at
block 197. With an authorized master card, the terminal :
program checks if the user card inserted in the terminal is new

or to be refilled. For a new user card, the refilling terminal

executes at blocks 190-193 a validation procedure which

includes checking the designated card serial number with the
number embedded in its memory, recording the user's
identification information, and assigning a user PIN. At block
192, the terminal prompts the operator for any.limitations on
the amounts or type of transactions the card can be used for,
the identification numbers of the terminals to which the card
iﬁifééfficféd, or an expiration date if required by the issuer.
The validation procedure is completed by installing the secret
key number and sealing the secret memory zone.,

If the user card is to be refilled, the user PIN is
confirmed, and then the card is checked for any balance to be
credited toward the new amount or to the user's account. The
0ld memory section is then locked from further transactions;
and can only be used for reading out a transaction history.
Upon a request for a new amount, either for a new card that has
been validated ot for a card to bé refilled, the terminal MPU
30" opens a handshake channel, and the handshake procedure
previously describedAis executed between the master MPU 162 and

the supervisor MPU 172. When the handshake procedure is
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completéd, the master balance is debited and the supervisor
card proceeds to open a new transaction memory section in the
user card into which the new balance is written. The program
then provides at block 197 an end selection of further
operations which may be carried out on the refilling terminal.
For example, another refilling transaction may be processed,
the supervisor card record may be updated, the newly validated
user or master card may be embossed with a serial number or
aécount number if the terminal is connected to an embossiné
machine, or operations may be terminated.

The described refilling system is protected at several
levels of security. First, a supervisor card is required, and
the user card must be validated by the user PIN., The master
card must be validated by . the supervisor card and ﬁust execute
the handshake procedure bef&ré the user card is credited with a
néw amount. The card/terminal system has the primary advantage
that the debiting of the card balance is executed in the same
time frame that the value dispensing operation is carried out,
and the exchange can only be carried out for each transaction
if the mutual handshake recognition procedure is executed
‘between the secure microprocessotsrcontrolling each part.
Also, the central issueg purchases the card/terminal system
from the manufacturer with a given set of encryption -
algorithms, and then selects a unique secret key not known to
the manufacturer. Thus, penetratioh of the manufacturer's
security will not éompromise the security'of the'issuer's
system@r By issuing cards with defined expiration dates or

series numbers and changing the secret keys periodically, an
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issuer system can be made even more impenetrable to

counterfeiters,

The user's card is not merely'a passive record of an
account number and balance, but rather operates to
affirmatively protect against unauthorized use of the card, for
example, if a succession of incorrect PIN entries is made, if

the card is used beyond its expiration date or in an

unauthorized machine, or if a requested transaction is in

excess of predetermined limits. Similarly, the value
dispensing part of the terminal is protected against tampering
by the physical bonding of the printer microprocessor to the
print head.

Moreover, since the postal and refilling transactions
are executed with cards issued by a central issuer take place
only within the issuer's system, they are protected from
counterfeit cards or cards issued by another system. One
issuer's system thus remains closed to all other issuers
systems, and several systems éan use the same terminals without
interference from the other. For example, the U.S. Postal
Service and several private carriers can each constitute a
separate issuer system issuihg its own cards. A user can
purchase a card from each system ana use the proper card iﬁ any
terminal maintained at a local entity (branch post office, bank
branch, local retail store) to generate authorized postage or a
waybill for use in the corresponding system. Thus, users will
have the benefit of secure and convenient access to a wide
range of postal and éarrier services,

In the invention, the microprocessor cards (user,
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master,-and supervisor) , memory cards (rate and special
services), and terminals (metering, waybill printing, and
refilling) comprise an integrated postal transaction system
which provides a greatly improved level of access, convenience,
and security, compared to conventional postal machines., The
overall system is illustrated in Fig, 12. It allows widely
issued user cards to be used in widely distributed postage
metering and waybill.printing terminals, with the appropriate
rate and/or services cards, to access a plurality of postal and
carrier services. The refilling terminals allows a central
issuer to distribute postal monetary value to users.at widely
distributed locations. Strict physical access controls are not
required, the need to limit the postal amounts.and services
obtainéble by issued cards'is reduced, in-person purchase
transactions are avoided, and on-line confirmation by a central
account office is obviated. The cards and terminals are
cvonfigured to be autonomous, yet mutual recognition and
confirmation of validity and transaction amounts are required,
thereby providing a high level of security for the system.
Further, the invention is not limited to the described
automated postal terminals. The principles of the invention
can be adqpted to any other value e#changing transaction where
it is desired to use an account card in an off-line automated
terminal system. Thus, the described smartcards and value
dispensing teiminals can also be used for dispensing cash,
printing tickets, issqing coupéns,'etc.,‘and the user can
possess a variety of cards each issued by a central issuer for

the convenient purchase of different articles of value. Also,

yﬁ\’
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by implementing smartcard andrterminal MPU programs which check
for authorized machine identification numbers and card serial
numbers, or execute the handshake proéedure with different
algorithms and/or secret keys, an issuer's system can be
configured so that the issuer's cards and terminals may be made
open or restricted to certain families, series or locations..
The invention also encompasses other features which are
useful adjuncts to the central concepts described above. For
example, a transaction history printer may be provided from
which a user can print a record of transactions stored in the
smartcard upon entry of the correct PIN. The various cards can’

be provided with notches on a border or coded key elements to

. prevent insertion of the wrong card in an incorrect terminal

slot or in a termiﬁal of another issuer system. Also, the
invention can be adapted for on-line transaction systems. For
example, the terminal MPU can be connected by a telephone line
or local network to a central processing office for approval of
a transaction prior to execution of the transaction, On-line
confirmation may be desired for initialization and refilling
transactions which are less frequent and of higher value than
purchase transactions. As another security feature, the card
or series of cards may be issued with encryption algorithms
and/or secret key numbers which are changed periodically, and
the encryption algorithms and secret keys corresponding to
cards-presented for a transaction‘can be loaded in the terminal
at the time the terminal MPU establishes an on-line connection

to the central office.

Based upon the foregoing disclosure, many other
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peripheral features and modifications and variations on the
principles of the invention will become apparent to persons
familiar with automated terminals and smartcard systems. It is
intended that the embodiments and features described herein and
all further features,rmodifications, and variations be included
within the allowed scope of the invention, as it is defined in

the appended claims,

B
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WE CLAIM:

1. An automated transaction system comprising:
(a) a user card having a microprocessor mounted
therein, said card having data output means connected to said

microprocessor;

(b) a transaction terminal including means for

_receiving said user card inserted therein, means for

establishing an operative connection with said card data output
means, a value dispensing section having a microprocessor for
operating said section to dispense an item of value, and means
for establishing a data communication path between said card
microprocessor inserted in said terminal and said dispensing -
section microprocessor; and

(c) each of said card microprocessor and said

dispensing section microprocessor having program means for

”gggduting a programmed handshake procedure between said

microprocessors and for preventing said dispensing section

- microprocessor from proceeding with a value dispensing

operation until said handshake procedure has been completed,

- .- .- .2. An automated transaction system according to Claim

1, wherein said preogram means of said card microprocessor
includes a first encryption algorithm, an inverse second
encryption algorithm, and an object number, and said program
means of said dispensing section microp;ocessor includes an
inverse first encryption algorithm, which is complementary to
said first encryption algorithm, and a second encryption

algorithm, which is a complement of said inverse second
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encryption algorithm,

- wherein said handshake procedu:g is executed by said
prograﬁ means of said card microprocessor encrypting said
object nuﬁber with said first encryption algorithm and sending
a resulting encrypted first word to said dispensing section
microprocéssor, said program means of said dispensing sectionr
microprocessor decoding said object number from said first word
with said inverse first encryption algorithm, encrypting said
decoded object number with said second encryption algorithm,
and sending a resulting encrypted second word to said card
microprocessor, said program means of said card microprocessor
decoding said object number from said second word with said
inverse second~epcryption algorithm, comparing said decoded
object nuﬁber with said object number first encrypted, and
sendiﬁg a value dispensing command signal to said dispensing
section microprocessor if said numbers match, and said program
means of said dispensing section microprocessor operating said
value-dispensing section only in response to said command
signal. | |

3. An automated t;ansactidn‘system according to Claim
1, wherein said terminél inclﬁdes input means for inputting a
value dispensing request, and a terminal microprocessor for
establishing said data communication path between said card
microprocessor inserted in said terminal and said dispensing
section microprocessor in response to said value dispensing
requesg;

4, An automated transaction system according to Claim

2, wherein said card microprocessor includes an associated

i
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memory section for storing a secret key number, said dispensing
section microprocessor includes an associated memory section
for storing said secret key number, and said program means of
said card microprocessor and said dispensing section
microprocessor each including means for performingithe
encryption and decoding operations with said secret key number.

5., An automated transaction system according to Claim

1, wherein said dispensing section microprocessor is physically

" permanently bonded in said value dispensing section.

6. An automated transaction system according to Claim
1 further comprising:

(a) a master card having a microprocessor mounted
therein with an associated memory having data representing a
master’aCcount balance recorded therein, said card having data
output means connected to said microprocessor; and

(b) a refilling terminal including first means for
receiving said user card and second means for receiving said
master card inserted respectively therein, and means operable
when said cards are inserted in said terminal for establishing
a first data communication path between said user card
microprocessor and said master card microprocessor for
conducting a transaction in which said master card
microprdcessor transférs data to said user card microprocessor
for crediting a requested transaction account balance to be
stored in said user card memory and debits said master account
balance stored in said master card memory by the credited

transaction account balance amount.

7. An automated transaction system according to Claim
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6, wherein each of said user éérd miqroprocessor and said
master card microprocessor include prégram means for executing
a programmed handshake procedure betweénesaid microprocessors
and for preventing said master card micropfocessor from
crediting a requested transaction account balance until said
handshake procedure has been completed.
8. An'automated transaction system according to Claim

6, further comprising a supervisor card having a microprocessor
Fmounted therein and having data output means connected to said
microprocessor, said refilling terminal including third means
for receiving said supefvisor card therein and means for
establishing a second data communication path between said
master card microprocessor and said supervisor card
microprocessor,'and said supervisor and master cards each
including program means for executing a programmed. handshake
procedure between said master card and supervisor card
microprocessors and for preventing said master card
mic:oprocessor from crediting a requested transaction account
balance until said handshake procedure has been completed.

i 9. An automated transaction system according to Claim
1 adapted for postal tfanéacéions, wherein said system further
includes a rate card having an IC memory for storing postalr
rate information in accordance wiﬁh zone and weight
classifications, said transaCtibn terminal further comprises
information input:meané,‘é terminai microprocessor, a printer
for ptinting'pOStal in&icié ha&ing an integral printer
microprocessor}as said value dispensing section, second means

for receiving said rate card, and means for establishing a

”
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second data communication path between said rate card memory
and said terminal microprocessor, and said terminal
microprocessor further includes program means for calculating a
requested postage value amount in response to zone and weight
information input to said terminal using said postal rate

information of said rate card memory.

10. An automated transaction system according to Claim

9 adapted for postal transactions, wherein said system further

comprises an automatic weighing scale, and said terminal input
means includes means for establishing a data communication path
with an output of said scale,

11. An automated transaction system according to Claim
9 adapted for postal transactions, wherein said terminal
microprocessor establishes the data communication path between
said user card microprocessor inserted in said terminal and
said printer microprocessor in response to a postage printing

request.

12. An automated transaction system according to Claim

. 9 adapted for postal transactions, wherein said printer

microprocessor is physically permanently bonded in said

printing section,

13, An automated transaction system according to Claim
9 adapted for postal transactions, wherein said system further
includes a services card having an IC memory for storing
waybill form information and program information for filling in
the waybill form, said transaction terminal further comprises
information input means, a display, a terminal microprocessor,

a printer for printing waybill indicia as said value dispensing



WO 88/01318 : PCT/US87/02183

~46-

section, means for receiving éaid services card, and means for
establishing another data coﬁmunicatign‘path between said
services card memory and said terminai microprocessor, and said
terminal'miéroprocessor further includes program means for '
loading said waybill form information and program information
in said terminal microprocessor and operating said terminal
input means, display, and printer in accordance therewith.

14. An automated transaction terminal system according
to Claim 9 adapted for postal trafisactions, wherein said
printing section microprocessor includes program means for
operating said printer to print an authentication code with
said postmark.

15. An automated transaction system according to Claim
14 adapted for postal transactions, wherein said printer
includes a first ink ribbon having invisible, machine-readable
inkrand a second ink ribbon having visible ink, and said
program means of said printer microprocessor operates to print
first an invisible authentication mark and then a visible
postmark over said authentication mark.

- 16. An automated transaction system according to Claim
15 adapted for postal trahséctions, wherein said postmark
includes bar code representing information provided for said
postmark and said authenticationrmark is a section of said bar
code representing an encryption of a part of said postmark _
information. | -

17. An autoﬁated transaction system according to
Claim 1, wheréin ahrécord of the value amount of each completed

transaction is stored by said user card microprocessor, and a

f
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current transaction account balance for said user card is
computed from the .stored records when a subsequent transaction

is requested.
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AMENDED CLAIMS
[ received by the International Bureau on 01 February 1988 (01.02.83);
original claims 1—17 replaced by amended claims 113 (7 pages)]

1. An automated transaction system comprising:

}a) a user card having a microprocessor mounted therein and
data output means connected to said microprocessor:;

(b) -a transaction terminal’including: (1) first receiving
means for receiving said user card inserted therein, (2) first
forming means for forming an operative connection with said card data
output means, (3) a value dispensing section securely mounted in said
transaction terminal having a dispensing section microprocessor for
operating said value dispensing section to dispense an item of value,
said dispensing section microprocessor being physically permanently
bonded in said value dispensing section and having dispensing program
means incorporated therein for operating said value dispeosing
section exclusively and independently of said transaction terminal,
and (4) first path means for establishing a data communication path
between said card microprocessor of said user card inserted in said
transaction terminal and said dispensing section microprocessor of
said value dispensing section; and

(c) each of said user card microprocessor and said dispensing
section microprocessoﬁ having securify program means incorporated
therein, respectively, for executing a programmed handshake procedure
between said microprocessors and for preventing operation of said
value dispensing section from dispensing an item of value until said
handshake,procedure has been’completed and the validity of said user
card and of said value dispensing section for executing the value
dispensing operatiio is confirmed.

2. An automated transaction system according to Claim 1,
wherein said security programrmeans of said user card microprocessor

includes a first encryption algorithm, an inverse second encryption

- \:5
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algorithm, and means for generating a random object number, and said
security program means of said dispensing section microprocessor

includes a inverse first encryption algc;rithm, which is a complement
of said .first encryption algorithm, and a second encryption "

algorithm, which is a complement of said inverse second




WO 88/01818 ' PCT/US87/02183

50

memory section for storing a secret key number, said dispensing
section microprocessor includes an associated memory section for
storing said secret key number, and said security program means of
said user card microprocessor and said dispensing section
microprocessor each having means for performing the encryption and
decoding operations with said secret key number.

5. An automated transaction system according to Claim 1,
wherein said value dispensing section is a printer for printing an
indicia of value on an article, and said dispensing section
microprocessor incorporates printing program means to drive said
printer to print said indicia as the value dispensing operation.

6. An automated transaction system comprising an .integrated
family of terminals and portable transaction cards, including:

(a) a plurality of user card each having a microprocessor
mounted therein and data output means connected to said
microprocessor; '

(b) a master card having a microprocessor mounted therein and
data output means cohnected to said microprocessor;

(c) a transaction terminal including: (1) means for receiving
a user card inserted therein, (2) means for forming an operative
connection with said card data output means, (3) a value dispensing
section securely mounted in said transaction terminal and having a
dispensing section microprocessor mounted therein for operating said
valge dispensing section io dispense an item of value, and (4) means
for establishing a data communication path between said user card
microprocessor of’iéid-ﬁser card inserted in said transaction
terminal and said dispensing section microprocessor of said value

dispensing section for executing a value dispensing operation;
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(d) each user card microprocessor having account program means
incorporated therein for storing an account balance of value units
filled in said user card, for debiting said account balance by the
amounc 6f each value dispensing operation executed with said user '
card and deriving a remaining balance of value units for said user
card, and for checking said remaining balance for sufficiencg in
order to execute a requested value dispensing operation; ‘

(e) a refilling terminal including: (1) first receiving means
for receiving said user card inserted therein; (2) second receiving
means for receiving said master card inserted therein, (3) connection
means for forming an operative connection with said user card data
output means and said master card data output means, respectively,
when said cards are inserted in said refilling terminal, (4) and
path means for establishing a first data cpmmunication path between
said microprocessor of said user card and said microprocessor of said
master card for executing an account balance transaction to £ill an
account balance from said master card in said user card:;

(f) said master card microprocessor having master account
program means incorporated therein for storing a master account
balance of value units to be filled as account balances in respective
ones of said user cards, and for debiting said master account balance
by the amount of each account balance transaction executed with each
of said user cards; and

(g) said master card microprocessor and each user card
microprocessor having security program means incorporated therein,
respectively, for executing a programmed handshake procedure between
said microprocessoié and for preventing execution of an account
balance transaction between said microprocessors until said handshake
procedure is completed'and the validity of said user card and of said

master card for executing the transaction is confirmed.
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7. An automated transaction system according to Claim s,
further comprising:

a plurality of said master cards;

a supervisor card having a microprocessor mounted therein and
data output means connected to said microprocessor;

a plurality of said refilling terminals each operable with one
of said master cards, and further including third receiving means for
receiving said supervisor card inserted therein, second connection
means for forming an operative connecticn with said master card data
output means and said supervisor card data output means,
respectively, when said cards are inserted in said refilling
terminal, and second path means for establishing a second data
communication path between said microprocessor of said master card
and said microprocessor of said supervisor card; and

said supervisor card microprocessor having supervisory program
means incorporated therein for authorizing execution of an account
balance transaction by a master card inserted in said refilling
terminal.

8. An automated transaction system according to Claim 7,
wherein said supervisor card microprocessor and each said master
microprocessor have security program means iﬁcorporated therein,
respectively, for executing a programmed handshake procedure between
said microproqessors and for preventing’execution of an account
Vbalancé transaction beéweén said master card and a user card inserted
in said refilling terminal until said handshake procedure is
completed and the %Ali&ity of said master card for executing the
transaction is confirmed. |

9. 2n automated postal transaction system according to Claim

1, adapted for postal transactions, wherein said system further

RS
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includes:

a rate card having a memory mounted therein for storing
postal rate information in accordance with zone and weight
classifications, and data output means connected to said memory;

said transaction terminal further including: (1) second
receiving means for receiving said rate card inserted therein, (2)
second connection means for forming an operative connection with said
rate card data output means, (3) a terminal microprocessor for
executing postal transaction operations, (4) terminal input means for
inputting zone and weight information and for requesting a postage
dispensing operation, (5) said value dispensing section being a

printer for printing postage value indicia on an article, and (6)

second path means for establishing a

N
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second data communication path betweeh said rate card memory

~and said terminal microprocessor, and said:termigal
microprpcessor further includes program Meaqé for calculating a
requestéd postage value amount in response to zone and weight
inf;;mationAinput to said terminal using said postal rate
information of said rate card memory.

10.; An automated transaction system according to Claim
9 adapted for postal transactions, wherein said system further
comprises an automatic weighing scale, and said terminal input
means includes means for eétablishing a data communication path
with an output of said scale,

11. An automated transaction system according to Claim
ﬁk%dapted for postal transactions, wherein said termi;aL
mic:oprocessor establishes the data communication path between
said—user card microprocessot inserted in said terminal and

ﬁsald p:xnte; microprocessor in response to a postage printing
requeét.

12, 2an automa:ed traﬁsaction system according to Claim
9 adapted for, postal transactions, whe:éin said printer
microprocessor is physically permanently bonded in said
printing section. .

13. An automated transaction system according to Claim
f%%dapted for postal trans;ctions, wherein said system further
includes a services card having an IC memory for storing
waybill form information and program information for £illing in
the waybill form, said transaction terminal further comprises
information iap&t means, a display, 2 terminal microprocessor,

a printer for printing waybill indicia as said value dispensing
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