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(57) ABSTRACT

Described is a method and system for controlling usage of
software on a computing device. An authorization key is
generated as a function of a device string and a software
string. The device string is a unique string stored in the
device. The software string is a unique string stored in a
software authorized for use on the device. The authorization
key is encrypted using a private key and stored in the device.
Upon a request to use software on the device, the authori-
zation key is decrypted using a public key corresponding to
the private key. A test key is generated as a function of the
device string and a request software string. The request
software string is a unique string stored in the software for
which use has been requested. The authorization key is
compared to the test key. When the test key matches the
authorization key, usage of the software for which use has
been requested on the device is permitted.
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SYSTEM AND METHOD FOR CONTROLLING
USAGE OF SOFTWARE ON COMPUTING
DEVICES

PRIORITY CLAIM

[0001] The present application is a Continuation applica-
tion of U.S. patent application Ser. No. 10/609,956 filed Jun.
30, 2003 entitled “System and Method for Controlling
Usage of Software on Computing Devices”, the entire
disclosure of which is expressly incorporated herein by
reference.

Background

[0002] Conventional computing devices utilize a wide
variety of software packages in their everyday operations.
Although presently, software distribution is primarily regu-
lated through licensing, access codes, CD-keys, etc., such
security precautions are susceptible to manipulation by
unauthorized third parties. Therefore, there is a need for
more secure means of authorizing software usage on par-
ticular computing devices.

SUMMARY OF THE INVENTION

[0003] The present invention relates to a method and
system for controlling usage of software on a computing
device. An authorization key is generated as a function of a
device string and a software string. The device string is a
unique string stored in the device. The software string is a
unique string stored in a software authorized for use on the
device. The authorization key is encrypted using a private
key and stored in the device.

[0004] Upon a request to use software on the device, the
authorization key is decrypted using a public key corre-
sponding to the private key. A test key is generated as a
function of the device string and a request software string.
The request software string is a unique string stored in the
software for which use has been requested. The authoriza-
tion key is compared to the test key. When the test key
matches the authorization key, usage of the software for
which use has been requested on the device is permitted.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The accompanying drawings are included to pro-
vide a further understanding of the invention and are incor-
porated in and constitute part of the specification, illustrate
several embodiments of the invention and, together with the
description, serve to explain examples of the present inven-
tion. In the drawings:

[0006] FIG. 1 shows an exemplary system according to
the present invention for controlling usage of a software;

[0007] FIG. 2 shows an exemplary system according to
the present invention for creating and storing a software
authorization key;

[0008] FIG. 3 shows a an exemplary system according to
the present invention for verifying whether the software can
be executed on a particular computing device;

[0009] FIG. 4 shows an exemplary embodiment of a
method for creating and storing a software authorization key
according to the present invention; and
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[0010] FIG. 5 shows an exemplary embodiment of a
method for verifying whether the software can be executed
on a particular computing device according to the present
invention.

DETAILED DESCRIPTION

[0011] FIG. 1 shows an exemplary system for controlling
usage of software on computing devices where the use of a
software 4 is allowed only particular platforms 2a and 2d.
The platforms 2a-2d may be any computing devices (e.g.,
PCs, handheld devices, PDAs, etc.) which may operate on
one of a plurality of operating systems, (e.g., Windows,
Unix, Apple OS, etc.). The software 4 may be any program/
code (e.g., office suite, image recognition software, etc.)
which a hardware/software manufacturer desires to restrict
the use thereof.

[0012] Therestriction of software 4 to particular platforms
2a and 2d may be accomplished by creating and storing the
authorization keys 14a and 14d for the software in the
registries 16a and 16d of the corresponding platforms. Each
of the registries 16a-164 is a digital storage area of a
computing device (e.g., ROM, hard drive, etc.) that may
contain information about the particular platforms 2a-2d
(e.g., build date, manufacturer, etc.).

[0013] As described in detail below, the authorization keys
14a and 14d may be created using the first string 6a and 6d
stored in the platforms 2a and 2d respectively, in conjunc-
tion with the second string 10 stored in the software 4 as
shown in FIGS. 2 and 4, so that only platforms 2a and 2d
may utilize the software 4. The first strings 6a and 64 and the
second string 10 are unique and specific to the platforms 2a
and 2d and the software 4 respectively. The first strings
6a-6d may be created and stored by the manufacturer in the
platforms 2a-2d during the production process. The second
string 10 may likewise be created and stored in the software
4. The platform string 6 may be formed by combining
sub-strings present on the platform 2, such as a combination
of an original equipment manufacturer (“OEM?”) string and
a product-name string. The first strings 6a and 64 and the
second string 10 may not be modified by the subsequent user
after the manufacturing process. The unique nature of the
first strings 6a and 64 and the second string 10 and the lack
of available modification means makes them suited for
identification and authorization purposes of the platforms 2a
and 24 and the software 4.

[0014] As shown in FIG. 1, only the platforms 2a and 24
are allowed to run the software 4 because they are the only
ones that have the proper authorization keys 14a and 144.
The authorization keys 14a and 14d are created using the
second string 10 and the first string 6a and 6d stored in the
platforms 2a and 2d respectively. Since the platforms 2a and
2d are used in creating the authorization keys 14a and 144
these are the only platforms capable of running the software
4. Conversely, the platforms 26 and 2c¢ lack the required
authorization keys. Therefore, these platforms 26 and 2¢ are
not able to utilize the software 4.

[0015] FIG. 2 shows the generation of the authorization
key 14 using the first string 6 and the second string 10 stored
in the platform 2 and the software 4, respectively. As stated
above, the first string 6 and the second string 10 are specific
and unique to their locations (i.e., the platform 2 and the
software 4).
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[0016] FIG. 4 shows a method for creating the authoriza-
tion key 14 which may be subsequently used by the platform
2 to determine if it is allowed to utilize the software 4. In step
32, the first string 6 and the second string 10 are utilized to
generate a third string 8. The third string 8, for example, may
be formed by combining or concatenating the first string 6
and the second string 10. This step is important to the
creation of the unique authorization key 14. Since the first
string 6 is unique to the platform 2 and the second string is
unique to the software 4, the resulting third string 8 is
specific only to a combination of the platform 2 and the
software 4 that are used in creating the third string 8.

[0017] Instep 34, the third string 8 may be hashed in order
to form a first encryption key 12. In particular, a conven-
tional hashing algorithm may be used to produce a hash
value of the third string 8. A person skilled in the art will
understand that any one of a plurality of hashing algorithms
(e.g., MD2, MD4, MD5, and SHA-1, etc.) may be used for
such purpose. A hashing algorithm is part of a hashing
function which transforms a set of data (i.e., the third string
8) into another form that is more suitable for computing
processes (i.e., the encryption key 12). Hashing of the third
string 8 may also provide another level of security because
the hashed data cannot be utilized unless it can be hashed in
reverse to obtain the original data (i.e., the third string 8).

[0018] In step 36, after the third string 8 is hashed, the
resulting first encryption key 12 is encrypted to form an
authorization key 14 using one of a plurality of encryption
schemes. The first encryption key 12, for example, may be
encrypted using the private key of a private/public key pair.
The private/public key pair algorithm is similar to a con-
ventional PGP system where the private key is used to
encrypt messages (e.g., email) and a public key is used to
decrypt the previously encrypted messages. The PGP system
may operate in the following manner: a creator of the
message possesses one half of the private/public key pair,
which is used to encrypt messages and the other half is
distributed to parties who need to decrypt the messages sent
to them by the creator. In the present invention, the private/
public key pair may be used in a substantially similar
manner as that in the PGP system: the encryption key 12 is
exported to a binary large object (“blob”) where it is
encrypted using the private key. The blob is a generic
sequence of bits that contain one or more fixed-length
header structures plus context specific data. This blob may
be then stored in the registry 16 as the authorization key 14.

[0019] In step 38, the authorization key 14 is stored in a
registry 16 of the platform 2. For example, the authorization
key 14 may be in the form of the blob which can be exported
to a file and copied to any number of computing devices of
the platform 2. As a result, all the computing devices of the
platform 2 could be capable of operating software 4 which
greatly reduces the difficulties of mass-producing the autho-
rization key 14.

[0020] FIG. 3 shows a system for authorizing the software
4 to be utilized on the platform 2. The platform 2 contains
the registry 16 in which the authorization key 14 is stored
after it was created using the method shown in FIG. 2 and
4. Prior to the operation of the software 4 on the platform 2,
the software 4 needs to determine if it is authorized to run
on the platform 2 by using the authorization key 14.

[0021] FIG. 5 shows a method for determining if the
software 4 is authorized to run on the platform 2. In step 42,
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the authorization key 14 is extracted from the registry 16 and
the authorization key 14 is decrypted in order to obtain the
first encryption key 12. The decryption may be accom-
plished by using the public key of the same private/public
key pair used in step 36 of FIG. 3. This step is similar to the
decryption process of the PGP system where the public key
is used to decrypt a message encrypted with a private key.
If the public key used to decrypt the authorization key 14 is
from the same public/private key pair as the private key used
to encrypt the first encryption key 12, then the second
encryption key 28 produced as a result of this decryption
will be identical to the first encryption key 12.

[0022] In steps 44 and 46, the platform 2 and the software
4 create a second encryption key 28 from a fourth string 20
and a fifth string 26. The strings are located in the platform
2 and the software 4 respectively. In step 44, the fourth string
20 and the fifth string 26 are combined to form a sixth string
24. Since authorization to use the software 4 is ultimately
based on a comparison of the third string 8 with the sixth
string 24, it is important that the fourth string 20 and the fifth
string 26 are combined in the same manner, whether by
concatenation or otherwise, as the first string 6 and the
second string 10 were combined to form the third string 8 in
step 32. If different methods of combination are used in steps
32 and 44 the third string 8 and the sixth string 24 would
never be the same and authorization to use the software
would never be granted. In step 46, the sixth string 24 is
hashed in order to form a second encryption key 28.

[0023] The method shown in FIG. 5 allows the software 4
to determine if it is authorized to run the platform 2 by
comparing the sixth string 24 and the third string 8. If the
sixth string 24 and the third string 8 are the same then the
platform 2 is authorized to utilize the software 4. Therefore,
to ensure that the sixth string 24 and the third string 8 are
properly analyzed by the software 4, the hashing algorithm
used in step 46 must be exactly the same as the one used in
step 34. If the hashing functions used in steps 46 and 34 are
different they would also yield a different hashing result of
the sixth string 24 from that of the third string 8, even though
the two strings are the same. The difference in the hashing
results would in turn produce the second encryption key 28
that is different from the first encryption key 12. Since the
main test of the method shown in FIG. 5 depends on the
comparison of the first and second encryption keys 12 and
28, any difference between the two keys will cause a denial
of authorization for the software 2, despite the fact that the
software 4 should have been authorized.

[0024] Step 48-54 determine if the software 4 was in fact
used in conjunction with the platform 2 to create the
authorization key 14 by utilizing the first and second encryp-
tion keys 12 and 28 to analyze data. Data could be any file,
code, or variable that is stored in the platform 2 or the
software 4 (e.g., first string 6, second string 10, third string
8, etc.). The information that data contains is irrelevant since
data provides only a sample for the encryption keys 12 and
28 to do their testing as described below. In step 48, a first
data is encrypted using the first encryption key 48 to
generate a second data. In step 50, the second data is
decrypted using the second encryption key 12 to generate a
third data.

[0025] Instep 52, the software 4 compares the first data to
the third data (i.e., the product of encryption and decryption
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of the first data). If the first and third data are the same (i.e.,
the encryption and the decryption processes are reversible),
then the first and second encryption keys 12 and 28 are the
same. Since the first and second encryption keys 12 and 28
are exactly the same, then the third string 8 and the sixth
string 24 were obtained from the same sources (i.e., the
platform 2 and the software 4 were in fact used to create the
authorization key 14). If this is the case, then in step 56 the
software 4 is authorized to run on the platform 2.

[0026] If the first and third data samples are different,
however, then that denotes that the software 4 was not used
in the creation of the authorization key 14. In other words,
the third string 8 and the sixth string 24 are different because
they are stored on different platform 2 and software 4 than
the ones that were used in creating the authorization key 14.
As a result, in step 54, the software 4 is prohibited from
operating on the platform 2.

[0027] The present invention allows for manufacturers or
software makers to insure that only certain software will run
on specific platforms or computing devices. Since the autho-
rization key is created using the strings unique to the
software and the platform, copying the authorization key
from one platform to another may be futile. It would
discourage in copying the authorization key from one plat-
form to another because prior to operation, the software and
the platform must verify that they were in fact used to create
the authorization key.

[0028] This invention is especially useful in preventing
unauthorized software use in computer devices that only run
one specific type of software (e.g., handheld scanners and
imagers). In those devices one party usually manufactures
the devices as well as provides them with the required
software. Prior to this invention, it was possible for a third
party to duplicate the original devices and then use the
original software on that device without the permission of
the original manufacturer. With the present invention, the
duplicate devices would be useless to the third party. The
duplicate devices would be incapable of operating the origi-
nal software because they would lack the required authori-
zation codes.

[0029] The present invention may be advantageously uti-
lized to overcome limitations of some operating systems
with limited data security capabilities. For example, some
operating systems (e.g., Windows CE) do not support the
public/private-key encryption of general data. However,
these operating systems do support such encryption for the
specific purpose of importing and exporting “session” keys.
The present invention takes advantage of this limited
encryption capability by combining the data to be compared
into keys. These keys, formed by combining data from both
the platform 2 and the software 4, can then utilize the
public/private-key functionality of such operating systems.
In this manner, the present invention reduces the cost of
implementation by dispensing with the need to expand the
security capabilities of such operating systems.

[0030] The present invention may also be advantageously
utilized in other operating systems which do support public/
private-key encryption of general data. The method accord-
ing to the present invention adds an additional layer of
obfuscation and security.

[0031] It will be apparent to those skilled in the art that the
present invention allows for the platform 2 to be equipped to
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run the software 4 even after the software 4 has been
released into the market. This may be accomplished by
transmitting to the platform 2 (e.g., a Personal Digital
Assistant or PDA) the string required to form an authoriza-
tion key 14 when the user attempts to run the software 4 on
the platform 2.

[0032] Tt will be apparent to those skilled in the art that
various modifications and variations can be made in the
structure and the methodology of the present invention,
without departing from the spirit or scope of the invention.
Thus, it is intended that the present invention cover the
modifications and variations of this invention provided they
come within the scope of the appended claims and their
equivalents.

What is claimed is:
1. A method for securing software on a computing device,
comprising:

(a) generating an authorization key as a function of a
device string and a software string, the device string
being a unique string stored in the device, the software
string being a unique string stored in a software autho-
rized for use on the device;

(b) encrypting the authorization key using a private key;
and

(c) storing the authorization key in the device.
2. The method according to claim 1, wherein step (a)
includes the following substeps:

performing at least one of combination and concatenation
of the device string and the software string to create a
resulting string, and

hashing the resulting string to generate the authorization
key.
3. The method according to claim 2, wherein step (b)
includes the following substeps:

converting the authorization key into a binary large
object, and

encrypting the binary large object using the private key to

generate the encrypted authorization key.

4. The method according to claim 1, wherein step (c)
includes the substep of storing the authorization key into a
registry of the device.

5. A computing device capable of securing software
loaded thereon, comprising:

a processor; and

a memory arrangement storing a preloaded authorization
key and a device string which is a unique string, the
authorization key being generated as a function of the
device string and a software string, the software string
being a unique string stored in a software authorized for
use on the device, the authorization key being
encrypted using a private key.

6. The device according to claim 5, wherein the device

includes a portable computing device.

7. The device according to claim 5, wherein the device is
using Windows CE operating system, and wherein the
software includes Windows CE compatible software.

8. The device according to claim 5, wherein the authori-
zation key is created by at least one of combining and
concatenating of the device string and the software string to
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create a resulting string, the resulting string being hashed to
generate the authorization key.

9. The device according to claim 8, wherein before the
authorization key is stored into the memory, the authoriza-
tion key is converted into a binary large object which is
encrypted using the private key to generate the encrypted
authorization key.

10. The device according to claim 5, wherein the device
is one of a handheld scanner and an imager.

11. A computing device for controlling usage of software
on a further computing device, comprising:

a memory arrangement; and

a processor generating an authorization key as a function
of a further device string and a software string, the
software string being a unique string stored in a soft-
ware authorized for use on the further device, the
further device string being a unique string being stored
in the further device, the authorization key being
encrypted using a private key,

wherein the processor stores the authorization key and a
public key corresponding to the private key in the
memory arrangement.

12. The device according to claim 11, wherein the further

device includes a portable computing device.

13. The device according to claim 11, wherein the further
device is using Windows CE operating system, and wherein
the software includes Windows CE compatible software.

14. The device according to claim 11, wherein the pro-
cessor generates the authorization key by converting the
authorization key into a binary large object and encrypting
the binary large object using the private key to generate the
encrypted authorization key.

15. The device according to claim 11, wherein the device
is one of a handheld scanner and an imager.

16. A computer-readable storage medium storing a set of
instructions, the set of instructions capable of being
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executed by a processor to control usage of software on a
computing device, the set of instructions performing the
steps of:

(a) generating an authorization key as a function of a
device string and a software string, the device string
being a unique string stored in the device, the software
string being a unique string stored in a software autho-
rized for use on the device;

(b) encrypting the authorization key using a private key;
and

(c) storing the authorization key in the device.
17. A method, comprising:

(a) upon a request to use software on a computing device,
performing the following substeps:

decrypting an authorization key using a public key
which corresponds to the private key, the authoriza-
tion key generated as a function of a device string
and a software string and encrypted using a private
key, the device string being a unique string stored in
the device, the software string being a unique string
stored in a software authorized for use on the device;

generating a test key as a function of the device string
and a request software string, the request software
string being a unique string stored in the software for
which use has been requested, and

comparing the decrypted authorization key to the test
key; and

(b) when the test key matches the decrypted authorization
key, permitting usage of the software for which use has
been requested on the device.



