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device for decrypting a data stream (inA. inB). The device has mul
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tiple processing stages (108, 116) arranged in a circular manner

so that data is repeatedly passed from a prior stage (108) to a next stage (116), and from a last stage (116) back to a first stage (108),
until processing is completed. The use of one or more registers (110, 112, 118, 120) at one or more positions allows data to be stored

so that the stream(inA) associated with the stored data can effectively be suspended. This allows data from another stream (in B) to

be processed while the suspended stream (inA) is in a wait state.
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ENCRYPTION/DECRYPTION ENGINE FOR MULTIPLE DATA STREAMS

BACKGROUND OF THE INVENTION

This invention relates in general to encryption/decryption devices and more
specifically to a decryption device capable of handling multiple independent data streams in a
time-multiplexed fashion.

As information is increasingly handled in digital formats it becomes ever more
important to provide security safeguards for these formats. For example, digital video has
very demanding requirements in the need to restrict access. Formats such as the IEEE 1394
Standard for isochronous data transfer, Motion Picture Experts Group (MPEG) standards and
high-definition television (HDTV) standards along with access, transfer and processing
standards as promulgated by such organizations as Digital Transmission Licensing
Administrator (DTLA - see, €.g., www.dtca.com) have imposed performance levels for
devices using encryption and decryption on standardized digital formats. Because of the
complex nature of encryption and decryption processing, and the extremely high bandwidth
requirements of digital video, it is difficult to design circuits that can meet all of the
requirements.

Fig. 1A shows a prior art encryption/decryption device.

In Fig. 1A, a data stream, such as an IEEE 1394-compliant data stream 10 is
input into the left side of the device’s circuitry as “chunks” of 64-bit words. Key 12 canbe a .
variable-length word that is also input into the device as shown in Fig. 1A. The device
includes several stages where each stage includes an exclusive or (XOR) 14 function
followed by an addition operation 16. This process is repeated for a total of five stages as
shown in Fig. 1A. At the end of the fifth stage, the result from adder 18 is looped back to the
input of XOR 14.

Each cycle through the five stages completes a “round” through the device.
Typically, multiple rounds are required. For example, a device may require ten rounds before
either the encryption or decryption function is complete for the respective word.

This design can be referred to as a “circular arrangement” of multiple
“processing stages.” Each processing stage, such as 14 and 16, are arranged so that the
output of a preceding stage is fed to the input of a succeeding stage. In other words,

processing stage 14 performs its XOR operation on a data word and then passes the result to
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processing stage 16 where an addition is performed. In this case, since the application is an
encryption or decryption device, each stage also is provided with the key and each operation
is a two-operand operation. '

Note that applications other than encryption and decryption may use similar
architecture.

It should be apparent that the ten rounds of processing through five stages
where each stage includes multiple operations represents many cycles of processing for just a
single 64-bit word. Naturally, a video stream is made up of many millions, trillions, or more,
words of data that need to be processed in this multi-round manner.

Typically, the encryption process starts and ends at the boundary of a block of
data. The block of data is called an “encryption frame.” Processing of a next encryption
frame can only commence after completion of processing of a current frame. In other words,
it is not possible to interleave the processing of encryption frames. This means that a prior art
approach, such as shown in Fig. 1A, does not allow for efficient concurrent processing of
multiple data streams.

To further complicate efficient encryption/decryption of streams, it is typical
in digital video applications that encryption frames are arbitrarily split into smaller data
blocks. These data blocks can then be transferred over a communication link over varying
periods of time and with varying intervals between block transmissions. This means that the
start and end of an encryption frame of one data stream does not necessarily align with the
frame from another stream. For this reason, the circuit of Fig. 1A is dedicated for real-time
processing of a single data stream. To handle a second stream, another similar circuit would
have to be employed.

Fig. 1B shows a time line where two prior art circuits of Fig. 1A are used.

In Fig. 1B, two input streams are processed as stream A and stream B. Each
stream must be independently processed with two separate encryption circuits. The need for
two circuits increases the complexity and size of the hardware necessary to process two
streams, rather than just a single stream.

Stream A and B have frames divided into multiple blocks denoted as, for
example, A0, Al, A2, etc. To complete the encryption/decryption of block A0 into block
AQ’, block AO and parts of block A1 are used. If there is a pause in reception of block Al

then the circuit must wait until block Al is received to complete processing for block A0’
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The uninterruptible and serial processing of the device of Fig. 1A means that it

is not possible for the device to procéss data from stream B when it is currently processing -
the encryption frame of streaﬁ A.

Thus, it is desirable to provide an invention that improves upon the prior art.

' SUMMARY OF THE INVENTION

An encryption device providing for time-multiplexed processing of multiple
data streams. In a digital video application the device is a decryption device for an
isochronous data stream such as an IEEE 1394 - compliant data stream. The device uses
multiple processing stages arranged in a circular fashion for processing data by passing the
data through the stages multiple times, or rounds. When data reaches the last processing
st'age it is sent back to the first stage to begin a next round of processing. After several
rounds of processing, the data is output.

Buffers, or registers, are used at one or more positions between processing
stages. The use of one or more registers at a position allows data to be stored so that the
stream associated with the stored data can effectively be suspended. This allows data from
another stream to be processed while the suspended stream is in a wait state.

In one embodiment the invention provides a buffer coupled between at least
two stages to provide for storing of at least one stage’s output, and for later selectively

providing the stored at least one stage’s output to a successive stage.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1A shows a prior art encryption/decryption device;

Fig. 1B shows a time line where two prior art circuits of Fig. 1A are used;

Fig. 2A shows a block diagram of a generalized device of the present
invention; and

Fig. 2B illustrates time-multiplexed processing of the circuit of Fig. 2A.
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DESCRIPTION OF THE SPECIFIC EMBODIMENTS

Fig. 2A shows a block diagram of the generalized concept of the present
invention.

In Fig. 2A, a multiple-stage digital processor is shown with the stages
arranged in a circular manner. Stages 108 and 116 represent any t&pe of digital processing
stage. As will be apparent, any number of stages can be represented by stages 108 and 116.

Input is received at the left of the diagram at either of inputs iny and ing
feeding XOR gates 102 and 104. The inputs are fed into multiplexer 106, which selectively
applies one of the inputs to processing stage 108.

‘ The output of processing stage 108 is selectively fed to one of two registers, or
buffers, 110 and 112. Register 110 serves to store, and output, a value corresponding to ina
which is referred to as iny” while register 112 receives, stores, and outputs ing’.

Both outputs from registers 110 and 112 are fed to multiplexer 114.
Multiplexer 114 selectively applies either ins’ or ing’ to processing stage 116. The output
from processing stage 116 is sent, in turn, to a second set of registers 118 and 120. Again,
register 118 cotresponds to the A data stream while register 120 corresponds to the D data
stream.

Register 118 outputs its value which is fed back through XOR gate 102 and
multiplexer 106 to processing stage 108. Similarly, register 120’s output is fed back to XOR
gate 104 and multiplexer 106 to processing stage 108. When processing is complete for a
given data word in either the A or B streams, then registers 118 and 120 output the result as
OUT4 or OUTR.

It should be apparent that the two processing stages have been split up by
register banks at the outputs of each processing stage. Also, a multiplexer is used to select
one of the two data words, corresponding to either the A or B data streams, at the input of
each of the processing stages. The components of Fig. 2A are controlled by signals (not
shown), as is noted in the art, to allow the selection of either A-stream or B-stream
processing, as desired.

For example, to process A-stream data, multiplexer 106 selects the output of
XOR gate 102 while new data is applied at ins. This causes the ina data to be processed by
processing stage 108 and output to registers 110 and 112. Data at the input of register 110 is
clocked so that a the processed ins data word from processor stage 108 is stored in register

110. This value can be stored for any length of time to suspend processing of A-stream data.
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While processing of A-stream data has been suspended, it is possible to
continue to process a different stream, such as stream B. While A-stream data is held in
register 110, B-stream data can be output from register 112 to processing stage 116. Thus,
these registers allow processing of data in one stream to be suspended in favor of processing
in another stream. Although the present example uses two register banks in a simplified
diagram where there are two processing stages, it should be apparent that any number of
register banks can be used interspersed among any number of processing stages. As
discussed below, this will give different degrees of control, and a larger number of ways to
multiplex, the data streams. Further, more than two registers can exist in each register bank.
For example, instead of just two registers 110 and 112 accepting output from processing
stage 108 and feeding multiplexer 114, there can be many registers for handling a
corresponding number of data streams.

In Fig. 2A, a preferred embodiment of the invention alternately feeds A-
stream data and B-stream data to each processing stage. This allows an interleaved, time
multiplexed processing of two completely separate data streams. Thus, if one stream is
stalled, the other stream can continue processing,.

In this interleaved, time multiplexed mode, processing stage 108 is processing
A-stream data while processing stage 116 is processing B-stream data. Assuming that the
stages finished their processing at the same time, the A-stream data of processing stage 108 is
stored in register 110 while the B-stream data of processing stage 116 is stored in register
120. Since this processing only represents one-half of a full round in this two-processing
stage device, the second half of the round has processing stage 108 processing B-stream data
from register 120 while processing stage 116 processes A-stream data output from register
110.

Fig. 2B illustrates time multiplexed processing in diagram form.

In Fig. 2B, the chart shows timing diagrams with respect to the six signals —
ina, in'A’, OUT\,, ing, ing’ and OUTg. As can be seen from Fig. 2B, the A-stream data is
applied to processing stage 108 in a first one-half cycle, or phase A, while the B-stream data
is applied to processor stage 108 in the second-half cycle of each round, or phase B. This
means that the output of processing stage 108 provides a result for the A-stream data at the
end of phase A, and provides an output for the B-stream data at the end of phase B.

The ina’ row of the chart of Fig. 2B shows that register 110 has latched the A-
stream data and holds it available for phase B in each round of processing. In other words, in

round 10 processing (the first round), A’yo is available during phase B at the output of
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register 110. Similarly, in round 9, A’y is available in phase B of round 9, etc. At the end of
each round, the output of processing stage 116 is A-stream data. This data is latched into
register 118 and is available as OUT,. This is shown in the timing chart for the row labeled
OUT4. Similarly, B-stream data is processed by the second stage processor, processing stage
116, during phase A of each round so that OUTj is available at the end of phase A of each
round. This can be seen by referring to the row labeled OUTg of Fig. 2B.

Thus, it should be apparent from the timing chart of Fig. 2B that the hardware
shown in Fig. 2A is able to interleave, or time multiplex, two separate data streams without
requiring any additional circuitry in the form of duplicate processing stages.

Although the invention has been discussed with regard to a specific
embodiment thereof, it should be apparent that many variations and modifications to the
preferred embodiment are possible without departing from the scope of the invention. For
example, although functions for processing stages have been presented as addition, rotation,
exclusive OR, it should be apparent that any type of processing can be performed by each
stage and that different types of operations can be performed by different stages within the
same circuit. The positioning of register banks within the multiple stages need not be
symmetric with respect to the overall device. That is, a register bank can be placed one third
of the way down the series of processing stages, at the end of all of the stages, etc.

Thus, the scope of the invention is to be determined solely by the appended -

claims.
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WHAT IS CLAIMED IS:

1. A digital processing device, comprising:

a circular arrangement of two or more processing stages, wherein each
processing stage receives as input one different processing stage’s output, wherein any given
processing stage performs a function on digital data received at the given processing stage’s
input to produce the given processing stage’s output;

wherein the circular arrangement includes a first stage, wherein the first stage
receives a digital data word;

wherein the circular arrangement includes a last stage, wherein the last stage
outputs a processed digital data word,

processing control circuitry for controlling the processing stages so that the
digital data word is received and processed by the first stage and, thereafter, by each
successive stage in the circular arrangement so that when the processed digital data word is
output by the last stage, the processed digital data word is transferred back to the first stage at
least once before being output by the last stage;

at least one buffer for storing the output of one or more of the processing
stages; and

buffer control circuitry for controlling storing the output of one or more of the
processing stages into the at least one buffer so that processing of the digital data word is

suspended.

2. The digital processing device of claim 1, wherein the digital data word is

one or more bits in width.

3. The digital processing device of claim 1, wherein the function is an

arithmetic operation.

4. The digital processing device of claim 1, wherein the function is a logical

operation.

5. The digital processing device of claim 1, wherein the first stage includes a

data key input for receiving a cryptographic key to be applied to the data during processing.

6. The digital processing device of claim 5, wherein the digital processing

device achieves an encryption function.
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7. The digital processing device of claim 5, wherein the digital processing

device achieves a decryption function.

8. The digital processing device of claim 1, further comprising:

multiple buffers coupled to the output of one or more of the processing stages.

9. The digital processing device of claim 8, wherein a group of multiple

buffers is coupled to the output of the last stage.

10. The digital processing device of claim 9, wherein a multiplexer is coupled
to the outputs of two or more of the multiple buffers so that one selected output from the two

or more multiple buffers can be selected.

11. The digital processing device of claim 1, wherein the digital data word is

part of a stream of encrypted video information.

12. A digital decryption device with the ability to suspend processing of a
current data word, wherein the digital decryption device includes a plurality of stages
arranged in a circular manner so that each stage’s output is successively fed to a next stage’s

input, wherein a first stage receives a data word to be decrypted and wherein a last stage both

* outputs a data word back to the first stage and makes the output data word available as output

data from the digital decryption device, the digital decryption device further comprising:
a buffer coupled between at least two stages to provide for storing of at least
one stage’s output, and for later selectively providing the stored at least one stage’s output to

a successive stage.
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