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Abstract

A trusted path device is described which may be used stand alone or may be retrofitted to
a users untrusted computer console or workstation so that an untrusted data input may be
displayed on an untrusted display and verified by the user; following which the trusted data can be
output to an untrusted or trusted device or network. The output may be encrypted or not, by means.
of an encryption device which- may or may not use a ‘one time pad’ key provided fromr a
structured array of retrievable “‘one ime pad’” keys having associated uniquely there with, a serial
number which itself need not be encrypted but with which the input data and encrypted output
data are uniquely associated. Sufficient “one time pad” keys are provided on a commonly
available and physically manageable medium so as to allow much simplified key management
procedures while still maintaining high levels of correctness and effectiveness of the encryption
processes. Trusted devices as per ITSEC Level 6 may be used to implement the trusted path and
encryption devices since the apparatus according to the invention are inherently simple in
functionality thereby simplifying conformance with the relevant ITSEC and security equivalent

requirements.
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This. invention relates to securing data from misappropriation, unauthorised: change as
well as ensuring the integrity of data that is prepared and communicated internally and externally

of a data processing device or network, whether the network is trusted or not.

Background

In the context of information technology (IT) security equates. to confidentiality, integrity

and availability and every IT product and network has its own level of security. To achieve and
maintain a particular level of security, the product or every element of a. network will involve the
implementation of one or more security functions, for example, control of access to the product or
network, both physically and in the data sense, transaction auditing and detection and recovery

from breaches of the security which 1s in place.

However, even if a particular level of security exists, there must also be a commensurate:
- assurance in these security functions, i.e. confidence in the correctness of the security functions
(development and operation functions) and confidence in the effectiveness of the secunty

functions.

There exists a number of IT sec‘urity evaluation criteria which address these security
function issues, for example the Trusted Computer Systems Evaluation Criteria (TCSEC)

“Orange Book” used by the US Department of Defence, the UK CESG3, the German Z3iEc as
~ well as the Joint European Information Technology Security Evaluation Criteria (ITSEC).

To provide a realistic requirement for applying any form of security evaluation criteria
there should also exist a realistic description of the operational requirements and the security
threats that are to be countered (real world and assumed). These considerations along with the
- overall security objectives and .well known security mechanisms becomes the security evaluation

target of the IT security product or system that will be suitable for use in a security environment.

It is an aspect of this invention to provide an IT product which equals or exceeds the
ITSEC securnity eval'uation criteria level E6 which will allow the product to be used in a wide

variety of security environments.
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One such security target relates to the aim of providing an IT product which will allow the
interconnection of networks with differing classification levels. For example, there is. a defence
requirement for top secret compartmented networks to be interconnected with secret networks
so that appropriately classified data (e.g. unclassified to secret) may flow from the top
secret network to the secret network while maintaining a: bar to the flow of top: secret data. fromr
the top secret network to the secret network. There must be-a. high:.. level of assurance: that.both: the:
hardware and software will not compromise data held in the top secret network by passing
inappropriate data items to the secret network which includes the: possibility of malicious logic
(e.g. trojan horses) or security flaws in computer hardware or software in the top secret network

which may be used to leak data to the secret network.

One way of achieving the necessary assurance for the aforementioned target is to ensure:
that all computing equipment, hardware and software, is evaluated to an appropriate ITSEC level,

in this case at least E6.

Due to the stringent nature of the evaluation criteria at E6 level, it is unlikely that a
product of similar utility to that of, for example, a general purpose workstation which is classified
as an untrusted device by all security evaluation cﬁteria, could be made available. However, with
the ever increasing complexity of the message content and level of communications between
workers involved with classified material it is desirable that such equipment be available. Ideally,
a product such as a workstation would meet the requirements of level E6 and still remain

functionally similar to an untrusted workstation.

As well as complex data there 1s often the need to prepare for traﬁsmission, data which 1s
seemingly of a simple nature, but for which the highest level of integrity is required. An example
of a message which must have high integrity is of the nature of an order from a commander to
“launch a missile at target 23511". The message must be verifiable as to its source and must have

the highest level of integrity in respect of the content of the message.

Ideally there must exist a secure means of controlling the transfer of messages input to a

display, so that only the message displayed which must be visually verified by the sender will be
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transmitted, thereby ensuring the integrity of its content. This then leaves the user to be
responsible for taking appropriate steps to verify themselves as a legitimate source of the

message.

Thus it is a desirable aspect of security related devices when used witle a nom E6: levet
compliant (which: for the purposes of this discussiom is considered as untrusted) device; for
cxample a workstation, to have provided a trusted path between the message input, the display,
the human verifier, and the message output of the device. A trusted path for high integrity
information is then created using elements of a previously untrusted devices and. its. normal

functions for their preparation.

However, having prepared a high integrity message, there still exist many security threats.
in relation to message interception and unauthorised interpretation. To counter these threats, apart
from well known physical security measures, there exist a number of security functions which can

be applied to the message itself, to remove or reduce these threats.

The most common and typically most easily applied is the use of an encryption algorithm,
having a predetermined key. When the encrypted message is received at its destination, a

decryption algorithm is applied using the same predetermined key to extract the original message.

There are many encryption and decryption algorithms, however, only the “one time pad”
key system has an unquestionable assurance of confidence and effectiveness against unauthorised

decryption. A “one time pad” system uses a random key for each matching data item sent.

Currently, this approach is only used in very limited circumstances and is impractical for
~widespread use, due to the unmanageable nature of the large number of keys that would be used

and the difficulty of coprdinating the use of the same random key at each end of the information

exchange.

Thus it is a further desirable aspect of the invention to provide a data encryption device

which uses the preferable “one time pad” encryption system, but which overcomes the mass
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storage, coordination, and distribution problems of the typical implementation of this type of

scheme while still meeting a security evaluation criteria level of E6 or greater:

Thus the combined use of data integrity and encryption elements would provide a message
having a high integrity with regards to its content and unquestionable assurance that the message
has not been decrypted.

The invention thus may comprise two devices, an encryption device and a trusted path
device. A encryption device for encryption of an input data may comprise a mass storage device

adapted to store a plurality of random keys for use in the encryption process as required.

A trusted path device may be incorporated or retrofitted to standard data processing
devices. The device will provide an assurance that various security critical functions carried out
by a user cannot be bypassed or tampered with by the hardware or software of the untrusted
device which could otherwise compromise the function of the data processing device to which the
trusted path device is attached.

In a broad aspect, the invention 1s

a trusted path device for controlling the transfer of received data between an
untrusted data input means, an untrusted visual display means adapted to display

- signals from an external source and a data output means, comprising,

a trusted visual display interface control means for transferring said received
data from said untrusted data input means to said untrusted visual display means

and controlling said display to display said recetved data on said untrusted display,

an untrusted verifier means having at least one user operable input signal
actuator whereby a first signal output from said verifier means occurs upon

actuation of a trusted first one of said actuators representative of a visual
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verification by the user that the data displayed on said untrusted visual display

means, 18 received data, and

a trusted. control means adapted for receiving verifier means output and upon
receiving said first signal output transferring said received: data to said data output

medans.

In a further broad aspect of the invention a trusted encryption device comprises
a trusted control means,

a. trusted data input means for accepting received data comprising a data

portion and a uniquely associated data string comprising a serial identifier,

an untrusted mass storage means for retrievably storing a plurality of data
items, said items comprising at least one encryption key part which i1s uniquely

associated with a data string comprising a serial identifier,

a trusted data string verifier means having at least two registers, a first
register containing a current serial identifier and a second register containing a

" serial identifier bound, wherein
said control means adapted to determine whether said serial identifier in said
received data is within the range determined by said current serial identifier and
said serial identifier bound, in which event said control means (1) stores 1n said first
register a current serial identifier calculated by incrementing said serial identifier
-in said received data a predetermined series increment towards said senal bound
identifier, (i1) retrieves-from said untrusted mass storage means a key part uniquely
associated with said serial identifier in said received data, encrypting said data

portion of said received data according to a predetermined encryption algorithm
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with said key part, and (ii1) outputs an encrypted data portion having a. uniquely
associated said serial identifier.

In a further broad aspect of the invention a method of encrypting data comprises.

a method of encrypting data comprises the steps of

a) storing a plurality of data items each comprising at least one encryption key,
each of said keys being uniquely associated with a data string comprising a.
serial identifier in an untrusted mass storage device,

b) storing a senial identifier bound in the first register of the trusted serial number
verifier means,

c) storing a current serial identifier in a second register of said trusted serial
number verifier means,

d) providing data input to a trusted control means comprising a data portion to be
encrypted and a uniquely associated serial identifier,

e) comparing in said trusted control means said serial identifier portion of said
data input to said serial identifier to determine whether they are equal and
whether said serial number portion is greater than or equal to said serial
identifier bound,

f) obtaining from said untrusted mass storage device a data item having an

 encryption key uniquely associated with said current serial identifier,

g) adjusting said senal identifier in said received data a predetermined series
increment towards said serial identifier bound, |

h) encrypting in said trusted control means said data portion of said data input
uniquely associated with said current serial identifier, with a predetermined
encryption algorithm using said random encryption key, and

1) said trusted control means providing a data output comprising an encrypted

data portion associated with said senal identifier.
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Brief Description of the Drawings

Fig. 1 depicts amr inter-network message exchange environment where unclassified to

secret data may flow from a top secret network to a secret network;
Fig. 2 depicts a functional block diagram of an encryption device;

Fig. 3 depicts the structure of the main data items. which comprise: the data: construction:

used on the worm drive;

Fig. 4 depicts a functional block diagram of the Trusted Path Device;

Fig. 5 depicts a functional block diagram of a controllable video switch device connected:

to a display monitor, a host, and a Stub device; and

Fig. 6 depicts a variant of the Trusted Path Device to which a Worm Key can be fitted and

an alternative encryption device other than the one which appears in these specifications can be

used.

Detailed Description of an Embodiment of the Invention

Fig. 1 depicts network A which contains Unclassified to Top Secret information and it 1s
important that only Unclassified to Secret information is transferred to network B which is not

authorised to process or store Top Secret information.

For the purposes of this description the term trusted device will be used to refer to a device
which, while being used in the context of its security evaluation target, has or exceeds compliance
with level E6 of the ITSEC standard, while the term untrusted device will be used to refer to a
~device if it or any part of it does not need to equal or exceed level E6 requirements. However, the
choice of Level E6' of the ITSEC standard is a choice determined by the user of the invention and

other standards and levels may be used as the environment determines.
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Encryption Device

The purpose of the encryption apparatus depicted in Fig. 2 is to accept plain text data and
output encrypted data. The device comprises three main elements, a key storage device 10, a

serial number verifier 11, and an encryption device 12.

The key storage device 10 comprises in this embodiment an optical disk drive 18 and arr
optical disc 13 which contains a plurality of data items 14 (refer Fig. 3). Each data item contains a.
key portion 15 comprising a random number (not pseudo random), a unique serial number 16 (e.g.
created from a number representation based on 64 bits of data) and a check sum 17 which is a
suitable one-way function of the key portion 15 and unique serial number 16 and/or the checksum
is created from cipher block-chaining of the data item 14 and the successor data item. The optical
disc 13 may be of a Write Once Read Many times (WORM) type so that used data keys can be
permanently obliterated after use (e.g. changed to 0000...0). However, this may be an optional
teature, depending on the requirements of the particular environment in which the device
operates, However, the permanent obliteration of used keys would be mandatory in some

specialised security environments but not required in other environments.

Each key portion 15 maybe further decomposed into two logical items designated key first
part 41 and key second part 42.

~ In another version of the encryption and trusted path devices, the key storage device 10
~ need not store a serial number with every random key supplied thus allowing a higher density of

key storage. For example, a serial number could be prefaced to a group of keys and checksums.
After this group could follow another serial number which forms the logical successor to the

serial number which in the previous version would have appeared with the last key in the group.

An optical disc 13 is portable and small thereby easy to distribute and provides more than
sufficient storage capacity for the quantity of keys to enable practical quantities of message or

other data to be encrypted over an extended period by the keys stored thereon.
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The optical disc 13 is read using an untrusted conventional optical disc drive 18. Itis a
desirable aspect of the total encryption device that such an untrusted mass storage device can be
used without impinging on the E6 compliance level of the device. It would be unduly difficult and

expensive to construct a trusted (i.e. E6 or greater compliant) disc drnive.

One version of the invention requires the random key 15 itself to be encrypted: beforerits.
storage on the optical drive 13. This extra level of encryption may be mandatory in: some

specialised security environments.

The serial number verifier 11 comprises in this embodiment, at least two serial number
registers, a currently useable serial number and a serial number towards which the currently
useable serial number may progress. I this embodiment there are three registers: register 19
contains an upper bound of predetermined serial numbers allocated to the verifier user; register 20
contains the lower bound of predetermined serial numbers. allocated to the verifier user, and

register 21 contains the currently useable serial number.
Each of the serial numbers contained within the verifier is in plaintext.

The verifier 11 may contain several sets of registers with similar functions to 19, 20, and

21. However, the ranges specified by any two registers which have a function similar to 19 and 20

must be disjoint.

The verifier 11 1s a physically detachable devicé which can be plugged into the encryption
~device 12 and, in accordance with suitable physical security procedures, is issued, with its own
unique register values, to one or more personnel. Register 19 and 20 may be resident in a ROM
while register 21 may be resident on a nonvolatile random access memory (NVRAM). In an
alternative version, the serial number veriﬁér 11 has some of its contents encrypted. The items

which are encrypted can comprise all of the contents.

If the contents of the verifier are encrypted, then alternative hardware technology may be
used, for example, smart cards. This allows the primary interface to the smart card and the

encryption device to be untrusted without impinging on the overall trust of the process or the
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encryption device. No processing of unencrypted data takes place on the smart card. Hence in this:
alternative, the verifier can be untrusted.

Power to actuate the reading of these registers is derived from the encryption: device 1Z as

is the power to overwrite the content of register 21 when the next serial number is. being used..

The encryption device 12 comprises a key storage device interface: 23 which: in- this.
- embodiment is an interface and which is adapted to control and. receive from: the: key: storage
device 10 data items 14 via the standard output of drive 13. Interface 23 may itself be-an untrusted

portion of the device.

The encryption device 12 further comprises a data input module 24- whichr is adapted. to-
receive plain text data 25 comprising the entire message and an associated serial number 26 from
the user of the encryption device. The untrusted host may supply the necessary serial number

from a database and the user verifies it along with the message.

An alternative method of operation entails the use of serial number verifier 11 to supply
the current serial number from register 21 each time text data is input to module 24. However, in
this embodiment the serial number 26, since it is also in plain text, is passed unchanged to the
storage device interface 23 via the crypto-processing module 27. This module 27 is responsible

for a variety of functions as depicted schematically in Fig. 2.

Upon receipt of a plain text serial number 26 the interface 23 commands the disc drive 18
to read not only data item 14 (Fig. 3) associated with that serial -number but also obtains the
successor data item and provides these two data items to the crypto-processing module 27 shown

in Fig. 2 via module 47.

One of the variety of functions performed by module 27 is to check that the plain text
serial number 26 is greater than or equal to the serial number 21 contained in the current serial

number register, and less than the serial number 19, and greater than or equal to the serial number
20.
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Another function performed in the crypto-processing module 27 is. to determine whether
the checksum 17 of data item 14 is as expected, to establish the integrity of the random encryption
key 15 which is associated with serial number 16. Depending on the checksum‘algodthm used,
cailculation~r of this checksum may require the successor data item. In: this. embodiment of the

invention, the checksum algorithm used does not require the successor data: itenr..

The successor data item is typically a single increment of the series of serial identifiers,
however; it may be a predetermined two times or some other multiple times a single increment of
the series of serial identifiers being used. Generally, the increment is 1n a direction towards an
upper bound of the serial identifier, however, it may also be towards a lower bound. Further
more in general the serial identifiers are a numeric series, however, they could be formed from any

suitable series of identifiers (e.g. alphas, alpha-numerics, etc.).

Having checked the integrity of the key 135, the current serial number register 21 is set to
be the successor to the serial number 26. If the any of the aforementoned conditions are not met,

the device signals the host to which it is attached that an error condition prevails and the

encryption process is not completed. Each set of registers in the verifier 11 are checked until
the appropriate conditions are met, or, in the case that no set of registers satisfies the conditions,

an error condition is signalled. The senal number 22, output from 29 is equal to the serial number 26.

In accord with another embodiment of the encryption device the key decrypt module 47

' implements a decryption algorithm to decrypt the key 15 obtained from the optical disc.

The crypto-processing module 27 finally performs the function of encryption by a
security-environment suitable algorithm using the key 15 with the data input 25 to produce
encrypted data 28, which is provided to the user or any other suitable trusted or untrusted device
or network, via the data output module 29. The particular encryption algorithm used may be of
any predetermined kind of the many that are available. The coniplexity or. otherwise of the

algorithm is not crucial since in effect a “one time pad” key is being used.
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In this embodiment the simplest of bit wise exclusive-OR algorithms is used to provide an
encrypted data 28. A simple algorithm is justified because of the use of a “one time pad” key and

also, since it is advantageous to use simple logical operations in trusted devices.

The output from the encryption device 12 may include the serial number 16 along with the
encrypted data 28.

The method of operation described thus far shall be known as mode A.

In a further operating mode, designated mode B, the crypto-processing module 27 first
receives a serial number 26 via 24 and retrieves the associated key 15. The key second part 42 1s
then output by 29. The crypto-processing module 27 then receives the data input 235, encrypts the
resultant bit string with the key first part 41, and then outputs via 29 the encrypted data 28 and
serial number 16. The minimum number of bits in key first part 41 is dependant on the encryption:
algorithm used.The size of the key first part 41 must have an equal or greater than number of bits
than the elements which are encrypted if the “one time pad” method of encryption is used. In this
particular version of the embodiment of the invention, the number of bits in key first part 1s equal

lo the number of bits of the concatenation of the data 25 with the key second part 42.

Decryption of data can take place at a receiving device by simply proffering the data to the

ciphertext device with the appropriate serial number and an instruction to operate in mode A.

The purpose of having a plurality of sets of registers in the serial number verifier 11 1s to
allow transmission and reception “bands”. More precisely, a user can transmit text using one or
more ranges of serial numbers, and can also receive from one or more ranges. It may be that a user
would have one transmission range, and a separate and disjoint reception range for each user from
which messages may be received. It is possible with the given arrangement of the ciphertext

device formed by the components lO, 12, and 11 to set up hierarchical and flat access control

policies

In practical terms the encryption apparatus depicted in Fig. 2 comprises a collection of

trusted and untrusted devices. By design, the only untrusted devices are the key storage device 10,
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the key storage interface 23 and, depending on the operating requirements, the devices 24, 29
used to supply the plain text input data at 24, and accept the encrypted data 28, serial number
16, or key second part 42 output from 29.

The remainder of the: apparatus is. trustable by virtue of its. compliance to: E6: level or
greater in ITSEC. Such a compliance implies not only stringent. desigm, mathematical, material,
construction and operational standards, it also implies. that such: an apparatus will be used in

accord with strictly enforced procedural guidelines.

In this embodiment, the previously described elements of the encryption: device are
controlled by a finite state automaton implemented in a set of programmable gate arrays, housed

in physically tamper resistant assemblies and enclosures.

Trusted Path Device

The data encryption device described above is of further worth if encryption of messages
1s used to provide confidentiality, but of limited worth if there is a risk that the message to be sent
lacks an assurance that it is correct. That is, its contents must not have been changed in any
unauthorised way, and must be correct in every detail, including its security level (classification

assignment) and the authority (digital signature) by whom it is created and sent.

Therefore, there is also a need for a device upon or with which these types of messages
can be created. Specialist devices built to the ITSEC or other security level standards are available
which provide a set of keys and symbols which are a sﬁbset of the myriad of keys and symbols
used by security conscious personnel, some of whom are specialists in their fields, dealing with
quite unique message content and formats (e.g. scientific, engineering symbols, etc.). Ideally, the
normal tools of trade such as maintenance terminals, workstations and personal computers would
be better suited to creating these messages, howéver the task of producing an E6 level security
device capable of operating in these myriad of applications and conditions is prohibitively

dithcult and/or expensive.
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Therefore there exists a need to provide a device which can interface with a standard
untrusted device such as a work station and by controlling its display and certain inputs and
outputs, provide a trusted path for the creation of a message which can be assured of having the
necessary integrity to be a trusted message for transfer to a trusted network or a suitable
encryption device, not necessarily a device of the type described previously, however ideal that

may also be.

The device, referred to hereafter as a Trusted Path System (TPS) device, is implemented in
this embodiment, by interposing a trusted device between the standard untrusted display of the
computer and the computer itself used by the person compiling a message, as well as accepting
the data which is input by the user so that it may control the output of the computer, and control
what the computer displays, and therefore ensure that the user sees what they would expect to see
if it were interacting with the display via an untrusted computer interface. The TPS device also
has inputs and outputs which may be adapted to respectively receive and provide messages from
and to an external message transmission network which may or may not require encryption

processes to be applied to the message.

In normal operations using the untrusted computer device, the TPS device is transparent to
the user. When the TPS is required for secure message creation or reception, the TPS device 1s
activated for the reception of input data. The TPS device is configured to allow direct operator
access to visual verification, using the untrusted devices’ standard display and a User Input
Module (Verifier) 39, which also provides the means to append message classification and digital
signatures to the message. This verifier is quite different from that of the earlier described verifier
11 of Fig. 2. The earlier mentioned verifier is used in the described embodiment to venty the
currency of a desired serial identifier (serial number) where as the present verifier is used to

indicate the validity of a message displayed on a visual display.

Only data which 1s procéssed by the TPS device is therefore displayed and only that data

1s passed externally. This may be to an encryption device.

Thus, such a system allows untrusted computer devices to connect to trusted networks.
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Fig. 4 depicts both a) a nonbypassable, trusted communication pathr between the user of a
computer to which the device is attached and security operations implemented in the TPS device
and b) a trusted path to external devices and networks.

In this embodiment the trusted processing means is provided by a micromachine 32 which
carries out specified security functions depending on inputs indicated from verifier 39:. The

micromachine 32 is controlled by a microcoded state machine.
The ram 33 is a static Random Access Memory for example, frame buffer contents.

The user input module 39 is a device with which a user can signal instructions to the
micromachine 32. The micromachine 32 can also signal certain status indications. to 39. In one
application of the TPS device, the user input module 39 is implemented as a bank of switches and
lights. Each switch 1s typically used exclusively by the user upon actuation by that user to provide
a signal representative of one of a number of functions which may include, verification of the
displayed message, provision of a predetermined unique user signature for use with the received
data message or a predetermined data classification which maybe uniquely associated with for

example the received data message.

The computer interface module 40 is an untrusted interface which may take data from a
host computer to which it is connected and conducts message protocol and format translation for

input to the micromachine 32 alternatively the micromachine may receive such input direct.

The computer interface module 35 is an untrusted interface which may connect and
convert the message formats and protocols from the micromachine 32 to the host computer or

network.

The input module 38 is used to receive information from an external device, for example,
an encryption device, and convey it to the micromachine 32. Alternatively the module 38 may be

adapted to receive data messages from external trusted and/or untrusted networks.
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The output module 37 is used to convey data from the micromachine 32 to an external
device, for example, an encryption device. Alternatively, the module 37 may be adapted to send
data messages to external trusted and/or untrusted networks. In each case these devices are
preferably trusted.

The display 36 is.amr untrusted frame buffer device which forms part of the display of the
host computer. It accepts and transmiits data to and from a trusted visual display interface in this.
example a Display Interface Overnide 46.

In one desirable application of the TPS device, data in the form of messages is recetved

from the computer interface 40. The device calculates a tamperproof checksum for the message.
The checksum is then returned to the host computer through interface 35.

The micromachine 32, on receipt of a message through interface 40, instructs the display
interface override module 46 to capture and store all data held in the display frame buffer 36 in
the ram 33 via the micromachine 32. The micromachine 32 then instructs module 46 to place the
message in the frame buffer 36 for display to the user. The user may then signal via module 39
whether the message meets the desired properties, typically as to whether the message 1s as was
entered by the user and whether it is of an appropriate classification. Using module 39, the user
can also signal to the micromachine 32 the desired classification of the message or append a

predetermined digital signature.

The following series of steps can be implemented as part of the operation of a suitable
" encryption device, and in effect, decreases the reliance on the secrecy of the checksum algorithm

implemented as part of the checking process associated with restricted message exchange.

The micromachine 32 may use a serial identifier preferably a serial number obtained from
the host computer via 40 to obtain from the encryption device an associated key second part 42.
Alter concatenating the key second part 42 to the inputted message and any other data

classification and/or signature, the micromachine 32 calculates a checksum for appending to the

message key second part pair.
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alt

The ram 33 may also be used for storage of intermediate values generated during the
calculation of the checksum. The calculated checksum concatenated with the key second part 42
is passed to the encryption device via module 37 and the data input module 24 for encryption with
the key first part 41. The encrypted checksum, key second: part pair is returned to- the host
computer via the output module 35 and module 38. The micromachine 32 then: restores the:

original display contents which were saved in the RAM 33.

If the previous optional steps are not implemented, then the following steps maybe taken.
The micromachine 32 calculates a checksum based on the serial number obtained from the host
computer via 40 and the inputted message. This checksum is then passed to the external
encryption device via the data input module 24 of Fig. 2 for encryption via module 37. The
encrypted checksum is returned to the host computer via module 29 and output module 35. The

micromachine then restores the original display contents which were saved in RAM 33.
The checksum algorithm used must be suitable for the task and must itself be kept secure.

The display of the message through the use of the TPS device which is constructed to have
a greater than ITSEC level E6, will enable the user to have a high level of assurance, that the

message 1S as it appears on the display.

In order to verify the properties of the micromachine 32 to a high degree of assurance
which exceeds ITSEC level E6, it is preferably implemented by a finite state automata in -

programmable gate arrays, including, for example, Read Only Memories.

The design of modules 32, 33, 37, 38, 39, and 46 require that their operations are verifiable

to a level exceeding ITSEC level E6. As a result, the assurance level of the TPS device as a whole

- can be evaluated to a level exceeding E6.

Since the diSplay'frame buffer 36 is under the control of the TPS device, the host computer
cannot subvert the trusted path by attempting to display incorrect data when the user i1s made

aware by the TPS device that it is displaying the data. However is theoretically possible for a

hardware trojan horse to be implanted in the frame buffer device so that it can be triggered not to
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display certain data: when a specific code is given. Hence in the highest national security
environments a trusted frame buffer may also be required.

Although it wall be apparent to those skilled in the art that the principles described heren
are applicable at any desirable level of security in respect of the hardware, and thus, although the
very high ITSEC E6: level used as. am example and the configurations described by way of
example are configured for certain: characteristics and requirements. of this particular
environment, it is also possible for these principles to be applied to lower levels and indeed future

higher levels of security to ensure the correctness and effectiveness of the security these devices.

provide.

Furthermore, the worth and security of any Informationr Technology systemr is wholly
dependent on the procedures and enforcement of physical security measures which must be

applied in concert with the IT system at the users disposal.

Display Variant

A variant to the display override is to construct a video switch 50 as depicted in Fig. 5 so
that the TPS device 52 can command the switch to pass data from the trusted display frame buffer
57 in the TPS 52 rather than the host machine’s 54 frame buffer 56.

In an embodiment of this variation to the invention the TPS controls a frame buffer video
card 56 directly. The 'output from this card and the output of the host computer are both fed into
the video switch unit 50. The output from the video switch 1s fed 1nto a diSplay monitor J8.
Typically, this will be the display monitor normally attached to the host cémputer 54. Typically, a
fibre optic input to the video SWitch from the TPS 52 controls a bank of switch means typically
relays which may be either electromechanical or solid state which connect either the hosts video
output to the display monitor 58 or the TPS device’s output. In this embodiment of the video

switch provides four relays which are used to switch Red, Green, Blue, and Sync signals.

In a further vanant of the video switch arrangement, the cables and interface circuitry can

be changed to accommodate different cable and receptor plugs and the control input may not be
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fibre optic, but rather electronic. The fibre optic solution was chosen for its: superior resistance to
unauthorised inductance coupling along the cable path to prevent unauthorised control of the
switch S0.

In another embodiment of the invention, a multi throw relay may be used: to: switchr as
many signals as required, whether they be RGBS, RGBH (Horizontal)V(Vertical), RGB,
Composite, or any other format. In addition, the video switch may be implemented: physically as
part of the TPS 52.

The video switch mechanism has the advantage of allowing different frame buffers
developed by different manufacturers to be employed. It also can remove the need to store the
contents of the display screen. However; use of the video switch can cause the overall TPS device
and system to be more expensive thamr a TPS device with an override mechanism unless. large

production quantities are considered.

Trusted Path Variants

Micromachine Variant

In another embodiment of the invention, the micromachine state register 48 1s
implemented as a bit slice microprocessor that receives microinstructions from the microword
roms 30 and 31. The microprocessor comprises bit slice ALU chips that can be obtained
commercially, and control units which comprise programmable logic chips or a construct of fixed,
random logic. In this variant, the contents of the rom 30 and 31 would be different so as to reflect
the different control and data paths. Other obvious variants would be the removal of either rom 30
or rom 31 so as to have a single, logical bank of rom. The purpose of having two separate roms 1s

to aid 1n the verification process but is not strictly necessary. This also applies to the earlier

version of the TPS device.

Although the bit slice microprocessor design can be verified to a level exceeding ES6, it

would be relauvely less trusted than a finite state automaton design implemented in FPGA’s or

other programmable logic comprising chips such as Xilinx gate arrays.
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TPS Device Fitted Wit arr Alternative Crypto Engine

The TPS Device can be made to operate with many types of encryption device, one

example of this variant is depicted 1n Fig, 6.

In this variant, device 11 (referred. to as.a Wornr Key) 1s.a physiéally detachable module
which:can be-connected to the TPS device 32 in a. similar manner to- module 39: The contents. of
the Worm Key comprise in addition to a plurality of data items as previously described in relation:
to the encryption device, a set of random numbers called K numbers. The: purpose of these
numbers is similar to the Key Second Part 42. There exists a K number for each valid senal
number spanned by the range of serial numbers defined by the current 21 and upper 19 or lower

20 serial numbers in their respective registers.

In this variant, the Trusted Path device takes on part of the role of the encryption device 12
of Fig. 2 by .checking the Worm Key 11. The Trusted Path device updates the Worm Key, deletes '
the K number corresponding to the given serial number, and proceeds to calculate a checksum
based on the concatenated message and K number. The resultant checksum is encrypted by
passing it to the crypto engine. Note that the K number is not displayed or output from the TPS 1n
any form. The key used by the crypto engine for encryption purposes 1s supplied by some

mechanism indigenous to the particular implementation of that device.

In yet another variant, no K number is stored on the Worm Key, and no K number 1s used
~ as part of the checksum calculation process. The TPS device checks and updates the Worm Ke&
given an appropriate serial number, but then proceeds to merely calculate the checksum based on
the message and other data, typically the classification supplied by the user and the serial number
input with the message. The checksum is then encrypted using a key input by some mechanism
indigenous to the implementation of the crypto engine. In this variant or others the crypto engine
| is not restricted to the use of a symetric encryption algorithm; the use of an asymmetric algorithm

such as public key is not precluded.

The crypto engine is used simply as an encryption service; no serial numbers are passed to
i,
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The contents of the Wormr Key 11 can be encrypted in order to provide further security
from theft and attempted misuse by unauthorised personnel. The one or more keys needed to
decrypt the contents of the Worm Key 11 would be stored either in the rom 30 or rom: 3 1, the ram
memory 33, inside the: crypto engine, or some specialised device which can be attached to: the:
encryption engine.

Both the methods of encrypting the resultant checksum allow selective, transitive, and
temporal granting and revocation of privileges.

For example, a range of serial numbers can represent the granting of the privilege to send,
receive, or authenticate a specified quantity of messages. These messages can represent different
commands or information such as the permission to transfer a certain quantity of funds. Each

range of serial numbers can represent a different privilege to undertake some action.

By judicious distribution of serial number ranges, exclusive messages can be sent. More
precisely, if two entities only have access to the same range of serial numbers, then only they can

encrypt and decrypt data transformed using that range.
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CLAIMS

1. A trusted path device for controlling the transfer of data between a data input,
an untrusted visual display means and a data output comprising:

a trusted visual display interface means for displaying on said untrusted
visual display means data received through said data input;

an untrusted verifier means having at least one user operable input signal
actuator such that a first signal output from said verifier means occurs when said

actuator is operated by a user to indicate that the displayed data has been verified;

and

a trusted processing means which controls the transfer of said received data to

said data output upon receipt of said first signal output from said verifier means.

2. A trusted path device according to claim 1 wherein said verifier means is

adapted to be detachable from said trusted path device.

3. A trusted path device according to claim 1 further comprising a random
access storage means for storing data to be displayed on said untrusted visual

display means.

1. A trusted path device according to claim 1 wherein a further one of said
actuators is operable by a user to provide a signal output from said verifier means
representative of a predetermined data classification which is uniquely associated

with said receive data by said processing means.

. A trusted path device according to claim 1 wherein a further one of said
actuators is operable by a user to provide a signal output from said verifier means
representative of a predetermined digital signature which is uniquely associated

with said received data by said processing means.

6. A trusted path device according to claim 1 wherein said trusted visual display
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interface means is adapted for converting said received data into a signal format

suitable to be received by said untrusted visual display means.

7. A trusted path device according to claim 1 wherein said processing means is

controlled by a finite state automaton.

8. A trusted path device according to claim 1 wherein said processing means is

controlled by a micro coded state machine having a predetermined instruction set.

9. A trusted path device according to claim 8 wherein said data input is

provided with data protocol and format translated for input of said translated data

into said processing means.

10. A trusted path device according to claim 1 wherein said received data further
comprises a uniquely associated data string and said processing means concatenates
a first concatenation variable comprising said received data with a second
concatenation variable comprising said data string and applies a predetermined
checksum algorithm to the resultant concatenation to provide a checksum which is
uniquely associated with said data and transferable with said received data to said

data output.

11. A trusted path device according to claim 10 wherein said data string

comprises a serial number uniquely associated with said received data.

12. A trusted path device according to claims 5 and 10 wherein said second
concatenation variable comprises said predetermined digital signature provided by

said verifier means which is unique to the trusted path device.

13. A trusted path device according to claims 4 and 10 wherein said second

concatenation variable comprises said predetermined data classification provided by

said verifier means.
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14. A trusted path device according to claims 4 and 10 wherein said second
concatenation variable comprises said data string concatenated with said

predetermined data classification.

15. A trusted path device according to claims 5 and 10 wherein said second
concatenation variable comprises said data string concatenated with said

predetermined digital signature.

16. A trusted path device according to claim 1 wherein said received data further
comprises a uniquely associated data string and said trusted path device further
includes an untrusted storage means for retrievably storing a plurality of data items,
said items comprising at least one key part which is uniquely associated with a data
string, wherein,

said trusted proceSsing means is adapted to retrieve from said trusted storage
means a key part associated with the said data string in said retrieved data, and,
causes said received data to be encrypted according to a predetermined algorithm
with or without said data string using said key part, to provide encrypted received

data transferable to said untrusted data output means.

17. A trusted path device according to claim 16 wherein said uniquely associated

data string comprises a serial number.

18. A trusted path device according to claim 10 further comprising a mass storage
means for retrievably storing a plurality of data items, said data items comprising at
least one key part which is uniquely associated with a data string, wherein

said processing means is adapted to retrieve from said mass storage means a
key part associated with the said data string in said received data, and, causes a first

encryption variable comprising said checksum to be encrypted according to a
predetermined algorithm, to provide an encrypted trusted path output data string

transferable to said untrusted data output means.

19. A trusted path device according to claims 4 and 18 wherein said first
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encryption variable comprises said checksum concatenated with said predetermined

classification.

20. A trusted path device according to claims 5 and 18 wherein said first
encryption variable comprises said checksum concatenated with said predetermined

signature.

21. A trusted path device according to claims 4, 5 and 18 wherein said first
encryption variable comprises said checksum concatenated with said predetermined

signature and said predetermined classification.

22. A trusted path device according to claim 18 wherein said first encryption

variable comprises said checksum concatenated with said received data.

23. A trusted path device according to claims 4, 5 and 17 wherein said first
encryption variable comprises said checksum concatenated with said predetermined

signature and said predetermined classification and said received data.

24. A trusted path device according to claim 1 further comprising a signal switch
means, having at least two inputs and an output connected to said untrusted visual
display means, being adapted to receive said received data from said trusted visual
display interface means on a first of said at least two inputs and to receive display
signals from an external source on a second of said at least two inputs and

controllable by said processing means to selectively connect either of said first or

second inputs to said output.

25. A trusted path device according to claim 24 wherein said signal switch means

comprises a relay.

26. A trusted path device according to claim 24 wherein said signal switch means
comprises a solid state switch means.
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27. A trusted path device according to claim 24 wherein said signal switch means

is adapted to switch composite video signals.

28. A trusted path device according to claim 24 wherein said signal switch means

is adapted to switch R, G, Band synchronization signals.

29. A trusted path device according to claims 1 and 16-23 wherein said key part is
used to encrypt and element comprising either said received data, said data string,
said checksum, said predetermined classification, said predetermined signature or
any concatenated combination of said elements, has equal to or greater than the

quantity of data bits contained in any of said elements or concatenated combination

of said elements.

30. A trusted path device according to claim 1 further comprising trusted output
means and a trusted input means, said trusted input means adapted for receiving
data from a trusted external device transferring said received data to said trusted
visual display interface means under the control of said trusted processing means
and upon visual verification by the user of the data displayed on said untrusted
visual display means as indicated upon said trusted processing means receiving said
first signal output, transferring said received data to a trusted output means for

outputting said verified received data.

31. A trusted path device according to claim 16 further comprising a trusted
storage means for retrievably storing a plurality of data items, said items comprising
at least one key part which is uniquely associated with a data string, wherein

said trusted processing means is adapted to retrieve from said trusted storage
means at least one of said data strings and comparing said data string with the data
string in said received data, and only if they are equivalent, causing said received
data to be encrypted according to said predetermined algorithm using its associated

key part with or without said data string, to provide encrypted received data

transferable to said untrusted data output means.
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32. A trusted path device according to claim 16 wherein

said trusted processing means is adapted to retrieve from said

untrusted storage device at least one of said data strings and comparing said data
string with the data string in said received data and only if they are equivalent
causing said received data to be encrypted according to said predetermined
algorithm using said key part with or without said data string, to provide encrypted
received data transferable to said untrusted data output means wherein,

said at least one unique identification data string and/or said key part is
encrypted according to a predetermined algorithm and predetermined key and
which is caused to be decrypted by said processing means in accordance with said

predetermined algorithm and a predetermined key before being compared by said

processing means.

Page 27



x !
!

|

CA 02082146 1992-11-04

Figure 1.

Network B.

Vidout & Naybec

PATENT AGENTS




CA 02082146 2004-08-10

.
-
*, q‘, -

¥
“‘
aO.

-
)

*

8

2

2

Key Second Part

Figure 2.



CA 02082146 1992-11-04

Chksum

T
17 14
16

Key Key
FirsyPart | Second\Part |

41 42

Figure 3.

Kidout & Waybee

PATENT AGENTS



CA 02082146 2004-08-10

v 4
N
AL

. -
R R

N IR
P IS g wa

LSRN BT N L I DL B B )
-

".Ocunc

¥4 vrvl swvw
CFC B B B BN 3N B N
LN

L J

.
.
1
4 0
L

..
L]

re
LR R
..“‘D

...00'

. .
00!10- -
o viIeaq
- “a v

P NC A OO
e . cu.oloo-coov av.v-o LML

LI R NN
0.0‘?0011101!’1

* b.-IHOCOCD Qv‘...‘-‘-'llhlc' lc.n’

’

".I'l'.. ’

-

-y an

- h % v v
T bew

T
44

&k > A

»

’ b‘o
1
.

RFr*édesa

.. A
- sy oa,

L Y

- =
L4 - *
L LR
- . s g s 8
.avﬁt-.

" A - -
PO S o atee e - -
4 v hempyp
DRI -

IO RO
DR R R

‘v

.
rd

0’v‘o'-°.':o.-;a-o-.-....

v
- d

-_¢
LU R LYON ]
cnl OOllo - 0.00

+ -
A ada -

£

L

- -
LR N L U L B B
T e m . 4.,
LRI R |
-

.« 9

. » -
rnegranas e’y

v

‘l c‘-.- ’ I'I‘O‘D 5.4'0 .

» A

PO LN v+ m v .=
- - - 4 1 % b lO.-QO..t.!allb-o..OQ.ov-
. [ .-ou-‘v.r-...r.-t-‘o a mhas s o
P hs v ug o g EICRORTR .
" F 4+ vvYy s rew
1 4 4 409 b bgo
a4 a- -

-
»0

- d
1

-
L L I R D -
L4 LA B I o‘l *

Al

T " " F I Ad e
bsaamr v g

(‘1‘-'!"’5
0'0

n
LI S

-
*
A EEREERNER

et
~‘. L )
LY
- a
"y rH
* -

U
4 .

4w g e

LY

’

+ 4 ra
PR
R

aCeC

la
egf pA

re s

*

“ 4
rvemwr

Dis
Int

LE 13
r4d ru+an
&

LiLd
¢

';0-.1‘
LI
0.00-..0

=
»
.

RO
t
" » 0-‘0
s
e v

w 1
-

Nt hapn
1 3

d = v . v *
* P v e pavann Aoy oy LI i 4 a4 g a
hannr @b

LA AL L B L I N BN

-4
"IN S Ay

R EREEEENS
* a2 a2 m w0y pa e

L]
T raa

- he

. r s e .-
L B B R LA N B )
.l’(!!li...’.h‘!l!ll 6.!

re
.

-
.

e . o . L)
. - b s .
+ S an sy vy mtanme s e g L 4 144 4 raan.
. -0 ll..!.lOI.b.O. DOI’OO... a.odn.s ol * .-ac... . ‘

. r e aw
LI N Y N 0|IQIOI -OA.IOOOII .i‘b’l.lt-lv .‘atlili-bicol >rasn e lc e’

l’.t..

. L]
»'s"s’a toe’s .-t-.c.l

4.

Figure



CA 02082146 2004-08-10

53

DISPLAY

MO

OR

“ ww

=9 b

L

1A P e FH 4aa

-rreanaa
-% ¢ wuq
LR

“+ b 4
‘-‘.-II"’Q-.

Figure 5.



CA 02082146 2004-08-10

o

.-0”

7
7

... .
AL LI S
L L

S
Nl LA,

f
'S
-

]

1

*

O W

iCC

P

AN

4

T AR A A A VA A a A
" L LU L |

-
L J

WA o ey e

.
v e,
‘.:l
. &
*

Device Output

roosfdveobgrandbvaleote

L)
..
T YN

’

d
d
¥
LA LR N A |

¢

*

.

»

Pt st A rrr
-

Encryption Dev

d = s 8.9

r
4

"%

AR SN

'

tion

(2 a2

AP
WY

Encryp

face”

LIE L |

*

(r“om
nter
Output

" .

L

LA LN
LU A * -

v - > v - v * -
ras “« s a + m ‘ - LR »
. vo..a-01 . - v Jic.u.-oaf .- d’.l
v b & “wa 4 -4 e~ - »
COIL L N CCIEC I I O N « v ap
» * - hw g

.

.
- DL L LS
asdnanpedpn

Tty tanssPRla vt rsan LA L UL R
LAY TRy SN o OO ¢
. + = 8
L) - -~ s rw
-0.-00.;

1]

NANA A G

s =" e da ta

* b P> A gt v tm,y e
>

(3
4

e

’
4@

R P Sy
w-co \.o.oc”,.c
rrr U fe

* e

f‘ﬂﬁﬂﬂ'
WV VS Y MY R

L}
AE 4
LA

*

Interface

Computer
Input

l&.‘.

L

w

R
WO
oo

Y N

"
.

.
R
#04

re

O

*

A AN S S

e . LI
A" v ety
LU R O |
L]

LA

. PO

.ﬁ.\;-‘ -‘-..lo_- | Ool.ﬂob.doﬂ.ﬂ\; l“&.aﬁ.ﬂ% v

L)

L
awd

e
VTNV

»
OQ.Q;O»OQO“.t

rappey
-

*
B

dapsstar-rdspsdbannay

OQQ LA N nh»x’a.

LA

la
In teg'fage

.
AL
AT Sdameasa

61-0!.%-
‘) ‘0 i i._l ¢

. -
PRt
n

b‘o
-

D

.‘
-
*

:t.

LS
.
L

L)
- hw
- ¢ b
LA J

éuvaAaRsaNRE Y

- 9
- Ter =4avw
. \.

6

Figure



- v e'r'y
R0 2/ RPNy s

Data i/p erial # , Data o/p

ey

28 22

b

h
I
N

Nt ——

Key Second Part

-




	Page 1 - abstract
	Page 2 - abstract
	Page 3 - abstract
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - abstract drawing

