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Description

Title of Invention: ELECTRONIC DEVICE AND METHOD OF

[1]

[2]

[3]

[4]

[5]

[6]

[7]

OPERATING THE SAME
Technical Field

The present disclosure relates generally to an electronic device and a method of
operating the same, and for example, to an electronic device for detecting malwares

and a method of operating the same.

Background Art

As electronic devices, such as smart TVs, smart phones, and tablet PCs, are being
popularized lately, hardware and software of electronic devices are dramatically
developed, and thus operation environments of electronic devices are becoming similar
to those of PCs. Furthermore, various applications may be downloaded from the
internet or app stores to provide convenient functions demanded by users.

However, as various applications are downloaded, malwares including viruses,
worms, Trojan horses, and spywares are introduced into electronic devices and cause
damages including increased network traffic, system performance degradation, file
deletion, and personal information leakage.

Since a smart TV provides standardized interface and platform for applications and
may access the internet via a wireless communication, the number of malwares
targeting smart TVs are being rapidly increasing, where attacking methods of
malwares are also being diversified. Therefore, a method of detecting such malwares is

necessar y .
Disclosure of Invention

Solution to Problem

An electronic device that monitors suspicious activities performed by malicious
processes while the electronic device is being turned off, prevents and/or reduces the
suspicious activities from being performed, and detects malicious software and a
method of operating the electronic device are provided.
Advantageous Effects of Invention

According to an embodiment, an electronic device may monitor and block a
suspicious activity, such as opening of an important resource by malicious software,
even while the electronic device is being turned off.

According to another embodiment, an electronic device may detect malicious
software and delete a binary corresponding to the malicious software even while the

electronic device is being turned off, thereby protecting the electronic device.
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Brief Description of Drawings

These and/or other aspects will become apparent and more readily appreciated from
the following detailed description, taken in conjunction with the accompanying
drawings, in which like reference numerals refer to like elements, and wherein:

FIG. 1 is a diagram illustrating an example electronic device according to an example
embodiment;

FIG. 2 is a block diagram illustrating an example configuration of an electronic
device according to an example embodiment;

FIG. 3 is a block diagram illustrating an example configuration of an electronic
device according to another example embodiment;

FIG. 4 is a diagram illustrating an example method of operating a security module
according to an example embodiment;

FIG. 5 is a flowchart illustrating an example method of operating an electronic
device according to an example embodiment;

FIG. 6 is a flowchart illustrating an example method of operating an electronic

device according to an example embodiment.

Best Mode for Carrying out the Invention

An electronic device that monitors suspicious activities performed by malicious
processes while the electronic device is being turned off, prevents and/or reduces the
suspicious activities from being performed, and detects malicious software and a
method of operating the electronic device are provided.

Additional aspects will be set forth in part in the description which follows and, in
part, will be apparent from the description.

According to an aspect of an example embodiment, an electronic device includes
sensing circuitry configured to detect a power-off input regarding the electronic
device; a processor; a memory storing one or more programs including instructions to
be executed by the processor; the processor being configured to execute the one or
more programs to perform operations comprising, when the power-off input is sensed,
monitoring use of resources included in the electronic device by at least one process
and, if a resource to be opened by the at least one process is an important resource, for
preventing the resource from being opened.

The one or more programs may further include instructions for terminating the at
least one process if the resource to be opened by the at least one process is an
important resource.

The one or more programs may further include instructions for, when the power-off
input is sensed, invoking a power-off API, monitoring an activity of the at least one

process to open the resource after the power-off API is invoked, and determining
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whether the resource to be opened is an important resource.

The memory may include a security module that hooks the power-off API and an
"open" system call regarding the resource, thereby monitoring use of the resource by
the at least one process.

The processor may include a secure environment, and the one or more programs may
further include instructions for executing a security module in the secure environment.

The memory may store a first list including at least one binary that does not include a
valid digital signature and corresponds to a malicious software, and the one or more
programs may further include instructions for detecting a binary corresponding to the
at least one process and, if the detected binary is included in the first list, deleting the
binary corresponding to the at least one process.

The electronic device may further include a communicator including communication
circuitry that receives the first list from an external server.

The electronic device may further including a communicator, wherein the one or
more programs may further include instructions for, if the resource is the important
resource, generating a report regarding the activity of the at least one process attempted
to open the resource and, when the electronic device is rebooted, the communication
circuitry of the communicator is configured to transmit the report to an external server.

According to an aspect of another example embodiment, a method of operating an
electronic device includes, sensing a power-off input regarding the electronic device;
monitoring use of resources included in the electronic device by at least one process;
and, if a resource to be opened by the at least one process is an important resource,
preventing the resource from being opened.

The method may further include terminating the at least one process if the resource to
be opened by the at least one process is an important resource.

The method may further include, when power-off input is sensed, invoking a power-
off API, wherein the monitoring of the opening of the resources may include
monitoring an activity of the at least one process to open the resource after the power-
off API is invoked; and determining whether the resource to be opened is an important
resource.

The method may further include hooking the power-off API and an "open" system
call regarding the resource.

The method may further include storing a first list including at least one binary that
does not include a valid digital signature and corresponds to a malicious software;
detecting a binary corresponding to the at least one process; and, if the detected binary
is included in the first list, deleting the binary corresponding to the at least one process.

The method may further include receiving the first list from an external server.

The method may further include, if the resource is the important resource, generating
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a report regarding the activity of the at least one process attempted to open the
resource; and, when the electronic device is rebooted, transmitting the report to an
external server.

Mode for the Invention

Terminologies used in the description will be briefly described, and then the detailed
description of the disclosure will be given.

Although the terms used in the disclosure are selected from generally known and
used terms, some of the terms mentioned in the description may have been arbitrarily
selected by the applicant, the detailed meanings of which are described in relevant
parts of the description herein. Furthermore, the disclosure is understood, not simply
by the actual terms used but by the meaning of each term lying within.

In addition, unless explicitly described to the contrary, the word "comprise” and
variations such as "comprises” or "comprising” will be understood to imply the
inclusion of stated elements but not the exclusion of any other elements. In addition,
the terms "-er", "-or", and "module" described in the specification may refer, for
example, to units for processing at least one function and operation and can be im-
plemented by hardware components (e.g., including processing circuitry) or software
components and combinations thereof.

Reference will now be made in greater detail to example embodiments, examples of
which are illustrated in the accompanying drawings, wherein like reference numerals
refer to like elements throughout. In this regard, the present example embodiments
may have different forms and should not be construed as being limited to the de-
scriptions set forth herein. Accordingly, the embodiments are merely described below,
by referring to the figures, to explain aspects. As used herein, the term "and/or"
includes any and all combinations of one or more of the associated listed items. Ex-
pressions such as "at least one of,"” when preceding a list of elements, modify the entire
list of elements and do not modify the individual elements of the list.

FIG. 1 is a diagram illustrating an example electronic device 100 according to an
example embodiment.

As illustrated in FIG. 1, the electronic device 100 may be a TV. However, it is
merely an example embodiment, and the electronic device 100 may be implemented as
any electronic device including a display. For example, the electronic device 100 may
include a mobile phone, a tablet personal computer (PC), a digital camera, a
camcorder, a laptop computer, a desktop PC, an e-book port, a digital broadcast port, a
personal digital assistant (PDA), a portable multimedia player (PMP), a navigation
device, a MP3 player, and a wearable device, or the like. However, the present

disclosure is not limited thereto.
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The electronic device 100 provides standardized interface and platform for ap-
plication and may access the internet via a wireless communication. Furthermore, the
electronic device 100 may download various applications from the internet or
elsewhere.

The electronic device 100 may be controlled by a control device 200. The control
device 200 may be implemented as one of various types of devices for controlling the
electronic device 100, such as a remote controller or a mobile phone. The control
device 200 may include a power on/off button for turning the electronic device 100 on
or off. The control device 200 may also change a channel of the electronic device 100,
adjust a volume of the electronic device 100, select a ground wave broadcast, a cable
broadcast, or a satellite broadcast, or configure a setting.

Furthermore, the control device 200 may control the electronic device 100 by using
short-distance communication protocols including an infrared ray communication
protocol and Bluetooth protocol. The control device 200 may control functions of the
electronic device 100 by using at least one of keys (including buttons), a touch pad, a
microphone (not shown) capable of receiving a voice of a user, and a sensor (not
shown) capable of recognizing a motion of the control device 200.

In embodiments of the present specification, the term "user" refers to a person who
controls functions or operations of the electronic device 100 by using the control
device 200 and may include a viewer, an administrator, or an installation technician.

When a power-off input regarding the electronic device 100 is input, the electronic
device 100 may perform a power-off operation. For example, if an input that presses
the power-off button of the control device 200 is sensed, the electronic device 100 may
sense the input as a power-off command. However, the present disclosure is not
limited thereto.

When a power-off operation is initiated, the electronic device 100 closes resources
included in the electronic device 100 before the electronic device 100 is turned off. For
example, the electronic device 100 may control processes being executed on the
electronic device 100 to close resources.

The electronic device 100 may monitor whether at least one process exhibits a
suspicious activity while the power-off operation is being performed. Suspicious ac-
tivities may include an activity for using an important resource included in the
electronic device 100, an activity for accessing or modifying secure data, a secure
process, privacy data, a privacy process, confidential data, or a confidential process, an
activity for transmitting data to an external device, and an activity for downloading
data (e.g., a malicious payload) from an external device. However, the present
disclosure is not limited thereto.

When a suspicious activity is detected, the electronic device 100 may terminate the
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suspicious activity and delete a malicious process. Furthermore, the electronic device
100 may generate a report regarding the suspicious activity and the malicious process
and transmit the report to an external server.

FIG. 2 is a block diagram illustrating an example configuration of an electronic
device according to an example embodiment. The electronic device of FIG. 2 may be
an example embodiment of the electronic device of FIG. 1.

Referring to FIG. 2, an electronic device 100 according to an example embodiment
may include a sensor (e.g., including sensing circuitry) 110, a processor 120, and a
memory 130.

The sensor 110 may include various circuitry configured to sense a voice of a user,
an image of the user, or an interaction of the user.

The sensing circuitry of the sensor 110 may sense a power-off input regarding the
electronic device 100. For example, sensing a power-off input regarding the electronic
device 100 may include sensing input of a power-off button included in the electronic
device 100, sensing input of a power-off button included in the control device 200, a
power-off of the electronic device 100 based on a time setting, and sensing a voice or a
gesture of a user corresponding to a power-off command. However, the present
disclosure is not limited thereto.

The processor 120 may execute one or more programs stored in the memory 130.

The processor 120 may include a single core, dual cores, triple cores, quad cores, and
cores in multiples of 4. Furthermore, the processor 120 may include a plurality of
processors. For example, the processor 120 may include a main processor (not shown)
and a sub processor (not shown) that operates in a sleep mode.

The memory 130 may store various data, programs, or applications for operating and
controlling the electronic device 100. A program stored in the memory 130 may
include one or more instructions. A program (one or more instructions) or an ap-
plication stored in the memory 130 may be executed by the processor 120.

When a power-off input is sensed, the processor 120 may perform a power-off
operation. When the power-off operation is initiated, the processor 120 may monitor
whether at least one process exhibits a suspicious activity. The processor 120 may
monitor whether at least one process exhibits a suspicious activity between initiation of
a power-off operation and closure of resources by legitimate processes, between
closure of resources and power-off of the electronic device 100, or between power-off
of the electronic device 100 and power-on of the electronic device 100. However, the
present disclosure is not limited thereto.

When a suspicious activity is detected, the processor 120 may terminate the
suspicious activity and delete a malicious process. Here, suspicious activities may

include an activity for using an important resource included in the electronic device
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100, an activity for accessing or modifying secure data, a secure process, privacy data,
a privacy process, confidential data, or a confidential process, an activity for
transmitting data to an external device, and an activity for downloading data (e.g., a
malicious payload) from an external device. However, the present disclosure is not
limited thereto.

For example, when a resource to be used by at least one process is an important
resource, the processor 120 may prevent the process from accessing to the resource.
When a power-off input is sensed, the processor 120 may invoke a power-off API.
When at least one process requests an "open" system call for opening a resource after
the power-off API is invoked, the processor 120 may determine whether the resource
requested to be opened is an important resource. Here, if the resource requested to be
opened is an important resource, the processor 120 may prevent the corresponding
resource from being opened and terminate the process that requested to open the corre-
sponding resource.

Furthermore, the processor 120 may generate a report regarding a suspicious activity
or a suspicious process and control the electronic device 100 to be turned off. When
the electronic device 100 is rebooted, the processor 120 may transmit the generated
report to an external server (e.g., a security server).

FIG. 3 is a block diagram illustrating an example configuration of an electronic
device according to another example embodiment. An electronic device 300 of FIG. 3
may be another example embodiment of the electronic device 100 of FIG. 1.

Referring to FIG. 3, the electronic device 300 may include a controller 310, a display
320, a video processor 380, an audio processor 315, an audio output unit (e.g.,
including audio output circuitry) 325, a power supply 360, a tuner 340, a com-
municator (e.g., including communication circuitry) 350, a sensor (e.g., including
sensing circuitry) 330, an input/output unit (e.g., including input/output circuitry) 370,
and a storage unit 390.

The sensor 110 of FIG. 2 may correspond to the sensor 330 of FIG. 3, the processor
120 of FIG. 2 may correspond to the controller 310 of FIG. 3, and the memory 130 of
FIG. 2 may correspond to the storage unit 390 of FIG. 3. Descriptions similar to those
given above with reference to FIG. 2 will be omitted below.

The communicator 350 may include various communication circuitry configured to
connect the electronic device 300 to an external device under the control of the
controller 310. The controller 310 may transmit/receive content to/from an external
device connected thereto, download an application from the external device, or browse
web pages, via the communicator 350. Based on performance and structure of the
electronic device 300, the communicator 350 may include various communication

circuitry, such as, for example, and without limitation, at least one of a wireless LAN
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module 351, a Bluetooth module 352, and a wire Ethernet module 353. Furthermore,
the communicator 350 may include a combination of communication circuitry
including the wireless LAN module 351, the Bluetooth module 352, and the wire
Ethernet module 353. The communication circuitry of the communicator 350 may
receive a control signal of the control device 200 under the control of the controller
310. A control signal may be embodied as a Bluetooth signal, a RF signal, or a Wi-Fi
signal.

The communicator 350 may include various other communication circuitry,
including, but not limited to, short-range wireless communication modules other than
the Bluetooth module, e.g., a near field communication (NFC) module (not shown), a
Bluetooth low energy (BLE) module, etc.

The communication circuitry of the communicator 350 may transmit a report
regarding a malware to a security server and receive a binary list corresponding to the
malware.

The video processor 380 processes video data received by the electronic device 300.
The video processor 380 may perform various image processing operations with regard
to video data, such as decoding, scaling, noise filtering, frame rate conversion, and
resolution conversion.

The display 320 transforms an image signal, a data signal, an OSD signal, and a
control signal and generates a driving signal. The display 320 may be embodied as a
plasma display panel (PDP), a liquid crystal display (LCD), an organic light-emitting
display (OLED), a flexible display, or a 3-dimensional (3D) display. Furthermore, the
display 320 may be configured as a touch screen and may be used not only as an
output device, but also as an input device.

The display 320 displays a video included in a broadcasting signal received via the
tuner 340 under the control of the controller 310. Furthermore, the display 320 may
display content (e.g., moving pictures) input via the communicator 350 or the input/
output unit 370. The display 320 may output an image stored in the storage unit 390
under the control of the display 320. Furthermore, the display 320 may display a voice
user interface (UI) (e.g., a Ul including a voice command guide) for performing a
voice recognition task or a motion UI (e.g., a Ul including a user motion guide for
motion recognition) for performing a motion recognition task.

The audio processor 315 processes audio data. The audio processor 315 may perform
various audio processing operations including decoding, amplification, and noise
filtering with regard to audio data. Meanwhile, the audio processor 315 may include a
plurality of audio processing modules for processing audio data corresponding to a
plurality of contents.

The audio output unit 325 may include various audio output circuitry that outputs an
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audio included in a broadcasting signal received via the tuner 340 under the control of
the controller 310. Furthermore, the audio output unit 325 may output an audio (e.g., a
voice, a sound) input via the communicator 350 or the input/output unit 370. Fur-
thermore, the audio output unit 325 may output an audio stored in the storage unit 390
under the control of the controller 310. The audio output unit 325 may include at least
one of a speaker 326, a headphone output port 327, and a Sony/Philips digital interface
(S/PDIF) output port 328. The audio output unit 325 may include a combination of the
speaker 326, the headphone output port 327, and the S/PDIF output port 328.

The power supply 360 supplies power input from an external power source to
internal components of the electronic device 300 under the control of the controller
310. Furthermore, the sensor 330 may supply power output by one, two, or more
batteries (not shown) arranged in the electronic device 300 to the internal components
of the electronic device 300 under the control of the controller 310

The tuner 340 may tune and select frequency corresponding to a channel to be
received by the electronic device 300 from among a large number of frequency in-
gredients in a broadcasting signal that is received via a wire or wirelessly by am-
plifying, mixing, and resonating the broadcasting signal. Here, a broadcasting signal
includes an audio data signal, a video signal, and additional information (e.g.,
electronic program guide (EPG)).

The tuner 340 may receive a broadcasting signal in a frequency band corresponding
to a channel number (e.g., a cable broadcast No. 506) based on a user input (e.g., a
control signal received from the control device 200, such as a channel number input, a
channel up-down input, and a channel input on an EPG screen image).

The tuner 340 may receive a broadcasting signal from various sources, such as a
ground wave broadcasting service, a cable broadcasting service, a satellite
broadcasting service, and an internet broadcasting service. The tuner 340 may receive a
broadcasting signal from sources like an analog broadcasting service or a digital
broadcasting service. A broadcasting signal received by the tuner 340 is decoded (e.g.,
audio decoding, video decoding, or additional information decoding) and is split to an
audio signal, a video signal, and/or additional information. The audio signal, the video
signal, and/or the additional information obtained from the broadcasting signal may be
stored in the storage unit 390 under the control of the controller 310.

The electronic device 300 may include one tuner 340 or a plurality of tuners 340. The
tuner 340 may be integrated with the electronic device 300, may be embodied as an in-
dependent device (e.g., a set-top box (not shown)) having a tuner electrically
connected to the electronic device 300, or may be embodied as a tuner connected to the
input/output unit 370.

The sensor 330 includes various sensing circuitry that senses, for example, a voice of
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a user, an image of the user, or an interaction of the user. The sensor 330 may include
various sensing circuitry, such as, for example, and without limitation, a microphone
331, a camera 332, and a light receiver 333. However, the present disclosure is not
limited thereto.

[74] The microphone 331 receives a voice uttered by a user. The microphone 331 may
transform a received voice into an electric signal and output the electric signal to the
controller 310. The microphone 331 may be integrated with the electronic device 300
or may be embodied as an independent device. The independent microphone 331 may
be electrically connected to the electronic device 300 via the communicator 350 or the
input/output unit 370. It would be apparent to one of ordinary skill in the art that the
microphone 331 may be omitted according to performances and structures of the
electronic device 300. The microphone 331 may transform a voice corresponding into
a power-off input regarding the electronic device 300 to an electric signal and output
the electric signal to the controller 310.

[75] The camera 332 receives an image (e.g., successive frames) corresponding to a user’s
motion including a gesture within a recognition range of the camera 332. A user’s
motion may include a motion of a body part of the user, e.g., a face, a face expression,
a hand, a fist, a finger, etc. The camera 332 may transform a received image into an
electric signal and output the electric signal to the controller 310, under the control of
the controller 310. The camera 332 may transform a motion (gesture) corresponding
into a power-off input regarding the electronic device 300 to an electric signal and
output the electric signal to the controller 310.

[76] The controller 310 may select a menu displayed on the electronic device 300 by
using a result of recognizing a received motion or perform a task corresponding to the
result of the motion recognition, e.g., power on/off, changing channel, adjusting
volume, moving a cursor, etc.

[77] The camera 332 may include a lens (not shown) and an image sensor (not shown).
The camera 332 may provide optical zoom or digital zoom by using a plurality of
lenses and image processing techniques. The recognition range of the camera 332 may
vary according to angles of the camera 332 and surrounding environmental conditions.
If the camera 332 consists of a plurality of cameras, a 3-dimensional (3D) still image
or a 3D motion may be received by using the plurality of cameras.

[78] The camera 332 may be integrated with the electronic device 300 or may be
embodied as an independent device. An independent device (not shown) including the
camera 332 may be electrically connected to the electronic device 300 via the com-
municator 350 or the input/output unit 370.

[79] It would be apparent to one of ordinary skill in the art that the camera 332 may be

omitted according to performances and structures of the electronic device 300.
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The light receiver 333 receives an optical signal (including a control signal) from the
external control device 200 via an optical window (not shown) of the bezel of the
display 320. The light receiver 333 may receive an optical signal corresponding to a
user input (e.g., a touch, a press, a touch gesture, a voice, or a motion) from the control
device 200. A control signal may be extracted from the received optical signal under
the control of the controller 310.

The light receiver 333 may receive an optical signal corresponding into a power-off
input regarding the electronic device 300 from the control device 200.

The input/output unit 370 may include various input/output circuitry that receives a

video (e.g., moving pictures, etc.), an audio (e.g., voice, music, etc.), and additional in

formation (e.g., an EPG, etc.) from outside of the electronic device 300 under the
control of the controller 310. The input/output unit 370 may include various input/
output circuitry, including, for example, and without limitation, at least one of a high-
definition multimedia interface port 371, a component jack 372, a PC port 373, and a
USB port 374. The input/output unit 370 may include a combination of input/output
circuitry, including, for example, the HDMI port 371, the component jack 372, the PC
port 373, and the USB port 374.

It would be apparent to one of ordinary skill in the art that configurations and op-
erations of the input/output unit 370 may vary according to embodiments of the present
disclosure.

The controller 310 controls the overall operations of the electronic device 300,
controls signal flows between internal components of the electronic device 300, and
processes data. When a user input is applied or a certain condition is satisfied, the
controller 310 may execute an operating system (OS) and various applications stored
in the storage unit 390.

The controller 310 may process an image signal and input the processed image signal
to the display 320. Therefore, an image corresponding to the corresponding image
signal may be displayed at the display 320. Furthermore, the controller 310 may
control the electronic device 300 based on a user command sensed by the sensor 330 or
an internal program.

The controller 310 may include a RAM 381 that stores a signal or data received from
outside of the electronic device 300 or is used as a storage area corresponding to
various tasks performed by the electronic device 300, a ROM 382 having stored
therein control programs for controlling the electronic device 300, and a processor 383.

The processor 383 may include a graphics processing unit (GPU) (not shown) for
processing graphics data corresponding to a video. The processor 383 may be
embodied as a system-on-chip (SoC) having integrated thereon a core (not shown) and
a GPU (not shown).
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A graphics processor 384 generates a screen image including various objects, such as
icons, images, and texts, by using a processor (not shown) and a renderer (not shown).
The processor calculates property values, such as coordinate values, shapes, sizes, and
colors, for displaying respective objects according to a layout of a screen image by
using a user input sensed by the sensor 330. The renderer generates screen images
having various layouts including objects based on property values calculated by the
processor. A screen image generated by the renderer is displayed within a display area
of the display 320.

First through nth interfaces 385-1 through 385-n are connected to the above-stated
components. One of the first through nth interfaces 385-1 through 385-n may be a
network interface that is connected to an external device via a network.

The RAM 381, the ROM 382, the processor 383, the graphics processor 384, and the
first through nth interfaces 385-1 through 385-n may be connected to one another via
an internal bus 386.

In the present embodiment, the term ‘control unit’ may, for example, include the
processor 383, the ROM 382, and the RAM 381.

The storage unit 390 may include a memory or storage that stores various data,
programs, or applications for operating and controlling the electronic device 300 under
the control of the controller 310. The storage unit 390 may store signals or data input/
output in correspondence to operations of the video processor 380, the display 320, the
audio processor 315, the audio output unit 325, the sensor 330, the tuner 340, the com-
municator 350, the sensor 330, and the input/output unit 370. The storage unit 390 may
store control programs for controlling the electronic device 300 and the controller 310,
applications initially provided by a manufacturer of the electronic device 300 or
downloaded from outside, graphical user interfaces (GUI) related to the applications,
objects (e.g., images, texts, icons, buttons, etc.) for providing the GUIs, user in-
formation, documents, databases, or data related thereto.

Furthermore, the storage unit 390 may store a list of important resources and a binary
list regarding malwares.

According to an embodiment, the term "storage unit" may, for example, include the
storage unit 390, the ROM 382 and the RAM 381 of the controller 310, and/or a
memory card (not shown) attached to the electronic device 300 (e.g., a micro SD card,
a USB memory, etc.). Furthermore, the storage unit 390 may include a non-volatile
memory, a volatile memory, a hard disk drive (HDD), or a solid state disk (SSD).

Although not shown, the storage unit 390 may include a broadcast receiving module,
a channel control module, a volume control module, a communication control module,
a voice recognition module, a motion recognition module, an optical receiving module,

a display control module, an audio control module, an external input control module, a
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power control module, a module for controlling a wirelessly connected external device
(e.g., connected via a Bluetooth communication), a voice database (DB), or a motion
DB. The modules (not shown) and the DB (not shown) of the storage unit 390 may be
embodied in the form of software for controlling the electronic device 300 to perform a
broadcast reception control function, a channel control function, a volume control
function, a communication control function, a voice recognition function, a motion
recognition function, an optical reception control function, a display control function,
an audio control function, an external input control function, a power control function,
or a function for controlling a wirelessly connected external device (e.g., connected via
a Bluetooth communication). The controller 310 may perform the above-stated
functions by using the software modules stored in the storage unit 390.

Meanwhile, software including a security module may be stored in the storage unit
390. A security module is a program module that supports hardware certification,
permission, secure storage, and malware detection. Operations of a security module
according to an embodiment will be described below in detail with reference to FIG. 4.

Meanwhile, the block diagrams of the electronic devices 100 and 300 illustrated in
FIGS. 2 and 3 are block diagrams illustrating mere example embodiments.
Components illustrated in FIGS. 2 and 3 may be integrated with one another, may
include additional components, or may be omitted according to the specifications of
the actual electronic devices 100 and 300. In other words, if necessary, two or more
components may be combined into a single component or a single component may be
split into two or more components. Furthermore, functions performed by respective
components are merely for describing embodiments and do not construe the present
disclosure.

FIG. 4 is a diagram illustrating an example method of operating a security module
according to an example embodiment.

As illustrated in FIG. 4, processes 410 executed on an electronic device according to
an example embodiment may include a legitimate process 413 and a suspicious process
415. For example, the legitimate process 413 may refer to a legitimate process that is
performed to turn off the electronic device 100 after a power-off input is sensed. When
a power-off input is sensed, the legitimate process 413 closes resources included in the
electronic device 100.

On the other hand, the suspicious process 415 may refer to a process that accesses or
attempts to use an important resource of the electronic device 100 after a power-off
input is sensed.

A resource 430 may include a device resource. Device resource refers to a
component of hardware, software, or data included in the electronic device 100 and

may include data or routines that may be utilized by programs. For example, software



14

WO 2017/104977 PCT/KR2016/013156

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

resource may include programs, utilities, and small components in programs, whereas
data resources may include accessible files or accessible databases.

Important resources included in the electronic device 100 according to an em-
bodiment may include, for example, a camera, a microphone, a network, and a file
system, but are not limited thereto.

The security module 420 may refer, for example, to a module for monitoring whether
at least one process exhibits a suspicious activity between initiation of a power-off
operation and closure of resources by legitimate processes, between closure of
resources and power-off of the electronic device 100, or between power-off of the
electronic device 100 and power-on of the electronic device 100.

For example, the security module 420 may be configured to hook a power-off APU
and an "open" system call. After a power-off input is sensed and a power-off API is
invoked, if an "open" system call for opening a resource is requested by at least one
process, the security module 420 may detect the corresponding resource requested to
be opened.

The security module 420 may determine whether the detected resource is an
important resource. For example, the security module 420 may determine whether the
detected resource is an important resource by determining whether the detected
resource is included in an important resource list. However, the present disclosure is
not limited thereto.

If the detected resource is not an important resource, the process requested to open
the detected resource may be a legitimate process, and the corresponding resource may
be permitted to be opened.

On the other hand, if the detected resource is an important resource, the security
module 420 may prevent the detected resource from being opened by the process and
terminate the process.

A binary regarding each process according to an example embodiment may be
included in one of a blacklist, a white list, and an unknown list.

For example, a binary that does not include a valid digital signature of a manu-
facturer and has been previously confirmed as a malware may be included in a
blacklist, a binary with a valid digital signature of a manufacturer may be included in a
white list, and a binary that does not include a valid digital signature of a manufacturer
and has not been previously confirmed as a malware may be included in an unknown
list.

The electronic device 100 may include at least one of a black list, a white list, and an
unknown list or receive the same from an external server.

The security module 420 may determine which of the lists includes a binary

regarding a process that attempted to open a resource. If the binary regarding the
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process that attempted to open the resource is included in the black list or the unknown
list, the security module 420 may delete the binary.

Furthermore, the security module 420 may generate a report regarding the detected
resource and the process that attempted to open the resource. Here, the report may
include name of the process, name of the binary, a binary hash (MD5 or SAH-256),
name of the resource that the process attempted to open, and a binary file. However,
the present disclosure is not limited thereto. The security module 420 may transmit the
generated report to an external server when the electronic device 100 is rebooted.

The security module 420 may be software executed in a secure world of a processor
to be protected from malwares. A processor according to an embodiment may include
a secure world and a normal world for executing normal software. The secure world is
a world separated from the normal world for higher security level than the normal
world, where a separate secure OS is installed and executed in the secure world. Fur-
thermore, the secure world may communicate with the normal world via a limited
interface.

FIG. 5 is a flowchart illustrating an example method of operating an electronic
device according to an example embodiment.

Referring to FIG. 5, an electronic device 100 may sense a power-off input (operation
S510).

For example, the electronic device 100 may sense input of a power-off button
included in the electronic device 100, sense input of a power-off button included in a
control device 200, or sense a voice or a gesture of a user corresponding to a power-off
command. Alternatively, if a time to turn off the electronic device 100 is set in
advance, the electronic device 100 may sense whether the set time arrived. However,
the present disclosure is not limited thereto.

When a power-off input is sensed, the electronic device 100 may monitor opening of
resources by at least one process (operation $520).

When a power-off input is sensed, the electronic device 100 may monitor opening of
resources by at least one process between initiation of a power-off operation and
power-off of the electronic device 100. Alternatively, the electronic device 100 may
monitor opening of resources by at least one process between power-off of the
electronic device 100 and power-on of the electronic device 100.

When an "open" system call regarding a resource is requested by at least one process,
the electronic device 100 may determine whether the resource requested to be opened
is an important resource (operation S530).

If the resource requested to be used is an important resource, the electronic device
100 may prevent the corresponding resource from being opened by the process
(operation S540).
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Meanwhile, the electronic device 100 according to an embodiment may monitor not
only whether a resource is opened by at least one process, but also whether at least one
process exhibits a suspicious activity. For example, the electronic device 100 may
detect an activity for using an important resource included in the electronic device 100,
an activity for accessing or modifying secure data, a secure process, privacy data, a
privacy process, confidential data, or a confidential process, and an activity for
downloading data (e.g., a malicious payload) from an external device. However, the
present disclosure is not limited thereto. When a suspicious activity is detected, the
electronic device 100 may terminate the suspicious activity.

FIG. 6 is a flowchart illustrating an example method of operating an electronic
device according to an example embodiment.

Referring to FIG. 6, an electronic device 100 may sense a power-off input (operation
S610).

When a power-off input is sensed, the electronic device 100 may invoke a power-off
API (operation $620).

The electronic device 100 may sense an activity of at least one process for opening a
resource (operation S630). For example, in case of opening a resource included in the
electronic device 100, at least one process may request an "open" system call regarding
the resource.

When an "open" system call is requested, the electronic device 100 may detect a
resource to be opened (operation S640). For example, the electronic device 100 may
fetch information regarding a resource to be opened and a process attempting to open
the resource by using parameters included in an "open" system call.

The electronic device 100 may determine whether a detected resource is an important
resource (operation S650). For example, the electronic device 100 may determine the
detected resource is an important resource by determining whether the detected
resource is included in an important resource list. However, the present disclosure is
not limited thereto.

If the detected resource is not an important resource, the detected resource may be
permitted to be opened (operation S660).

On the other hand, if the detected resource is an important resource, the electronic
device 100 may prevent the detected resource from being opened by the process and
terminate the process (operation S670).

Furthermore, if a binary regarding the process that attempted to open the detected
resource does not include a valid digital signature of a manufacturer, the electronic
device 100 may delete the corresponding binary.

Furthermore, the electronic device 100 may generate a report regarding the detected

resource and the process that attempted to open the detected resource (operation S680).
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Here, the report may include name of the process, name of the binary, a binary hash
(MDS5 or SAH-256), name of the resource that the process attempted to open, and a
binary file. However, the present disclosure is not limited thereto.

The electronic device 100 may be turned off (operation S685).

When the electronic device 100 is rebooted, the electronic device 100 may transmit
the generated report to an external server (operation $690).

Meanwhile, although the operation S610 and the operation S620 show a case where
the power-off input is sensed and the power-off API is invoked, the present disclosure
is not limited thereto.

For example, in the electronic device 100, the operations S630 through S690 may be
performed even when an IoT API is invoked in order to perform operations related to
the Internet of Things (IoT) or a business-to-business (B2B) API is invoked in order to
perform B2B-related operations.

According to an embodiment, an electronic device may monitor and block a
suspicious activity, such as opening of an important resource by malicious software,
even while the electronic device is being turned off.

According to another embodiment, an electronic device may detect malicious
software and delete a binary corresponding to the malicious software even while the
electronic device is being turned off, thereby protecting the electronic device.

The above-described example embodiments of the present disclosure may be im-
plemented as programmable instructions executable by a variety of computer
components and stored in a non-transitory computer readable recording medium. The
non-transitory computer readable recording medium may include program instructions,
a data file, a data structure, or any combination thereof. The program instructions
stored in the non-transitory computer readable recording medium may be designed and
configured specifically for the present disclosure or can be publicly known and
available to those of ordinary skill in the field of software. Examples of the non-
transitory computer readable recording medium include a hardware device configured
to store and perform program instructions, for example, a magnetic medium, such as a
hard disk, a floppy disk, and a magnetic tape, an optical recording medium, such as a
CD-ROM, a DVD, and the like, a magneto-optical medium, such as a floptical disc, a
ROM, a RAM, a flash memory, and the like. Examples of the program instructions
include machine codes made by, for example, a compiler, as well as high-level
language codes executable by a computer using an interpreter.

While one or more example embodiments have been described with reference to the
figures, it will be understood by those of ordinary skill in the art that various changes
in form and details may be made therein without departing from the spirit and scope as

defined by the following claims.
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Claims

An electronic device comprising:

a sensor including sensing circuitry configured to detect a power-off
input regarding the electronic device;

a processor;

a memory storing one or more programs including instructions to be
executed by the processor; and

the processor being configured to execute instructions of the one or
more programs to perform operations comprising, monitoring use of
resources included in the electronic device by at least one process when
the power off input is detected, and preventing a resource {from being
opened if the resource to be opened by the at least one process is a pre-
determined resource.

The electronic device of claim 1, wherein the one or more programs
further comprise instructions for terminating the at least one process if
the resource to be opened by the at least one process is the prede-
termined resource.

The electronic device of claim 1, wherein the one or more programs
further comprise instructions for invoking a power-off API when the
power-off input is detected, monitoring an activity of the at least one
process to open the resource after the power-off API is invoked, and
determining whether the resource to be opened is the predetermined
resource.

The electronic device of claim 3, wherein the memory comprises a
security module configured to hook the power-off API and an open
system call regarding the resource, to monitor opening of the resource
by the at least one process.

The electronic device of claim 4, wherein the processor comprises a
secure environment, and

the one or more programs further comprise instructions for executing
the security module in the secure environment.

The electronic device of claim 1, wherein the memory stores a first list
comprising at least one binary that does not include a valid digital
signature and corresponds to a malicious software, and

the one or more programs further comprise instructions for detecting a
binary corresponding to the at least one process and deleting the binary

corresponding to the at least one process if the detected binary is
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included in the first list.

The electronic device of claim 6, further comprising communication
circuitry configured to receive the first list from an external server.

The electronic device of claim 1, further comprising communication
circuitry,

wherein the one or more programs further comprise instructions for
generating a report regarding the activity of the at least one process at-
tempting to open the resource if the resource is the predetermined
resource, and transmitting the report to an external server when the
electronic device is rebooted.

A method of operating an electronic device, the method comprising:
sensing a power-off input received by the electronic device;
monitoring use of resources included in the electronic device by at least
one process; and

preventing the resource from being opened if the resource to be used by
the at least one process is a predetermined resource.

The method of claim 9, further comprising terminating the at least one
process if the resource to be used by the at least one process is the pre-
determined resource.

The method of claim 9, further comprising, invoking a power-off API
when receiving a power-off input is sensed,

wherein the monitoring of the use of the resources comprises:
monitoring an activity of the at least one process to open the resource
after the power-off API is invoked; and

determining whether the resource to be opened is the predetermined
resource.

The method of claim 11, further comprising hooking the power-off API
and an open system call of the resource.

The method of claim 9, further comprising:

storing a first list comprising at least one binary that does not include a
valid digital signature and that corresponds to malicious software;
detecting a binary corresponding to the at least one process; and,
deleting the binary corresponding to the at least one process if the
detected binary is included in the first list.

The method of claim 13, further comprising receiving the first list from
an external server.

The method of claim 9, further comprising:

generating a report regarding the activity of the at least one process
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attempted to open the resource if the resource is the predetermined
resource; and,
transmitting the report to an external server when the electronic device

is rebooted.
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