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(57) Abstract: A method for providing spectral and temporal stealthy information transmitted over an optical communication chan -
nel, according to which, at the transmitting side, the power spectral density of a pulse sequence bearing the information is reduced
by encrypting the temporal phase of the pulse sequence. The power of the pulse sequence is spread in the frequency domain, to be
below the noise level, by sampling the pulse sequence. Spectral phase encoding is used to temporally spread the pulse sequence and
to prevent coherent addition of its spectral replicas in frequency domain. The resulting signal, encrypted both in time and frequency
domains, is then transmitted. Spectral phase decoding is performed at the receiving side by performing coherent detection and fold -
ing all the spectral replicas of the transmitted signal to the baseband by means of sampling. The temporal phase of the signal is de-
crypted and the information which is delivered by the pulse sequence is decoded.
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' SPECTRAL AND TEMPORAL STEALTHY FIBER OPTIC
COMMUNICATION USING SAMPLING AND PHASE ENCODING
DETECTION SYSTEM

Field of the invention

The present invention vrelates to the field of secure optical data
communication. More particularly, the invention relates to a method and
system for providing spectral and temporal stealthy fiber optic

communication, by using sampling and phase encoding.

Background of the Invention

The rapid spread of optical communication systems has increased the need
for proper security solutions, in order to prevent eavesdropping and jamming.
Existing Spread Spectrum encryption techniques are considered to be
appropriate for optical communication systems, due to their large bandwidth
which enables to achieve high processing gain [1]. In addition, methods for
encrypting transmission using Optical Coherent Optical Code-Division
- Multiple-Access (OCDMA) are proposed in [2-4]. According to these methods,
the signal is encrypted in the time domain using a dispersive element which
encodes the spectral phase of the signal. By implementing the approaches
presented in [5,6], the temporal phase of the dispersed signal is encoded
using a Temporal Phase Encoder (TPE), thereby assigning different phase to
each spectral component. However, by using these encryption methods while
transmitting outside the bandwidth of a public channel, the spectral
concealment of the signal is not always assured since, the signal is not
necessarily spectrally hidden under the noise level. If the signal is not
concealed in the frequency domain, an adversary that coherently detects and

samples the signal can perform Discrete Fourier Transform (DFT) and
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disclose the spectral amplitude of the signal. Therefore, the transmitted

signal is not spectrally stealthy.

All the methods described above failed to propose a method and system for
providing stealthy fiber optic communication, which prevents eavesdropping

and jamming both in spectral and temporal domains.

It is an object of the present invention to provide a method that allows

transmitting a signal with reduced power spectral density.

It is another object of the present invention to provide a method that allows
transmitting a signal, while keeping it below the noise level in the frequency

domain.

Other objects and advantages of the invention will become apparent as the

description proceeds.

Summary of the Invention

The present invention is directed to a method for providing spectral and
temporal stealthy information transmitted over a fiber optic communication
channel, comprising:

At the transmitting side:

a) reducing the powei' spectral density of a pulse sequence bearing
the information by encrypting the temporal phase of the pulse
sequence, thereby preventing the coherent addition of the
temporal pulses in the frequency domain;

b) spreading the power of the pulse sequence in the frequency
domain, to be below the noise level, by sampling the pulse

sequence;
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¢) performing spectral phase encoding to temporally spread the
pulse sequence and to prevent the coherent addition of the
spectral replicas by an eavesdropper;

d) transmitting the resulting signal, encrypted both in time and

- frequency domains, such that the transmitted signal is below
the noise level in both domains;
At the receiving side:

e) performing spectral phase decoding;

f) performing coherent detection;

g) folding all the spectral replicas of the transmitted signal to the
baseband by means of sampling, thereby coherently adding all
its spectral replicas at the baseband and reinforcing the PSD of
the signal;

h) decrypting the temporal phase of the signal; and

i) decoding the information which is delivered by the pulse

sequence.

The information carrying signal may be encrypted by:

a) multiplying each pulse is by a different temporal phase term;

b) sampling the pulse sequence to obtain its spectral spreading in.
the frequency domain by a sampler; and

¢) encrypting the spectral phase of the signal, in order to spread its
amplitude below the noise level in time domain and to prevent
coherent addition of its spectral replicas in frequency domain;
and

d) amplifying the amplitude of the signal, by an amplifier (e.g., an
Erbium doped fiber amplifier).

The received signal may be decrypted by:
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a) performing optical spectral phase decoding followed by coherent
detection;

b) sampling the received signal and folding all its spectral replicas
to fold into the baseband, where they’are coherently added;

¢) passing the added replicas through a matched filter;

d) decoding the temporal phase of the received signal; and

e) sampling the signal; and

f) recovering the original bit sequence by means of a decision
circuit that performs coherent detection, followed by low pass

filtering.

The decryption may include dispersion compensation followed by spectral
phase decoding. An analog sampler may be implemented by a modulator that

transmits a burst of the optical signal.

The present invention is directed to a system for providing spectral and
temporal stealthy information transmitted over a fiber optic communication -
channel, that comprises: |

a) A transmitter that includes:

a.1) a Temporal Phase Encoder for reducing the power spectral
density of a pulse sequence bearing the information by encrypting
the temporal phase of the pulse sequence, thereby preventing the
coherent addition of the pulses in the frequency domain;

a.2) a sampler for spreading the power of the pulse sequence in
the frequency domain, to be below the noise level, by sampling the
pulse sequence;

a.3) a Spectral Phase Encoder for performing spectral phase
encoding to temporally spread the pulse sequence and prevent

coherent addition of its spectral replicas in frequency domain;
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a.4) circuitry transmitting the resulting signal, encrypted both
in time and frequency domains; k

b) A receiver that includes:

b.1) a Spectral Phase Decoder for performing spectral phase
kdecoding followed by a coherent detector;

b.2) a sampling circuitry for folding all the spectral replicas of the
transmitted signal to the baseband followed by a matched filter; and

b.3) a Temporal Phase Decoder followed by a decision circuit, for
reconstructing the PSD of the transmitted signal; and

b.4) a sampler folloWed by a decision circuit decoding the

information delivered by the pulse sequence.

Brief Description of the Drawings

The above and other characteristics and advantages of the invention will be

better understood through the following illustrative and non-limitative

detailed description of preferred embodiments thereof, with reference to the

appended drawings, wherein:

Fig. 1 illustrates an analog implementation of the proposed
communication channel, according to a preferred embodiment of the

invention;

Fig. 2 illustrates a digital implementation of the proposed
communication channel, according to a preferred embodiment of the

invention;

Fig. 3 illustrates the SNR after decoding for the authorized user and

an adversary;

Fig. 4 illustrates BER after decoding for the authorized user and an

adversary; and
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- Fig. 5 illustrates the decoded pulse sequence in time and frequency

domains for the authorized user and the adversary.

Detailed Description of Preferred Embodiments

The system proposed by the present invention is related to a method for
encrypting fiber-optic communications in both frequency and time domains.
The encryption method proposed by the present invention is based on
encrypting the temporal phase of the pulse sequence, thereby reducing its
power spectral density. The power spectral density of the pulse sequence
bearing the information is spread in the ﬁ'eque‘ncy domain below the noise
level by means of sampling. In addition, temporal phase encryption prevents
the coherent addition of the various pulses in the frequency domain, so as to
further reduce the signal power spectral density. This way, there is no need
to transmit the signal within the bandwidth of a public user in order to
spectrally conceal the signal. Temporal spreading of the pulse sequence is
achieved by spectral phase encoding, resulting in a stealthy temporal and
spectral transmission. Spectral phase encryption is subsequently applied to
spread the signal in the time domain and prevent the eavesdropper from
observing the signal in the frequency domain by coherently adding its
spectral replicas at the baseband. Hence, at the end of the encryption process,
the pulse sequence is spread below the noise level in the time and ﬁequeﬁcy

domains.

According to the proposed encryption method, the spectral amplitude of the
signal is deliberately spread wide, essentially enabling transmitting a signal
with low power spectral density (PSD), while keeping the signal’s power

below the noise level in the frequency domain. The spectral spreading is



WO 2013/011500 PCT/IL2012/000280

7

achieved by sampling the signal. At the receiver, all the spectral replicas of
the signal are folded to the baseband. Therefore, the PSD of the signal is
reconstructed and in turn, the Signal to Noise Ratio (SNR) is improved. This
is achieved by coherently adding all the signal's spectral replicas at the
baseband (hence the signal is reinforced) whereas the spectral replicas of the

noise are added incoherently (consequently they are averaged to a low value).

When an information source 11 generates a bit sequence which modulates an

optical carrier with frequency £, , the modulation results in the pulse sequence
s(t), which should be encrypted both in time and frequency domains. Each
pulse p(7) in the sequence has a pulse width 7and a double sided bandwidth
Af. The gap between two sequential pulses in the time domain isAs,

satisfying Ar>T.

A digital implementation of the proposed communication system is
illustrated in Fig. 2. For the simplicity of the mathematical analysis, an

equivalent analog system is discussed and presented in Fig. 1.

At -the first stage, each pulse is niultiplied by a different temporal phase
term. Accordingly, the addition of the Fourier Transform (FT) of the various
pulses in the signal bandwidth is incoherent, thus reducing the PSD of s(r).
Then, a sampler 13 with sampling frequency Af is applied to have M =BW/Af
spectral replicas of the signal in the frequency domain, where Bw 1is the
communication system bandwidth. An analog sampler can be implemented
by a modulator that transmits a burst of the optical signal, each 1/Ar Sec. In

addition, the spectral phase of the signal is optically encoded, thereby

spreading the signal in the time domain. Finally, the signal's amplitude is
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amplified by VM in order to compensate for the attenuation of the spectral
amplitude of the signal stemming from the spectral spreading of the signal

due to the sampling. White Gaussian noise n(r) (Additive White Gaussian
Noise - AWGN) is added due to amplification and channel noises. The signal

spreading in time and frequency domains keeps it below the noise level in

both domains.

The proposed decryption process begins with optical spectral phase decoding,
followed by coherent detection. The signal is subsequently sampled at
sampling frequency Af in order to fold all its spectral replicas to the
baseband where they are coherently added. Then, a filter 14 matched to p(¢)
is applied. Finally, the temporal phase of the signal is decoded by a Temporal
Phase Decoder (TPD) 19 and the signal is sampled with sampling interval Ar.

The original bit sequence is recovered by a decision circuit 15.

Encoder configuration

When a bit sequence modulates an optical carrier, a pulse sequence is

generated and represented by the analytical signal:

(1) =3 a,p (- AT = b(1) e Eq. 1)

where {a,}' are statistically independent Bernoulli distributed random

variables with equally probable values 0 and 1, p(¢) is real and:

b()= a, p(t - nat) Eq. 2)

n=l

is the baseband pulse sequence carried by the optical carrier.

The temporal phase of the signal is encoded with the following phase:
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p(t)= gkd)nrect(t—AntAt) (Eq. 3)

Hence, the analytical signal at point 1 in Fig. 1 resulting from the temporal

phase encoding is:

N
5 ()= s(t)ejp(') = > a,e’ p(t—nAt)e” = b (t)e* (Eq. 4)
n=1

where the phases {®,}" encoding the temporal phase of the pulse sequence

can get Q; possible values, equally spaced between 0 and 27, and:

b(t)= iane’m"p(t ~nAt) (Eq. 5)

n=1

is the temporal phase encoded baseband pulse sequence having FT 5 (f). The
FT of 5(t) is S (f)=B(f-1)-

The signal is subsequently sampled, yielding the analytical signal s, (¢) at
point 2. If the bandwidth of the communication system is BW, the sampled
signal has the following FT:

| e | ey

SN=gr 2 S(-mi)=r= 3 E(f-mf-f) (Eq. 6)

(M-1)12 (M-1)r2

where M =BW/Af is the number of spectral replicas of S§,(f)/YM in the

frequency domain, generated due to the sampling.

Then, the spectral phase of the signal is encoded by a Spectral Phase Encoder
(SPE) 16. A Fast Fourier Transform (FFT) is performed at the input to the
SPE 16 and an Inverse Fast Fourier Transform (IFFT) is performed at the
output of the SPE 16.
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The spectral phase encoding has two goals. The first goal is signal spreading
in the time domain, in order to conceal it under the noise level. The second
goal is to prevent reconstruction of the signal spectral amplitude by an
eavesdropper that samples the signal in order to coherently add its spectral
replicas at the baseband, while the spectral replicas of the noise are added
incoherently. The spectral phase encryption turns the addition of the spectral
replicas to incoherent addition. This way, the signal is kebt bellow the noise

level in the frequency domain.

The phase encrypting the spectral frequency of the signal has the following
form in the positive frequency domain:

(K-1)/2 _ _
V() 3 e IHIL ) ®a. 7)

Where Kk =BW/5f is the number of phase bins in the communication system

bandwidth and {,}""  getting Qr possible values equally spaced between 0

k=—{K-1)/2

and 2z. In addition:

-], B0 0
The spectral phase encoding can be implemented by the method described in
[7] based on the one proposed in [8]. This method seems to be more suitable
for the approach proposed by the present invention, rather than other
methods [9-11] due to the high spectral bandwidth, resolution and
addressability it enables. In addition, this spectral phase encoding makes the
encryption of many Wavelength-Division Multiplexing (WDM) channels, at

once, possible.

Consequently, the spectral phase encoded analytical signal at point 3, s,(¢)

has FT:
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M e

— ejw( ). —m
(=8N =2z 3 S(7-m) Eq. 9)

An Erbium doped fiber amplifier is then used to amplify the signal by Jar ,
in order to compensate for the attenuation of the signal's spectral amplitude

stemming from the spectral spreading of the signal due to the sampling.

After transmission, white Gaussian noise »(r) with autocorrelation
R(t)=c"6(¢) and FT N(f) is added to the signal, due to amplifier and channel
noises. Since N(f) is a white Gaussian noise with autocorrelation
R,(f)=0?5(f), the noise is represented by the analytical signal n,(r) having

FT 2u(f)N(f) where u(f) is the step function:

-y 130 (Eq. 10)

Thus, the analytical signal s,(¢) at point 4 is:

5, (1) =VMs, (t)+n,(2) (Eq. 11)
with FT:
(=TS, ()1 (V)= 3 S (7-maf)r (V) (Ba 1)

The signal spreading in the time and frequency domains keeps the signal

below the noise level, resulting in a stealthy signal in both domains.

Decoder configuration

The decryption process begins with dispersion compensation followed by
spectral phase decoding. Chromatic dispersion can be either compehsated by
dispersion compensating fibers or can be avoided by using dispersion shifted
fibers for transmission. Polarization Mode Dispersion (PMD) can be

compensated using the coherent method offered in [9]. The PMD
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compensation dynamics should be in the sub-MHz rate and thus can be

compensated after the decryption process when the bit rate is reduced to Af

(which typically has the magnitude of a few GHz). Spectral phase decoding
can be optically implemented by a Spectral Phase Decoder (SPD) 12, which
multiplies the FT of the analytical signal with ¢*"). The bandwidth of the
SPD is BW, giving rise to the analytical signal s,(¢) at point 5, with FT:

5.(f)= S(f)rect(f f) w0y _

(M-1)/2

= Z S(f- mAf)+2N(f)rect[f fj“”'(f) ’ Eq. 13)

m=—(M-1)/2
The signal is then coherently detected and passed through a low pass filter
with bandwidth BW, yielding the electrical analytical signal s (¢) at point 6

which has FT:
S(1) =55, +£)=

:.1.[ 5 Bl(f-mM)uN(f+Jz)rect(5%)e-w<f+f»} Eq. 14)

m=--{M~1)/2

Using the following notations for the detected noise and spectral phase
encoding: NAf)=N(f+1) (Eq. 15)
v (f)=v(f+1) (Eq. 16)

Eq. 14 can be written as:

Se(f)=8s(f+/)=

1 M-1/2 f vl
1S Bl(f—mAf)+2Nd(f)rect(B—W]e v Eq. 17)

2 m=-(M~1)/2

A sampler having a transfer function with bandwidth BW and sampling
frequency Af is subsequently applied to fold the spectral replicas of the signal

to the baseband, resulting in the analytical signal s,(7) at point 7. The FT of

the signal is:
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| e
S; (f):Ss (f)*ml=_(g;l)/25(f—lAf):

1 (M-1)r2 (M-1)/2

= B (f —mAf —IAf)+
WM 1=={M-1)2 m=~(§~l)/2 H( )

i (m-1)2 F=IAY —ire
+ ON,(f = 1Af Yrect| =L | vt/ =) .18
NITi 1=—(}\/IZ—1)/2 S f Yrec [ =7 )e (Eq. 18)

where * denotes the convolution operator.

Then, a filter matched to p(¢) filters s,(¢). Consequently, the signal s(¢) is

achieved at point 8 having FT:

S (£)=8(£)F(f)=
~ P’ (f) M-z (M-1)/2

= B (f—~mAf —IAf)+
2M 1==(07 )2 m—{pa 1)/ 2 i )

P) 2 e LI\ s
+ T 1=—WZ-1)/22Nd (f lAf)rect( 27 ]e (Eq. 19)

Since the bandwidth of P*(f) is limited to the baseband, all the cross terms in

Eq. 19 are zeroed, and therefore, only the terms with 7=m are left. Thus, Eq.

19 turns to:
P ( f) (m-1)/2
S(f)= B
s(f) 2\/—1‘2 m=—(§4:—l/2 1(f)+
P'(f) e i (]:lAf) ey
+ 2\/}{. m=—(§—1)/22Nd (f mAf)rect 0 e (Eq. 20)
Hence:
s (f)= P (f)MB (f)"'!i(j‘)' (Mil)/z 2N, (f“mAf)rect(Mje‘f”’d(f’mm‘k Eq. 21)
8 2N 2IM ey BW

The first term at the right side of Eq. 21 denotes the signal, whereas the right
term denotes the noise. Multiplying these terms by 7, the first term
linearly increases with M since it comprises M spectral replicas of the signal,
which are coherently added at the baseband and filtered by the matched

filter. The noise term does not linearly increase with M, since the spectral
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noise shifts are added incoherently. This distinction between the decoded
signal and the noise will be further expressed later when the SNR of the

decoded signal is derived.

The temporal phase of the signal is then decoded. Hence, the analytical
signal at point 9 is:
()= [5,(F)ear =
o T F o Y
=em()£ gf)\/HBl(f)e’ Adf ve p()i zf(sz)’

(M-1)2 J=mA Y _remah) g
> 2Nd(f—mAf)’eCt( BW )e Walf-ntf)groet g (Eq. 22)

m=—(M-1)/2

The following notations are used:

5,(H)=e’"0 ?%f)x/ﬂ_lBl (f)e™df (Eq. 23)
. o0 T L)
Aiy(r)=e ();[Tx/_ﬁ—.
(M-1)2 Lo s _
2N, (f—mAf)rect(—)e Walf-mt) p 125 g (Eq. 24)
m=—(M-1)/2 BW

where §,(r) and 7,(r) are the analytical signal and noise terms at point 9

respectively.

Eq. 23 can be further developed to yield:

5,(1)=e"0 O]f%f—)JA?BI (f)e™"df = ge-ﬂ,@ ? P (r-)3 4, p(z —nt)dr (25)

n=1

It should be noted that:

o N
5, (nAr)= —\/Zjl_l—e"”(’) _fp* (z- nAt);ake’d’*p(r —kAt)dr =

N - %t & i
=S BT ) S (s -k =
— k=1

-0
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MME . (Bq. 26)
where:

E, = [|p(e)f @ (Eq. 27)

The signal s,() is sampled each temporal interval A7z, generating the sampled

signal s,(¢) at point 10:

()= {sg (nAt) =5, (nAt)+ii,(nAt)  t=nAt (Eq. 28)

0 otherwise

where n is an integer. A decision circuit is then applied to recover the original

bit sequence.

Expected performances

Having the signal and noise expressed in Eq. 26 and Eq. 24 respectively, the
SNR and the bit error rate (BER) measured by an authorized user after

signal decryption are subsequently derived.

SNR after decryption

The SNR of the decrypted signal is given by:

) | '
) . (Eq. 29)
S B[ (f(nar))’ | d

where the following notations are used:
§(t)=Re{3, (1)} (Eq. 30)
7i(t) =Re{f, (1)} (Eq. 31)

From Eq. 26 it can be seen that:

§(nAt)=Re[3,(nAt)]= g—anEp ' (Eq. 32)
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Assuming the SNR is measured at time r=na¢, for which ¢, =1, Eq. 32 gives:

S'(nAt):ng (Eq. 33)
Therefore, the signal power is:
(5(ne))’ = [fz—@ E, J -2lg; (Eq. 34)
In addition:
E[(#()) |- E[(Re{ﬁA (t)})z] -
-5 |
-L[(s, ) J+5 £ ) 0]+ (5 () | (Eq. 35)

Using Eq. 24, it can be shown that E [(ﬁ , (t))z] = E[(ﬁ , (t))z} =0. Hence:

5 1 . 0_2 o (M-1)/2 2 0'2
E((7(1)) |==E[7, ()7, (1) ] == P(F) df =-E, (Eq. 36)
(GOY [=5 5 0a 0)=57 T 3 [N =5
Therefore, the SNR measured after decryption is:
M
~ 2 I E?
- |5 (nat)| Ly Epz Eq. 37)

E[(i(nar))'| op %

2 P

The term E,/o” is the SNR for the case of a baseband pulse sequence

transmitted without going through the encoder, and simply detected by a
matched filter, followed by a sampler and a decision circuit. This term is
multiplied by factor M, since the M spectral replicas of the signal are added
coherently, while the addition of the M spectral shifts of the noise is

incoherent. The factor 2 at the denominator is due to the modulation of the
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baseband signal with the optical carrier having frequency f,, which doubles

the transmission bandwidth, and therefore, doubles the noise power, as well.

Before decryption, the signal is hidden below the noise level in the time
domain, since low power original (i.e. unencrypted) pulses can be used due to
the processing gain (which is given in Eq. 37, to increase the SNR of the
decrypted signal by factor M for the case of an authorized user) resulting
from the coherent addition of the signal's spectral replicas. In addition, the
signal's peak power is further lowered since it is spread in the time domain
due to the spectral phase encryption. If the sampled signal at point 2 in Fig. 1
has a bandwidth BW and the spectral phase code resolution is 57, there are
Bw/sf chips in the frequency domain, which results in spreading the

samples in the time domain by factor Bw /67 . Since the Erbium Doped Fiber

Amplifier (EDFA) 18 amplifies the sampled signal by a factor M, the peak

power of the samples will be lowered by factor Bw /(M -5f)=Ar/5f, where Af

is the bandwidth of the original pulse. Since the original signal is wider than
its samples by factor M in the time domain, its peak power is lowered by

factor Af /(M -5f) due to the spectral phase encoding.

BER after decryption

Since the decoder is a linear system, the noise after the decryption process

remains Gaussian. The average of the sampled noise at point 10 in Fig. 1 is:
- 1 _r. -
E[n(t)]:—z-E[nA(t)+nA (#)]=0 (Eq. 38)

The variance of the noise is given by Eq. 36.

The BER for the case of a Gaussian noise is given by:

\/37713]

BER = —;—elfc [———-

G (Eq. 39)
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Using Eq. (37), the BER is:

s 2ol T o L) bl 1) s

Hiding the signal in the frequency domain

If an optical signal is processed by a spectrum analyzer and coherent

detection yields the electrical signal v(r) (measured in Volts), the FT of v(¢)is
V(f)- The PSD of v(r) is:

6.(N)=% (Y (Eq. 41)

The motivation for this definition is that dr =1/7 is the spectrél resolution of
the signal v(¢). Hence, the voltage content of the signal in frequency s can be
found by locating a BPF with bandwidth 1/T at frequency f. The amplitude
of the filtered signal, passing through an envelope detector will be
V(f)df =V (f)/T (measured in Volts). Its power will be
R(f)=lV (s )df|2 =|V( f)/ flz (measured in Watts, assuming that the load over
which the voltage of the signal was measured has 1Q resistance). 2 (f) is the
power content of v(t) within bandwidth df=1/7 in frequency s which is

measured by the spectrum analyzer. The PSD in frequency s is therefore

G.(N)=()1ar == ()

V(s )IZ is the energy spectral density (ESD) of v(¢), with units of J/Hz. When

v(¢) is a random process, its ESD is defined as the ensemble average of ]V( f)]z.

It is required to estimate the PSD of the signal and the noise measured by an
adversary trying to reveal the cloaked signal in the frequency domain by
means of coherently detecting and sampling the signal, in order to fold its

spectral replicas to the baseband. Ensuring a stealthy transmission in the
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frequency domain is an advantage of the proposed method over the prior art
methods described in [2-6]. According to Eq. 1, the duration of the pulse

sequence is T = NAt.

The encrypted signal was shown in Eq. 12 to be:

(M-1)/2

S,(f)=e"V Z S, (f —mAf)+2u(f)N(f)

m=-{M-1)/2

Applying a band pass filter (BPF) with bandwidth BW at the carrier

frequency, the analytical signal becomes:

S,(f)= V) i/ S (f- mAf)+2rect(f f)N(f) (Eq. 42)

m=~(M~1)/2

Considering the finite duration of the noise in the time domain, Eq. (42)

becomes:

(M-1)/2

Si(f)=e" 3 s(f-maf)+

m=—{M-1)/2

+2rect[%){N(f)*[NAtsinc(f-NAt)exp(—szf-NAt/2)J} (Eq. 43)

Coherently detecting s,(r) and applying a low pass filter with bandwidth BW

without spectral phase decryption yields the signal 5 () with FT:

-1)/2

(M
5,(f) =—;~ej"'(f N B(f-mAf)+

m=—(M-1)/2

+{rect[f A j[N(f) (WAtsinc( f-NAt)e"”f'NA’)]}*é'( f+£) (Eq. 49)

Sampling the detected signal yields the signal 5, (¢) with FT:
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(M-1)72

(=507, 2 S0

a0

=~{A-1)/2
1 (M-1)2 - (M-1)/2 . NA? (M-1)12 f__ IA f
= B (f —mAf —IAf ) U L T z[ )
WM m=-—(§l:4)/21=~(lvlz—l)/1 l(f m f) \/jl-~ I=_(M§;)/ZI’€C
- [N(h)sine((f + 1, ~1Af = /) NAt)e "0 518 gp (Fq. 45)

Finally, applying a matched filter results in the signal 5,(7) having FT:

5:(F)=5()P (f)=
_ _‘i_(_Q (M-1)r2 2 (f)ejv,(f+,;_mzsf) +

yNIYE (3 -1)/2 :
NAI‘P (f) (M 1)/2

\[M _[N(f)s1nc((f+f ~IAf - f) NAt) —jn(f+ 1, ~14 - f;)NAtaY
~—(M—1)/2_w

(Eq. 46)
The PSD of the signal is therefore:

P ( f) M-1)/2 o rfoma) 2
f e}ll/ £ —
2\/_ ! ( )m——(%:—l)lz '

2

N N _ A
ZZE[%QI kz(o,,—@,)ejz,zf(n_”m _

n=l I=1

G, (/)= “];;A‘;E

B

- |P(£) (Mi)lz U HTem)
AMN At |_(3751y2

|P ( )!4 e W+ FemmiF )y (f+£-18)] & (0,-0,) 2 (-1
L MWAL Z Z Jlw —y +M i:zz j 0) j2nf(n-1)Ar +N:|
SMN At | m=—(M-1)721m

n=1 1 ¢n

(Eq. 47)

When {p}*?” ~and {®,}" are statistically independent and uniformly

k=—(K-1)/2

distributed between 0 and 2z, the following approximation is done:

G, (/)= [P 2y =P () (Eq. 48)

8MNAt

The PSD of the noise is:
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{rct Lo v {assinetr- e |

Gn(f)zﬁE(

_ 1 |Nar(s)
CNAC || M

(M 2 w

.[N fl)smc((f+f ~IAf - f1) NAt) i f S 14~ fl)NArdf-

»—(M 1)/2

(NAt) |P( f)l2 2o (M- 1)/2 w

2}
sinc f+f —~IAf - f) NAt
MNAt I=~(M-1)/2 m={M~ 1)/2~£ ) )

sine((f +f, —mAf — £,)- NAt) ™Y g (Eq. 49)

In addition, Af >>(NAt)". Hence, noting 7=f+7,, the following approximation

is used:

sinc((f—mAf——f])-NAt)sinc((f’—lAf—-fl)-NAt)zsincz[(f mAf — f) NAt}

(Eq. 50)
Thus, Eq. 49 becomes:
0L sy mw
Consequently, the spectral SNR measured by the eavesdropper is:
swr,(r)= 2 G, (f) . 8Atl Q) ) Eq. 52)

G, (f) |P(f)l 807 At

The spectral SNR experienced by the adversary increases with |P(f)[ . Having

M spectral replicas of the signal, this term can be attenuated by factor M
due to the processing gain resulting from the coherent addition of the spectral
replicas. Hence, taking a large number of spectral replicas allows reducing
the power of the pulses in the transmitted pulse sequence. In addition, the
spectral SNR decreases with o which is the white Gaussian noise double

sided PSD and with Ar, which is the temporal interval between two
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sequential pulses. Enlarging this interval immerses the signal more deeply in

the spectral noise.

Eq. 52 implies that the spectral SNR measured by the adversary depends
neither on the number of pulses in the pulse sequence, nor in the number of
the signal spectral replicas. The independence of the number of pulses is
achieved due to the temporal phase encryption, which prevents the coherent
addition of the various pulses in the pulse sequence at the baseband. In
addition, the independence of the number of spectral replicas results from the
spectral phase encryption which prevents the coherent addition of the signal's

spectral replicas at the baseband.

Simulation and results

Stmulated system configuration

The generated simulation realizes the system described in Fig. 1 with the
following parameters:
e Number of pulses in a single analyzed pulse sequence - N =500.

e Pulse sequence duration - 1usec.

o Temporal gap between two sequential pulses - Ar=2nsec.

e Temporal pulse width - 7 =0.5#nsec. Taking 7 =Ar results in degradation of
the SNR and BER after decoding due to inter-symbol interference.

e Pulse bandwidth - Af =5GH: .

¢ Transmission bandwidth - BW =80GHz (unless noted otherwise). Current

analog to digital converters used for coherent detection are limited to

bandwidth of about 50GHz.

e Additive white Gaussian noise double sided PSD - 6% = 0.2mw/ MHz .
e Quantization level of the temporal phase encoding - Q; = 64.

¢ Quantization level of the spectral phase encoding - Qs = 64.
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e Spectral resolution of spectral phase encoding - 67 = 200MHz .

The modulating format of the pulse sequence was on-off-keying. Each pulse
in the sequence has a raised cosine shape in the time domain with rolloff
factor a=025 [12]. The temporal and spectral phases encoding the pulse

sequence are uniformly distributed between 0 and 2z.

A sequence of one million pulses (which is composed of 2000 pulse sequences,
each having N=500 pulses) was run in order to evaluate the BER after

decryption.

Results

The SNR used for the original baseband pulse passing through a matched
filter was E,/c*=10. The SNR and BER of the decoded pulse sequence were

examined for various values of the transmission bandwidth BW. Their

expected values are given in Eq. 37 and Eq. 40, respectively.

Fig. 3 illustrates the SNR after decoding. The theoretical SNR matches the
one measured by the simulation. In addition, an adversary trying to recover
the signal with randomly chosen temporal and spectral encoding phases,
having the same quantization, temporal and spectral resolution as the
authorized user was simulated. It is shown that the eavesdropper experiences
very low SNR since signal is spread below the noise level. The SNR measured
by the advefsary varies with the transmission bandwidth, since various
spectral slices of the Spectral Phase Encoder (SPE)‘ 16 are used, therefore
influencing the matching between the Spectral Phase Decoder (SPD) 12 of

the authorized user and the eavesdropper.
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The BER after decoding is illustrated in Fig. 4. Three graphs are used for the
authorized user. The first graph denotes the theoretical BER. The second
graph exhibits the BER calculated by substituting the measured SNR from
Fig. 3 in Eq. 40. The third one is the BER measured by the simulation. It
should be noted that the deviation of the measured BER from the two other
BER graphs (the theoretical graph and the one calculated from the SNR) for
the case of an authorized user with transmission bandwidth of 80GHz stems
from the limited statistics of the simulation. While the expected BER is about
1055, only 108 pulses are run by the simulation, hence the number of
measured erroneous bits is lo§ver than that expected by the two other graphs.
The BER measured by the adversary is very high (about 0.5). The threshold
chosen for the eavesdropper is half the maximal power of its received

noiseless signal.

Fig. 5 shows the decoded pulse sequence in time and frequency domains for
the authorized user and the adversary. The transmission bandwidth is
BW=80GHz. Fig. 5(a) and (b) present a 5nsec interval of the noiseless original
pulse sequence and the noisy decoded pulse sequence passed through a
matched filter for the authorized user and the eavesdropper, respectively.
The eavesdropper cannot observe the signal while the authorized user can

easily detect it. Fig. 5(c) and (d) exhibit the PSD normalized by 1/(nAr),

measured by the authorized user and the adversary respectively for a single
pulse sequence consisting of 500 pulses. In the first case, the signal is well
raised above the noise level while being significantly lower than the noise
PSD for the latter due to the incoherent addition of the spectral replicas and
incorrect temporal phase decoding, which prevents the coherent addition of

the various temporal pulses in the frequency domain.
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Encryption strength estimation,

In order to evaluate the encryption strength the following assumptions are

made:

The SNR used for the original baseband pulse passing through a matched
filter was E,/o”=4 (corresponding to SNR=18dB and BER=1045 after

authorized decryption).

The goal of the eavesdropper is to raise the signal above the noise level in
either time or frequency domain.

The eavesdropper has a-priory knowledge about the encryption and
decryption method. The only parameters that should be guessed are the
temporal and spectral phase codes.

The eavesdropper tries to deduce the spectral and temporal phase codes
by working with roughly quantized temporal and spectral phase codes.

The eavesdropper needs to properly guess at least N, and N, temporal

and spectral phases in order to reveal the signal in either time or
frequency domain.

When bbserving the signal, the adversary tries to refine the phase
quantization of the guessed phases in order to improve the measured SNR
and BER.

The encryption strength is defined as the time interval needed to
accomplish the goal of the eavesdropping process.

The eavesdropper has the same spectral and temporal phase decoders as
the authorized user. The maximal SPD's SLM update frequency of the

eavesdropper is: f,,, = IMHz .

First, we assume that the adversary begins with binary quantized

temporal and spectral phases and that the temporal phase code is already

known. Tries are made by the adversary to get SNR>04B in the time domain.

Second, temporal phase quantization Q=64 is assumed.
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The simulation shows that the spectral resolution of the spectral phase code
has major influence over the number of spectral phases needed for the
eavesdropper to properly guess in order to reveal the signal in the time

domain. Larger spectral resolution results in a higher ¥ ;- For example, using

100 different randomly chosen spectral phase codes for the authorized user
and the eavesdropper with Q=256 (which are already commercial) and

8f =100MHz , the mean value observed for N, was 158 with standard deviation
of 33.33. Spectral phase encoding with &7 =100MHz can be achieved by using
an SLM with 8um pitch pixels (which is commercially available) instead of
15um in the SPE proposed in [7]. Reducing the spectral phase code resolution

to 6/ =200MHz, the average N, became 76 with standard deviation of 23.14.

N, is also affected by the number of spectral phase code quantization levels
Qs. A larger Q¢ results in a larger N,. For instance, when working with
§f=200MHz, Q=2, the average required N, reduced to 51.1 with standard

deviation of 21.07.

The time interval required for the adversary to get SNR>04B in the time

domain is give by:

M (Eq. 52)
Fant

where @, is the spectral phase quantization level of the spectral phase code
used by the eavesdropper. The assumed value is @,,, =2 (having no prior

knowledge about the spectral phase code of the authorized user, it was

observed that eavesdropping with larger g, only increases 7, hence the

eavésdropper is assumed to start with binary quantization).

For the case of 51 =100MHz and Q=256, substituting ¥ =125, Eq. 52 gives:
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T, =2/ foue =2 /10° Hz = 1.35-10* years
While for 61 =200MHz and Q¢=256, substituting N, =53, yields:
T, =2" | fo = 2% /10° Hz = 285.6 years
And §f =200MHz ,Qs=2, resultingin N , =30gives:
Ty =2V / fos = 2°° /108 Hz = 3.4-10°° years

Thus, the spectral resolution and quantization level of the phase code
strongly affect the encryption strength. It should be noted that the above

estimated N, is actually a lower bound for the number of spectral phases

needed to be properly guessed in order to accomplish positive SNR in the
time domain since it was assumed that the temporal phase code is completely

known to the adversary.

N, can be found‘by estimating the number of temporal phases needed to be

properly guessed by an adversary using a binary quantized temporal phase
decoder, in order to raise the signal above the noise level in the frequency

domain after properly guessing N, spectral phases with the binary quantized

SPD. For example, a spectral phase code and an adversary SPD yielding

N, =210 were chosen (5f=100MHz). The peak of the spectral SNR became

positive at N, =320.

Hence, using high resolution and highly quantized phase decoding, the
encryption system can cause the eavesdropping process involving a "brute
force" attack in which the temporal and spectral phase codes are randomly
guessed to last a very long time interval in order to raise the signal above the
noise level in time and frequency domains. This time interval is irrelevant for

the eavesdropper.
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A second kind of possible attack is such that the eavesdropper is assumed to
determine the original unencrypted signal known as "Chosen-plaintext
attack" [13]. The encryption methods proposed in [2-4] enable the spectral
phase code disclosure when the eavesdropper sends a known pulse sequence
from the encoder of the authorized user when the signal is not concealed
under the transmission of a public WDM user. The spectral phase of the sent
pulse sequence is known to the eavesdropper, hence, the spectral phase code
is revealed. The temporal phase encrypting the signal in the methods
described in [5,6] can be disclosed by sending a narrowband pulse for which
the effect of the dispersion is insignificant. The resulting encoded signal is
the original signal having its temporal phase encoded. This way, the
temporal phase code can be measured by the adversary. The spectral phase
code can then be disclosed similarly to methods [2-4]. However, using the
encryption method proposed by the present invention, the pulse sequence is
well spread below the noise‘ level in the frequency domain as well as in the
time domain, thereby making the recovery of the spectral phase code much

more difficult.

The above examples and description have of course been provided only for the
purpose of illustration, and are not intended to limit the invention in any
way. As will be appreciated by the skilled person, the invention can be
carried out in a great variety of ways, employing more than one technique

from those described above, all without exceeding the scope of the invention.
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1. A method for providing spectral and temporal stealthy information

transmitted over an optical communication channel, comprising:

At the transmitting side:

a)

b)

c)

d)

reducing the power spectral density of a pulse sequence bearing
said information by encrypting the temporal phasé of said pulse
sequence, thereby preventing the coherent addition of the
temporal pulses in the frequency domain;

spreading the power of said pulse sequence in the frequency
domain, to be below the noise level, by sampling said pulse
sequence;

performing spectral phase encoding to temporally spread said
pulse sequence and to prevent coherent addition of its spectral
replicas in frequency domain;

transmitting the resulting signal, encrypted both in time and
frequency domains , such that the transmitted signal is below the

noise level in both domains;

at the receiving side:

e)
9]
g)

h)

performing spectral phase decoding;

performing coherent detection;

folding all the spectral replicas of the transmitted signal to the
baseband by means of sampling, thereby coherently adding

all its spectral replicas at the baseband and reinforcing the PSD of
the signal;

decrypting the temporal phase of the signal, thereby coherently
adding the temporal pulses of the pulse sequence at the baseband
and reconstructing the PSD of the signal; and

decoding the information which is delivered by the pulse

sequence.
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2. A method according to claim 1, wherein the information carrying signal

is encrypted by:

a)
b)

c)

d)

multiplying each pulse by a different temporal phase term;
sampling the pulse sequence to obtain its spectral spreading in
the frequency domain by a sampler; and

encrypting the spectral phase of the signal, in order to spread its
amplitude below the noise level in time domain and to prevent
coherent addition of its spectral replicas in frequency domain;
amplifying the amplitude of said signal, by an amplifier, to
compensate for the attenuation of the spéctral amplitude of said

signal.

3. A method according to claim 1, wherein the received signal is decrypted by:

a) performing optical spectral phase decoding followed by coherent

detection;

b) sampling the received signal and folding all its spectral replicas

into the baseband, where they are coherently added, thereby
reinforcing the PSD of the signal;

c) passing the added replicas through a matched filter;

d) decoding the temporal phase of the received signal, thereby

reconstructing the PSD of the signal is;

e) sampling the signal;

recovering the original bit sequence by means of a decision
circuit that performs coherent detection, followed by low pass

filtering.

4. A method according to claim 1, wherein the decryption includes dispersion

compensation followed by spectral phase decoding.
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5. A method according to claim 1, wherein the analog sampler is implemented

by a modulator that transmits a burst of the optical signal.

6. A method according to claim 1, wherein the amplifier is an Erbium doped

fiber amplifier.

7. A system for providing spectral and temporal stealthy information
transmitted over an optical communication channel, comprising:
a) a transm‘ivtter that includes:

a.l) a Temporal Phase Encoder for reducing the power spectral
density of a pulse sequence bearing said information by encrypting
the temporal phase of said pulse sequence, thereby preventing the
coherent addition of the temporal pulses in the frequency domain;

a.2) a sampler for spreading the power of said pulse sequence in
the frequency domain, to be below the noise level, by sampling said
pulse sequence; |

a.3) a Spectral Phase Encoder for performing spectral phase
encoding to temporally spread said pulse sequence and to prevent
the coherent addition of its spectral replicas in frequency domain;

a.4) circuitry transmitting the resulting signal, encrypted both
in time and frequency domains;

b) a receiver that includes:

b.1) a Spectral Phase Decoder for performing spectral phase
decoding followed by a coherent detector;

b.2) a sampling circuitry for folding all the spectral replicas of the
transmitted signal to the baseband, hence coherently adding all of its
spectral replicas at the baseband and reinforcing the PSD of the
signal; and
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b.3) a Temporal Phase Decoder, for reconstructing the PSD of the
transmitted signal; and
b.4) a sampler followed by a decision circuit which decodes the

information that is delivered by the pulse sequence.
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