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SYSTEMS AND METHODS FOR ANONYMOUS
AUTHENTICATION USING MULTIPLE DEVICES

BACKGROUND

A traditional method of authentication can involve prompling a user for a username and
password. However, such a method of authentication can be prone to error and can require
the user o recall hard-to-remember passwords.

Ancther traditional method of authentication can involve recaiving a unique property of the
user, such as a fingerprint, 1o identify a user. However, such a method of authentication
can be vulnerable to discovery of the user properly. For example, an attacker who oblains

a fingerprint of a user {or a facsimile thereof) can then falsely log in as the actual user.

Ancther traditional method of authentication can involve presentation of a foken {e.g., smart
card) issued to the suthorized user. MHowever, such a method of authentication can be
attacked by stealing the foken.

Additionally, the traditional methods of authentication do not provide anonymity for a user

requesting authentication.

Accordingly, what is needed in the art is a system and method for anonymous user
authentication which overcomes the deficiencies of the authentication systems and

methods currently known in the art
SUMMARY OF THE INVENTION

The present invention provides a system and method for authentication of an associated
set of users which overcomes the deficiencies of the prior art authentication systems by
requiring that at least two regisiered user devices be utilized in the authentication process,
wherein access is granted to the associated set of user devices, Requiring more than one
device for user authentication and granting access 1o an associated set of user devices
instead of an individual user device of the set of user devices, provides increased securitly
and anonymity by eliminating the possibility of unauthorized access through the use of a
single regisiered user device and by preventing the authentication system from knowing
which of the users has been granted access to the system.

in one embodiment, a method of authentication using atleast two devices is provided which
includes, receiving, at an authenticator computing device, a request {0 access a resource
from one user device of an associated sat of user devices, each of the user devices
registered to at least one user and the one device requesting access to the resource
registered 1o more than one user. The method continuss by generating an authentication
challenge at the authenticator computing device in response 1o the request and transmitting
the authentication chalienge 1o a subset of user devices of the associated set of user
devices, wherein the subset of user devices comprises at least one device other than the
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one user device requesting access o the resource. The authentication challenge may be
fransmitted {o the subset of user devices directly from the authenticator computing device,
or alternatively, the authentication challenge may be transmitied from the authenticator
computing device to the user device requesting access 1o the resource and the user device
requesting access o the resource may subsequently transmit the authentication challenge
o one or more of the other user devices in the subset. Upon receipt of the authentication
challenge, the method continues by generating at least one response o the authentication
challenge at one or more user devices of the subset of user devices and transmitting the
at lsast one response o the authenticator computing device. After the responses o the
authentication chalienge have been generated and transmitted to the authenticator
computing device, the method continues by determining, at the authenticator computing
device, if the at least one response constituies a valid response to the authentication
challenge and granting any one or more of the user devices of the associated set of user
devices access 1o the resource if the at least ong response received at the authenticator
computing device constitutes a valid response to the authentication challenge.

In a particular embodiment, a forwarding policy for the authenticator computing device and
a forwarding policy for each of the user devices of the associaled set of user devices can
be used to delermine the subset of user devices that will receive the authentication
challenge. Additionally, each of the user devices of the associated set of user devices may
utilize a response policy 1o determine whether or not the user device is required to generate
a response 1o a received authentication challenge and the authenticator computing device
may utilize a validation policy to determine which responses are required o be valid to grant

access o the associated set of user devices.

In an additional embodiment, one or more non-transitory computer-readable media having
computer-execuiable instructions for performing a method of running a software program
on a computing device, the method including issuing instructions from the software
program, are provided. The instructions may include, receiving, at an authenticator
computing device, a request {0 access g resgurce from oneg user device of an associated
set of user devices, each of the user devices registered 1o at least one user and the one
device requesting access to the resource registered io more than one user. The
instructions may further include, generating an authentication challenge at the authenticator
computing device in response to the request and transmitting the authentication challenge
to a subset of user devices of the associated sel of user devices, wherein the subset of
user devices comprises at least one device cother than the one user device requesting
aceess to the resource. The authentication challenge may be transmitied to the subset of
user devices directly from the authenticator compuling device, or alternatively, the
authentication challenge may be transmitied from the authenticator computing device io
the user device requesting access {0 the resource and the user device requesting access
to the resource may subsequently transmit the authentication challenge to one or more of

the other user devices in the subset. The instructions may additionally include, generating
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at least one response to the authentication challenge at one or more user devices of the
subset of user devices and transmitling the at least one response to the aguthenticator
computing device. The instruction may also include, determining, at the authenticator
computing device, if the at least one response constitutes a valid response to the
authentication challenge and granting any one or more of the user devices ofthe associated
set of user devices access to the resource if the at least one response received at the
authenticator computing device constitules a valid response o the authentication

challengs.

in another embodiment, an authentication system may be provided including, an
authenticator computing device configured 1o receive a request to access a resource from
one user device of an associated set of user devices, sach of the user devices registered
o at least one user and the device requesting access o the resource registered to more
than one user, to generate an authentication challenge in response fo the request and to
transmit the authentication challenge (o a subset of user devices of the associated set of
user devices, wherein the subset of user devices comprises at least one device sther than
the one user device requesting access to the resource. The authentication challenge may
be transmiited io the subset of user devices directly from the authenticator computing
device, or alternatively, the authentication challenge may be iransmilted from the
authenticator computing device to the user device requesting access 1o the resource and
the user device requesting access to the resource may subsequently transmit the
authenticagtion challenge to one or more of the other user devices in the subsel. The
authenticator computing device of the authentication system is further configured {o receive
at least one response 1o the authentication challenge from one or more user devices of the
subset of user devices, 1o determine if the at least one response constitutes a valid
response to the guthentication challenge and to grant any one or more of the user devices
of the associated set of user devices access o the resource if the at least one response

received constitutes a valid response to the authentication challenge.

Accordingly, the present invention provides a system and method for anonymous
authenticgtion of a user device reguesting access {0 a rescurce by authenticating an
associated set of user devices, utilizing fwo or more registered user devices of an
associated set of users devices, wherein the user device requesting access 1o the resource
is reqistered 1o more than one user, wherein authentication decisions for the associated set
of user devices are based on receipt of at least one valid response from a user device in
response 1o at feast one authentication challenge sent to a subset of user devices that
includes at least one user device other than the requesting user device. The present
invention thus overcomes the deficiencies of the authentication systems and methods

currently known in the arl.
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BRIEF DESCRIPTION OF THE DRAWINGS

Many aspecis of the present disclosure can be better understood with reference o the
following drawings. The components in the drawings are not necessarily to scale, emphasis
instead being placed upon clearly #lustrating the principles of the present disclosure.
Moreover, in the drawings, like reference numerals designate corresponding parts

throughout the several views.

Fig. 1 is a block diagram illustrating a design overview of various embodiments of an
authentication systermn implemented in a networked environment, in accordance with an

embodiment of the present invention.

Fig. 2 is a block diagram illustrating a design overview of various embodiments of an
authentication systemn implemented in a networked environment, in accordance with an

embodiment of the present invention.

Fig. 3 is a flow diagram iflustrating an exampie functionality implemented as a portion of

the authentication system, in accordance with an embodiment of the present invention.

Fig. 4 is a flow diagram illustrating an exampie functionality implemented as a portion of

the authentication system, in accordance with an embodiment of the present invention.

Fig. 5 is a flow diagram illustrating an example functionality implemenied as a portion of

the authentication system, in accordance with an embodiment of the present invention.

Fig. 8 is a diagram illustrating an example of authentication protocols implemented as a
portion of the authentication system, in accordance with an embodiment of the present

invention.

Fig. 7 is a diagram illustrating an example of authentication protocols implemented as a
portion of the authentication system, in accordance with an embodiment of the present

invention.

Fig. 8 is a diagram illustraling an example of authentication protocols implemented as a
portion of the authentication system, in accordance with an embodiment of the present

invention.

Fig. 9 is a diagram #llustrating an example of authentication protocols implemented as a
portion of the authentication system, in accordance with an embodiment of the present

invention.

Fig. 10 is a diagram illustrating an exampile of authentication protocols implemented as a
portion of the authentication system, in accordance with an embodiment of the present

invention.

Fig. 11 is a schematic block diagram illusirating an exemplary device employed in the
networked environment of the authentication system, in accordance with an embodiment

of the present invention.
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DETAILED DESCRIPTION OF THE INVENTION

The present disclosure describes systems and methods for authenticating “users” {which
can be human users, devices, processes, clients, etc.). Authentication decisions can be
based on the existence of cryptographic signatures from some sel of devices (sometimes
referred to as “lokens”) associated with the user. Buring registration, the authenticator
{e.g., an “authentication server”) can associate devices with users and/or each other. This
description therefore uses the term ‘registered” 10 mean “associated”; the devices
“registered” with a user are "associated” with that user and/or with each other. Each devige
can have one or more associaied cryptographic keys (which, in some embodiments, can
be shared with the authenticator and/or other devices). Although the authenticator can
associate a plurality of devices with each user, the associated devices need noi store any
data indicating or identifying the existence of other devices associated with the same user.
instead, the authenticator can associate multiple devices with each user and can thereafter
require a valid cryplographic signature (or MACs, message authentication codes, or other
valid responses) from some subset of a user's associated devices before authenticaling

that user.

According to some embodiments, the association of multiple devices with sach user can
prevent theft of devices. In parlicular, because some subset of devices associated with a
user must participats in the authentication of the user, a thefi-based atlack can require the
attacker to sieal all the devices in the subset. For example, if a smart phone and smant
watch are associgted with a pariicular user and the verifier requires signatures from both
of these devices before an access can be granted, then a theft-based attack would require

stealing both the smart phone and smart waich.

Accordingly, the present disclosure describes systems and methods for verifying (i.e.,
authenticating) a device (i.e., the device’s user) using at least one other device associated
with the user. In particular, the present disclosure describes various embodiments of an
authentication system that can comprise a verifier and at least two user devices, where the
verifier and the user devices can communicale. In one embodiment, the authentication of
the reguesting device is performed using another device of the user that is in close proximity
to the requesting device. The authentication system described herein can comprise a
multitude of different user devices that are available in a networked environment and can

be configured to be authenticated.

According to various embodiments, the authentication system can transmit an
authentication challenge 1o a first device associated with a user. An authentication
challenge can be a task, involving a sscond device, required 1o be completed in order to
authenticate the first device. Similarly, the authentication challenge can comprise randomiy
generated data (i.e., a nonce} that the user must transmit to at least one other device, in
order {0 be authenticated. A prover can refer o an eniity who is executing the

authentication challenge to prove the identity or validity of the first device. In other words,
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the prover can be the at least one other user device used to authenticate the requesting

device.

According to various embodiments, a system for authenticating devices can comprise a
verifier configured {o receive a registration for multiple computing devices associated with
a user and to determine whether to authenticate the requesting device. The authenticator
can be, for example, a secure server comprising a data store configured to store the
registration of multiple devices associated with muitiple respective users. The verifier can
be used to verify the identity of a user. In some embodiments, a user can register a first
device by entering a user credential, such as an email address of the user, and a name for
the first device. The user can also register a second device by entering the same user
credential for the user and a name for the second device. To this end, the user can register
multiple devices 1o be associated with the user credential. Each device registered with the
user can be stored in the data store of the verifier. In one embodiment, the system can
require the userto register the second device within a predetermined time period to prevent
security attacks during the regisiration phase.

According to some embodiments, the authentication system can receive a request from the
first device to access one or more resources, where a “resource” can, for example, be an
application, file, process, port, service (such as opening a physical lock or connecting to a
web service), network bandwidth, device, memory, and/or processortime. The system can
determing if there are al least two devices registered with the user to perform the mulliple
device authentication. in response to deiermining thatl there are al lsast two devices
associated with the user, the verifier can send an authentication challenge, possibly
encrypted, to the first device desiring to access the resource. For example, the
authentication challenge can be dynamically generated random data (e.g., a cryptographic
nonce) that the second device can receive 1o authenticale the first device. The first device
can send, possibly by broadcasting, the authentication challenge 1o the second device

registerad with the user.

In some embodiments, the second device can receive the authentication challenge from
the first device. For example, the second device can take a picture of the authentication
challenge that is displayed on the screen of the first device (2.q., a5 a barcode, such as a
QR code). The second device, having received the authentication challenge, can fransmit
a response 1o the verifier. The verifier can then determine whether the second device is
registerad with the user. For example, the verifier can determine that the second device is
registerad under the same email address as the first device. After determining that the
second device is registered with the user, the verifier can determine whether the response
received from the second device is valid with respect to the authentication challenge
transmitied to the first device. Upon determining that the response received from the
second device is valid with respect to the authentication challenge transmitied 1o the first

device, the authentication system can authorize access to the resource to the first device.
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in one embodiment, the authentication challenge transmitied {o the first device is a nonce
encrypted using the first device’s cryptographic public key, and a valid response from the
second device is a version of said nonce signed with the second device’s cryptographic
private key. In such an embodiment, a valid response from the second device requires
participation of both the first and second devices’ privale keys (the first device’'s privale key
being necessary to decrypt the nonce, so that the nonce can be transmitted to, and then
encrypted and/or signed by, the second device). By requiring participation of both devices’
private keys, a thefl-based atiack on the authentication system requires theft of both
devices. In one embodiment, each device can store only s own private key. Other
embodiments may incorporate additional devices, nonces, encryptions, decryptions, and
signatures, as should be appreciated, o provide secure communications while assuring

that a plurality of devices participate in the authentication of a first device.

Additionally, multiple devices can be assopciated with a user and the user may be required
o use the devices to be authenticated and gain access o a resource. However, the user
does not necessarily nesd to ulilize ali of the associated devices {0 gain access {0 a
resource. While n devices can be associated with the user, a subset of m devices can be
required to paiticipate in responding to an authentication challenge (paiticipation may
include forwarding, decrypting, signing, and/or transmitling a challenge and/or response).
in general, it is required that 2 £ m £ n, wherein both 1 and m neead o be greater than or
equal to 2 and m needs o be less than or equalio n. As such, if an altacker is successiul
in acguiring m-1 devices, they will be unable o gain access 1o the resource or sysiem, vet
the user will still be able to gain access using only m devices, For example, assuming m=2
and n=3, a user having a smart phone, a smart ring, and a smart watch can forget the smart
phone at the office, yet still be able {0 gain access {o their house by authenticating to the
house's smart fock using the smart ring and smart watch. At the same time, an attacker
who sieals the user’s smart phone will not have the required m=2 devices needed o open
the house's smart lock. Thus, a level of mobusiness of usability, resulting from the
redundancy of devices, is provided, and by choosing m and n appropriately, users can

obtain both usability and security.

While more than two devices can be associated with a user, instead of using all associated
devices, the user can use a specific set of devices during the authentication process.
Therefore, the authentication system can request responses from different subsets of

associated devices at each authentication attemptl.

Device association can also be shared among users, and a device can be associated with
multiple users. For exampile, a first user can be associated with a first smart phone and a
first smart watch and g second user can be associated with the first smart phone and &
second smart watch. Both the first user and the second user can access the authentication

system by using the shared first smari phone and their respective associated devices, As
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such, even if an attacker has access to the first smart phone, they will stili be unable to

authenticate as the first user and as the second user.

in a specific embodiment of the invention, a system and methoed are provided for
anonymously authenticating a user requesting access o a resource. In this embodiment,
during regisiration, the authenticator (2.¢., an “authentication server”) can establish an
associated set of user devices and can associate each of the user devices of the associated
set of user devices with more than one user. The authenticator can then grant access {o a
requested resource fo any user associated with the associated set of user devices using at
least iwo user devices of the associaled set of user devices. In this way, anonymous
authentication is provided to a user requesting access to a resource by granting access to
all of the users within the associated set of user devices. Once authenticated, a devics has
the same access level as allowed for any device in the associated set. This method
provides anonymity and plausible deniability {0 the user because the authenticator does
not know exactly which user has been authenticated, only that multiple of the devices in
one associated set of devices successiully responded o the authentication challenges. In
other words, instead of associating multiple user devices with one user, muitiple devices
could be associated with multiple users. In a multi-user environment, any one of the users
can access the system by using these devices. Hence, the system doesnt know which
specific user requestied or was granted access, so the authentication becomes

anonymized, and the authenticated user device has plausible deniability.

Anonymous authentication requiring two user devices of an associated set of user devices
can be useful in various scenarios, such as for the purpose of verifying that g useris a
member of a neighborhood crime reporting group, without specifically identifying the
neighbor, to allow for the anonymous reporting of crime tips. Anonymous authentication
has additional practical application in simiiar scenarios involving company or governiment
whistleblower or anonymous sources for news, undercover agent reporting without specific

identification of the agent and anonymous feedback from students, employees, elc,

Additional practical applications include providing services to authenticalted members of
organizations, such as companies or universities providing free shuttle or bus services o
their employees or students, without tracking or ever determining the specific individuals

using those services.

The systems and methods disclosed herein can avoid the cost of general security tokens
by using devices already possessed by the user. Therefore, the systems and methods
disclosed herein can be easily deployable. All devices registered with a user can be
granted a private key, or can create their own private Key, during the registration phase. In
this regard, if one device registered with a user is stolen, the altacker still needs the privale

key of at least one other device registered by the user {0 authenticate the siclen device.

With reference to Fig. 1, shown is a block diagram ilfustrating design overviews of various
embaodiments of an authentication system 108 implementad in a networked environment.
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The authentication system 180 can comprise an authenticator compuling device 103, a
requesting client device 10584, a verifier client device 18588, network 109, and/or other
components. The reguesting client device 1084 and the verifier client device 1058, also
referred {0 herginafter as devices 188, can each belong to a user. That is {o say, the

devices 188 can be trusted devices registered with the authentication system 164,

The authenticator computing device 1083 can comprise a validator 115, an authentication
challenge generator 118, and/or other elements, such as other hardware and sofiware, for
implementing processes or algorithms. The validator 118 can be configured to perform the
actual validation test. That is to say, the validator 118 can be configured {o determine
whether an authentication challenge sent {0 the requesting client device 108A matches a
response received from the verifying client device 148B. Based on the result of that
determination, the validator 118 can delermine whether or not {0 authenticais the
requesting client device 108A. In addition, the authentication challenge generator 118 can
be configured to generate the authentication challenge sent (o the requesting client device
1088A. Either the authentication challenge generator 118 and/or the validator 115 can be
configured 1o store the authentication challenge 127 sent and received in the data store

112 along with a corresponding verified device identifier 130,

The authenticator computing device 103 can also comprise a data siore 112 configured to
store user credentials 124, authentication challenges 127, verified device identifiers 136,
and/or other dala values. The user credentials 124 can comprise data regarding the
devices 105 associated with each user. For example, user credentials 124 can comprise
a username, password, email address, security questions and answers, and/or any other
data related 1o a user with g registered client device 188, The authentication challenges
127 can comprise the authentication challenges sent to the requesting client device 148A
and recaived from the verifying client device 10588, In one embodiment, the authentication
challenges 127 can comprise encrypted and/or plaintext data that have been sent fo the
requesting client device 1084 and/or received from one or more verifying client devices
1088, The verified device identifiers 130 can comprise data regarding devices 185 that a
user has regisiered with the authenticator computing device 1083, For example, when a
user registers a device 105, the user can be prompled to enter a device name. The device

name can be stored as a verified device identifier 138 in the dala store 142.

The components of the authenticator computing device 103 can be distributed among
several devices, which combine to perform the actions of the authenticator computing
device 103. Similarly, the components of a requesting client device 1058A can be distribuied
among several devices, which combine to act as a requesting device 1084 and the
componenis of a verifying client device 1088 can be distributed among several devices,

which combine to act as a verifying client device 1058,

in some embodiments, the requesting client device 108A can be the device requesting

authentication {0 access an application. The verifying client devices 1058 can be the
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device(s) that the requesting client device 108A must communicate with to authenticate the
requesting clieni device 185A. In one embuodiment, the client devices 108 must be in
proximity to one ancther {0 compleie authentication successiully. Alteratively, the client
devices 105 must only be able to communicale with one another {0 successfully complete

authentication.

in a specific embodiment, the requesting client device 1084 and the verifying client device
1058 may belong to an associated set of client devices 160. In this embodiment,
anonymous authentication of a user of a clieni device of the associated set of client devices
160 is provided by associating the client devices with multiple users and by using two or
more of the client devices in the associated set of client devices 188 to anonymously

authenticate the user.

With reference to Fig. 2, shown is another block diagram llustrating a design overview and
communication pathway of various embodimenis of an authentication system 100
implemented in a networked environment. The reguesting client device 1884 and the
verifying client device 105B can perform a task, otherwise referred to herein as a
authentication challenge, which includes a particular interaction between the requesting
client device 188A and the verifying client device 1888 {o prove the identily of the user
and/or the requesting client device 1054, The authenticating computing device 183 can
be a secure system which the user of requesting client device 1084 and the verifying client
device 105B can access. In some embodiments, the requesting client device 18384, the
verifying clieni device 1888, and the authenticator computing device 183 can communicate
over a network in the networked environment, as shown in Fig. 1 and Fig. 2. Alternatively,
the requesting client device 1054, the verifying client device 1888, and the authenticator
computing device 183 can be configured 1o communicate without a network. As shown in
Fig. 2, the requesting client device 1884 and the verifying client device 1088 can together

be embodied as the prover 268 of the authentication system 180,

in particular, each of the devices 105 can comprise g processor-based system, such as a
computer system, a server computer, or any other system providing computing capability.
The devices 185 and the authenticator computing device 183 can be employed or arranged,
for example, in one or more server banks, computer banks, or other arrangements. The
devices 148 can comprise various componenis configured 1o be executed on the device
1058, For example, the components executaed on the device 108 can include applications,
services, processes, systems, engines, or other functionality. Each device 105 can include
a display, such as, Hguid crystal display (LCD) screens, gas plasma-based flat panel
displays, organic light emitting diode (OLED) displays, electronic ink displays, or othertypes
of display devices, eic.

in some embodiments, the devices 188 can be embodied in the form of g laptop computer,
personal digital assistants, celiular telephones, smart phones, music players, wab pads,
tablet computer systerns, game devices, electronic book readers, or other devices 105 with
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like capability. The devices 185 can also be embodied as any mechanical sitructure
comprising a processor-based system.  In one embodiment, the devices 108 can be
configured to connect to a network, For example, the device 105 can be a vehicle, such
as a car, that can connect to a network to access the authentication system 160, As another
fiiustrative example, the device 105 can be a lock on a door of a car, room, or house that
comprises a processor-based system that can connect to a network. As ancther illustrative
example, the device 105 can be a garage door or a road gate that comprises a processor-
based system that can connect o a network. As another illustrative example, the device
105 can be a smart wearable device, such as a smart waich, a smart ring, smart glasses,
or any smart apparel that a user can wear as an ilem of clothing or accessory that
comprises a processor-based system and can connect 1o a network. For example, the
device 188 can be jewelry/apparel, including rings, necklaces, glasses, waiches, earrings,

shirts, pants, coats, handkerchiefs, hats, bracelsis, scarves, hairclips, shoes, or belts.

According to some embodimenis, when a user wanis 0 access a resource from the
requesting client device 1084, the authentication system 180 can require the user to
perform an authentication challenge. This authentication challenge can be, for example, to
transmit a particular random number from the requesting client device 1088A {o the verifving
client device 108B. This pseudo random number can be generated by the challenge
generator 118, and then transmitied from the authenticator computing device 103 {o the
requesting client device 188A. The pseudo random number can then be transmitied to the
verifying chent device 1088 and back o validator 1158 of the authenticator computing device
103. The validator 115 can determine whether the number received from the verifying dlient
device 1058 matches the number fransmitied to the requesting client device 108A. This
random number can be dynamically generated, such as a nonce or a one-time password
(OTP). Inthe embodiment shown in Fig. 1 and Fig. 2, the set of devices 105 which can be
used to perform the guthentication per user has been reduced 1o two devices 105 for

simplicity.

in some embodiments, the resource that the user of the requesting client device 108A is
requesting access to can require a pre-determined number of verifying client devices 1088
to be used in authenticating the reguesting client device 108A. For example, if the userof
the requesting client device 1054 is requesting access to a mobile application that displays
confidential information related to a bank account of a user, the application can require that
the user of the requesting client device 1054 have three or more registiered verifying client
devices 1058 capable of communicating with the requesting client device 188A that the
user wanis to access with the application. To this end, a user can register any number of
devices 105 with the system. In one embodiment, the prover can include an n number of
trusted devices 105 associated with a user {(where n is at least two). Therefore, an
application can aiso require any number of verifving client devices 1058 to be used in

response {o the authentication challenge presented for authentication.
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Moreover, the authentication system 100 can be an efficient method of authenticating a
user for applications that require frequent re-authentication. For example, suppose a user
opens a loan repayment application on a mobile device of the user. The application can
require the user o frequently re-authenticate the mobile device due to the sensitive nature
of the information displayed by the application. In this way, the user can easily re-
authenticate the mobile device using another registered verifying client device 188B. In
the same way, mulliple device authentications via the authentication system 408 is
refatively more secure than traditional methods of re-authentication, also known as
continuous authentication, because it requires mutltiple devices 105 registersd to a user o
be able o communicate with each other during the entire session. In one embodiment, the
authentication system 188 can require multiple devices 105 registered with a userto be in

proximity 1o each other during the entire session.

In some embodiments, the authenticator computing device 103 can lock out and force the
use of a recovery path (o re-regisier device(s)) after a pre-defined threshold number of
consecttive bad attempts. The pre-defined threshold number of consecutive bad attempts
can depend on the reason an attempt was bad, e.g., “took too long to reply” or “didn’t reply”
or “returned invalid response to authentication challenge”. In one embodiment, the pre-
defined threshold number of consecutive bad attempts can be higher for “taking too long o
rephy” or “didnt reply.” In ancther embodiment, the pre-defined threshold number of
consecutive bad attempts can be smaller for “returned invalid response 1o authentication

challenge.”

Mexi, a general description of the operation of the various components of the networked
environment comprising the devices 188 is provided. In an embodiment where a user
registers at legst two devices, a user can register the at least two devices 108 belonging to
the user with the authentication system 108. For example, the user can register a pair of
smart glasses by first entering an email address of the user and a device name of the smart
glasses via a user inlerface of the smart glasses. In one embodiment, once the user
registers the smart glasses with the authentication system 188, the user interface of the
smart glasses will prompt the user to register at least one verifying client device 1058
belonging to the user within a defined time limit, for example, of about five minuies. In this
way, the user has five minutes o register another device 108, The user can, for example,
register a smart watch belonging to the user by entering the email address of the user and
a device name for the smart watch via a user interface of the smar waich within the defined
time limit. Once the user has registered these fwo devices 108, the authentication system
100 can store the device names of the smart glasses and the smart walch in association
with the email address of the user in a data store, for example, in the authenticator
computing device 103,

Suppose that at g later time, the user wishes 10 access an application on the smart waich

of the user where the application requires the user to {ogin. The application can execule
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the login via the authentication system 108. In one embodiment, the authenticator
computing device 103 can automatically send an authentication challenge to the smart
watch.,  Allernatively, the user can reguest an authentication challenge from the
authenticator computing device 183 via a user interface on the smart watch. In either case,
the application can prompt the user {o login by broadcasting the authentication challenge
data (e.g., a nonce) o the paired device (smart glasses) via the display of the smart watch.
The authentication challenge data can be displayed as a QR code on the screen of the

smart waich, for example.

The user can {ake a picture of the QR code displayed on the smart watch using a camera
of the smart glasses. i should be appreciaied that the smart glasses can receive the
broadcasted in any manner of communication enabled between the smart waich and the
smart glasses. The smart glasses can then automatically transmit the piciure of the
authentication challenge data to the authenticator computing device 183 to verify the
identity of the user of the smart watch. If the authenticalor computing device 4103
determings that the response received from the smart glasses malches an expecied
response for the authentication challenge sent to the smart waich, then the user can be
granted access to the application. In this way, the user will have successfully logged inio

the application.

In this regard, the smart glasses can comprise an application to facilitate the authentication
process. For example, the user can initiale an application configured to automatically
transmit a received authentication challenge, as a response, to the authenticator computing
device 183, Allernatively, the user can manually transmit & received authentication

challenge, as g response, to the authenticator computing device 163.

As another Hlustrative exampile, suppose the user owns a smart ring that comprises a near
field communication (*NFC”) antenna, NFC transmitier, NFC chip, and/or any other
component such that the smart ring is capable of NFC. Suppose the user also owns a
mobile telephone also comprising an NFC antenna, NFC transmitter, NFC chip, and/or any
other component such that the mobile telephone is capable of NFC. Therefore, the smant
ring and the mobile telephone can communicate with sach other via NFC. The user can
register both the smart ring and the mobile {elephone in accordance with the process

described herein.

The mobile telephone of the user can comprise an application that is capable of
authenticating the user via the authentication system 188. The user of the mobile telephone
can open the application which requires the user to login. The mobile telephone can
comprise a user interface displaying a randomly generated authentication challenge
received from the authenticator computing device 163 that can be broadcasted to the smart
ring via NFC. If the user is wearing the smart ring while the user is trying to log in to the
application on the mobile telephone, the user can simply open up the authentication

application on the smart ring, i necessary, and receive the broadcastaed authentication
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challenge data on the smart ring via NFC. The authentication application on the smart ring
can automatically fransmit the authentication challenge data received in the smart ring to
the authenticator computing device 183, Alternatively, the smart ring can transmit a signed
version of the authentication challenge data to the smart phone, which then forwards the
signed authentication challenge data to the authenticator computing device 183. The
authenticator computing device 103 can compare the authentication challenge sent to the
mobile telephone 1o the response received from the smart ring and/or smart phone. if the
response is valid for the authentication challenge (e.g., the response is determined (o be
an appropriately signed version of the authentication challenge data), then the user will be
fogged into the application on the mobile telephone and granted access to the requested
resource. if the response is not valid for the authentication challenge (e.g., the response
is determined not {6 be an appropriately signed version of the authentication challenge
data}, then the user can be notified of an authentication fallure on the user interface of the

mobile telephone.

As another illusirative example, a user can have access to all registeraed devices 105 on
his or her person {e.g., a phone, ring, watch, stc). When the user getls into close proximity
with a lock {e.g., hotel room, car door, office door, garage door, etc), the data
communication can happen automatically. In this example, the lock can be embodied as
the requesting client device 10584, and at least one of the registerad devices 185 on his or
her person can be embodied as the verifying client device 108B. For example, one of the
registerad devices 108 on the user can automatically inftiate communication with the lock
once the devices 105 come within a threshold proximity o the lock. OCnce the
communication is initiated, the authentication protocol can automatically be executed with
or without any user involverment. The user wearing the verifying client device 1088 can
simply hold the verifving client device 1088 and/or stand within the threshold proximity of
the lock as the authentication challenge data is transmitted from the authenticator
computing device 103, 1o the lock, 1o the verifying client device 1088, and back {o the
authenticator computing device 103.

Alternatively, the lock can act as the authenticator 183, in a system in which the useris in
possession of a plurality of devices {e.g., a smart ring and a smart military necklace, a smart
“dog tag™ on his or her person. When the user comes within a threshold proximity {o the
lock, the smart ring may initiate the authentication protocol with the lock by requesting
access (i.e., requesting that the lock be opened). in response, the lock sends an
authentication challenge to the smart ring. The smart ring then sends the authentication
challenge 1o the smart necklace, which may then respond directly to the lock (or indirectly
via the smart ring). In this embodiment, the protocol may execute automatically, without
user involvement, based on proximity 1o the lock. Also, in this embodiment, the smart ring
acts as the requesting client device 1884, and the smart neckiace acts as the verifying
clieni device 1088, A theft-based atiack in this embodiment would require stealing both

the ring and necklace.

14



WO 2017/003651 PCT/US2016/036225

10

U
(4]

20

[\
(V4]

30

40

Similarly, the authentication system and methods described herein can be used between
two or more drones that are in proximity {o one ancther. For example, suppose one drone,
embodied as the requesting client device 1084, is requesting access {0 a resource that
requires authentication using another verifying client device 1088B. Thereforg, if another
registered device, for example another drone, is within a threshold proximity of the drone
requesting access to the application, then the drones may automalically perform the
authentication challenge to authenticate the requesting drone.

Additionally, a set of users/entities (e.q., drones, robots, soldiers, efc.) can access a
resource as one group, wherein each entily is iiself a device. The group can be
authenticated through response from a subset of these entities and the authentication can

proceed absent human intervention.

Yet another embodiment can relate to theft security of devices 108 and/or accessing data
from devices 1058, For example, suppose a user owns a car that can be a smart car paired
with a smart phone. The car can contain an in-car navigation or in-car enterfainment
system, for example, that requires the smart phone for access. The in-car navigation or in-
car enterfainment system can comprise sensitive information regarding the user.
According to some embodiments, the in-car navigation or in-car enierfainment system can
be set up such that & has io be authenticated with another device 1058 of the user, such as
the smart phone, prior to operation. Therefore, a thief will not be able to authenticate the
in-car navigation or in-car entertainment system unless the thief also stole the user's smarnt
phone. In situations where the in-car navigation or in-car entertainment stores privale data
of the user, such as a home and work address, times of day when the victim is not home,
etc., implementing multiple device 1085 authentications can protect such sensitive

information.

in one embodiment, the user can be required to first register at least two different devices
185 in a defined time interval to prevent attacks during the registration process. In
particutar, the time between registering each of the devices 105 must be less than the
defined time interval. n order to authenticate a particular user, the system can require the
user 1o enter a minimum amount of information, such as a user credential and a device
name. In one embodiment, the user credential can be an email address that ideniifies a
particular user in the database. The number of devices 108 a user registers can be a
choice based on the reguirements of the authenticator, which may base iis requirements
on the particular resources that may be accessed. In one embodiment, registering a device
108 can only be performed one time, and a user cannot unregister a device 1058, For
example, when a user registers two devices 1058, none of them can be deleted from the

systam.

In another embodiment, the registered devices can be removed and new devices can be
associated (registered) with a user. To remove or add a registered device, in-band or out-

of-band communications could be used. With the in-band communication channei, a user
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can login to the system and then unregister or add devices. With the out-of-band
communication channel, a user can unregister or add devices similarly 1o the regisiration
phase, L.e., through other channels, such as calling or visiting a registration specialist in-

person.

Additionally, the authentication system can be utilized to implement parental conirols into
a device. For example, gaining access 1o a television can be subject {o an authentication
o allow only authorized users. As such, access to some ielevision channels can also
require an authentication, such as the presence of a parent’s smart ring. Similar concepts

apply to various other parental-conirol systems.

According o various embodiments, when the authenticating application 150 launches in
the requesting client device 1084, if the requesting device 1854 has not been associated
with any verifying devices 1058, then a device registration process may be initiated. The
device regisiration process can ocour by prompting the user via a user interface fo enfer
an email address (the validity of this email is checked by a requiar-expression patiern) and
a device name {or identifier). In one embodiment, the email address can be stored in the
user credeantials 124 of the data store 112, and the device name can be stored in the verified
device identifiers 130 of the data store 112. Emails are unique and can represent the users
in the system and the device names are used {o identify user’s devices. A possible atlack
could ocour between the registration of the requesting client device 1884 and the verifving
client device 108B. Therefore, the authentication system 180 can require the use of the
defined time interval, which forces the user to register a verifying client device 10588 within
a certain amount of time, according to one embaodiment. If the user does not register the
verifying client device 1888 within the defined time interval, the emall will be invalid and will

be unusable.

In one embodiment, once the user registers the requesting client device 1084, the verifying
client device 108B needs {0 be registered with the same email and a different device name
which can allow the authenticator computing device 103 to identify the user’s different
devices 1058, If the device name is the same as the previous one, the device 105 cannot
be regisiered. The serverthen creates a randomiy generated nonce or One-Time Password
{OTP) and sends it to the email address provided by the user. The user can be prompted
to enter this password via the user interface in order to register the verifying client device
1088, In one embodiment, by virtue of receiving the OTP confirmation, the authentication
system 100 assumes that the two devices 108 paired belong 1o the same user because the
user got the OTP by accessing the email of the user corresponding to the emall address.
in this way, the user already has access 1o the email account given, and the two devices
108 paired.

in one embodiment, the authenticator computing device 183 can check whether the emaill
address is already registered. In particular, the authenticator computing device 103 can

search through the data store within the authenticator computing device 103, for example,
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to determine whether the email address received from the device 108 requesting access to
the application is stored. Second, the authenticator computing device 103 can determine
whether the devices 108 have been regisiered in association with that email address.
Third, the authenticator computing device 183 can determine whetherthe signatures and/or
or names of the devices 108 stored in association with that email address comresponds o
the name of the device 108 received from the device 108 requesting access o the

application.

The authenticator computing device 103 can retrieve the user credentials 124 and verified
device identifiers 130 associated with each device 105 that the user is registering. For
each registered device 1058, a pair of private/public keys can be generated by that device.
The authentication system 10¢ can use the public key of each of the devices 1085 in order
o identify which device 105 is accessing the system and also 1o encrypt the data sent o,

and decrypt the data received from, these devices 105.

in some embodiments, the user need not previously register any devices with the
authentication system 188, In one embodiment, the authentication system 100 can be
configured to automatically determine that a user associated with the requesting client
device 108A is the same user that is associated with the verifying client devices 1088, For
example, the authenticator computing device 183 can be configured to automatically
retrieve user data from the requesting client device 108& and the verifying client devices
10588. Thereafier, the authenticaior computing device 103 can compare the data to
determing whether the user associated with the requesting client device 1084 is the same
user that is associated with the verifying client device 1058,

Alternatively, the registration and the authentication phases of the authentication system
188 can happen simullansously. For example, when a user has not previously registered
any devices with the authentication system 188, a requesting client device 1854 may be
prompted to enter user credentials and a device name upon requesting access (o a
resource. Thereafier, the verifving client device 1888, upon sending a response back io
the authenticator computing device 183, can also be prompied to enter user credentials
and a device name. In this situgtion, the authenticator computing device 183 can be
configured 1o first determine whether the user credentials match before determining
whether the authentication challenge sent and the response(s) received maich. In yet
another embodiment, the authentication system 188 can be configured such that any
device can be used as the verifying client device 1088, regardless of whether the verifying
client device 108B belongs to the requesting user, as long as that device 1088 can be

associated (.e., registered) with the requesting user.

Once the devices 188 of the user are registered, a user can be authenticated via the
authenticagtion system 188. To identify the user, the server can generate a random value
{(nonce} and compute a QR code of this value. This QR code can be sent to the user

requiring access. Then, the user can take a picture of this QR code by using the verifying
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client device 1058 which will send back the value, the name of the device 1858, and the
user's email address {0 the authenticator computing device 103, If everything sent maiches
with the data on the authenticator computing device 103, the useris granted access to the

system.

in an additional embodiment for providing anonymous authentication, the requesting client
device 108A and the verifying client device 1058 may be members of an associated set of
client devices 160 and each of the clisnt devices in the associated set of client devices is
associated with more than one user. In this embodiment, the requesting client device 1084
sends a request to access to an authenticator computing device 103, The authenticator
computing device 103 does not know which user has requested access o the resource
because more than one user is associated with the requesting client device 108A. The
authenticator 183 responds to the request by sending an authentication challenge o the
requesting client device 188A. The requesting client device 108A then forwards the
challenge to the verifying client device 10588 and the verifying client device 1058 sends the
response (o the authenticator 163, If the authenticator 103 determines that the response
fromn the verifving client device 108B is a valid response, then the authenticator
authenticates the associated set of client device 160, VWith this method, anonymity of the

requesting client device 1058A is maintained.

With reference to Fig. 3, shown is a flow chart that provides one example of funclionality
that may be implemented in the authenticalor computing device 103, according 1o an
embodiment of the present disclosure. Allernatively, the flow chart of Fig. 3 can be viewed
as depicting steps of an exampie of a2 method implemented in the authenticaior comptuting
device 183 o authenticate the reguesting client device 188A using the verifying client
device 185B. in particular, the flow chart depicted in Fig. 3 shows how the authenticator
computing device 183 determines whether {o grant the reguesting client device 1884

acoess 1o rasgurces.

With reference to Fig. 3, the method of the present invention may include receiving a
request to access a resource from a user device of a plurality of user devices al an
authenticator computing device 388, The method may then continue by delermining
whether the request from the user device is valid 385, If the request is not valid, the user
device may be denied access 1o the resource 345, If the requestis valid, the authenticator
computing device may generate an authentication challenge in response 1o the request
318. The authentication challenge may then be transmitied {0 a subset of user devices of
the plurality of devices associated with the requesting device and/or its user 318, and a
timer may be starled 320. The subset of user devices comprises at least one user device
that is not the user device requesting access 1o the resource. As the timer is running, the
authenticator computing device may determine whether a response {o the authentication
challenge has been received 330 from any of the user devices in the subset of user devices,

if a response has not been received, then the authenticator computing device defermines
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whether the timer has elapsed 325 and if the time has elapsed, the user device requesting
access, or another user device of the plurality of users devices, may be denied access to
the resource 348, Allernatively, if a response to the authentication challenge has been
recaived from one of the user devices in the subset of user devices, then the authenticator
computing device will determine whether the response is a valid response fo the
authentication challenge 335, If the response is not a valid response to the authentication
challenge, then the user device requesting access, or another user device, may be denied
access to the resource 348, Alternatively, if the response to the authentication challenge
is determined {0 be valid, thereby constituting a valid response, then the authenticator
computing device may determine whether all required responses have been received and
validated 34¢. If all the responses have not been received and validated, then the
authenticator computing system will continue to wait until all the required responses have
been received and validated or until the maximum time for the responses has expired.
Alternatively, if all the responses have been received and validated, then the user device
requesting access, or another user device, may be granied access to the resource 350,

In a particular embodiment, a forwarding policy for the authenticator computing device and
a forwarding policy for gach of the plurality of user devices can be used to determine the
subset of user devices that will receive the authentication challenge. As such, the
forwarding policy of the authenticalor computing device may cause the authenticator
computing device 1o forward the authentication challenge to each of the user devices in the
subset of user devices, or alternatively, the forwarding policy may cause the authenticator
computing device to forward the authentication challenge to only some of the user devices
in the subset. Additionally, the forwarding policy of each of the user devices may cause

the user device to forward a received authentication challenge to other user devices.

Additionally, each of the plurality of user devices may utilize a response policy to determine
whether or not the user device Is required {0 generate a response 10 a received
authenticagtion challenge. As such, a response policy of the user device may determine
whether or not the user device is required to generate a response 1o the authentication
challenge. In addition, the authenticator computing device may utilize g validation policy {o
determine which responses are required {0 be valid to grant access to the user devices. As
such, the validation policy of the authenticator computing device may determine which
responses from the subsel of user devices are required 1o be valid to constitute g valid
response to the authentication challenge. Accordingly, the validation policy may cause the
authenticator computing device to ignore the responses from some of the user devices and

to require valid responses from other user devices.

it is within the scope of the present invention to make changes 1o the previously described

policies in order to implement specific desired functionality into the authentication sysiem.

In a specific embodiment providing anonymous authentication, the requesting client device
108A is associated with more than one user and the requesting device is a member of an

19



WO 2017/003651 PCT/US2016/036225

10

Ju—
(V4]

i

b

A\
W

30

35

40

associated set of user devices. In this embodiment, access to the resource is granied or
denied to the associated set of user devices if the responses are determined {o be valid

Fesponses.

With reference to Fig. 4, shown is a flow chart that provides one example of functionality
implemented in the requesting clieni device 1084, Alternatively, the flow chant of FIG. 4
can be viewed as depicting steps of an example of a method implemented in the requesting
client device 1084 1o authenlicate the requesting client device 1084 using at least one
verifying client 1058, Specifically, the requesting application 158 of the first device (client
device 108A) generates a request 0 access a resource and sends the authenticator
computing device 103 the request o access a resource 400, In response 1o the request
from the requesting client device 1884, the authenticator computing device 103 generates
an authentication challenge and transmits the authentication challenge o either the
requssting client device 1854 or the verifying client device 188B. H it is determined that
the authentication challenge is received at the requesting client device 488, then the
requesting client device may proceed by transmitting the authentication challenge to at
least one verifying client device 416, Alternatively, if the authentication challenge is not
received at the requesting client device, then the requesting clisnt device would not be
required to forward the authentication challenge to other devices and the reguesting client
device 148A may walt o receive notification of access granted or denied 448 based upon
the authentication challenge responses from the other verifying client devices 108B.
Additionally, the authentication challenge may instead be fransmitted directly from the
authenticator computing device 103 to the verifving client device 1088, After at least one
verifying client device 1088 has received the authentication challenge from either the
authenticator computing device 183 or the requesting client device 105, the method
proceeds at step 410, where it is determined whether the requesting client device 1684 or
the verifying client device 10588 needs to forward the authentication challenge to ancther
device before responding to the authentication challenge. In this regard, the requesting
clieni device 105A and/or the verifying client device 10588 can be required to fransmit the
authentication challenge to multiple devices at varying times to receive access o the
rasources. if it is determined that the requesting client device 108A or the verifying client
device 1058 needs to send the authentication challenge 1o another device, the requesting
clieni device 1054 orthe verifying client device 108B forwards the authentication challenge
to another device 4158, If it is determined that the requesting device 1084 or the verifying
clieni device 1888 does not need (o send the authentication challenge io any other devices,
then it is determined whether the devices receiving the authentication challenge need o
respond to the authentication challenge 428. 1T 50, the devices receiving the authentication
challenge generate a response to the authentication challenge 425 and transmit the
response o the authenticator computing device 438. The method then determines whether
it is necessary to forward the authentication challenge to any other devices 435, and ifit is

necessary to forward the authentication challenge to ancther device, then the

20



WO 2017/003651 PCT/US2016/036225

10

[\
(V4]

36

35

40

authentication challenge is forwarded (o the other devices 448, The process continues until
all of the appropriate devices have received the authentication challenge and all of the
devices have had the opportunity {0 respond. The authenticator computing device 103 then
determings whether or not {o grani access 1o the reguesting client device 10584 and notifies

the requesting client device 108A that access has been denied or granted 448,

in a specific embaodiment providing anonymous authentication, the requesting client device
1054 is associated with more than one user and the requesting device is a member of an
associated set of user devices. In this embodiment, access to the resource is granied or
denied 448 o all of the users of the associated set of user devices if the responses are

determined o be valid responses.

With reference to Fig. 5, shown is a flow chart that provides one example of funclionality
implemented in the verifying client device 1058, Alternatively, the flow chart of Fig. 5 can
be viewed as depicting steps of an example of a method implemented in the verifying client
device 1088 to authenticate the requesiing client device 1084, In particular, the verifying
client device can receive the authentication challenge 500, whergin the authentication
challenge may be received from the authenticator computing device 103 or from the
requesting client device 108A. After receiving the authentication challenge at the verifying
client device, the method continues by determining whether the authentication challenge
should be forwarded to any other devices from the verifying client device 888, it is
determined that the authentication challenge should not be forwarded to any other devices,
it is then determined whether the verifying client device 1958 needs to respond {o the
authentication challenge 815, If not, then the method continues by determining whether
any other devices should receive the authentication challenge 838, Alematively, ifit is
determined that that the verifying client device 108B needs 10 respond o the authentication
challenge, then a response is generated 52¢ and then transmitied {o the authenticator
computing device 825. The method then continuas by determining whether any additional
devices should receive the authentication challenge 838 and sending the authentication
challenge to additional devices, if appropriate 838, The process continues until all of the
appropriate devices have received the suthenticagtion challenge. The process then ends
and the authenticator computing device notifies the requesting client device 1054 whether
or not access has been granted based at least in part on the method performed within the
verifying client device 105B. In some embodiments, multiple verifying client devices 10588
can be required to receive and/or send the authentication challenge at various times io
authenticate the requesting client device 108A.

In a specific embodiment providing anonymous authentication, the requesting client device
108A is associated with more than one user and the requesting device is a member of an
associated set of userdevices. In this embodiment, the process ends and the authenticator
computing device notifies the associated set of user devices 160 whether or not access io

21



WO 2017/003651 PCT/US2016/036225

10

Ju—
(V4]

i

b

A\
W

36

35

40

the resource is granted or denied fo all of the users of the associated set of user devices if

the responses are determined to be valid responses.

With reference fo Fig. 8, shown is a diagram illustrating an example of an authentication
protocol implemented as a portion of the embodiment of the authentication system. Inone
embodiment, the requesting client device 1084 and verifying client device 1088 shown in
Fig. 6 are associated and/or regisiered {o the same user. In an addifional embodiment
providing anonymous authentication, at least one of the requesting client device 1084 and
the verifying client device 1088 are registered to more than one user and the reguesting
client device 1084 and the verifying client device 1058 are members of an associaled set
of user devices. As shown in Fig. 8, a requesting application in the requesting client device
1058A sends an access request 15 to the authenticator computing device 103 to access a
resgurce. The authenticaior 183 sends an authentication challenge 6260 to the requesting
client device 108A after which the requesting client device 105A sends the authentication
challenge 620 to a verifying client device 108B. The verifying client device 1088 sends a
response 830 back to the authenticator computing device 183. If the authenticator
computing device 143 determines that the response 830 is valid for the issued
authentication challenge 620, the authenticator computing device 183 grants the requesting
client device 108A gocess 838 1o the resource. In the case of anonymous authentication,
if the authenticator computing device 103 determines that the response 638 is valid for the
issuad authentication challenge 628, the authenticator computing device 103 grants any
one or mare of the user devices of the associated set of user devices 168 access 1o the

Fesource.

=

With reference io Fig. 7, shown is a diagram illustrating another example of an
authentication protoco! implemented as a portion of the embodiment of the authentication
system. In one embodiment, the devices 188A and 1088 shown in Fig. 7 are associaied
and/or registered to the same user. in an additional embodiment providing anonymous
authentication, at least one of the requesting client device 108A and the verifying client
device 10588 are registered to more than one user and the requesting client device 10684
and the verifying client device 1088 are members of an associated sef of user devices. In
the embodiment shown in Fig. 7, after the requesting client device 108A requests access
to a resource 718, the authenticator computing device 103 sends the authentication
challenge 720 to the verifying client device 1088, The verifving client device 1088 sends
the authentication challenge 728 to the reguesting client device 108A, afier which the
requesting client device 105A sends a response 7380 back to the authenticator computing
device 103. If the authenticator computing device 103 determines that the response 730
is valid for the issued authentication challenge 720, the authenticalor computing device 103
granis the requesling client device 108A access 735 to the resource. In the case of
anonymous authentication, if the authenticator computing device 103 delermines that the
response 730 is valid for the issued authentication challenge 720, the authenticalor
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computing device 103 grants any one or more of the user devices of the associated set of

user devices 180 access 1o the resource.

With reference to Fig. 8, shown is a diaggram illusiraling another example of an
authentication protoco! implemented as g portion of the embodiment of the guthentication
system. In one embodiment, the requesting client device 10884, first verifying device 1088
and second verifying client device 1058, shown in Fig. 8, are associated and/or registered
o the same user. In an additional embodiment providing anonymous authentication, at
least one of the reqguesting client device 1084 the first verifying client device 1088 and the
second verifying client device 1088 are registered to more than one user and the
requesting clieni device 1884 the first verifying client device 1088 and the second verifying
client device 108B are members of an associaled set of user devices. As shown in Fig. 8,
the requesting client device 108A sends an access request 828 to the authenticator
computing device 183. The requesting client device 1884 that requests access o a
resgurce receives the authentication challenge 828 from the authenticator computing
device 103. A first verifying client device 108B receives the authentication chalienge 828
from the requesting client device 188A. Thereafter, the first verifying client device 1058
sends a response 840 back to the authenticator computing device 183, Thereafier, the first
verifying client device 1488 sends the authentication challenge 825 10 a second verifying
client device 168B. The second verifying client device 108B then sends a response 845
back to the authenticator computing device 143, If the authenticator computing device 103
determines that the responses 848, 845 received from the first and second verifying client
devices 1058 are valid for the issued authentication challenge 825, the authenticator
computing device 103 sends an access grant 850 to the requesting client device 108A
thereby granting the requesting client device 108A access to the resource. In the case of
anonymous authentication, if the authenticator compuling device 103 determines that the
responses 840, 845 are valid for the issued authentication challenge 828, the authenticator
computing device 103 grants any one or more of the user devices of the associated set of
user devices 160 access to the resource.

With reference io Fig. 9, shown is a diagram illustrating another example of an
authentication protoco! implemented as a portion of the embodiment of the authentication
system. In one embodiment, the requesting client device 108A, first verifying device 1058
and second verifying client device 10588, shown in Fig. 9, are associated and/or registered
to the same user. In an additional embodiment providing anonymous authentication, at
least one of the requesting client device 105A the first verifying client device 10588 and the
second verifying client device 108B are regisiered {o more than one user and the
requesting client device 108A the first verifying client device 1058 and the second verifying
clieni device 108B are members of an associated set of user devices. As shown in Fig. 8,
the requesting client device 105A sends an access request 920 to the authenticalor
computing device 103, The reqguesting client device 105A sends the authentication

challenge 925 to the first verifving client device 1088, after which the first verifying client
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device 1088 sends a response %35 to the authenticator computing device 103. The
requesting client device 108A then sends the authentication challenge 925 {0 the second
verifying client device 108B. The second verifying client device 1088 then sends a
response 845 back to the authenticator computing device 183. If the authenticator
computing device 183 determines that the responses 835, 945 received from the first and
second verifying client devices 1088 are valid for the issued authentication challenge 828,
the authenticator computing device 183 send an access grant 858 {o the requesting client
device 185A, thereby granting access io the resource. In the casg of anonymous
authentication, if the authenticator computing device 103 determines thal the responses
835, 848 are valid Tor the issued authentication challenge 925, the authenticator computing
device 183 grants any one or more of the user devices of the associated set of user devices

160 access to the resource.

With reference fo Fig. 10, shown is a diagram iliustrating another example of an
authentication protocol implemented as a portion of the embodiment of the authentication
system 160, In one embodiment, the requesting client device 185A, first verilying device
1088 and second verifying client device 1058, shown in Fig. 10, are assodiated andior
regisiered to the same user. In an additional embodiment providing anonymous
authentication, at least one of the requesting client device 1084 the first verifying client
device 1658 and the second verifying client device 108B are registered to more than one
user and the requesting client device 108A the first verifying client device 1088 and the
second verifying client device 1058 are meambers of an associated set of user devices. As
shown in Fig. 10, the requesting client device 108A first sends an access request 1820 o
the authenticator computing device 103, The requesting computing device 105A then
receives an authentication challenge 1028 and sends the authentication challenge 1025 {0
the first verifying client device 1088, then to the second verifying client device 10588, after
which both the first and the second verifying client devices 108B send a response 1040,
1045 to the authenticator computing device 103, If the authenticator computing device 103
determines that the responses 1040, 1045 received from the first and second verifying
clieni devices 1058 are valid for the issued authentication challenge 1028, the
authenticator computing device 103 sends an access grani 1080 to the requesting client
device 105A thereby granting the requesting client device 1054 access to the resource. In
the case of anonymous authentication, if the authenticator computing device 103
determines that the responses 1048, 1045 are valid for the issued authentication challenge
1028, the authenticator computing device 103 granis any ong or more of the user devices

of the associated set of user devicas 160 access to the resource.

in one embodiment, when the authentication process starts, a nonce and/or a QR-code
version of this nonce can be generated by the server. Once the nonce is generated, the
QR code can be generated. Finally, the server can send the created QR code 1o the device
108 requesting access to the application. In one embodiment, to forestall attacks during

the authentication process, the authentication challenge can only be valid for about 18
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seconds. lt should be appreciated that the authentication challenge can be limited to being

valid for any pre-determined amount of time.

All the communications between the authenticator compulding device 103 and the devices
105 can be signed, encrypted, and/or contain a timestamp. There can be a time window
{determined from the timestamp) within which the receiver of a message will accept a
message. The timestamp and the digital signature can facilitate ensuring the authenticity,
infegrity, and non-repudiation of the message. The encryption can facilitate ensuring the
confidentiality of the message. Also, an email address or other identifier can be used to

identify the user and the signature to differentiate the two devices 108,

The interaction between the requesting client device 105A and the verifying client device
1058 can be modified {0 suit different purposes. For example, the authentication challenge
data could be sent as a sound wave instead of a QR code. In this regard, different forms
of authentication challenges can be transmitied {0 the device 188A requesting access to
the application and received from the devices 1088 interacting with the requesting device
1054 to authenticate the requesting device 108A. For example, the authentication
challenge can be a nonce and may be communicated in the form of a sound wave, NFC,
images, infrared rays, vibration, Bluetooth, the state of a memory device such as a USB
drive or magnetic tape, or any form of communication beiween devices 105 that can be

received via the devices 105.

The time limit set to perform the authentication chalienge, and a timestamp that may
optionally be included in all the communications, can improve the seourity of the present
invention. If the communication of the authentication challenge is delayed by a third party
{perhaps because the attacker is in possession of the requesting client device 1084, while
a verifying client device 1088 is in possession of a legitimate user, and the atlacker uses
social engineering or spear phishing fo send the authentication chalienge data to said
verifying client device 105B), timestamps can reveal that delay.

in an additional embodiment, continuous authentication can be provided, wherein, after a
requesting client device 188A gains access to the resource, the requesting client device
108 A is stolen, which would allow an attacker 1o gain access to the resource. To solve this
problem, the authenticator computing device 183 can send a challenge 1o the requesting
device 1084 in a fixed or random time interval. The user of the requesting device 108A is
then reguired to respond io the authentication challenges in order {o continue being
authenticated. The authentication system can require the challenge {o be performed in a
refatively small time interval, requiring the user to continuously respond to the
authentication challenge in order to stay authenticated. Furthermore, the authentication
system can generate different challenges, and/or it can request responses from a different

subset of the devices associated with the user.
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Additionally, while the detailed embodiments of the invention describe authenticating only
the requesting client device 108A, granting the verifying client devices 108B access {o the

resource is also within the scope of the present invention.

in some embaodiments, if one of the client devices 185 is unable to communicate directly
with the authenticator computing device 183, it is possible {0 use one of the other client
devices 185, that can communicale with the authenticator computing device 103, to act as
a relay for the communication between the authenticator computing device 183 and the
client device 108 unable o communicate directly with the authenticator computing device
183

With reference to FIG. 11, shown is a schematic block diagram of an authenticator
computing device 1103 according to an embodiment of the present disclosure. The
authenticator computing device 1103 includes at least one processor circuit, for example,
having a processor 11056 and a memory 1120, both of which are coupled to a local interface
1410. To this end, the authenticator computing device 1103 can comprise, for example, at
least one server computer. The local interface 1110 can comprise, for exampile, a data bus

with an accompanying address/control bus or other bus struciure as can be appreciated.

Stored in the memory 1120 are both dala and several components that are executable by
the processor 1105, In particular, stored in the memory 1120 and executabie by the
processor 1108 are the authentication challenge generator 1118, validator 1145, and
potentially other applications. Also stored in the memory 1120 can be a data store 1412
and other data. In addition, an operating sysiem can be siored in the memory 1120 and
executable by the processor 11058,

it is undersiood that there can be other applications that are stored in the memory 1120
and are executable by the processors 1105 as can be appreciated. Where any component
discussed herein is implemenied in the form of software, any one of 3 number of
programming languages can be employed such as, for example, C, C++, C#, Objective C,
ML, Erfang, F#, x86, ARM, Java, JavaScript, Perl, PHP, Visual Basic, Python, Ruby, Delphi,

Matiab, or other programming languages.

A number of software components are stored in the memory 1120 and are executable by
the processor 1105, In this respect, the term "executable” means a program file that is in
a form that can ultimately be run by the processor 11058, Examples of executable programs
can be, for example, a compiled program that can be transiated into machine code in a
format that can be loaded into a random access portion of the memory 1120 and run by the
processor 1105, source code that can be expressed in proper format such as object code
that is capable of being loaded into a random access portion of the memory 1120 and
executed by the processor 1105, or source code that can be interpreted by another
executable program to generale instructions in a random access pottion of the memory
1120 1o be executed by the processor 114858, etc. An execuiable program can be stored in

any pottion or component of the memory 1120 including, for example, random access
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memory (RAM), read-only memory (ROM), hard drive, solid-state drive, USB flash drive,
memory card, oplical disc such as compact disc (CD) or digital versatile disc (DVD), floppy

disk, magnetic tape, or other memory components,

The memory 1120 is defined herein as including both volatile and nonvolatile memory and
data storage components. Volatile components are those that do not retain data values
upon loss of power. Nonwvolatife components are those that retain data upon a loss of
power. Thus, the memory 1120 can comprise, for example, random access memaory
(RAM), read-only memory (ROM), hard disk drives, solid-state drives, USB flash drives,
memory cards accessed via a memory card reader, floppy disks accessed via an
associated floppy disk drive, optical discs accessed via an optical disc drive, magnetic
tapes accessed via an appropriate tape drive, and/or other memory componenis, or a
combination of any two or more of these memory componenis. In addition, the RAM can
comprise, for example, static random access memory (SRAM), dynamic random access
memory (DRAM), or magnetic random access memory (MRAM) and other such devices.
The ROM can comprise, for example, a programmabile read-only memory (FROM), an
erasable programmable read-only memory (EPROM), an elecinically erasable

programmabile read-only memory (EEFPROM), or sther like memory device.

Also, the processor 1188 can represent multiple processors 1168 and the memory 1128
can represent multiple memores 1120 that operaie in paraliel processing circuits,
respectively. In such a case, the local interface 1418 can be an appropriate network that
faciiitates comimunication between any two of the multiple processors 1108, between any
procassor 1108 and any of the memories 1128, or between any two of the memories 1120,
etc. The local interface 1118 can comprise additional systems designed 1o coordinate this
communication, including, for example, performing load balancing. The processor 1105

can be of electrical or of soime other available construction.

Afthough authentication challenge generator 1118, validator 1118, and other various
systems described herein can be embodied in software or code exscuted by general
purpose hardware as discussed above, as an alternative the same can also be embodied
in dedicated hardware or a combination of software/general purpose hardware and
dedicated hardware. If embodiad in dedicated hardware, each can be implemented as a
circuit or state machine that employs any one of or a combination of a number of
technologies. These technologies can include, but are not limiled to, discrete logic circuits
having logic gates for implementing various logic functions upon an application of one or
more data signals, application specific integrated circuits having appropriste logic gates, or
cther components, etc. Such technologies are generally well known by those skilled in the

art and, conseqguenily, are not described in detail herein.

The flow charts of Figs. 3-5 show the functionality and operation of an implementation of
portions of an embodiment for the mukltiple device authentication system. f embodied in

software, each block can represent a module, segment, or portion of code that comprises
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5 program instructions to implement the specified logical function(s). The program
instructions can be embodied in the form of source code that comprises human-readable
statements written in a programiming language or machine code that comprises numerical
instructions recognizable by a suitable execution system such as a processor 1485 in a
computer system or other system. The machine code can be converted from the source

10 code, etc. If embodied in hardware, each block can represent a circuit or a number of

inferconnected circuits to implement the specified logical function(s).

Although the flow charts of Figs. 3-5 show a specific order of execution, it is understood
that the order of execution can differ from that which is depicted. For example, the order

of execution of two or more blocks can be scrambiled relative 1o the order shown. Also, two

(4]

or more biocks shown in succession in Figs. 1 and 2 can be executed concurrently or with
partial concurrence. Further, in some embodiments, one or more of the blocks shown in
Figs. 1 and 2 can be skipped or omitted. In addition, any number of counters, state
variables, warning semaphores, or messages mighi be added o the logical flow described
herein, for purposes of enhanced utility, accounting, performance measurement, or
O providing troubleshooting aids, etc. R is understood that all such variations are within the

scope of the present disclosure.

it should be emphasized that the above-described embodiments of the present disclosure
are merely possible examples of implementations set forth for a clear undersianding of the

principles of the disclosure. Many variations and modifications can be made to the above-

(V4]

described embodiment(s) without departing substantially from the spirit and principles of
the disclosure. All such medifications and variations are infended to be included herein

within the scope of this disclosure and protected by the following claims.
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What is claimed is:

A method of guthentication using at least two user devices of an associated set of user

devices, the method comprising:

registering each user device of an associated set of user devices with an authenticator
computing device, wherein each of the user devices of the associated set of user

devices are registered 1o at legst one user,

receiving, at the authenticator computing device, a request 1o access a resource from
one user device of the associated set of user devices, wherein the one user device

requesting access to the resource is registered to more than one user;

genergting an authentication challenge at the authenticator computing device in

response {o the request;

transmitting the authentication challenge 1o one user device of g subset of user devices
of the associated set of user devices registered with the authenticator computing
device, wherein the subset of user devices comprises at least one user device other

than the one user device reguesting access 1o the resource;

transmitting the authentication challenge from the one user device of the subset of user

devices to one or more other user devices of the subset of user devices;

generating at least one response {0 the authentication challenge at one or more user

devices of the subset of user devices;

fransmitting the at least one response to the authenticator computing device;

determining, al the authenticator compuling device, if the at least one response

constitutes a valid response to the authentication challenge; and

granting any one or more of the user devices of the associated set of user devices
registered with the authenticator computing device access {o the resource if the at least
one response received at the authenticator compuling device constitules a valid

response {o the authentication challenge.

The method of claim 1, wherein registering each of the user devices of the associaled

set of user devices with an authenticator computing device, wherein gach of the user

29



i

D

3

WO 2017/003651 PCT/US2016/036225

O

(4]

W

8

&,

devices of the associaled sel of user devices are registered to at least one user, further
comprises storing atl least one user credential and storing at least one verified device
identifier from each of the user devices of the associated set of user devices at the

authenticator computing device.

The method of claim 1, wherein transmitting the authentication challenge to a subset
of user devices of the associated set of user devices further comprises, transmitting
the authentication challenge from the authenticator computing device to the subset of

user devices according fo a forwarding policy of the autheniicator computing device.

The method of claim 1, wherein fransmitting the authentication chalienge to a subset
of user devices of the associated set of user devices further comprises, transmitting
the authentication chalienge from the authenticator computing device to the user device
requesting access 1o the resource and the user device requesting access {o the
resource subsequently transmitling the authentication challenge o the other user
devices of the subset of user devices according to a forwarding policy of the user device

requesting access to the resource.

The method of claim 1, wherein generaling at least one response to the authentication
challenge at one or more user devices of the subset of user devices further comprises,
generating a response o the authentication challenge at each of the user devices of
the subset of user devices according 1o a response policy of each of the user devices

of the subset of user devices.

The method of claim § further comprising, transmitting the response 1o the
authentication challenge generated at each of the user devices of the subset of user

devices 1o the authenticator computing device.

The method of claim &, wherein determining, at the authenticator computing device, if
the at legst one response constitutes a valid response to the authentication challenge
further comprises, determining if each response 1o the authentication challenge
generated at each of the users devices of the subset of user devices constitutes a valid

respornse.
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The method of claim 6, wherein determining, at the authenticator computing device, if
the at least one response constitutes a valid response to the authentication challenge
further comprises, determining if each response to the authentication challenge
generated at each of user devices of the subset of user devices consiitules a valid

response according to a validation policy of the authenticator computing device.

The method of claim 1, wherein the authentication challenge is an encrypted or

cryptographically signed authentication challenge.

The method of claim 1, wherein the authenlication chalienge comprises a Message

Authentication Code (MAC).

The method of claim 1, wherein the authentication challenge comprises a timestamp.

The method of claim 1, wherein a transmission fechnique for the authentication
challenge is selecied from the group consisting of a QR code, a sound wave, a light
wave, an infrared signal, an NEC, a Bluetooth signal, a radio signal, an image, a state

of a memory device and a vibration.

. The method of claim 1, wherein the resource is selected from the group consisting of

an application, a file, a process, a potl, a service, a nelwork bandwidth, a device, a

memory and a processor time.

One or more non-transitory compuler-readable media having computer-executable
instructions for performing a method of running a software program on a computing
device, the method including issuing instructions from the software program, the

instructions comprising:

registering each user device of an associated set of user devices with an authenticator
computing device, wherein each of the user devices of the associaled set of user

devices are registered o at least one user;

recelving, at the authenticator computing device, a request to access a resource from
one user device of the associated set of user devices, wherein the one user device

requesting access to the resource is registered to more than one user;
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5 generating an authentication challenge at the authenticator computing device in

response {o the request;

transmitling the authentication challenge 1o one user device of g subset of user devices
of the associated set of user devices registered with the authenticator computing
device, wherein the subset of user devices comprises at least one user device other

10 than the one user device requesting access o the resource;

transmitling the authentication challenge from the one user device of the subset of user

devices to one or rmore other user devices of the subset of user devices;

generating at least one response to the authentication challenge at one or more user

devices of the subsel of user devices;
15 fransmitting the at least one response o the authenticator computing device;

determining, al the authenticator computing device, if the al least one response

constitutes a valid response to the authentication challenge; and

granting any one or more of the user devices of the associated set of user devices
registered with the authenticator computing device access (o the resource if the at least
20 one response received at the authenticator computing device constitutes a valid

response to the authentication challenge.

15. The media of claim 14, further comprising instructions for registering each of the user
devices of the associated set of user devices (o a user with an authenticator computing
device, wherein each of the user devices of the associated set of user devices are

25 regisiered to at least one user, by storing at least one user cradential and storing at

least one verified device identifier from each of the user devices of the associated set

of user devices at the authenticator computing device.,

16. The media of claim 14, further comprising instructions for transmitling the

authentication challenge from the authenticator computing device to the subset of user

devices according to a forwarding policy of the authenticator computing device.

17. The media of cdlaim 14, further comprising instructions for fransmitting the

authentication challenge from the authenticator computing device 1o the user device

32



WO 2017/003651 PCT/US2016/036225

10

U
(v

20

[\
(V4]

30

18.

19.

20.

21.

22.

24.

requesting access o the resource and subsequently fransmitting the authentication
challenge from the user device requesting access {o the resource 1o the other user
devices of the subset of user devices according to a forwarding policy of the user device

requesting access to the resource.

The media of claim 14, further comprising instructions for generating a response to the
authentication challenge at each of the user devices of the subset of user devices

according to a response policy of each of the user devices of the subset of user devices.

The media of claim 18, further comprising instructions for transmitting the response to
the authentication challenge generated at each of the user devices of the subset of

user devices to the authenticator computing device.

The media of claim 19, further comprising instructions for determining if each response
o the authentication challenge generated at each of the users devices of the subset of

user devices constitutes a valid response.

The media of claim 19, further comprising instructions for determining if each response
o the authentication challenge generated at sach of user devices of the subset of user
devices constitutes a valid response according to a validation policy of the authenticator

computing device.

The media of claim 14, wherein the authentication challenge is an encrypted or

cryptographically signed authentication challenge.

. The media of claim 14, wherein the authentication challenge comprises a Message

Authentication Code (MAC).

The media of claim 14, wherein the authentication challenge comprises a timestamp.

Y. The media of claim 14, wherein a transmission technigque for the authentication

challenge is selected from the group consisting of a QR code, a sound wave, a light
wave, an infrared signal, an NEC, a Bluetooth signal, a radio signal, an image, a state

of a memory device and a vibration.
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26. The media of claim 14, wherein the resource is selacted from the group consisting of
an application, a file, a process, a potl, a service, a nelwork bandwidth, a device, a

memory and a processor time.

27. An authsntication systam comprising:

an authenticator computing device configured 1o register each user device of an
10 associated set of user devices with the authenticator computing device, wherein each
of the user devices of the associated set of user devices are registered to at least one
user, the authenticator computing device further configured (o receive a request {o
access a resource from one user device of & the associated set of user devices,

wherein the one user device requesting access o the resource is registered {0 at least

(4]

two users and with the authenticator computing device, 1o generate an authentication
challenge in response to the request, o transmit the authentication challenge to one
user device of a subset of user devices of the associated set of user devices registered
with the authenticator computing device and to transmii the authentication challenge

from the one user device of the subset of user devices to one or more other devices of

>

G the subset of user devices, wherein the subset of user devices comprises at least one
device cther than the one user device requesting access 1o the resource orto fransmit
the authentication challenge fo the user device reguesting access 1o a resource for
subsequent transmission of the authentication challenge from the user device
requesting access 1o a resource o the other user device(s) of the subset, {o receive al

5 least one response to the authentication challenge from one or more user devices of

the subset of user devices, to determine if the at least one response constitutes a valid

response o the autheniication challenge and to grant any one or more of the user
devices of the associated set of user devices registered with the authenticator
computing device access to the resource if the at least one response received

30 constitutes a valid response to the authentication challenge.

28. The authentication systemn of claim 27, wherein the authenticator computing device is
further configured {0 register each of the associated set of user devices with the

authenticator computing device by storing at least one user credential and sisring at

34
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10

29.

least one verified device identifier from esach of the user devices of the associated set

of user devices at the authenticator computing device,

The authentication system of claim 27, wherein the associated set of user devices are
selected from the group consisting of a laptop computer, a personal digital assisiant, a
celiular ielephone, a smart phone, a smart walich, a smart ring, a smart wearable
device, a smart lock, a music player, a web pads, a tablet computer sysiem, a game

device, an electronic book reader, or other device with like capability.
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