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DESCRIPTION

TITLE

Bearer management for groups

Field of the Invention

The present invention relates to an apparatus, a method and a computer program product

for carrying out bearer management for groups.

Related background Art

The following meanings for the abbreviations used in this specification apply:

AAA

APN

AMBR

CDMA

ePDG

GGSN

GPRS

HRPD

HSGW

HSS

LTE

LTE-A

Authentication, authorization and accounting

Access point name
Aggregate maximum bit-rate
Code division multiple access
evolved packet data gateway
Gateway GPRS support node
General packet radio service
High rate packet data

HRPD serving gateway
Home subscriber server

Long term evolution

LTE-Advanced
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MME Mobility management entity
M2M Machine to machine
PCRF Policy control and charging rules function
PDN Packet data network
PDP Packet data protocol
PGW Packet data network gateway
QoS Quality of service
SGSN Serving GPRS support node
SGW Serving gateway
UE User equipment
WLAN Wireless local area network

Embodiments of the present invention relate to 3GPP accesses (e.g. LTE, LTE-A,
WCDMA and GSM accesses) and to non-3GPP accesses (e.g. WLAN, CDMA and
WIMAX accesses) and in more detail to handling of groups. Group specific features are
currently under standardization in 3GPP R12. 3GPP is currently working on
standardisation of group policing / usage monitoring and other group features may be
standardized later (e.g. group charging, group messaging, etc.). Users belong to a group
or multiple groups and functionalities such as policing, charging and/or messaging are
performed in the network per group. Grouping is relevant e.g. for M2M devices and for

family members.

One potential option is that group members are served by the same PGW/GGSN. Each
group member is assumed to perform attach (and PDP context activation in 3G) but
should be served by the same PGW/GGSN. PDN connections / PDP contexts of the

group members are assumed to be managed in the same PGW/GGSN.
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At PDN connection / PDP context creation, a PGW/GGSN is selected for the PDN
connection / PDP context.

Thus, for each member of a group it is necessary to perform bearer management such as
PDN connection/PDP context creation etc. separately, which leads to a high amount of
signalling and process load in the network. With current solutions, PGW/GGSN selection
is done separately for each member of a group and thus group members may be served
by different PGW/GGSNSs.

Summary of the Invention

Embodiments of the present invention address this situation and aim to overcome the
above-described problem and to reduce the amount of signaling in connection with PDN
connection / PDP context creation.

According to a first aspect of the present invention, an apparatus is provided which
comprises a connection unit configured to provide a connection to a network, and a
processor configured to receive, via the connection unit, a request to create a packet data
connection from a user equipment of a group, and to select a group control device for the

group based on information related to the group.

According to a second aspect of the present invention, an apparatus is provided which
comprises a memory configured to store subscription-related information, a connection
unit configured to provide a connection to a network, and a processor configured to handle
subscriber-related information for a group by referring to an address of a group control

device stored for the group in the memory.

According to a third aspect of the present invention, an apparatus is provided which

comprises a connection unit configured to provide a connection to a network, and a
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processor configured to handle control of a group of user equipments, and to forward
information regarding the group together with the address of the apparatus to an

authentication, authorization and accounting entity.

According to a fourth aspect of the present invention, an apparatus is provided which
comprises a memory, a connection unit configured to provide a connection to a network,
and a processor configured to control authentication, authorization and accounting in a
network, and to handle authentication, authorization and accounting for a packet data
connection related to a group by referring to an address of a group control device stored

for the group in the memory.

According to a fifth aspect of the present invention, a method is provided which comprises

receiving a request to create a packet data connection from a user equipment of a

group, and

selecting a group control device for the group based on information related to the

group.

According to a sixth aspect of the present invention, a method is provided which

comprises
storing subscription-related information in a memory, and

handling subscriber-related information for a group by referring to an address of a

group control device stored for the group in the memory.

According to a seventh aspect of the present invention, a method is provided which

comprises
handling control of a group of user equipments, and

forwarding information regarding the group together with the address of an

apparatus carrying out the method to an authentication, authorization and accounting
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According to a eighth aspect of the present invention, a method is provided which

comprises
controlling authentication, authorization and accounting in a network, and

handling authentication, authorization and accounting for a packet data connection
related to a group by referring to an address of a group control device stored for the group

in the memory.

The first to eighth aspects of the present invention may be modified as defined in the
dependent claims, for example.

According to a ninth aspect of the present invention, a computer program product is
provided which comprises code means for performing a method according to any one of
the fifth to eighth aspects and/or their modifications when run on a processing means or
module. The computer program product may be embodied on a computer-readable

medium.

Thus, according to embodiments of the present invention, bearer management for a group
is performed on a group basis. That is, for example PGW/GGSN selection can be
performed per group. Thus, when the appropriate PGW/GGSN is known, there is no need
to carry out further procedures and signaling in order to determine the appropriate
PGW/GGSN.

Brief Description of the Drawings
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These and other objects, features, details and advantages will become more fully
apparent from the following detailed description of embodiments of the present invention

which is 1o be taken in conjunction with the appended drawings, in which:

Fig. 1 shows simplified structures of network elements involved in a bearer management

for groups of according to an embodiment of the present invention,

Fig. 2 shows a signal flow illustrating example for PDN connection / PDP context creation

for a first member of a group according to an embodiment of the present invention,

Fig. 3 shows a signal flow illustrating example for PDN connection / PDP context creation

for a next member of a group according to an embodiment of the present invention.

Figs. 4 and 5 show signal flows illustrating examples for group control according to an

embodiment of the present invention,

Fig. 6 shows a PCRF as a group control device according to a further embodiment of the

present invention, and

Fig. 7 shows a signal flow illustrating example for PDN connection / PDP context creation

for a first member of a group according to the further embodiment of the present invention.

Detailed Description of embodiments

In the following, description will be made to embodiments of the present invention. It is to

be understood, however, that the description is given by way of example only, and that the
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described embodiments are by no means to be understood as limiting the present

invention thereto.

However, before explaining embodiments of the present invention in detail, the problem to
be solved by the invention is summarized again. In particular, currently for each UE,
PGW/GGSN selection happens separately when a PDN connection / primary PDP context
for the UE is created. Commonly, operators deploy multiple PGWs and/or GGSNs and
then UEs are served by those. Group members are not served by the same PGW/GGSN.
Some group features become too complicated or even impossible if group members are
not in the same PGW/GGSN. For example, group bandwidth management becomes far
too complicated if there is one bandwidth limit (e.g. Group APN-AMBR) which is enforced
in many PGW/GGSNSs.

Thus, embodiments of the present invention are directed to overcome the problems

mentioned above.

In the following, a general embodiment of the present invention is described by referring to
Fig. 1. In particular, Fig. 1 shows several elements involved in the procedure according to
embodiments of the present invention. In more detail, Fig. 1 shows a MME/SGSN 1, a
PGW/GGSN 2, a AAA 3 and a HSS 4.

The MME/SGSN 1 is an example for an apparatus, e.g., a network access apparatus,
applying an embodiment of the present invention. Other examples may include MME and
SGSN separately, an Access GW (e.g. Trusted WiFi Access GW or HSGW) or ePDG.
Moreover, the apparatus may also be only a part of the corresponding network element
(i.e., SGSN, MME, Access GW, ePDG etc.).

The MME/SGSN 1 comprises a processor 11 and a connection unit 12. The connection
unit 12 is configured to provide a connection to a network, e.g., a (mobile) communication

network. The processor 11 is configured to receive, via the connection unit, a request to
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create a packet data connection (e.g. PDN connection / PDP context) from a user
equipment of a group, and to select a group control device (such as a packet data network
gateway device (e.g., PGW 2) for the group, or a PCRF) based on information related to

the group.

The PGW/GGSN 2 is an example for an apparatus, e.g., a group control device, applying
an embodiment of the present invention. Other examples may include a GGSN or PGW
separately, for example. Moreover, the apparatus may also be only a part of the
PGW/GGSN.

The PGW/GGSN 2 comprises a connection unit 22 configured to provide a connection to
a network and a processor 21. The processor 21 is configured to configured to handle
control of a group of user equipments, and to forward information regarding the group
together with the address of the apparatus (of the PGW/GGSN in this example) to an

authentication, authorization and accounting entity (e.g., AAA 3).

In the example shown in Fig. 1, the apparatus described above is a packet data network
gateway device (PGW/GGSN). In this case, the processor is further configured to receive,
via the connection unit, a request to create a packet data connection (e.g. PDN
connection / PDP context) for a user equipment related to the group, and to create the
packet data connection (e.g., PDN connection / PDP context). Thus, the processor will
then forward information regarding the group together with the address of the packet data
network gateway device to the authentication, authorization and accounting entity (e.g.,
AAA 3).

Optionally, the MME/SGSN 1 and the PGW/GGSN 2 respectively may further comprise
memories 13 and 23 for storing data and programs, by means of which the respective

processors 11 and 21 may carry out their corresponding functions.
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The AAA 3 is an example for an apparatus, e.g., an authentication, authorization and
accounting entity, applying an embodiment of the present invention. Moreover, the
apparatus may also be only a part of the AAA.

The AAA 3 comprises a memory 23, a connection unit 22 configured to provide a
connection to a network, and a processor 21. The processor 21 is configured to control
authentication, authorization and accounting in a network, and to handle authentication,
authorization and accounting for a packet data connection related to a group by referring

to an address of a group control device stored for the group in the memory 32.

The HSS 4 is an example for an apparatus, e.g., a subscription management device, or a
home subscriber server, applying an embodiment of the present invention. Other
examples may include HLR (home location register). Moreover, the apparatus may also
be only a part of the HSS.

The HSS 4 comprises a memory 43 configured to store subscription-related information, a
connection unit 42 configured to provide a connection to a network, and a processor 41.
The processor 31 is configured to handle subscriber-related information for a group by

referring to an address of a group control device stored for the group in the memory 43.

Optionally, the AAA 3 and the HSS 4 respectively may further comprise additional
memories for storing data and programs (or store these in the memories 33 and 43), by
means of which the respective processors 31 and 41 may carry out their corresponding

functions.

Thus, handling of packet data network connections of user equipments of a group, i.e.,

bearer management can be handled on a group basis.

In the following, a more detailed embodiment of the present invention is described.
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According to this embodiment, a new option for PGW/GGSN selection is described,
namely PGW/GGSN selection per group. According to this embodiment, group specific
PGW/GGSN selection for LTE/3G/2G access but also for non-3GPP accesses (e.g. WiFi,

CDMA, WiIMAX) is possible. In addition, bearer management for groups can be optimized.

The embodiment relates in particular to a network architecture as indicated in Fig. 1
described above. It is noted that between the HSS 4 and the AAA 3, an interface SWx is
defined, and between the PGW 2 and the AAA 3, an interface S6b is defined. Between the
MME/SGSN and the HSS, an interface S6a/S6d is defined. In more detail, the interface
between MME and HSS is defined as S6a, and the interface between SGSN and HSS is
defined as S6d.

The S6b interface standardized in 3GPP is standardized for mobility between 3GPP and
non-3GPP accesses. On S6b, the PGW address is sent from the PGW to the AAA. From
the AAA, the PGW address is sent to the HSS on the SWx interface. In this way, the PGW
address is stored in the HSS and is available from the HSS for PGW selection when the
user moves from one access to another access. There is currently no group support on
S6b/SWx.

According to the present embodiment, it is proposed to re-use the S6b/SWx interfaces for
group based bearer management, e.g. to select the PGW/GGSN for a group or release

PDN connections / PDP contexts of a group.

When a PDN connection / PDP context for the first group member (which is assumed to
be identified with group Id) is created, it is possible to select a PGW/GGSN supporting the
requested APN dynamically e.g. based on APN and/or group Id. Dynamic PGW/GGSN is
commonly seen important by operators because it allows load sharing between multiple
PGW/GGSNs supporting the requested APN. In 3GPP access, PGW/GGSN selection
happens in the MME or SGSN. In non-3GPP access, PGW/GGSN selection happens e.g.
in the Access GW (e.g. Trusted WiFi Access GW or HSGW) or ePDG. When signalling for
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PDN connection / PDP context creation is received by the PGW/GGSN, the PGW/GGSN
signals with the AAA in order to store the PGW/GGSN Address per group. The group Id is
added to S6b signalling. The AAA forwards the PGW/GGSN Address and group Id in SWx
signalling to the HSS.

This procedure is illustrated in the signaling flow shown in Fig. 2, wherein Fig. 2 shows an
example for 3GPP access, that is, a PDN connection is requested by the UE by sending a
PDP context creation.

In A1, a UE1 (the UE of the first group member) performs an attach procedure with a
MME/SGSN. During the attach procedure, the MME/SGSN also contacts the HSS in order
to obtain subscriber information, as indicated in A11 and A12. The MME/SGSN includes
the group Id into the inquiry in A11. Since in the present case it is assumed that the UE1 is
of the first group member, no association between group Id and a PGW/GGSN is stored
yet, so that no PGW address will be returned in the response in A12. It is noted that in the
following, the address of the PGW/GGSN is referred to as PGW address.

Thereafter, in A2 the UE sends a PDP context creation request to the MME/SGSN. This
request contains the group Id. In A3, the MME/SGSN selects an appropriate PGW/GGSN.

In A4, the MME/SGSN forwards the PDP context creation request including the group Id
to the selected PGW/GGSN. The PGW/GGSN creates the PDP context in A5 and
forwards the group Id (via the S6b interface) to the AAA entity in A6. It is noted that at this
point the PGW/GGSN knows that this is the first PDN connection / PDP context for a
group as no other PDN connection / PDP context exists in the PGW/GGSN with the same
Group Id. In A7, the AAA entity stores the PGW address per group (i.e., together with the
group Id), and in A8, it forwards the PGW address and the group Id to the HSS. The HSS
stores the PGW address together with the group Id in A9.
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When a PDP context for the next group member (i.e., a group member which is not the
first group member) is created, the PGW address per group Id is available in the HSS and
¢an be sent to the node performing PGW/GGSN selection (e.g. MME, SGSN, Access GW,
ePDG). The correct PGW/GGSN gets selected for the next group member. At this time,
there is no need to signal on S6b/SWx because the PGW address was sent to the HSS
already earlier (when the PDN connection / PDP context of the first group member was

created).

This is illustrated in Fig. 3. In B1, a UE2 (the UE of the next group member) performs an
attach procedure with a MME/SGSN (which is not necessarily the same as the
MME/SGSN shown in Fig. 2), including the group Id. During the attach procedure, the
MME/SGSN contacts the HSS in order to obtain subscriber information, as indicated in
B11 and B12. The MME/SGSN includes the group Id into the inquiry in B11. Since in the
present case it is assumed that the UE1 is of the next group member, an association
between group Id and the PGW/GGSN is stored in the HSS. Thus, the PGW address of
the PGW/GGSN will be returned in the response in B12.

Thereafter, in B2 the UE sends a PDP context creation request to the MME/SGSN. This
request contains the group Id. In B3, the MME/SGSN selects an appropriate PGW/GGSN.

In B4, the MME/SGSN forwards the PDP context creation request including the group Id
to the selected PGW/GGSN, and the PGW/GGSN creates the PDP context in B4. Since
the PGW address and the Group Id are already stored together in the HSS, there is no
need to forward the information to the AAA and the HSS, so that A6 to A9 of Fig. 2 can be

omitted.

It is noted that Figs. 2 and 3 show a simplified procedure, and only the main signaling is
illustrated. For example, the actual signaling path between MME/SGSN and PGW is
carried out via a serving gateway (SGW). That is, the messages in A4 and B4 are always
conveyed via the SGW. In Figs. 2 and 3, however, the SGW is omitted for simplifying the

illustration.



10

15

20

25

30

WO 2014/124668 PCT/EP2013/052871

13

The above procedure was described for GSM/WCDMA access. The procedure in LTE is
similar, however, then a PDN connection is created. This is already done during the attach
procedure (i.e., during A1 and B1). Thus, there is not need for the UE to send a separate
PDN connection request. Hence, the procedure shown in Figs. 2 and 3 for LTE access
differs in that step A2/B2 would be omitted, and that in A4 and A5 or in B4 and B5 a PDN

connection instead of a PDP context is request and created, respectively.

At some point, PDN connections / PDP contexts of group members get released. When
the last PDN connection / PDP context per group is released, the PGW/GGSN signals
with the AAA to remove the PGW/GGSN Address. The AAA forwards this signalling to the
HSS. Group Id is added to S6b/SWx signalling. This allows selecting the PGW/GGSN
dynamicly when at some point a PDN connection / PDP context is again created for the
first group member.

The HSS/AAA may trigger release of PDN connections / PDP contexts per group e.g. in
case of subscription changes (e.g. if the group subscription is removed). In order to
perform this signalling once per group, group Id needs to be added in S6b/SWx signalling.
Without this enhancement, the relevant PDN connections / PDP contexts have to be

released one by one and this means more signalling on S6b/SWx.

Examples for such a group control are described in the following by referring to Figs. 4
and 5. In these examples, subscription changes are considered, which are notified from
the HSS.

Fig. 4 shows an example regarding a subscription change. In C1, the HSS sends a
notification on subscription information change including the group Id to the AAA. The
AAA forwards in C2 a re-authorization request including the group Id and updated
parameters etc. to the PGW/GGSN. In C3, the PGW/GGSN sends a response to the AAA
in order to confirm receipt, and in C4 the PGW/GGSN performs the relevant actions per
group / PDP context(s) / PDN connection(s) / bearer(s).
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Fig. 5 shows an example in which the subscription is removed, i.e., the group is to be
canceled. In D1, the HSS sends a notification on subscription information removal
including the group Id to the AAA. In D2, the AAA forwards an abort request including the
group Id to the PGW/GGSN, to which the PGW/GGSN responds in C3 in order to confirm
the request. In D4, the PGW/GGSN performs the relevant actions per group / PDP
context(s) / PDN connection(s) / bearer(s), which include in this case triggering removal of

bearer(s) etc.

Thus, group related actions can easily be coordinated since a single network device (such
as the PGW/GGSN) is designated as the group control device for the particular group.

In the above embodiment as described in connection with Figs. 2 to 5, the group control
device was described as the PGW/GGSN. However, the invention is not limited to this,
and, for example, the group control device may also be a PCRF. This is described in the

following by referring to Fig. 6.

When the group control device is an PCRF, then the PGW/GGSN selection may happen
as currently (resulting in serving group members by different PGW/GGSNs), but there is a

common element in the network serving the group members, namely the PCRF per group.

Fig. 6 shows an example thereof. The PCRF 5 comprises a connection unit 52 configured
to provide a connection to a network and a processor 51. The processor 51 is configured
to configured to handle control of a group of user equipments, and to forward information
regarding the group together with the address of the apparatus (of the PCRF in this
example) to an authentication, authorization and accounting entity (e.g., AAA 3 shown in
Fig. 1). Similar as described for the PGW/GGSN 2 in Fig. 1, the PCRF 5 may further
comprise a memory 53 for storing data and programs, by means of which the processor
51 may carry out its corresponding functions.
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Thus, the PCRF 5 carries out the group control similar as the PGW/GGSN 2 shown in Fig.
1. That is, instead of the PGW/GGSN, the PCRF 5 is associated to the group, so that the
address of the PCRF 5 is stored together with the group Id in the HSS and AAA.

As mentioned above, in the present case a plurality of PGW/GGSN may serve the group
members, as indicated in Fig. 6 by PGW1 and PGW2. Thus, when performing controls
such as described above in connection with Figs. 4 and 5, the PCRF will receive
corresponding subscription change/removal notifications from the HSS and will forward
them to the corresponding PGW/GGSNSs.

Thus, the PGW/GGSN commonly selects the PCRF. In order to select the same PCRF for
all group members, the PCRF may be selected dynamically for the first group member.
Group Id and PCRF Address should be stored e.g. to the HSS so that it is available from
the HSS when PCRF selection happens for the next group member. In this case, the
PGW/GGSN could send Group Id and PCRF Address to the AAA which forwards these
parameters to the HSS.

This selection of the PCREF is illustrated in Fig. 7, which shows the procedure for the first
group member. The procedure is similar to that as shown in Fig. 2, so that in the following
only the main differences are described. The attach procedure in E1 is similar to A1,
wherein, however, no group related inquiry is sent to the HSS. Nevertheless, an inquiry
may sent to the HSS in order to obtain subscription information related to the particular
user. When the UE1 issues a PDP context creation request (E2), the MME/SGSN selects
a PGW in E3, but not commonly for the group but only for the particular UE1, e.g., based
on subscription information received from the HSS. The PDP context creation request
including the group Id is then forwarded to the PGW/GGSN, which creates the PDP
context in E5, but also selects the PCRF for the group. It is noted that at this point the
PGW/GGSN knows that this is the first PDN connection / PDP context for a group as no
other PDN connection / PDP context exists in the PGW/GGSN with the same Group Id.
The address of this selected PCRF together with the group Id is forwarded to the AAA
(EB), which stores the PCRF address per group (E7). Moreover, the AAA forwards the
PCRF address with the group Id to the HSS (E8), which also stores the PCRF address per
group (E9).
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When the next group member joins the group, the procedure is similar to that of Fig. 3,
wherein, however, no PCRF is selected for the group by the PGW/GGSN, since this
already was effected for the first group member. The PGW/GGSN knows that this, since a
PDN connection / PDP context exists in the PGW/GGSN with the same Group Id.

For obtaining the address of the PCRF which is selected/associated to the group, the
PGW/GGSN sends a signaling message (with Group Id) to the AAA which forwards a
signaling message (with Group Id) to the HSS to retrieve PCRF Address of the group. The
HSS replies to the AAA by sending PCRF Address and the AAA forwards PCRF Address
to the PGW/GGSN.

It is noted that the above signaling is needed if the PCRF address is not stored by the
PGW/GGSN, e.g., when all group members are not served by the same PGW/GGSN. If
all group members are served by the same PGW/GGSN, this signaling is not needed
because PCRF address can be stored to the PGW/GGSN.

That is, when a PDN connection / PDP context is created for the next group member, the
PCRF address is sent from the HSS to the AAA which forwards the PCRF address to the
PGW/GGSN serving the next group member.

When a PDP context / PDN connection of any group member is released, information on
the release is sent from the PGW/GGSN to the AAA, which forwards the information on
the release to the HSS.

When the PDP context/ PDN connection of the last group member is released, the
PGW/GGSN can inform the AAA which informs the HSS. That is, when all PDP contexts /
PDN connections of the group have been released, the HSS can remove PCRF Address

of the relevant group.



10

15

20

25

30

WO 2014/124668 PCT/EP2013/052871

17

In the following, some considerations are given with respect to the use of the S6b/SWx

interfaces for sending control signaling.

On S6b/SWx, there are also other functionalities, e.g. sending a QoS Profile and/or APN-
AMBR for the PDN connection / PDP context or trigger tracing. These S6b/SWx
functionalities are not commonly used because there are other ways to achieve the same
functionality. If an operator decides to use S6b/SWx for these functionalities, It is possible
to enhance these functionalities to provide the QoS Profile and/or APN-AMBR per group

or trigger tracing per group by sending relevant parameters per group.

It should be noted that also the MME or SGSN can send the PGW address to the HSS
(S6a, S6d). In non-3GPP accesses, the Access GW or ePDG can not send the PGW
address to the HSS via the AAA but enhancements to the STa and SWm interfaces would
be needed (group Id and PGW address on STa/SWm). Sending these parameters from
the PGW as described above makes the overall solution simpler as there is only one node
in the architecture for the functionality (i.e. no need to update e.g. the SGSN, Access GW

or ePDG in the operator network).

Commonly, the PGW is the node releasing bearers. Thus the solution described above is
aligned with this and in addition, optimizes signalling on S6b/SWx. It would be possible to
enhance also the MME - HSS and SGSN — HSS interfaces for optimized bearer release
per group in the same way as described above but this is not preferred. The same applies
to the Access GW — AAA and ePDG — AAA interfaces.

Signalling flows are as standardised in 3GPP. Additional parameters and functionality to
the nodes are introduced as described above. That is, the solution is easy to implement,
since basically only the additional parameters have to be signaled within already existing

messages.
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Thus, according to the procedures according to embodiments of the present invention, the

following advantages can be achieved:

- Dynamic selection of PGW/GGSN is possible. This allows load sharing between
PGW/GGSNSs supporting the requested APN.

- PGW/GGSN selection works in LTE/3G/2G accesses but also in non-3GPP accesses.
Especially for WiFi, there is currently very much operator interest. This solution allows
group based functionalities also when WiFi is used as the access.

- Signalling on S6b/SWx is optimized e.g. when there is a need to release PDN

connections / PDP contexts of all group members.

- Functonalities are done in one node and there is no need to update many nodes in the

operator network.

It is noted that the embodiments and the present invention in general is not limited to the
specific examples given above.

For example, in the embodiment described above the interfaces between PGW and AAA
and AAA and HSS were denoted as S6b and SWx, respectively. However, these are

denotations as currently used in the standard, and may change.

Moreover, according to the embodiments described above by referring to Figs. 1 to 6, the
group control device was described as a PGW/GGSN or a PCRF. However, also other
suitable network elements can be applied as a group control device, as long as they can
provide the corresponding control signaling. For example, a dedicated stand-alone group

network control element could be used.

Hence, according to several aspects of embodiments of the present invention,
apparatuses and methods are provided by which a group control device for controlling a
group of user equipments is selected. When a packet data connection for a first user

equipment of the group is created, the group control device for the group is selected
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based on information related to the group. Information regarding the group control device
and the information related to the group are stored in a subscription management device.
When a next user equipment requests creation of a packet data connection, information

regarding the group control device is obtained from the subscription management device.

According to a another aspect of embodiments of the present invention, an apparatus is
provided which comprises means for receiving a request to create a packet data
connection from a user equipment of a group, and means for selecting a group control

device for the group based on information related to the group.

According to a further aspect of embodiments of the present invention, an apparatus is
provided which comprises means for storing subscription-related information in a memory,
and means for handling subscriber-related information for a group by referring to an

address of a group control device stored for the group in the memory.

According to a still further aspect of embodiments of the present invention an apparatus is
provided which comprises means for handling control of a group of user equipments, and
means for forwarding information regarding the group together with the address of an
apparatus carrying out the method to an authentication, authorization and accounting

entity.

According to a still further aspect of embodiments of the present invention, an apparatus is
provided which comprises means for controlling authentication, authorization and
accounting in a network, and means for handling authentication, authorization and
accounting for a packet data connection related to a group by referring to an address of a

group control device stored for the group in the memory.

It is to be understood that any of the above modifications can be applied singly or in
combination to the respective aspects and/or embodiments to which they refer, unless

they are explicitly stated as excluding alternatives.
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For the purpose of the present invention as described herein above, it should be noted
that

- an access technology via which signaling is transferred to and from a network element
may be any technology by means of which a network element or sensor node can access
another network element or node (e.g. via a base station or generally an access node).
Any present or future technology, such as WLAN (Wireless Local Access Network),
WIMAX (Worldwide Interoperability for Microwave Access), LTE, LTE-A, Bluetooth,
Infrared, and the like may be used; although the above technologies are mostly wireless
access technologies, e.g. in different radio spectra, access technology in the sense of the
present invention implies also wired technologies, e.g. IP based access technologies like
cable networks or fixed lines but also circuit switched access technologies; access
technologies may be distinguishable in at least two categories or access domains such as
packet switched and circuit switched, but the existence of more than two access domains
does not impede the invention being applied thereto,

- usable communication networks, stations and transmission nodes may be or comprise
any device, apparatus, unit or means by which a station, entity or other user equipment
may connect to and/or utilize services offered by the access network; such services
include, among others, data and/or (audio-) visual communication, data download etc:.;

- a user equipment or communication network element (station) may be any device,
apparatus, unit or means by which a system user or subscriber may experience services
from an access network, such as a mobile phone or smart phone, a personal digital
assistant PDA, or computer, or a device having a corresponding functionality, such as a
modem chipset, a chip, a module etc., which can also be part of a UE or attached as a
separate element to a UE, or the like;

- method steps likely to be implemented as software code portions and being run using a
processor at a network element or terminal (as examples of devices, apparatuses and/or
modules thereof, or as examples of entities including apparatuses and/or modules
therefore), are software code independent and can be specified using any known or future
developed programming language as long as the functionality defined by the method
steps is preserved;

- generally, any method step is suitable to be implemented as software or by hardware
without changing the idea of the invention in terms of the functionality implemented;

- method steps and/or devices, units or means likely to be implemented as hardware

components at the above-defined apparatuses, or any module(s) thereof, (e.g., devices
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carrying out the functions of the apparatuses according to the embodiments as described
above, eNode-B etc. as described above) are hardware independent and can be
implemented using any known or future developed hardware technology or any hybrids of
these, such as MOS (Metal Oxide Semiconductor), CMOS (Complementary MOS),
BiMOS (Bipolar MOS), BiCMOS (Bipolar CMOS), ECL (Emitter Coupled Logic), TTL
(Transistor-Transistor Logic), etc., using for example ASIC (Application Specific 1C
(Integrated Circuit)) components, FPGA (Field-programmable Gate Arrays) components,
CPLD (Complex Programmable Logic Device) components or DSP (Digital Signal
Processor) components;

- devices, units or means (e.g. the above-defined apparatuses, or any one of their
respective means) can be implemented as individual devices, units or means, but this
does not exclude that they are implemented in a distributed fashion throughout the
system, as long as the functionality of the device, unit or means is preserved;

- an apparatus may be represented by a semiconductor chip, a chipset, or a (hardware)
module comprising such chip or chipset; this, however, does not exclude the possibility
that a functionality of an apparatus or module, instead of being hardware implemented, be
implemented as software in a (software) module such as a computer program or a
computer program product comprising executable software code portions for
execution/being run on a processor;

- a device may be regarded as an apparatus or as an assembly of more than one
apparatus, whether functionally in cooperation with each other or functionally

independently of each other but in a same device housing, for example.

It is noted that the embodiments and examples described above are provided for
illustrative purposes only and are in no way intended that the present invention is
restricted thereto. Rather, it is the intention that all variations and modifications be

included which fall within the spirit and scope of the appended claims.
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CLAIMS

1. An apparatus comprising
a connection unit configured to provide a connection to a network, and
a processor configured

to receive, via the connection unit, a request to create a packet data connection

from a user equipment of a group, and

to select a group control device for the group based on information related to the
group.

2. The apparatus according to claim 1, wherein

the processor is configured to access a subscription management device in order
to determine, based on the information related to the group, whether a group control

device is assigned to the group, and to select this group control device for the group.

3. The apparatus according to claim 1 or 2, wherein the processor is configured

to forward information regarding the group together to the selected group control
device.

4. The apparatus according to any one of the claims 1 to 3, wherein

the group control device is a packet data network gateway device or a policy
control and charging rules function.

5. An apparatus comprising
a memory configured to store subscription-related information,

a connection unit configured to provide a connection to a network, and
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a processor configured

to handle subscriber-related information for a group by referring to an address of a

group control device stored for the group in the memory.

6. The apparatus according to claim 5,
wherein the processor is configured

to receive, via the connection unit, an address of the group control device together
with group identification information from an authentication, authorization and accounting

entity, and

to store the address of the group control device with the group identification

information.

7. The apparatus according to claim 5 or 6, wherein the processor is configured

to receive, via the connection unit, information to remove the address of the group

control device stored for the group, and

to remove the address of the group control device with the group identification

information.

8. The apparatus according to any one of the claims 5 to 7, wherein the group control

device is a packet data network gateway device.

9. The apparatus according to claim 8, wherein the processor is configured

to send control signaling related to the group to the packet data network gateway

device.

10. The apparatus according to claim 9, wherein the control signaling comprises a

command to release the packet data connection of the group.
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11. An apparatus comprising
a connection unit configured to provide a connection to a network, and
a processor configured
to handle control of a group of user equipments, and

to forward information regarding the group together with the address of the

apparatus to an authentication, authorization and accounting entity.

12. The apparatus according to claim 11, wherein

the apparatus is or is part of a packet data network gateway device, and the

processor is configured

to receive, via the connection unit, a request to create a packet data connection for

a user equipment related to group, and

to create the packet data connection.

13. The apparatus according to claim 12, wherein the processor is configured to
release the packet data network connection for the group, and,

when the packet data connection of the last group member has been released, to
signal to remove the address of the apparatus to the authentication, authorization and
accounting entity.

14. The apparatus according to claim 12 or 13, wherein the processor is configured

to receive control signaling related to the group from the authentication,
authorization and accounting entity, and

to perform control according to the received control signaling.
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15. The apparatus according to claim 14, wherein the control signaling comprises a

command to release the packet data connection of the group.

16. The apparatus according to claim 11, wherein

the apparatus is or is part of a policy control and charging rules function.

17. An apparatus comprising
a memory,
a connection unit configured to provide a connection to a network, and
a processor configured
to control authentication, authorization and accounting in a network, and

to handle authentication, authorization and accounting for a packet data
connection related to a group by referring to an address of a group control device stored

for the group in the memory.

18. The apparatus according to claim 17, wherein the processor is configured

to receive, via the connection unit, group identification information from the group
control device during creation of the packet data network connection for a member of the
group,

to store the address of the group control device with the group identification

information and

to forward the address of the group network control device with the group

identification information to a subscription management device.

19. The apparatus according to claim 17 or 18, wherein the processor is configured

to receive, via the connection unit, information to remove the address of the group
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control device stored for the group,

to remove the address of the group control device with the group identification

information, and

to forward the information to a subscription management device storing the
address of the group control device for the group.

20. The apparatus according to any one of the claims 17 to 19, wherein the group

control device is a packet data network gateway device.

21. The apparatus according to claim 20, wherein the processor is configured

to send control signaling related to the group to the packet data network gateway

device.

22. The apparatus according to claim 21, wherein the control signaling comprises a

command to release the packet data connection of the group.

23. A method comprising

receiving a request to create a packet data connection from a user equipment of a

group, and

selecting a group control device for the group based on information related to the

group.

24. The method according to claim 23, further comprising

accessing a subscription management device in order to determine, based on the
information related to the group, whether a group control device is assigned to the group,

and to select this group control device for the group.
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25. The method according to claim 23 or 24, further comprising

forwarding information regarding the group together to the selected group control

device.

26. The method according to any one of the claims 23 to 25, wherein

the group control device is a packet data network gateway device or a policy

control and charging rules function.

27. A method comprising
storing subscription-related information in a memory, and

handling subscriber-related information for a group by referring to an address of a

group control device stored for the group in the memory.

28. The method according to claim 27, further comprising

receiving an address of the group control device together with group identification

information from an authentication, authorization and accounting entity, and

storing the address of the group control device with the group identification

information.

29. The method according to claim 27 or 28, further comprising

receiving information to remove the address of the group control device stored for

the group, and

removing the address of the group control device with the group identification

information.

30. The method according to any one of the claims 27 to 29, wherein the group control
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device is a packet data network gateway device.

31. The method according to claim 30, further comprising

sending control signaling related to the group to the packet data network gateway

device.

32. The method according to claim 31, wherein the control signaling comprises a
command to release the packet data connection of the group.

33. A method comprising
handling control of a group of user equipments, and

forwarding information regarding the group together with the address of an
apparatus carrying out the method to an authentication, authorization and accounting

entity.

34. The method according to claim 33, wherein

the apparatus carrying out the method is or is part of a packet data network

gateway device, the method further comprising

receiving a request to create a packet data connection for a user equipment

related to group, and

creating the packet data connection.

35. The method according to claim 34, further comprising
releasing the packet data network connection for the group, and,

when the packet data connection of the last group member has been released,

signaling to remove the address of the apparatus carrying out the method to the
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authentication, authorization and accounting entity.

36. The method according to claim 34 or 35, further comprising

receiving control signaling related to the group from the authentication,

authorization and accounting entity, and

performing control according to the received control signaling.

37. The method according to claim 36, wherein the control signaling comprises a

command to release the packet data connection of the group.

38. The method according to claim 33, wherein

the apparatus carrying out the method is or is part of a policy control and charging

rules function.

39. A method comprising
controlling authentication, authorization and accounting in a network, and

handling authentication, authorization and accounting for a packet data connection
related to a group by referring to an address of a group control device stored for the group
in the memory.

40. The method according to claim 39, further comprising

receiving group identification information from the group control device during

creation of the packet data network connection for a member of the group,

storing the address of the group control device with the group identification

information, and

forwarding the address of the group network control device with the group
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identification information to a subscription management device.

41. The method according to claim 39 or 40, further comprising

receiving information to remove the address of the group control device stored for

the group,

removing the address of the group control device with the group identification

information, and

forwarding the information to a subscription management device storing the

address of the group control device for the group.

42. The method according to any one of the claims 39 to 41, wherein the group control

device is a packet data network gateway device.

43. The method according to claim 42, further comprising

sending control signaling related to the group to the packet data network gateway

device.

44. The method according to claim 43, wherein the control signaling comprises a

command to release the packet data connection of the group.

45. A computer program product comprising code means for performing a method

according to any one of claims 23 to 44 when run on a processing means or module.

46. The computer program product according to claim 45, wherein the computer

program product is embodied on a computer-readable medium.
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FURTHER INFORMATION CONTINUED FROM PCT/ISA/ 210

This International Searching Authority found multiple (groups of)
inventions in this international application, as follows:

1. claims: 1-4, 23-26, 45, 46

Apparatus, method and computer program product for receiving
a request to create a packet data connection from a user
equipment of a group, and selecting a group control device
for the group based on information related to the group.

2. claims: 5-10, 27-32, 45, 46

Apparatus, method and computer program product for storing
subscription-related information in a memory, and handling
subscriber-related information for a group by referring to

an address of a group control device stored for the group in
the memory.

3. claims: 11-16, 33-38, 45, 46

Apparatus, method and computer program product for handling
control of a group of user equipments, and forwarding
information regarding the group together with the address of
an apparatus carrying out the method to an authentication,
authorization and accounting entity.

4. claims: 17-22, 39-46

Apparatus, method and computer program product for
controlling authentication, authorization and accounting in
a network, and handling authentication, authorization and
accounting for a packet data connection related to a group
by referring to an address of a group control device stored
for the group in the memory.
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