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Response message parameter/success or not

Response Status Code - successful, unsuccessful, ack

Request Identifier — uniquely identifies a Request message

Content - to be transferred

To - the identifier of the Originator or the Transit CSE that sent the corresponding non-
blocking request

From — the identifier of the Receiver

o)3} <¥ 1> y4dd dlghn

Originating Timestamp — when the message was built

Result Expiration Timestamp — when the message expires

Event Category — what event category shall be used for the response message

Content Status

Content Offset

Token Request Information

Assigned Token Identifiers

Authorization Signature Request Information

Release Version Indicator — the oneM2M release version that this response message conforms to

A WA EE Lo wAIX A ALeE ¢ U BE 7)FE ZA(filter criteria condition)& ©]8} <E 2>
% <E 353 o] FE £ 9l
x 2
Condition tag Multip-1 Description
icity
Matching Conditions

createdBefore 0..1 |The creationTime attribute of the matched resource is chronologically
before the specified value.

createdAfter 0..1 |[The creationTime attribute of the matched resource is chronologically
after the specified value.

modifiedSince 0..1 |The lastModifiedTime attribute of the matched resource is
chronologically after the specified value.

unmodifiedSince 0..1 |[The lastModifiedTime attribute of the matched resource 1is
chronologically before the specified value.

stateTagSmaller 0..1 |The stateTag attribute of the matched resource is smaller than the
specified value.

stateTagBigger 0..1 |[The stateTag attribute of the matched resource is bigger than the
specified value.

expireBefore 0..1 |The expirationTime attribute of the matched resource is
chronologically before the specified value.

expireAfter 0..1 |[The expirationTime attribute of the matched resource is
chronologically after the specified value.

labels 0..1 |The labels attribute of the matched resource matches the specified
value.

labelsQuery 0..1 |[The value is an expression for the filtering of labels attribute of
resource when it is of key-value pair format. The expression is about
the relationship between label-key and label-value which may include
equal to or not equal to, within or not within a specified set etc.
For example, label-key equals to label value, or label-key within
{label-valuel, label-value2}. Details are defined in [3]

childLabels 0..1 |A child of the matched resource has labels attributes matching the
specified value. The evaluation is the same as for the labels
attribute above. Details are defined in [3].

parentLabels 0..1 |[The parent of the matched resource has labels attributes matching the
specified value. The evaluation is the same as for the labels
attribute above. Details are defined in [3].
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resourceType 0..n |The resourceType attribute of the matched resource is the same as the
specified value. It also allows differentiating between normal and
announced resources.

childResourceType 0..n [A child of the matched resource has the resourceType attribute the
same as the specified value.

parentResourceType 0..1 |The parent of the matched resource has the resourceType attribute the
same as the specified value.

sizeAbove 0..1 |[The contentSize attribute of the <contentInstance> matched resource
is equal to or greater than the specified value.

sizeBelow 0..1 |The contentSize attribute of the <contentInstance> matched resource
is smaller than the specified value.

contentType 0..n |[The contentInfo attribute of the <contentInstance> matched resource
matches the specified value.

attribute 0..n |This is an attribute of resource types (clause 9.6). Therefore, a
real tag name is variable and depends on its usage and the value of
the attribute can have wild card *. E.g. creator of container
resource type can be used as a filter criteria tag as "creator=Sam",
"creator=Sam*", "creator=+Sam".

childAttribute 0..n [A child of the matched resource meets the condition provided. The
evaluation of this condition is similar to the attribute matching
condition above.

parentAttribute 0..n |The parent of the matched resource meets the condition provided. The
evaluation of this condition is similar to the attribute matching
condition above.

semanticsFilter 0..n [Both semantic resource discovery and semantic query use
semanticsFilter to specify a query statement that shall be specified
in the SPARQL query language [5]. When a CSE receives a RETRIEVE
request including a semanticsFilter, and the Semantic Query Indicator
parameter 1is also present in the request, the request shall be
processed as a semantic query; otherwise, the request shall be
processed as a semantic resource discovery.
In the case of semantic resource discovery targeting a specific
resource, if the semantic description contained in the
<semanticDescriptor> of a child resource matches the semanticFilter,
the URI of this child resource will be included in the semantic
resource discovery result.
In the case of semantic query, given a received semantic query
request and its query scope, the SPARQL query statement shall be
executed over aggregated semantic information collected from the
semantic resource(s) in the query scope and the produced output will
be the result of this semantic query.
Examples for matching semantic filters in SPARQL to semantic
descriptions can be found in [i.28].

filterOperation 0..1 |Indicates the logical operation (AND/OR) to be used for different
condition tags. The default value is logical AND.

contentFilterSyntax 0..1 Indicates the Identifier for syntax to be applied for content-based
discovery.

contentFilterQuery 0..1 |[The query string shall be specified when contentFilterSyntax
parameter is present.

* 3
Condition tag Multip-1 [Description

icity

Filter Handling Conditions
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filterUsage

Indicates how the filter criteria is used.
values are 'discovery' and 'IPEOnDemandDiscovery'.

[f this parameter is not provided,

filter criteria is returned.

discovery (clause 10.2.6), 1i.e.
resources are returned.

If filterUsage is 'IPEOnDemandDiscovery',

represents the IPE.

If provided,

the Retrieve operation is a generic
retrieve operation and the content of the child resources fitting the

If filterUsage is 'discovery', the Retrieve operation is for resource
only the addresses of

the other filter conditions
are sent to the IPE as well as the discovery Originator ID. When the
IPE successfully generates new resources matching with the conditions,
then the resource address(es) shall be returned. This value shall only
be valid for the Retrieve request targeting an <AE> resource that

possible

the child

limit

The maximum number of resources to be included

result.

Originator.

This may be modified by the Hosting CSE. When it is modified,
then the new value shall be smaller than the suggested

in the filtering

value by the

level

This shall only be applied for Retrieve operation.

the target is one.

The maximum level of resource tree that the Hosting CSE shall perform
the operation starting from the target resource (i.e.

target resource itself is zero and the level of the direct children of

To parameter).
The level of the

offset

shall skip over and not
processing a Retrieve request to a targeted resource.

The number of direct child and descendant resources that a Hosting CSE
include within a Retrieve response when

applyRelativePath 0..1

This attribute contains a resource tree
../tempContainer /LATEST). This condition applies
matching conditions have been used (i.e.
obtained).

final filtering result. The filtering result

the filtering result.
resource, the outcome is the same as if no match was
is no corresponding entry in the filtering result.

relative

a matching result has been
The attribute determines the set of resource(s)
is computed by appending
the relative path to the path(s) in the matching result. All
whose Resource-IDs match that combined path(s) shall be returned in
[f the relative path does not represent a valid

path (e.g.
after all the

in the

resources

found, i.e. there
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Request message parameter

Mandatory

Operation - operation to be executed / CREAT, Retrieve, Update, Delete, Notify

To — the address of the target resource on the target CSE

From — the identifier of the message Originator

Request Identifier — uniquely identifies a Request message

Operation
dependent

Content — to be transferred

Resource Type - of resource to be created
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Optional Originating Timestamp — when the message was built

Request Expiration Timestamp — when the request message expires

Result Expiration Timestamp — when the result message expires

Operational Execution Time - the time when the specified operation is to be executed by
the target CSE

Response Type — type of response that shall be sent to the Originator

Result Persistence - the duration for which the reference containing the responses is to
persist

Result Content — the expected components of the result

Event Category — indicates how and when the system should deliver the message

Delivery Aggregation — aggregation of requests to the same target CSE is to be used

Group Request Identifier — Identifier added to the group request that is to be fanned out
to each member of the group

Group Request Target Members—indicates subset of members of a group
Filter Criteria - conditions for filtered retrieve operation
Desired Identifier Result Type — format of resource identifiers returned

Token Request Indicator - indicating that the Originator may attempt Token Request
procedure (for Dynamic Authorization) if initiated by the Receiver

Tokens — for use in dynamic authorization

Token IDs - for use in dynamic authorization

Role IDs - for use in role based access control

Local Token IDs - for use in dynamic authorization

Authorization Signature Indicator - for use in Authorization Relationship Mapping
Authorization Signature — for use in Authorization Relationship Mapping
Authorization Relationship Indicator - for use in Authorization Relationship Mapping
Semantic Query Indicator — for use in semantic queries

Release Version Indicator — the oneM2M release version that this request message conforms
to.

Vendor Information

Aut 29 (normal resource)< TWEE AHAHL 7]A(base)E TAdIE dlo]E]e] E & (representation)] A3k
A g3tk 7 (virtual) £ A (announced) o] obd 3, B FEAold A FF{ (type)s LWt A
o= olFd & 9lf+.7Pﬁ§ A (virtual resource)< A2 (processing) ¥/ A A} (retrieve result)E
EARE] 98 AFgETh. s, 7 A9 CSE Ulol A 94 <l (permanent) @S 71X A ol g},

A1E 29 (announced resource)> 2@ A9 (original) A2l HAE (attributes)d] IS ¥}, o
Ad Aol wald W), Ade AYde oA Ao T8 (SEell s AHgHoR gt Adw 2

2 ofXd AhoRe HA(link)E 2

ol

g

29 A (resource announcement)S A A (resource discovery)<S 7FsdlAl 3ok, A A (remote) CSEC A
9]5@% 4°° A7 CSEAl A, 281Xg8 =4 x2(children) 2 2A] ZA8}A] (present) o}y AL A=
obd | 2k A (child resource)S A7) 98] A2 4= Qo).

rUE riz

e AAE Adshr] HdE, A BESH (template) W] F7HA D (column) o] T E AAE 2 €YY
o Z3S e MdE £4S EFT 4+ gt 4 HAE <resourcelype>o] thate], 2 8]xd <resourceType>
o229 HuAl 'Annc'Y FUHF #EE AJdE AL FRE AAE] A8 AR = k. dE 5o, A
<containerAnnc>¥ <container> AgS 9 Ad 2AHY E2FHE AXNE F 9, <groupAnne>E <group>S 9
g AdE A & AAE 5 AU,

EX

ALEL CSEQF #HF ] EAEY. AYUEL oneMa2M A28 o] T4 2 4 (component)E 2 U4 (element ) S 9

CSE W] ZE&(representation)e|th. thE (SEE, AEE, AAS Jehl= ojZgAlo]Ad dlolE, = (comman
DE 52 AY ¥4 oz A CSEAA dHZ .

¢

o
rzf

AFA L oneM2M ++ZF(architecture)ol A ZF3tAl 45 7FA+=(uniquely addressable) <EJEo]t). AL& A
2= | CRUD(Create Retrieve Update Delete) &2+ o]83}o] t}Fo]d (manipulated) 4= AT},

A2 (child) AF)S ¥ E(parent) AL thE A2l 319 (sub)-AHdolth, B2 2de Holm el =2 #}
Qo) e FF(reference) S LT3},
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Attribute Name

Description

resourceType

Resource Type. This Read Only (assigned at creation time. and then
cannot be changed) attribute identifies the type of the resource as
specified in clause 9.6. Each resource shall have a resourceType
attribute.

resourcelD

This attribute is an identifier for the resource that is used for
'non-hierarchical addressing method', 1i.e. this attribute shall
contain the 'Unstructured—-CSE-relative-Resource-ID' format of a
resource ID as defined in table 7.2-1. This attribute shall be
provided by the Hosting CSE when it accepts a resource creation
procedure. The Hosting CSE shall assign a resourcelD which is unique
in that CSE.

resour ceName

This attribute 1is the name for the resource that is wused for
'hierarchical addressing method' to represent the parent-child
relationships of resources. See clause 7.2 for more details.This
attribute may be provided by the resource creator. The Hosting CSE
shall use a provided resourceName as long as it does not already exist
among child resources of the targeted parent resource. If the
resourceName already exists, the Hosting CSE shall reject the request
and return an error to the Originator. The Hosting CSE shall assign a
resourceName if one is not provided by the resource creator.

parent ID

This attribute is the resourcelD of the parent of this resource. The
value of this attribute shall be NULL for the <CSEBase> resource type.

creationTime

Time/date of creation of the resource.This attribute is mandatory for
all resources and the value is assigned by the system at the time when
the resource is locally created. Such an attribute cannot be changed.

lastModifiedTime

Last modification time/date of the resource.The lastModifiedTime value
is set by the Hosting CSE when the resource is created, and the
lastModifiedTime value is updated when the resource is updated.

b ohd Bael 29l FFEA

ol

E24 0 2 (commonly) AF&¥E=
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Attribute Name

Description

accessControlPolicylIDs

The attribute contains a list of identifiers for <accessControlPolicy>
resources. The privileges defined in the <accessControlPolicy> resources
that are referenced determine who is allowed to access the resource
containing this attribute for a specific purpose (e.g. Retrieve, Update,
Delete, etc.).

For an Update or Delete operation to a resource, the update or delete of
the accessControlPolicylIDs attribute, if applicable, shall be performed
prior to the update or delete of any other attributes of the resource.

To wupdate this attribute, a Hosting CSE shall check whether an
Originator has Update privilege in any selfPrivileges, regardless of
privileges, of the <accessControlPolicy> resources which this attribute
originally references.

After successful update of the accessControlPolicyIDs attribute, resource
access checking for other attributes to be updated shall use the new
privileges defined in the <accessControlPolicy> resource(s) that are
referenced by the newly updated accessControlPolicyIDs attribute.

Similarly, to delete this attribute, a Hosting CSE shall check whether
an Originator has Updateprivilege in any selfPrivileges, regardless of
privileges, of the <accessControlPolicy> resources which this attribute
originally references.

After successful deletion of the accessControlPolicylDs attribute,
resource access checking for other attributes to be deleted shall use the
default access privileges as described in the following paragraphs.

If a resource type does not have an accessControlPolicyIDs attribute
definition, then the accessControlPolicyIDs for that resource is governed
in a different way, for example, the accessControlPolicy associated with
the parent may apply to a child resource that does not have an
accessControlPolicylDs attribute definition, or the privileges for access
are fixed by the system. Refer to the corresponding resource type
definitions and procedures to see how access control is handled in such
cases.

If a resource type does have an accessControlPolicylDs attribute
definition, but the (optional) accessControlPolicyIDs attribute value is
not set in a resource instance, then the Hosting CSE shall apply the
concept of the default access policy. The default policy shall provide
unrestricted access only to the Originator of the successful resource
creation request. All other entities shall be denied to access the
resource. For that purpose, the Hosting CSE shall keep that Originator
information of the resource. Note that how to keep that information 1is
implementation specific. The default access policy is not applied to a
resource which has a value assigned to the accessControlPolicylIDs
attribute.

All resources are accessible if and only if the privileges (i.e.
configured as privileges or selfPrivileges attribute of
<accessControlPolicy> resource) allow it, therefore all resources shall
have an associated accessControlPolicyIDs attribute, either explicitly
(setting the attribute in the resource itself) or implicitly (either by
using the parent privileges or the system default policies). Which means
that the system shall provide default access privileges in case that the
Originator does not provide a specific accessControlPolicyIDs during the
creation of the resource.
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expirationTime

Time/date after which the resource will be deleted by the Hosting CSE.
This attribute can be provided by the Originator, and in such a case it
will be regarded as a hint to the Hosting CSE on the lifetime of the
resource. The Hosting CSE shall configure the expirationTime value. If the
Hosting CSE configures the new expirationTime attribute value rather than
the Originator suggested value, the new value can be sent back to the
Originator depending on the Result Content value.The lifetime of the
resource can be extended by providing a new value for this attribute in an
UPDATE operation. Or by deleting the attribute value, e.g. by updating the
attribute with NULL when doing a full UPDATE, in which case the Hosting
CSE can decide on a new value.

I[f the Originator does not provide a value in the CREATE operation the
system shall assign an appropriate value depending on its local policies
and/or M2M service subscription agreements.

A resource is known as 'obsolete' when the resource contains the attribute
"expirationTime" and the lifetime of this resource has reached the value
of this attribute. If the ‘obsolete’ resource had a reference to an
Application Entity Resource ID, the Hosting CSE shall send a NOTIFY
request to the IN-CSE, requesting to delete the entry from the
<AEContactList> resource.

stateTag An incremental counter of modification on the resource. When a resource is
created, this counter is set to O, and it will be incremented on every
modification of the resource (see notes 1 and 2).

announceTo This attribute may be included in a CREATE or UPDATE Request in which case

it contains a list of addresses/CSE-IDs where the resource is to be
announced. For the case that CSE-IDs are provided, the announced-to CSE
shall decide the location of the announced resources based on the rules
described in clause 9.6.26. For the original resource, this attribute
shall only be present if it has been successfully announced to other CSEs.
This attribute maintains the list of the resource addresses to the
successfully announced resources. Updates on this attribute will trigger
new resource announcement or de-announcement .

If announceTo attribute includes resource address(s), the present
document does not provide any means for validating these address(s) for
announcement purposes. It is the responsibility of the Hosting—CSE
referenced by the resource address(s) to validate the access privileges of
the originator of the Request that triggers the announcement.

announcedAttribute

This attributes shall only be present at the original resource if some
Optional Announced (0OA) type attributes have been announced to other CSEs.
This attribute maintains the list of the announced Optional Attributes (OA
type attributes) in the original resource. Updates to this attribute will
trigger new attribute announcement if a new attribute is added or de-
announcement if the existing attribute is removed.

labels Tokens used to add meta-information to resources.This attribute is
optional.
The value of the labels attribute is a list of individual labels, each of
them being:
- Either a standalone label-key, used as a simple "tag", that can be used
for example for discovery purposes when looking for particular resources
that one can "tag" using that label-key
- Or a composite element made of a label-key and a label-value, separated
by a special character defined in [3].
The list of allowed characters in a label (and in label-keys and label-
values) and separator characters is defined in [3], clause 6.3.3.
e2eSecInfo Present in a resource representing an AE or CSE. Indicates the end-to-end

security capabilities supported by the AE or CSE. May indicate supported
end-to—end security frameworks. May also contains a certificate or
credential identifier used by the AE or CSE. May include random values for
use in end-to—end security protocols. The details of this attributes are
described in oneM2M TS-0003 [2].This attribute is optional and if not
present it means that the represented entity does not support oneM2M end-
to—end security procedures.
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DynamicAuthorizationConsul | This attribute contains a list of identifiers of
tationlDs <dynamicAuthorizationConsultation> resources. The information defined in a
<dynamicAuthorizationConsultation> resource is wused by a CSE for
initiating consultation-based dynamic authorization requests.

Consultation-based dynamic authorization is only performed for a targeted
resource if and only if it is l inked to an enabled
<dynamicAuthorizationConsultation> resource.

If the attribute is not set or has a value that does not correspond to a
valid <dynamicAuthorizationConsultation> resource(s), or it refers to an
<dynamicAuthorizationConsultation> resource(s) that is not reachable, then
the dynamicAuthorizationConsultationlDs associated with the parent may
apply to the child resource if present, or a system default
<dynamicAuthorizationConsultation> may apply if present.

2] oneMoM Al=El2 dlo]E]o] gt MM 2=E Aofslr] gt A ACP(access control policy)E st
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[0099] Attribution-NonCommercial-ShareAlike (CC BY-NC-SA): CC BY-NC-SA glo]X e Az2E9 A2AE FA|saL,
Y Fold e Astte 27 tol AEY ERIECNA F2E] v dd 4 2 AHES 8.

[0100] Attribution-NonCommercial-NoDerivs (CC BY-NC-ND): CC BY-NC-ND #}o]X =% CCLo| o3 Aol & gholAd~E
FAA 7 ATAHQ ol d a2, AHEe RIS A FAEY] FHE &N, AE v 2 A4y
2 AFES ASHS

[0101] No Right Reserved (CC0): FZAL2 stda #krle] AU E FX8taL thgst golXd g FollA el o)
25 AEHES sk (C goldsst fxHom, (C0= A#d S/Ee dojeuo]se] BEs H53 2
o2 FAANA Foss H4d sk gito gz Meds =t }Oﬂﬂl Fojg 4= Q.

[0102] CCo FoldxaE AAAER stdw A& did AL (dE 5o, AZE EE dolgHolx RE = F)
£ 27|k AE 7MseEA s, AFES HE5Y EHRl EAdtn AAE = k. wEka, FRES E
AES A, doledols WE }E AT glol, oW HHORE FABS AEY & Yrh,

[0103] A2 5o, 99 OAY oluejs (0 goldaS A W dolHE T =rdel FART. UA
g3t 73} o ZEe] uig vlolE= HEY =Rl Aol EAlsta, FET

[0104] Wb, B NS onell2d AlZwel A Holele] sholdse] ek ol EelREES Hofsti, Heolee] ghelHs
g pelsts] A% Pere AddTh. B owgel 4 AA oo wmel, delee gelase] Bt ofEdHES
<datalicense>7} Hlo|Ejel] Hoj& 4 3l

[0105] Blolele] gholdag AASty] Aal, (& 719 gholdAE AAshE <datalicense> oJEFET} Z7bd 4 9l
=

x 7
[0106] Value Description
CC BY This license lets others distribute, remix, tweak, and build upon specified
resource(s), even commercially, as long as they credit the owner of
resource(s) for the original creation.

CC BY-SA This license lets others remix, tweak, and build upon specified resource(s)
work even for commercial purposes, as long as they credit the owner of
resource(s) and license their new creations under the identical terms.

CC BY-ND This license lets others reuse the specified resource for any purpose,
including commercially; however, it cannot be shared with others in adapted
form, and credit must be provided to the owner of the resource(s).

CC BY-NC This license lets others remix, tweak, and build upon the specified resource
non—-commercially, and although their new resources must also acknowledge the
owner of the resource and be non-commercial, they don't have to license
their derivative works on the same terms.

CC BY-NC-SA This license lets others remix, tweak, and build upon the specified
resource(s) non-commercially, as long as they credit the owner of the
resource and license their new creations under the identical terms.
CC BY-NC-ND This license only allows others to retrieve the specified resource(s) and
share them with others as long as they credit the owner of the resource(s),
but they can't change the contents of the resource(s) in any way or use them
commercially.
CCo No copyright
[0107] Y HA] ool mEH, M2M A=A ToT dlolHE o& AME 7hHedk dlolgel a3ty HaiA, & CC-BY
£%COE%VV‘4AJJHﬂ]menmwﬁiﬁﬂ}%%ﬁ]%ﬁaq.E%CGMSAﬂﬂﬁiéw]ﬂﬂ
H7F o2 2N G e ZREAA AFHo] & X0 R AMRHE A, B ol FHEAA L3 2ol
A7b A& Eojof sith, HEE IoT —E—‘ﬂi:é— AH) 2~ AlFAFeRe] Au] 2 HE 3] (agreement )] 7] Z3ke], EFA
IoT FRENM FAG ehol sk A gulofo} dt.
[0108] A AA oo wEk, dolee] gelXdaE ety #sl, dlole 9] A A (creator)E A A= <dataCreator>
SAEFHES dolee] L% (omer)E AASE <dataOmer> O EHES AgE F v,
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g2 Ax de mad, 20 A2|e 9= do|gH|o]2 AW Z=(open database commons)E &-&3afo] Hlo]E 9
goldas #ed = 3ok, & dolEuo]a AMz=s AREAE sl U HOlHE AlAstaL, Aleshal,
AREStER 87 9 &3 WA S B goldaE Aled & vk, 2F dHelEHo] AM=E Al 7HA
ghold =g Aled = Aot

Open Data Commons Open Database License(ODbL): ODbL z}o]A A& A}gAFZ dlo]F dlo|ElH|o]| AE AH-EA
T, T4 2 ARE F UdEs §8% & vk, aElar 0bbL geldsE AH Bl ZE(copyleft)

etold 2ol

Open Data Commons Attribution License(ODC-BY): ODC-BY z}o]AdAE dlo]EjHo]2o] dlo|El7} E4 dHolEH|
o|z~e A&HHE AAEHE o]kl ol

Open Data Commons Public Domain Dedication and License(PDDL): PDDL #}o]Al A ALgRL R Sl F dlo]

e
BE FREE AT 5 =S dolHuo]xst ZH=E g7 Zrlel d&sk= dholidzoln.

d = £9], OpenStreetMape OpenStreetMap Foundationol] ]3] ODbLel] wt& glo]al~rl Hox 371 dlo]E o]
th. webA ol o] AR8AF7E OpenStreetMap Foundation, % 7|AE A= A9, o]&AE5L2 FTu
OpenStreetMap HIo|EE HAF, WX, A5 L AT 4 ).

w=w M2 A AES =4A go)E glo] XA (Proprietary data license)E &g83lo] dlo]E <
g gink. dlolg ol dlolE o] Al tigk dre] ofFS A A3 WA Alkolrt.
§ = g/l dolgE AAsle s A9, dolH(Ex HolH AE)Y HfiAE dolH
of Wik gto]dAaE AHeolstolol g}, V] FAE doly ol AAEC] dom, HolE]l o]l AA
£2 o] 8AE5F HolHE TRyl 98] IEAA 8T AMES e, ey diojE AES] {33 A3
uel BAAE 531 dolE gelils AAE AAFE ¢ Adrh. 53 oy glo]d 2 AA= hold dHlolHE
ARE-slE o] &2k} HolE] TR HA Fo V| GHES T 5 vt

£

golel ol AAE tdd JEE T3, webA MM AAEL BE dolda AAE dutsista il
e 5 glek. tiAl TolT SWEFLS ol folids AAE AAsta doly stelids AAll wet doles &

AT 4 Y Foe AFaoran.

3L
[}

MM A EE ALS FHSE el

=
i
uf

ofy
i“L
T

Melels, deg AL vz HolHe solds An
4~ ]

=
2 I olEdRESS AL, om, /E dolds FASC] AgAY &F RS FHHA Eehs
B, AHEAE AR ol da AS AR ¢ ok HEY glo]d s 1AL HolE o] gho]d el gk 4
49 YnE TPHES Aow 5 vk, doly oAz AL WAy A BFEHoE Bay Ao
A A e [E 8ol AR FEE F AR S T3 5 Aok
* 8
Information Description

User  of licensed|The data license scheme should specify who is permitted to use the licensed
data data.

Exclusivity This is required when a licensee requires an exclusive license to the data. In
this case, this information grants rights to the data to the licensee, not
allows use or access by other parties, including the licensor.

Sole license If a licensee does not want the data to be licensed to other 3rd parties, but to
allow the licensor to continue to access and use the data, a sole license should
be mentioned in the data license.

Purpose In some cases, data is needed to be licensed for a specific purpose and only for
that purpose.
Location This information is to specify where the data can be stored, accessed, and used.

For example, a license for EU citizens' healthcare data may limit storage,
access, and use of healthcare data from EU citizens to EU.

Privacy and security |Considering strong privacy and security related regulations (e.g., GDPR and
PIPA), it is important to address in the data license sentences that the
licensee is obligated to take to protect the data and the licensee's potential

liability if a data breach occurs.
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Quality If licensors want to disclaim any representation or warranty with respect to the
completeness, accuracy, timeliness of the licensed data, a licensee need to
specify such intention to the data license. For example, the following
disclaimer can be used for a licensor if the licensor is not in the business of
licensing the specific type of data:

"The data is licensed 'as is' and 'as available' and the licensor does not
assume any responsibility for the use of the licensed data"

Rights It is important for licensees to satisfy through the license agreement that the
licensor possesses and is able to grant the licensee all of the rights the
licensee requires to use the data for the anticipated purposes.

Termination Often, data is licensed for a limited subscription term. After the subscription
term, licensed data will be returned or destroyed.

ghold 2ol #3 o EYREE ¥3ste HolHE whsls M2l FAE9 42 ot Aw et vhel 2.

P
MO
H
>
%
)
jaivs
H
o
o

= 62 oldzel B oEYRES s dolEHE n#shE M2 A E

o
o
BN
[«0
ol
< g
R
fl
E?
—
m‘ﬂ mm

EE(610, 620)= gho]xl o] #3 SEYRESS ¥l dHolHE nd
% E o

(610 620) Zt7h2 b M2M FA] EE

A(610)= HlolH T glazgE AT glo], HolH el gtoldzd #3F AEYREE F71E = gl

ghold o] #g ARE= dHolHe #olds 3, delE A (creator, CR)(%= 69 wh=wH,
anthony), % d"lo]E{9] AfA(owner, OW) (= 69 WZW, anthony)E A Aele AR T Hojx siue] ARY
o] AA] oo =W, o] e] ol i FE2 CC BY-SAe|t}.

6
2o 93] dlolge HAV FEEHE FS, ZAEFAGL0)E HOHE HAS

2 A5 4 ok, ZAEB(620)E Bold 1 o3 3]8x]= dolE el

Z A EB(620) = FAT ol Hdx Fro wel 413 dolge glo]das AAgs & i, oE Eof,
CC BY-SA o] A7t Bolwar, dlole 7} ZANER(620)0 EAE A9, ZHEB620)E EAE tolg

> o

W

o

B(620) ol Al A€

29 Z=a)st 2= 9t} E

A3k Zlo] 2=l CC BY-SA ol dx=E Fodtt, aglx, EPEB(620)= dHlolHe A& anthony® A
b4 qlth, a9l FAEB620)= Fholdze] #E AR FollA HolHe ARAE AA e HRE AT
= ZIEZB(620)= OW 9JETHEZ anthonyol] A boblo® 43S 4= dt}.

et ol dHelHe gold~E AAEta #EEr] fste, EE Aol <datalicense> OEFRE,
<dataCreator> 9JEZHE U <dataOwner> HEZHE F Hojx 7} F712 4 Advtk. dHolEHe ZFo] <Y
3k ool o #AEEE A, 2§ Aol <datalicense> ©JEZHE, <dataCreator> SJEZHE
<dataOwner> |EZHE F ZHo|% sip7t F7kd 5= 9l

S5, e oncMM AsHe dolE el wholdst waste] thgd ge Hepde stk o Hof, dold
E dleld Aol elolds AuE F74e o uwet 2
58

Z7bd wol givk, e, HAbg dlele sl Foln ol
S AL dolEelA] e1d el glth, Ea, wholdae] fEAS TS Wy, do]
o4 ol P& JuE wBsl Wo] EAleA Lt

oneM2M A]glo] dolg] ol dxag AYsfofst= olfrE AAlsks Tge AluE e

o}

AL 10 ToT &g Alold e B4 Mulall AntE Fak MulAE Algstr] g, 'CC-BY' gho]dzel wt
y

svbE F3 0 WE delHE wa

& olgo] Aals ne}

i

o

a5 Qe geA ol el ae dolE afAdlA AANE AFe
@ AREA FAT & e Wl Agaor @

Avele 2: loT cjEL AL BE 2rhE AE dolHE AU o714, ofFelAelde AR A
S eQstn, AN ol gABelA oZeAel el sl A4 HelHE FAL & vk, et Aot

=

r\r rlm
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dlelele] nl g s ARgRrS s)7kstaat sk A% g dlolElel] 'CC-BY-NC' gfe]ldx~E A83 5 St

wEhA, B Z)AE onel2M Al&ElolM HlolEle] gloldxd] i HRE e VITES FUIEHE WE A
obait}. 7] A4 wE dlolE ] gholA~E #esly] 98 22 <datalicense> AHYel| #ho]M 2 s}
71 S8 ded AuE Ak Rl oERHEV FUHE & dn. ko] oERFE 8 AAH= A4

B Tgd Ugds 355 3 4o shls £3d & vk,

dolg glo] A2 k¥ (terms of data license): ol Zfo]dx k¥t oEFHEE dolgd W& g Z/%
= 79 gto]E A (copyright statements)< XE3FsE 4= Ut}

glo]E] Ao i3tk ACK(acknowledgement the source of data): H|o|E ZAz~of gt ACK JJEZHEE HolH

T Utk =g, Thegk AS, dlolH Aol gk ACK
MEQHEE g 4 Eata Eﬂ ]‘34 31 2o gk F4, H/EE dHolge Haiso fHo)XE AAEE
PaE ATE F Aot
tlolE] ol 53 (types of data license): HIoJE #o]Xdx #3 oJEZ|HELE dolEld FHE&H = glo]A
29 FHE AXE F Ut

dlole] go]x 2 A UAF(creation date of data license): HIOJE lo]dz A dA} oJEZ|HELE HolH
o e glo]ldae A ARE AT $ Q).

[o

tjo]E #}o]Ad A~ whE (expiration of data license): ol o]~ g o]EFHEE folgd AL5E

olzel wE AVE ANT 5 vk,

=

dlole] A& (provider of data): HloJ8 Al&# AEHFE= HolE e Algas AT 5 At
dlole] A2} (creator of data): HolE] A} oELHE= dolg o] AAAE AN = Aot

dolE Al8 A ZAA(eligibility of using data): H|o|E] A& HZAA SEFHE«= HolH ¥
B Algo] A o2 FHEHE B AEA B O #d ARE AT 4 9l

jl
X
2
Lo
:IO&
=

dlole] =4 (modification of data): HoJE] =4 oJELFEE HolE e ¢4 %5 AN = vt

YE dolE 22 (original source of data): 9 HoJE A2~ oEFHELE JE folg ANER dZ4dE g
aE AA T $ o).

YE dlolg #ho]A 2~ A(original source of data License): ¥ HolE o] A AEIHEE Ho]
B R glold Az dAZdEE P32 AT 4 9},

A& 7b58 249 (available operations): Folzl ©lold] AEd| tial] A8 7bss 2ol RS 2 Alet= o]
EREY, Agd e AYES 74, HAH 3, WY, 24, vz F A= sl Ad
ATt

vlole] ALg7H(data user): HlolE] AL&A olEelHEE HolH MEE ALSs ZUAE m Agxe] 4uE
AABle o] EgHEo  NElol o]EgREQ 4 9t}

B OIAE delE el goldsE welsh] 9% oEIRESS /19 49 EE

zol A A9l e o ehold2 Bl Aol Frhsh: Wekg A

o] gholis wel AUECl 4YH 5 Ak, aLw dole %/E

J AL ANT & ek un Asgel A EAsE A9e FEs
A

o) 82T T
E
=
]

HlO]Ei Ae }»M dlolE eholds

=
2
sg
©
x
[
o,
)
>
o

diolg go]dx 83 olElRHEE 7}d 4 rt. dolE ghe]M s
groldag welshs MM AAE2] Tate] AAl g2 offel sk vhelh g,

L 7L golidze ddE oERES 7|22 ol it S sdshs 2M FA =] Fe] Al A
& Z=AIRE A EelH.
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T 79 M2M YIEY IO A2 MM X9k B M2M AR =
B M2M gR1e] A EeE diolE AMR ARE E1E 4 .
)\

T 78 FxEE, S701 SA A, M2M A= EFZL M2M XAl "olHE HAEE 4 vk, A M2M X
of 93] AEEE dHolg: EAlE doled 4 k. Z2la 22 M2M A= B M2 Rl A dlo]Elol
3k glo] A F Atk o714, dlolEd] th3t glo] A xd] BHE AEYHEE

o #dE AJEAHESS A
o

dlolEle] 22, vlolE o] 2ol

glo]glo] wigk o]dx S @ (retrieval
2 MM A= eHA MeM #

2 5 glom, eholu W& Al gola
4 3 . 3 W M2M H 7 B M g9 dlolE AHgE aA
S, 2 N2 AR B NN gA S delEol e ehel M WS a¥ vk 2 M A
M2M g9 AFE dolE Mg olRB Helsy] fla), B NN FANA AEE vl oldrd #
E 2Aqg 5

gt >

A S HAAE A2 MM G R ESEE HEE X33 4 ,

o folE Az, ©lolE Aol digh ACK, B OEFA M2 FAelA 9] dlo]He] #elda FRE XTI F
ATk, &2 M2M ;g 1= &4 &5 mAAE sk, g St viAH el 3 B MM A 9] HlolH #fe]

Aol #ek OB RESS 5T 5 9l

o]F, k& 7ol mAIEA GFgtont, Az M2l A= L MM ROl o3k o] o] gro] s ¥ ol EFRE

o] M7 oig 1 = vk, FAHOE, Az 2N A= goldaE VxR WA BV vlolH o] gl

2 P o EYHES WA S AT F k. ¥ B dlojE 9] goldx #d oEYRES] WA

AT 73, A 2N A= B MM Gl o3 dloE o] AES A FekA] &2 wlolEle] A om 1A

T otk wheba], A2 N2 FAE B M2 FA 9 A Re dlolE ARE o RE E1d 4 ot

= 82 golxzd #HH S EIHEE 7122 dolgd gt w2 FdstE M2M X5 FEe] A2 AA|

& =AE Aol

8o MM EY A A2 MM ZA 9 B M2 ZA = dolEE wEd & glow B M2M = ol

ol glo]MAE #Esdly] 3 ALS AT 5 vk A MM AXE e MM A 9] A3 doly ALg
HE ge 4 glrk. 1E]an, R MM FA o] ofs) AAE dlolEle] gloldaE #elsy] % Al AA

ARE IRIFozH, AFH oz 7l M2N Fx]9] Holg A& st FadS AT & Ut

Y

S dth. B Sof Bl
M AN A 22 MM FA ) vlolEle] A 2 gsAY, A M A9 vlolElete] wE
&7

S Hzsbd, S801 wACNA EFA M2M AXE A& MM ZAX o)A HolHE & f‘g
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o 1 93 =1 WA

i
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Q =%
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o

O~
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A =] 23E olEYHEES Hlugto =z, el M2M X9 dHlojE ALg- PSS AT 5 Q).

Bl M2M ZARRE S5 goldsd # ofERESL a2 M2 FA 9] dolEe] dolds o= FES)
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