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ISSUING SECRET SHARES

BACKGROUND

[0001] A cryptographic secret can be shared amongst multiple player devices such that a subset
of player devices can collaborate to use the secret or to make that secret available. A central
entity can be tasked with issuing new shares in the secret but such an entity should be both
trusted and secure, and represents a single point of failure. Such a centralized approach can be
costly orimpractical. Furthermore, such a central entity represents a risk that should be managed,
and may not be available or otherwise online or contactable to issue new shares.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Example implementations will now be described, by way of example, with reference to

the accompanying drawings in which:

[0003] figure 1 shows a (t,n) threshold scheme for issuing a share in a secret to a new player
device according to example implementations;

[0004] figure 2 illustrates issuing a new share to a new player device according to example
implementations;

[0005] figure 3 depicts a centralised entity or dealer according to example implementations;
[0006] figure 4 shows a player device according to example implementations;

[0007] figure 5 illustrates another dealer according to example implementations;

[0008] figure 6 shows another player device according to example implementations;

[0009] figure 7 depicts a flow chart for initialising or provisioning player devices according to
example implementations;

[0010] figure 8 shows a pair of flow charts for providing a share to a new player device according
to example implementations;

[0011] figure 9 illustrates a flow chart for provisioning a new player device according to example
implementations;

[0012] figure 10 depicts another flow chart for provisioning a new player according to example
implementations;

[0013] figure 11 shows a flow chart for provisioning a new player device according to example
implementations;

[0014] figure 12 depicts a flow chart for provisioning a new player device according to example
implementations;

[0015] figure 13 shows a view of a secret and a layered structure of associated shares, sub-

shares and further sub-shares according to example implementations;
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[0016] figure 14A depicts a table of shares, sub-shares and further sub-shares according to
example implementations;

[0017] figure 14B shows an annotated view of the table of figure 14A according to example
implementations;

[0018] figure 14C illustrates a share hierarchy or distribution according to example
implementations;

[0019] figure 14D depicts a further share hierarchy according to example implementations;
[0020] figure 15 shows an expanded view of the table of figure 14A according to example
implementations;

[0021] figure 16 shows a view of issuing a share according to example implementations;

[0022] figure 17 illustrates provisioning a set of n initial player devices according to example
implementations;

[0023] figure 18 depicts a system for generating and distributing shares in a decentralised
manner according to example implementations;

[0024] figure 19 shows a graphical view of recovering a secret according to example
implementations;

[0025] figure 20 illustrates a further graphical view of recovering a secret according to example
implementations;

[0026] figure 21 shows a graphical view for issuing a new share in a secret according to example
implementations;

[0027] figure 22 depicts a further graphical view for issuing a new share in a secret according to
example implementations;

[0028] figure 23 shows a system for generating and distributing shares in a decentralised manner
according to example implementations;

[0029] figure 24 illustrates a graphical view of provisioning a player device according to example
implementations;

[0030] figure 25 depicts a process forissuing a share in a secret to a new player device according
to example implementations;

[0031] figure 26 shows hierarchical share distribution according to example implementations;
[0032] figure 27 illustrates a flow chart according to example implementations;

[0033] figure 28 shows another flow chart according to example implementations;

[0034] figure 29 depicts a further flow chart according to example implementations;

[0035] figure 30 shows yet another flow chart according to example implementations;

[0036] figure 31 illustrates a still further flow chart according to example implementations;
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[0037] figure 32 shows another flow chart according to example implementations;

[0038] figure 33 depicts an ante-penultimate flow chart according to example implementations;
[0039] figure 34 shows a penultimate flow chart according to example implementations;

[0040] figure 35 shows a final flow chart according to example implementations; and

[0041] figure 36 illustrates machine-readable storage and machine-executable instructions
according to example implementations.

[0042] DETAILED DESCRIPTION

[0043] Referring to figure 1, there is shown a view 100 of a (t,n) threshold scheme for issuing a
share 102 in a secret 104 to a new player device 106 by a number of initial player devices 108 to
116 and for provisioning the new player device 106 to assist in issuing a further share in the secret
to a further new player device 109; the initial player devices 108 to 116 having been initialised or
provisioned by a centralised entity 118, known as a dealer, according to an example
implementation.

[0044] A player device is an example of a user device such as, for example, a computing device,
which can comprise a computer, laptop, smart phone, smart wearable like a watch, or other
electronic device.

[0045] A secret can comprise confidential information such as, for example, a password, a secret
pin, or any other confidential information. The secret can be divided into a number of pieces of
data known as shares. Each element of data, that is, each share, is derived from or is otherwise
associated with the secret. The shares in a (t,n) threshold scheme are such that knowledge of t
or more shares allows the secret to be determined or otherwise calculated, while knowledge of
any (t-1) or fewer shares provides no information in the secret in an information theoretic sense,
thatis, the confidential nature of the secret is preserved such that the secret cannot be determined
from (t-1) or fewer shares.

[0046] Therefore, the (t,n) threshold scheme allows t player devices of n player devices to recover
a secret using respective shares in the secret, or allows the secret to be recovered if an entity
such as a player device or set of player devices possesses t shares in the secret. The illustrated
threshold scheme is an example of a threshold scheme in which a predetermined number, t, of
player devices can cooperate to recover the secret. In the following example, it will be assumed
that the threshold number of player devices needed to cooperate is three, that is, t=3 such that
the threshold scheme is a (3,n) scheme.

[0047] The secret 104 is split into a number of sets of shares 120 and 122. An initial set of shares
120 of the sets of shares comprises a number of shares s1 124 to s, 132 in the secret 104 that

have been assigned to respective player devices of the initial player devices 108 to 116. The
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shares 124 to 132 in the secret 104 are examples of assigned shares. Therefore, in the example
implementation illustrated, it can be seen that assigned shares 124 to 132 have been allocated
to the player devices 108 to 116 respectively. The other set of shares 122 comprises a number
of shares sn+1 134 to s, 136 that are unassigned and are intended to be assigned to any new
player device other than one of the initial player devices 108 to 116 such as, for example, player
device 106. The shares 134 to 136 of the other set of shares 122 are examples of unassigned
shares.
[0048] The dealer 118 is arranged to calculate a set of initialisation data or provisioning data
corresponding to each of the initial player devices 108 to 116. In the implementation shown,
therefore, the dealer 118 has calculated five sets of initialisation data 138 to 146. Each set of
initialisation data 138 to 146 comprises a respective assigned share 124 to 132 of the initial set
of shares 120 in the secret 104, sets of sub-shares 148 to 156 in the unassigned shares 128 to
130 be issued to be issued to new player devices such as, for example, player device 106, and
sets of sub-sub shares, or further sub-shares, 158 to 166 to be issued to further player devices
such a further player device 109.
[0049] The new player device 106 is an example of an intermediate or current generation player
device. The initial player devices 108 to 116 are examples of preceding generation player devices
relative to an intermediate or current generation player device. The further player device 109 is
an example of a succeeding generation player device relative to the intermediate or current
generation player device. Therefore, the initial player devices 108 to 116 are examples of such
preceding generation player devices, the new player device 106 is an example of such an
intermediate generation player device and the further new player device 109 is an example of
such a succeeding generation player device. Shares calculated, or issued, by player devices to
a given generation new player device are known as shares of that generation.
[0050] Therefore, the dealer 118 calculates:
[0051] the set of shares 138 to be assigned to player device PD1 108 to comprise

- a respective share 124 in the secret 104,

- a set or sets of shares 148 in unassigned shares of the set of unassigned shares

122 to be issued to new player devices such as new player device 106,

- a set or sets of shares 158 associated with further unassigned shares of the set of

unassigned shares 122 to be issued to new player devices such as new player

device 106 to allow such a new player device 106 to issue the further unassigned

shares of the set of unassigned shares 122 to further new player devices such as

the further new player device 109,
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[0052] the set of shares 140 to be assigned to player device PD2 110 to comprise

- a respective share 126 in the secret 104,

- a set or sets of shares 150 in unassigned shares of the set of unassigned shares
122 to be issued to new player devices such as new player device 106, and

- a set or sets of shares 160 associated with further unassigned shares of the set of
unassigned shares 122 to be issued to new player devices such as new player
device 106 to allow such new player devices to issue the further unassigned shares
of the set of unassigned shares 122 to further new player devices such as further

new player device 109,

[0053] the set of shares 142 to be assigned to player device PD3 112 to comprise

- a respective share 128 in the secret 104,

- a set or sets of shares 152 in unassigned shares of the set of unassigned shares
122 to be issued to new player devices such as new player device 106, and

- a set or sets of shares 162 associated with further unassigned shares of the set of
unassigned shares 122 to be issued to new player devices such as new player
device 106 to allow such new player devices to issue the further unassigned shares
of the set of unassigned shares 122 to further new player devices such as the further

new player device 109,

[0054] the set of shares 144 to be assigned to player device PD4 114 to comprise

- a respective share 130 in the secret 104,

- a set or sets of shares 154 in unassigned shares of the set of unassigned shares
122 to be issued to new player devices such as new player device 106, and

- a set or sets of shares 164 associated with further unassigned shares of the set of
unassigned shares 122 to be issued to new player devices such as new player
device 106 to allow such new player devices to issue the further unassigned shares
of the set of unassigned shares 122 to further new player devices such as further

new player device 109,

[0055] the set of shares 146 to be assigned to player device PD5 116 to comprise

- a respective share 132 in the secret 104,

- a set or sets of shares 156 in unassigned shares of the set of unassigned shares
122 to be issued to new player devices such as new player device 106, and

- a set or sets of shares 166 associated with further unassigned shares of the set of
unassigned shares 122 to be issued to new player devices such as new player

device 106 to allow such new player devices to issue the further unassigned shares
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of the set of unassigned shares 122 to further new player devices such as the further

new player device 109.
[0056] Throughout the application it will be assumed that the threshold scheme is arranged so
that three cooperating player devices can recover the secret, although example implementations
are not limited to such an arrangement. Example implementations can be arranged in which 2 or
more cooperating player devices can recover, use or make available the secret.
[0057] In the example implementation illustrated, it can be seen that several player devices 108,
112, and 116 are cooperating in providing respective shares 168 to 172 in the unassigned share
102 of the set of unassigned shares 122 to the new player device 106. The new player device
106 uses the received shares 168, 170 and 172 to determine the respective share 102 in the
secret 104 as per the (3,n) threshold scheme.
[0058] The player devices 108, 112 and 116 are also illustrated as cooperating in providing
respective sets of shares 174, 176, and 178 in further unassigned shares of the set of unassigned
shares 122 to be issued to further new player devices such as, for example, the further new player
device 109. Although the example implementation has been described with reference to player
devices 108, 112 and 116 as providing the respective sets of shares in the further unassigned
shares, that is, the same player devices as described above, example implementations can be
realised in which a different set of player devices can be used to issue the respective sets of
shares in the further unassigned shares.
[0059] The shares 124 to 136 can be calculated from a respective polynomial f(x) of degree (¢t —
1) with a constant term corresponding to the secret 104 in which f(x)is of the form f(x) =

Zf;ll a;x' + SK, where a; € Z/mZ are randomly chosen coefficients and t is the threshold number

of shares to use or recover the secret SK 104. Therefore, the share 124 in the secret 104 assigned
to player device 108 is s; = f(1), the share 126 in the secret 104 assigned to player device 110
is s, = f(2), the share 128 in the secret 104 assigned to player device 112 is s; = f(3), the share
130 in the secret 104 assigned to player device 114 is s, = f(4), and the share 132 in the secret
104 assigned to player device 116 is s; = f(5). The foregoing assigned shares are part of the set
120 of assigned shares. Similarly, the shares 134 to 136 of the set 122 of unassigned shares are
also calculated from the polynomial f(x) as s¢ = f(6), s, = f(7), ..., s, = f(u), which are to be
assigned to new player devices such as, for example, new player device 106 and further new
player device 109.

[0060] In general, the initial set 120 of assigned shares will comprise assigned shares s; =

f),..., s, = f(n), and the set 122 of unassigned shares will comprise unassigned shares s,,,; =



10

15

20

25

30

WO 2022/046071 PCT/US2020/048387

f(n+1), ..., s, = f(u), where n is the number of player devices in a set of initial player devices
and u is the total number of player devices capable of participating in the secrecy system.

[0061] The sets of sub-shares 148 to 156 can be calculated from respective polynomials g;(x)
of degree ¢’ with constant terms corresponding to respective unassigned shares 134 to 136 in the
secret 104 in which g;(x) are of the form g;(x) = Zi—llﬁixi + f(j) where f;, € Z/mZ are
randomly chosen coefficients and ¢’ is the threshold to assign an unassigned share f(j) to a new
player device 106, where n + 1 < j < u. Therefore, the sets of sub-shares 148 in the secret 104
assigned to player device 108 are s;; = g;(1), the sets of sub-shares 150 in the secret 104
assigned to player device 110 are s,; = g;(2), the sets of sub-shares 152 in the secret 104
assigned to player device 112 are s3; = g;(3), the sets of sub-shares 154 in the secret 104
assigned to player device 114 are s,; = g;(4), and the sets of sub-shares 156 in the secret 104
assigned to player device 116 are s5; = g;(5). Any t’ player devices of the initial player devices

108 to 116 can cooperate in providing respective sub-shares to the new player device 106 so that
the new player device 106 can calculate a respective unassigned share in the secret 104.
[0062] The sets of further sub-shares 158 to 166 can be calculated from respective polynomials
hyj(x) of the form hy ;(x) = Zf:_ll vix' + gx(j) where y; € Z/mZ are randomly chosen
coefficients and t* is the threshold to assign an intermediate (sub-)share to the new player device
wheren+1<j<wuandj<k<u. Therefore, the sets of further sub-shares 158 in the secret
104 assigned to player device 108 are s, = hy (1), the sets of further sub-shares 160 in the
secret 104 assigned to player device 110 are s, = hy ;(2), the sets of sub-shares 162 in the
secret 104 assigned to player device 112 are sz, = hy ;(3), the sets of sub-shares 164 in the
secret 104 assigned to player device 114 are s, = hy ;(4), and the sets of sub-shares 166 in the
secret 104 assigned to player device 116 are s5;; = hy ;(5). Any t* player devices of a set of
player devices comprising the initial player devices 108 to 116 and the new player device 106 can
cooperate in providing respective sub-shares to the further new player 109 so that the further new
player 109 can calculate a respective unassigned share s, = f(7) 107 in the secret 104 from the
received sub-shares.

[0063] Therefore, in general, a newly added nth generation player device can be assigned a
respective unassigned share in the secret selected from the set 122 of unassigned shares 134 to
136 if earlier preceding generations, or existing, player devices have been provisioned or provided
with respective sets of (n-1)!" shares, etc. from which a newly added nth generation player device

can calculate a respective unassigned share in the secret. Each time a new player device is
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added, the former (t,n) threshold scheme becomes a (¢,n + 1) threshold scheme. Therefore,
when player device 106 is added, the former (¢,5) threshold scheme became a (¢, 6) threshold
scheme. Similarly, when player device 109 was added, the former (¢, 6) threshold scheme
became a (t,7) threshold scheme, and when the next player device is added, the former (¢, 7)
threshold scheme will become a (¢, 8) threshold scheme and so on. It can be seen that the
threshold to recover the secret remains constant even though the threshold schemes change
Etn)-(tn+1) - (n+2)-> (t,n+3)—> - - (t,u) when all u player devices are present.
[0064] Therefore, initialising or provisioning the original player devices 108 to 116 with the
foregoing data allows the initial player devices 108 to 116 to initialise or provision a new player
device such as new player device 106 that, in turn, allows any set of player devices, which can
include or exclude the new player device 106 relative to the set of initial player devices, to assign
an unassigned share of the set of unassigned shares 122 in the secret 104 to a further new player
device such as further new player device 109.

[0065] Referring to figure 2, there is depicted a view 200 of issuing a new share 202 to the further
new player device 109 according to example implementations. Reference numerals common to
figures 1 and 2 refer to the same entity. It can be appreciated that each of the initial player devices
108 to 116 has been initialised or provisioned with respective sets of shares 158 to 166 in the
unassigned shares 134 to 136. The respective sets of shares 158 to 166 can be provided to
subsequently added, that is, succeeding generation, player devices such as, for example, player
device PD7 109 to enable the further new player device 109 to determine its respective share 202
in the secret 104.

[0066] In the example implementation depicted in figure 2, it is assumed that player devices 108,
110 and 116 collaborate by providing respective sub-shares 204, 206 and 208 in the share 202
to be issued or otherwise assigned to the further new player device 109 so that the further new
player device 109 can calculate its respective share 202 in the secret 104. It can be appreciated
that the further new player device 109 determines or calculates its respective share 202 in the
secret 104 by constructing a respective polynomial g, (x) and evaluating that polynomial at x = 0,
that is, the respective share 202 of the further new player device 109 is given by s, = g,(0) =
f.

[0067] To enable the new player device 106 to participate in providing the further new player
device 109 with access to its respective share 202 in the secret 104, the new player device 106
is initialised or provisioned by a predetermined threshold number of succeeding generation player
devices with further sub-shares from which the new player device 106 can determine or calculate

an additional sub-share or additional sub-shares in any remaining unassigned shares 134 to 136.
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Therefore, assuming that the set 122 of unassigned shares 134 to 136 comprises three
unassigned shares; namely sg, s;, and sg, the new player device 106 would be provided with sets
of shares 174, 176 and 178 from which the new player device 106 can calculate such shares 210
in any remaining unassigned shares 134 to 136 in the secret 104. An example of such a share in
an unassigned share is, for example, the share 208 provided by the new player device 106 to the
further new player device 109. Such a share 208 was derived from the sets of further sub-shares
174, 176 and 178 provided to the new player device 106 by respective player devices 108, 112
and 116.

[0068] In a similar manner, the further new player device 109 can be initialised or otherwise
provisioned by a set of existing player devices providing respective sets of further sub-shares
212, 214 and 216 to the further new player device 109 from which the further new player device
109 can calculate respective shares in any remaining unassigned shares of the set of unassigned
shares 122. The set of existing player devices can comprise a respective threshold number of
player devices selected from the set of all player devices that have been previously provisioned
to issue unassigned shares. Therefore, the further new player device 109 can use the respective
shares to at least one, or both, of facilitate a still further player device access its respective share
or to provision such a still further player device to issue unassigned to a further succeeding
generation player device. In the example depicted in figure 2, the respective shares would
comprise any of {s/g} (not shown) received from a respective threshold number of any previously
provisioned player devices 106 to 116 to allow the still further player device, that is, player device
PD8 (not shown), to determine sg = gg(0) = f(8), which can comprise receiving sub-share {s75}
218 from the further new player device 109 since the further new player device 109 will have been
provisioned via respective further sub-shares {s;,,} 212, 214, 216 received from a respective
threshold set of previously provisioned preceding generation player devices 106, 108, 110.
[0069] Referring to figure 3, there is shown a view 300 of the centralised entity or dealer 118 for
generating the data sets, that is, the secret, all shares and the various sub-shares, further sub-
shares and successive layers of shares in preceding shares for provisioning the set of n initial
player devices 108 to 116. The dealer 118 comprises a processor 302. The processor 302
stores, or has access to, the secret 104, an indication 304 of the total number, u, of shares in the
secret 104 to be created and a set of n initial player devices, and an indication 306 of a threshold
number of player devices to collaborate to assign an unassigned share 134 to 136 in the secret
104.

[0070] The dealer 118 comprises a respective share generator 308 for generating shares in the

secret 104. In the example shown, the share generator 308 can be realised using software that
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is executed or otherwise processed by the processor 302. The respective share generator 308
generates the shares in the secret 104 using the respective polynomial f(x) of degree (¢t — 1)

with a constant term corresponding to the secret 104 in which f(x) is of the form f(x) =
Zf;ll a;x' + SK, where a; € Z/mZ are randomly chosen coefficients, ¢ is the threshold number of
shares that can be used to issue or recover SK and 1 < i <u. As indicated above the shares
s, = f({ymodm comprise assigned shares 310 that are assigned to the set of ninitial player
devices. The assigned shares 308 are examples of the above described assigned shares 124 to
132.

[0071] The dealer 118 also uses the share generator 308 to generate unassigned shares 312

s, = f(j)modm, where n+1< j<u. The unassigned shares 312 are examples of the above

described unassigned shares 134 to 136.
[0072] The dealer comprises a sub-share generator 314 to generate sub-shares 316 in the
unassigned shares 312. The sub-share generator 314 generates the sub-shares 316 in the

unassigned shares 312 using respective polynomials g;(x) of degree t’ with constant terms

corresponding to the unassigned shares 312 in the secret 104 in which g;(x) are of the form

g;j(x) = Zf:_llﬁixi + f(j) where B; € Z/mZ are randomly chosen coefficients and t'is the
threshold to assign an unassigned share f(j) to a new player device such as, for example, the

new player device 106, where n + 1 < j <u. The sub-shares 316 are given by s', = g (/)modm

, where n+1< j<u. The sub-shares 316 in the unassigned shares 312 are examples of the

above sub-shares 134 to 136.

[0073] The dealer 118 can also comprise a communication interface 318 for communicating the
shares 310 and sub-shares 316 to respective player devices of the set of n initial player devices.
The dealer 118 distributes respective shares 310 and respective sub-shares 316 to the set of
n initial player devices 108 to 116.

[0074] Referring to figure 4, there is shown a view 400 of a player device 402, that is, player
device j. The player device 402 is an example of the above described player devices 106 to 116.
The player device 402 comprises a processor 404 and a communication interface 406. The

communication interface 406 is arranged to receive sub-shares s', = g (/)modm 408 associated

with an unassigned share 410 for the player device 402 from a predetermined threshold number,
t’, of player devices. The sub-shares 408 are examples of the above described sub-shares 316.
The processor 404 comprises a share calculator 412. The share calculator 412 calculates the

unassigned share 410 of the secret 104 from the received sub-shares 408. The unassigned share
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410 is an example of the above described unassigned shares 134 to 136. The calculated hitherto
unassigned share 410 is deemed to be assigned to the player device 402. The player device 402
can use the share 410 to recover the secret 104 in collaboration with (¢ — 1) other player devices.
[0075] Referring to figure 5, there is shown a view 500 of example implementations of the dealer
118 for issuing shares to further new player devices such as, for example, the above described
further new player device 109. The reference numerals that are common to figures 3 and 5 refer
to the same elements. The processor 302 is arranged to implement a further sub-share generator
502, that is, a sub-sub-share generator. The further sub-share generator 502 is arranged to
generate further sub-shares 504 in sub-shares 316 in the unassigned shares 312, 134 to 136.
The further sub-shares 504 are examples of the above described further sub-shares 158 to 166.

The further sub-shares 504 are calculated from respective polynomials hy ;(x) of the form

hy j(x) = Zli_llyixi + g, (j)where y; € Z/mZ are randomly chosen coefficients, t* is the
threshold to assign a respective sub-share to the further new player device, n+1<j <wu and
j < k <u. It can be seen that each further sub-share polynomial generates shares to provide
access to respective constant terms g, (j). The further sub-shares can be issued to respective
player devices via the communication interface 318.

[0076] Therefore, more multiple layers can be defined with each subsequent or next layer having
associated generator polynomials to generate shares in the shares of the immediately preceding
layer to enable newer generations of player devices to issue shares to even newer generation
player devices.

[0077] Referring to figure 6, there is shown a view 600 of an example implementation of a player
device 402. The player device 402 is an example of any of the above described player devices
106 to 116. Reference numerals common to figures 4 and 6 refer to the same entity. The entities
in the dash-dot outline may or may not be included in the example implementation shown in figure
6. The processor 404 is configured with a sub-share calculator 602. The sub-share calculator
602 is arranged to calculate a set of sub-shares 604 from further sub-shares 606 received from
other player devices. The sub-shares 604 are examples of the above described sub-shares 148
to 156, 168 to 172, 204 to 208 and 210. The further sub-shares 606 are examples of the above
described further sub-shares 158 to 166, 212 to 216.

[0078] The player device 402 can selectively output one or more of the sub-shares 604 to one or
more respective new player devices to facilitate those player devices accessing respective shares
in the secret 104 or respective shares associated with the secret 104 such as, for example,

respective further sub-shares in the secret. The respective shares associated with the secret can
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comprise one or more shares in one or more other shares associated with the secret. Any and
all example implementations described herein can be realised in which multiple levels or layers
of shares in shares are used to facilitate access to a share or shares in the secret.

[0079] Example implementations can be realised in which the player device 402 additionally
comprises the entities shown in dash-dot format such that the player device can determine its
own respective share in the secret and provide at least one of sub-shares, further sub-shares or
multiple layers of shares to facilitate at least a further new player device access a respective share
in the secret.

[0080] Referring to figure 7, there is shown a flow chart 700 for initialising or provisioning player
devices to facilitate a new player device access a share in a secret. A secret is selected at 702.
The secret can be the above described secret 104 or any share in any share associated with such
a secret 104. An initial number of player devices is determined at 704. At 706 a threshold ¢ is
selected to establish a (t,n) threshold scheme. A secret polynomial from which the shares in the
secret can be determined is established at 708.

[0081] In the example illustrated, the secret polynomial is the above described polynomial f(x).
However, the secret polynomial can equally well be any of the above described polynomials f(x)
, 9j(x), hy ;(x) or any other generator polynomial selected for generating shares in the secret or
selected for generating shares in shares, in particular, selected for generating shares in shares,
associated with a secret. It can be appreciated that shares in a share effectively treats the latter
share as a secret. Therefore, at each layer or generation of shares, a share of one layer is the
secret for shares of the immediately preceding layer such that those generation shares facilitate
a player device of the immediately succeeding layer in accessing the share from which those
shares were generated.

[0082] Shares in the secret are calculated at 710. The shares calculated at 710 are distributed
to the set of n initial player devices at 712. The shares calculated at 710 are examples of the
above described assigned shares 124 to 132. Therefore, at 712 the set of n initial player devices
are initialised or provisioned with respective shares {s; = f(i),1 < i < n}in the secret. Any t of
the set of n initial player devices can collaborate to recover the secret.

[0083] At 714, additional shares in the secret are calculated. The additional shares calculated at
712 are examples of the above described unassigned shares 134 to 136. It will be appreciated
that example implementations can be realised that combine 710 and 712 to calculate the assigned
shares and unassigned shares.

[0084] A further threshold scheme is established for distributing the unassigned shares calculated

at 712. Therefore, at 716, a threshold number, ¢t’, of player devices is established. Generator
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polynomials are established or accessed, at 718, for generating set of shares in the unassigned
shares. The generator polynomials are examples of the above described generator polynomials
gj(x). At 720, shares in the unassigned shares are generated at 720 from the generator
polynomials. The respective shares of the generated shares are distributed to the set of n initial
player devices for subsequent distribution to respective new player devices. It can be
appreciated, for example, that an it" player device, P;, of the set of n initial player devices receives

a respective set {sl-']- = g;(),n+1<j < u} of the generated shares. Therefore, n initial player
devices receive or are otherwise initialised or provisioned with respective sets of shares {sl-']- =

gji)1<i<n;n+1<j<u}. Consequently, any t’ player devices can collaborate to facilitate

I

a new player device, P;, accessing a respective share, s;, in the secret from shares, Sij» in the

respective share, s;, provided to the new player device, P;, by the ¢’ collaborating player devices.
[0085] Referring to figure 8, there is shown a view 800 of a pair of flow charts 802 and 804 for
providing a share in a secret to the new player device, P;. At 806, a dealer, such as the above
described dealer 118, or a provisioned player device, such as any of the above described player
devices 106 to 116, identifies the new player device, P;, to receive or otherwise be issued with, or
provide access to, a respective share, s;, in the secret. At 808, an unassigned share, s;, in the

secret is selected from the set 122 of unassigned shares 134 to 136. At 810, a respective player

I

device issues a share as one of a predetermined threshold number, t’, of shares, Sij» in the

unassigned share, s;, that are selected and output to the new player device, P;, by t’ collaborating
previously provisioned player devices. The collaborating previously provisioned player devices
can comprise any t’ collaborating previously provisioned player devices. Therefore, the
collaborating previously provisioned player devices can comprise one or more than one newly
added player device that was not one of the set of n initial player devices.

I

[0086] At the new player device, P;, the predetermined number, t’, of shares, Sij» in the

unassigned share, s;, are received, at 812. The unassigned share, s;, in the secret is calculated

, at 814, by the new player device, P;, from the predetermined number, t', of shares, sl-']-, in the
unassigned share, s;. Therefore, a subset of t’ player devices of any previously provisioned
player devices can facilitate access by a new player device, P;, to an unassigned share, s;, in the
secret.

[0087] Referring to figure 9, there is shown a flow chart 900 for provisioning a new player device,

P, n+1<j<u,to facilitate a further new player device, P, j+ 1<k <u, in accessing a

respective share, s, = f(k), in a secret from further sub-shares, {Suk :n+1§j§u,j<k§u},



10

15

20

25

30

WO 2022/046071 PCT/US2020/048387

14

associated with the secret; the further sub-shares having been generated from the above
described respective polynomials hy ;(x) of the form hy ;(x) = Zf:_ll vixt + g (Hwhere y; €Z /
mZ are randomly chosen coefficients, t* is the threshold to assign an intermediate share, that is,
a sub-share to the further new player device, and n+1 <j <wu and j < k <u of the secret.
Reference numerals common to figures 7 and 9 refer to the same entity or action.

[0088] Therefore, at step 902, a number of generator polynomials, such as the above described
respective polynomials hy ;(x), are selected to generate the further sub-shares, or sub-sub-
shares, in sub-shares in shares in the secret. The further sub-shares are shares that are
associated with, or otherwise derived from, the secret via at least one layer of an intermediate
share or intermediate shares in, or similarly associated with, the secret. At 904, the further sub-
shares are calculated from the above described respective polynomials hy ;(x) and the further
sub-shares are distributed to respective player devices.

[0089] Initially, the further sub-shares will be distributed to the set of n initial player devices 108
to 116 to facilitate one or more than one new player device in accessing a respective share in the
secret and to provision such a new player device, in turn, to facilitate a further new player device
in accessing a respective share in the secret and/or to provision that further new player device.
As more player devices are provisioned, respective layers of such shares are generated and
distributed.

[0090] It will be noted that several aspects of figure 9 are illustrated in a dashed outline such as
712, 714 and 722. The dashed outline operations may or may not also form part of the example
implementation; figure 11 described below shows the above dashed outline features as part of
the example implementation.

[0091] Referring to figure 10, there is shown a flow chart 1000 for a player device provisioning a
new player device, P;, to facilitate issuing a share in a secret to a further new player, P,.
Reference numerals common to figures 8 and 10 refer to the same entities or actions. At 806, a

new player, P;, is identified to be provisioned for issuing a respective share, s, = f(k), in the
secret 104 to a further new player, P,. Further sub-shares, {Suk n+l1<j<u,j <k§u} , in the

respective share, s, = f(k), in the secret 104 are calculated or accessed at 1002. The further
sub-shares are distributed by the player device to the new player device, P;, at 1004.

[0092] At 1006, the new player device, P;, receives from a set of t* previously provisioned player
devices respective further sub-shares {Suk n+l1<j<u, j<k< u} in the respective shares {s; ;}

to be issued to subsequently added new player devices such as, for example, the further new
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player device 109, to facilitate issuing shares in the secret to any such subsequently added new
player devices like the further new player, P,. The further new player device, P, is an example
of the above described player device 109.

[0093] Example implementations can be realised in which the actions associated with 808 to 814
shown in dashed outline can also be performed in addition to 806, 1002 to 1006, which would

provide the new player device, P;, with access to its respective share, s; = f(j), in the secret 104,

at 812 and 814, and provision the new player device, P;, by receiving from the set of t* previously
provisioned player devices respective further sub-shares {Suk :n+1§j§u,j£k§u} in the

respective shares to be issued to subsequently added new player devices such as, for example,
the further new player device 109, to facilitate issuing shares in the secret to any such
subsequently added new player devices like the further new player device, P, 109. Such an
example implementation is shown in figure 12, where the hitherto dashed outline is shown in solid
line form.

[0094] Referring to figure 11, there is shown a flow chart for provisioning a new player device
such as, for example, new player device 106 with a respective share in the secret, with respective
sub-shares in hitherto unassigned shares in the secret to be assigned to subsequently added
player devices, and with further sub-shares in sub-shares in hitherto unassigned shares in the
secret to be assigned to further subsequently added player devices. Such a new player device
can be the above described player device 106, such a subsequently added player device can be
the above described player device 107 and such a further subsequently added player device
could be the above or below described player device PD8 (not shown).

[0095] Referring to figure 12, there is shown a flow chart 1200 for a player device provisioning a
new player device. Reference numerals common to figures 10 and 12 refer to the same
operations. It can be seen that the hitherto operations 808, 810, 812 and 814 are shown in the
flow chart 1200 of figure 12 as being part of the same respective example implementations.
[0096] Referring to figure 13, there is shown a view 1300 of a secret 1302 and associated
generations or layers 1304 to 1308 of shares 1310 to 1324, sub-shares 1326 to 1330 and further
sub-shares 1332 to 1336 in the secret 1302. The secret 1302 is an example of the above
described secret 104. The shares 1310 to 1324 are examples of the above describes assigned
124 to 132 and unassigned shares 134 to 136. The sub-shares 1326 to 1330 are examples of
the above described sub-shares 148 to 156. The further sub-shares 1332 to 1336 are examples
of the above described further sub-shares 158 to 166.

[0097] The secret 1302 has been divided into, or has derived therefrom, a number of shares 1310
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to 1324. The shares 1310 to 1324 comprise two sets of shares; namely, assigned shares 1310
to 1318 and unassigned shares 1320 to 1324. The assigned shares are examples of the above
described assigned shares 124 to 132. The unassigned shares are examples of the above
described unassigned shares 134 to 136. The assigned shares 1310 to 1318 are assigned to
respective player devices of the set of n initial player devices 108 to 116. Each of the unassigned
shares 1320 to 1324 are divided into respective sub-shares. In the example shown, one such
unassigned share 1322 in the secret 1302 has been divided into three sub-shares 1326 to 1330.
Furthermore, one of the sub-shares 1328 has been divided into three further sub-shares 1332 to
1336. However, each sub-share 1326 to 1330 can be divided into respective numbers of further
sub-shares generated using respective generator polynomials arranged to be recovered using
respective thresholds.

[0098] A new player device, P;, n+ 1<) <u, can be provided with access to one of the
unassigned shares 1322 in the secret 1302 by receiving the three sub-shares 1326 to 1330 from
previously provisioned player devices. Similarly, the new player device, P;, can be provisioned
with a respective sub-share 1328 in the secret 1302 by receiving respective further sub-shares
1332 to 1336 in the secret from previously provisioned player devices. Although the provisioning
for preceding generation shares has been described using shares of the same layer or generation,
example implementations are not limited to such an arrangement.

[0099] Referring to figure 14A, there is shown a view 1400 of a table of shares and sub-shares
in a secret (not shown) according to example implementations. The shares and sub-shares of
the table are examples of any of the above described shares and sub-shares. The table assumes
a maximum, or upper limit, of u player devices. In the example shown, u = 8. The eight player
devices comprise a set of five initial player devices 1402 to 1410 and a set of three new player
devices 1412 to 1416. The five initial player devices 1402 to 1410 are examples of the above
described set of ninitial player devices 108 to 116. The new player devices 1412 to 1416 are
examples of the above described new player device 106, further new player device 109 and still

further player device PDS8.

[00100] The set of five initial player devices 1402 to 1410 are provisioned with sets of sub-
shares 1418 to 1426 relating to each of the unassigned shares 1432 to 1436. Therefore,
[00101] player device 1402 is initialised with {s{j =g;(1),n+1<j <u}, thatis, with {sj, =
96(1), 517 = g7(1), 515 = gs (1)},

[00102] player device 1404 is initialised with {sé]- =g;(2),n+1<j < u}, thatis, with {s; =

96(2), 537 = g7(2), 558 = gs(2)},
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[00103] player device 1406 is initialised with {sgj =g;(3),n+1<j <u}, thatis, with {s35 =
96(3), s37 = g7(3),535 = gs(3)},

[00104] player device 1408 is initialised with {s;j =g;(4),n+1<j<u}, thatis, with {55 =
96(4), s47 = g7(4), 548 = gs(4)}, and

[00105] player device 1410 is initialised with {sg]- =g;(5),n+ 1 <j < u}, thatis, with {s5, =
96(5), 557 = g7(5), 555 = gs(5)}.

[00106] In general, the set of n initial player devices 1402 to 1410 receive or are otherwise

initialised or provisioned with respective sets of shares {s{; = g;(),1<i<mn+1<j<u}
[00107] Once the player devices 1402 to 1410 have been provisioned as indicated above,
a subset of ¢ player devices, selected from the set of provisioned player devices 1438, can
collaborate to enable a new player device 1412 to access a respective share 1432 of the secret.
For example, the new player device 1412 can access the respective share 1432 using sub-shares
received from any t of the player devices such as player devices 1402, 1406 and 1410, which
provide sub-shares sj; = gs(1), s36 = g6(3), and s = g¢(5) to player device 1412, which
facilitates the player device 1412 in calculating s, = g¢(0) = f(6) as depicted in figures 1 and
14A.

[00108] Furthermore, the set of player devices 1438 is also provisioned with further sub-

shares (not shown) in s{; = g-(6) 1439 determined from {Syk A<i<nn+1<j<u,j<k< u} ,in

particular, further sub-shares {Suk 1<i<n,j=6k= 7} . Therefore, any of t* player devices of

the set of player devices 1438 can facilitate the new player device 1412 being provisioned with,
or otherwise facilitate access to, a sub-share s;, = g,(6) such that ¢ player devices of the set
1440 of player devices can facilitate access by a further player device 1414 to a respective share

1434 in the secret. For example, player devices 1404, 1406, 1408 can provide respective further

*

sub-shares {s;k:i:2,j:6,k:7}, {s :i:3,j:6,k:7} and {s;k:i:4,j:6,k:7} to player

ijk
device 1412 to allow player device 1412 to calculate s¢, = g,(6), that, in turn, allows player device
1414 to calculate s, = g-(0) = f(7) so that player device 1414 can participate in at least one, or
both, of recovering or using the secret or in recovering or using the respective share.

[00109] Furthermore, the set of player devices 1438 is also provisioned with further sub-

shares (not shown) in sig = gg(6) 1441 determined from {Syk A<i<nn+1<j<u,j<k< u} in

particular, further sub-shares {Suk 1<i<n, j=6k= 8}. Therefore, any of t* player devices of

the set 1438 of player devices can facilitate the new player device (PD8 or P8) 1412 being
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provisioned with, or otherwise facilitate access to, a sub-share sig = gg(6) such that ¢ player
devices of the set of player devices 1442 can facilitate access by a still further player device 1416

to a respective share 1436 in the secret. For example, player devices 1402, 1406, 1408 can

provide respective further sub-shares {Suk i=1,j=6k= 8} , {Suk i=3,j=6,k= 8} and

{s;k i=4,j=6k= 8} to player device 1412 to allow player device 1412 to calculate sig = gg(6),

that, in turn, allows player device 1416 to calculate sg3 = gg(0) = f(8) so that player device 1416
can participate in recovering the secret.

[00110] Still further, the set of player devices 1438 is arranged to provision the further set
of player devices 1440 with still further sub-shares {suk, A<i<nn+l<j<u,j<k<uk<l< u}

to facilitate the further player device 1414 to in calculating s;g = gg(7) that, in turn, allows a still
further player device 1416 to access or calculate a respective share, sg = f(8), in the secret.
[00111] Referring to figure 14B, there is shown an annotated view 1400B of the data table
1400 of figure 14A according to example implementations. The annotated view 1400B will be
used to demonstrate provisioning a new player device 1402B to provide shares to a further new
player device 1404B to facilitate the further new player device 1404B to access a respective share
1406B of the secret 1408B. The secret 1408B is an example of any of the above described
secrets such as secret 104. The new player device 1402B is an example of the above described
new player device 106 as well as an example of an intermediate generation player device. The
further new player device 1404B is an example of the above described further new player device
109 as well as an example of a succeeding generation player device. The respective share 1406B
of the secret 1408B is an example of the above described respective share 107 of the secret 104.
[00112] Assume that the set of n initial player devices comprises player devices 108 to
116, and that the new player device 106 will be added to the set of player devices followed by the
further new player device 109.

[00113] At 1410B, a set 1412B of player devices of the initial set of n initial player devices
provides a threshold number of shares from a set 1414B of shares 1414.1 to 1414.5 to the new
player device 106. The shares of the set 1414B of shares are examples of further sub-shares as
well as being examples of preceding generation shares. The set 1412B of player devices is an
example of a set of preceding generation player devices. The set 1414B of shares are shares in
an intermediate generation share 1416B. The intermediate generation share 1416B is an
example of a sub-share. The intermediate generation share 1416B can be calculated from a

threshold number of shares of the set 1414B of shares. The shares of the set 1414B of shares
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are examples of preceding generation shares. The intermediate generation share 1416B
provisions the new player device 1402B to facilitate the further new player device 1404B in
providing access to the secret 1408B via the respective share 1406B.

[00114] At 1418B, the new player 1402B calculates the intermediate generation share
1416B from the threshold number of shares and stores the results, which provisions or otherwise
initialises the new player 1402B to assist the further new player 1404B. The intermediate
generation share 1416B forms part of a set 1420B of such intermediate generation shares. The
set 1420B of intermediate generation shares comprises the intermediate share 1416B and a
number of other shares 1422B to 1430B in the respective share 1406B associated with a set
1421B of other intermediate generation player devices P1..P5. The other shares 1422B to 1430B
are examples of other intermediate generation shares.

[00115] At 1432B, a threshold number of shares of the set 1420B of intermediate
generation shares are provided to the further new player 1404B, from which the further new player
1404B calculates, at 1434B, the respective generator polynomial g,(x) 1436B from which the
further new player device 1404B can calculate the constant term g,(0) 1438B to make the
respective share f(7) 1406B in the secret 1408B available to the further new player 1404B.
[00116] Accordingly, example implementations provide a computer implemented method
for issuing an unassigned share f(7) 1406B to a succeeding generation player device 1404B, the
method comprising: a set of preceding generation player devices P1..P5 1412B providing, to an
intermediate generation player device P6 1402B, preceding generation shares 1414B to allow the

intermediate generation player device P6 1402B to calculate an intermediate generation share

s'67 = g.(6) 1416B from which the succeeding generation player device P7 1404B, together with

a set 1421B or subset of other intermediate generation shares s = g.(1)..s;, = g,(5) 1422B to
1430B provided by respective other intermediate generation player devices P1..P5 1421B, can
calculate the unassigned share g.(0)=s, = f(7) 1406B; and the intermediate generation player
device P6 1402B and the set 1421B of other intermediate generation player devices providing the
intermediate generation share 1416B and the set of the other intermediate generation shares
5., = 2-(1)..55, = g,(5) 1422B to 1430B to the succeeding generation player device P7 1404B.

[00117] It will be appreciated from the above that a player device can simultaneously be a
preceding generation player device and an intermediate generation player device. For example,
referring to figure 14C, it can be appreciated that all of the player devices 108 to 116 are in the

set of preceding generation player devices with a threshold number of those player devices 112

to 116 having been selected to provide further sub-shares 1414.3 to 1414.5 to the new player
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device 1402B. Consequently, those player devices 112 to 116 are preceding generation player
devices that provide preceding generation shares 1414.3 to 1414.5 to an intermediate generation
player device 1402B from which the intermediate generation player device 1042B can determine
the respective intermediate generation share 1416B. However, the same set of player devices
108 to 116 comprises two player devices 108 and 110 that provide intermediate generation shares
1422B and 1424B to the further player device 1404B. Therefore, those two player devices 108,
110, or any other player devices 108 to 116 and 1402B providing, or provisioned to provide,
intermediate generation shares to the further player device 1404B are also intermediate
generation player devices.

[00118] Therefore, the terms preceding generation player device, intermediate generation
player device and succeeding generation player device are relative. Relative to a given
succeeding generation player device, any device that provides a share from which said
succeeding generation player device can calculate a respective share is an intermediate
generation player device. It can be seen that there is a direct connection or communication
between a succeeding generation player device and an intermediate generation player device.
Similarly, a preceding generation player device is a preceding generation player device relative
to an intermediate generation player device, that is, a preceding generation player device
comprises any player device that provides a share to an intermediate generation player device
from which the latter can calculate a respective share; said respective share to be provided to a
respective succeeding generation player device. Therefore, such a preceding generation player
device will not be directly connected or in communication with the succeeding generation player
device other than via the intermediary of an intermediate generation player device.

[00119] Furthermore, example implementations facilitate accessing the unassigned share
1406B in the secret by the further new player device 1404B with that access being facilitated by
the new player device 1402B and a threshold number of the set of n initial player devices, that is,
a threshold number of preceding generation player devices.

[00120] Referring to figure 14C, there is shown a view 1400C of the hierarchy of shares
used in the process described above with reference to figure 14B. Figure 14C shows the further
new player device 1404B, that is, a succeeding generation player device, accessing the
respective share 1406B in the secret 1408B. The new player 1402B is provisioned by a set or
subset 1421B of the set 1412B of n initial player devices 108 to 116 to access the intermediate
generation share 1416B. The subset of the preceding generation player devices 112 to 116
provide respective further sub-shares s34, = h;(3) 1414.3, 5567 = h76(4) 14144 10 554, =

h;6(5) 1414.5 to the new player device 1402B. The new player device 1402B uses the respective
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further sub-shares s34, = h;6(3) 1414.3, 5567 = h;6(4) 14144 t0 s56, = h;6(5) 1414.5 to
calculate the intermediate generation share h;(0) = s¢, = g,(6) 1416B.

[00121] The new player device 1402B, that is, the intermediate generation player device,
provides the intermediate generation share 1416B to the further new player device 1404B, that is
the succeeding generation player device. A subset of the set 1412B of ninitial player devices,
that is, the other intermediate generation player devices, provide respective intermediate
generation shares s;, = g,(1) 1422B and s;, = g,(2)1424B to the further new player device
1404B so that the further new player device 1404B has a threshold number of shares s; , = g,(1)
1422B, s, = g,(2) 1424B, s¢, = g,(6) 1416B from which to calculate the respective share s, =
f(7) 1406B in the secret 1408B. Share 1406B is an example of the above described share 1432.
[00122] Therefore, in general, a preceding generation player device, player device i, is in
possession of a respective share, f(i), in the secret, and sends or can send g;(i) and {h;,4 ;(0)
to h,, ; (i)} to a player device j in a current generation (player device j); a current generation player
device, player device j, receives respective shares from a threshold number of player devices in
the, or a, preceding generation or preceding generations, calculates a respective share, f(j), in

the secret, calculates g;.,(j) to g,(j), and sends or can send g, (j) to a player device, player

device k, in the succeeding generation; and the succeeding generation player device, player
device k, in the succeeding generation, receives respective subshares from a threshold number
of player devices in the preceding generation or preceding generations from which to calculate a
respective share, f(k), in the secret.

[00123] Although the example implementation has been described with reference to player
devices 112 to 116 forming the set of preceding generation player devices, example
implementations are not limited to such an arrangement. The set of preceding generation player
devices could comprise any threshold number of player devices selected from the set of n initial
player devices 108 to 116. Similarly, although the example implementation has been described
with reference to the two player devices 108 and 110 providing respective intermediate generation
shares to the further player device 1404B, example implementations are not limited to such an
arrangement. Example implementations can be realised in which the threshold number of
intermediate generation shares are provided by a respective threshold number of any of the player
devices 108 to 116 including the new player device 1402B.

[00124] Still referring to figure 14B, example implementations can additionally, or
alternatively, comprise a threshold scheme for providing the new player device 1402B with access

to a respective share 1440B in the secret 1408B. The new player device 1402B is an example of
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the above described new player device 106. The respective share 1440B is an example of the
above described respective share 102.

[00125] At 1442B, a threshold number of player devices of the set of n initial player devices
108 to 116 provides the threshold number of respective sub-shares selected from sub-shares
1444B to 14452B to the new player device 1402B.

[00126] At 1454B, the new player device 1402B calculates the respective generator
polynomial g¢(x) 1456B from which the respective share sz = g(0) = f(6) 1440B can be
calculated.

[00127] Therefore, it can be appreciated that the set of n initial player devices 108 to 116

can be provisioned or initialised with shares 1444B to 1452B to enable the new player device
1402B to be issued with a respective share f(6) 1440B in the secret 1408B. Share 1440B is an
example of the above described share 1434.

[00128] Referring to figure 14D, there is shown the processing of the hierarchy of shares
described above with reference to figure 14B for providing the new player device 1402B with
access to its respective share 1440B in the secret 1408B. The set 1412B of initial player devices
108 to 116 have been provisioned with, or otherwise generate or have generated, respective sub-
shares 1444B to 1452B in the respective share 1440B of the new player device 1402B in the
secret 1408B.

[00129] A threshold number of player devices 112 to 116 provide respective sub-shares
1448B to 1452B to the new player device 1402B. The new player devices 1402B uses the
threshold number of received sub-shares 1448B to 1452B to calculate the respective share 1440B
in the secret 1408B.

[00130] Therefore, existing player devices, that is, previously provisioned player devices,
have issued a hitherto unassigned share 1406B or 1440B in the secret 1408B to at least one, or
both, of the new player devices 1404D and 1402B.

[00131] Referring to figure 15, there is shown an expanded view 1500 of the table of shares
and sub-shares in the secret of figure 14A. It can be appreciated that there is a set 1502 of sub-
shares that does not need to be calculated providing that the unassigned shares are allocated in
order, that is, unassigned share f(6) 1432 is assigned before unassigned share f(7) 1434 and
that unassigned share f(7) 1434 is assigned before un assigned share f(8) 1436, that is, in
general, assigning the unassigned shares {s; = f(j):n+ 1 <j <u} are allocated in order of
ascending j can reduce the computational overhead of the provisioning. Therefore, if the shares
f(6), f(7), f(8) are issued in order, the seventh player device does not have to calculate g4(7)

and the eighth player device does not have to calculate g4(8) or g-(8).
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[00132] Therefore, it will be appreciated that :
[00133] - an (n + 1) player device should be able to calculate g,,,(n + 1), gnis(n + 1),
Ineam+1), .. gu(n + 1);
[00134] - an (n + 2)*" player device should be able to calculate g,,;(n + 2), gnia(n + 2),
Inasm+2), ..., g,(n+ 2); and so on such that
[00135] - a (u — 2)'" player device should be able to calculate g,,_, (u — 2), g,,(u — 2), and
[00136] - an (u — 1) player device should be able to calculate g, (u — 1).
[00137] Applying the foregoing to a set of 5 initial player devices and 3 subsequently added
player devices, thatis, n = 5 and u = 8, gives:
[00138] - player device 6 should be able to calculate g,(6) and gg(6), and
[00139] - player device 7 should be able to calculate gg(7).
[00140] Referring to figure 16, there is shown an alternative view 1600 of issuing a share

s, = g-(0) = f(7) 1602 to a player device 1604. The player device 1602 is an example of the
above described further player device 109. It can be seen that the player device 1604 receives
sub-shares s{, = g,(5) 1606, s;, = g-(6) 1608 and s;, = g,(4) 1610 in the share 1602 from

respective player devices 1612, 1614 and 1616 from which the player device 1604 can calculate

the respective share s, = g,(0) = f(7) 1602 in the secret.
[00141] An initial set of player devices 1616 to 1622 were provisioned with respective
further sub-shares in the sub-shares 1606 and 1608 issued by two new player devices 1612 and

1614 so that those new player devices can facilitate the player device 1604 in accessing the

respective share s, = g-(0) = f(7) 1602 in the secret. Therefore, the initial set of player devices

were provisioned with respective further sub-shares {Suk A<i<nn+1<j<u,j<k< u} , that is,

{s;k :1§i§n,n+l§j<k§u} if the unassigned shares are issued in order. Consequently,

player devices 1618, 1620, and 1622 are able to provide the following respective further sub-
shares s15, = h;5(1), 5357 = h75(2), and s35, = h;5(3) to new player device 1612 from which
new player device 1612 could determine the respective sub-share 1606 from which the further
new player device 1604 could determine the respective share 1602 in the secret. Similarly, player
devices 1616, 1620 and 1622 are able to provide the following respective further sub-shares
Sz67 = R76(2), 5367 = h76(3), and sy¢, = h;¢(4) to player device 1614 from which new player
device 1614 could determine the respective sub-share 1608 from which player device 1604 could
determine the respective share 1602 in the secret.

[00142] Referring to figure 17, there is shown a view 1700 of set 1702 of provisioning data
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issued to a set of n initial player devices such as, for example, the above set of ninitial player
devices 108 to 116. The set 1702 of provisioning data comprises a share 1704 in the secret, sets
of sub-shares in the unassigned shares in the secret for new player devices and set of further
sub-shares in the sub-shares in the unassigned shares in the secret for new player devices.
Therefore, player device i would receive:

[00143] - 5;, which is a share of the secret, SK, using polynomial notation, s; = f (i), thatis
kept for player device i,

[00144] - the set {s; ;:n + 1 < j < u} that consists of shares of s; with n + 1 < j < u, using
polynomial notation, sl-’_]- = g;(i) such that player device i can send sl-'_]- = g;(i) to player device j
and player device j can use sl-'_]- = g;(i) to facilitate computing f(j), and

[00145] —the set {s/;,:n+1<j<un+1<k<u} that consists of shares of sl-'_]- with
n+1<j<wuandn+ 1<k <uusing polynomial notation, s;; . = hy ;(i) such that player device
i can send s;;, = hy ;(i) to player device j, player device j can use s;;, = hy ;(i) to compute
s]-'_k = g, (j) such that player device j can send s]-'_k = g, (j) to player device k to facilitate player
device k computing f (k).

[00146] It will be appreciated that if the shares (1), f(2), ..., f(u) are issued in order then
k will always be greater than j. Therefore, player device i could use the set {s;;,;n+1<j<
k <u}ratherthanthe sets/; :n+1<j<un+1<k<u}

[00147] Referring to figure 18, there is shown a view 1800 of a system for generating and
distributing shares in a secret in a decentralised manner. Example implementations will be
described using three player devices 1802 to 1806. Example implementations are not limited to
three player devices. Example implementations can be realised in which a number, u, of player
devices are used. The system 1800 can operate as a (¢t,u) threshold system in which ¢ player
devices of a possible total number, u, of player devices can cooperate to use, recover, make
available or otherwise issue a secret or use, recover or make available a share or shares in the
secret. As initialised, the system 1800 will operate as a (t, n) threshold system, where n < u, in
which t player devices of a current number, n, of player devices 1802 to 1806 can cooperate to
use, recover, make available or otherwise issue a secret 1806.

[00148] Each player device 1802 to 1806 comprises a processor 1808 to 1812 arranged
to implement player device functionality. Each player device 1820 to 1806 is arranged to generate
a respective pre-secret key 1814 to 1818 and, using a respective generator polynomial 1820 to
1824 of the form P;(x) = X' ga;;x/, where 1 <i<n, a;q = psk;, a;; € Z/mZ are randomly

chosen coefficients for j = 1, t is the threshold number of shares that can be used to issue or
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recover the pre-secret key, thatis, a; o = psk;, to generate respective sets 1826 to 1830 of shares
in their respective pre-secret keys psk; 1814 to 1818. Therefore, the set of shares 1826 in psk,
1814 comprises P;(1) 1832, P;(2) 1834, and P,;(3) 1836, the set of shares 1828 in psk, 1816
comprises P,(1) 1838, P,(2) 1840, and P,(3) 1842, and the set of shares 1830 in psk; 1818
comprises P;(1) 1844, P;(2) 1846, and P;(3) 1848.

[00149] Each player device 1802 to 1806 retains a predetermined share in their respective
pre-secret key and distributes predetermined shares in their pre-secret key to the other player
devices. In the distribution, an i*" player device receives i*" shares from the other player devices.
Each ith player distributes shares to the other player devices but retains their i*" share in their
pre-secret key psk;. Therefore, player device 1802 receives shares P,(1) 1838 and P;(1) 1844
from the other player devices 1804 and 1806 respectively, player device 1804 receives P, (2)
1834 and P;(2) 1846 from the other player devices 1802 and 1806 respectively, and player device
1806 receives P;(3) 1836 and P,(3) 1842 from the other player devices 1802 and 1804
respectively. Consequently, each player device has a set of shares from which a respective
share of the secret can be calculated. A j'* player device determines a respective share of the
secret f(j) from f(j) = ¥, P;(j). Therefore, player device 1802 has a set 1850 of respective
shares P;(1) 1832, P,(1) 1838, and P;(1) 1844 from which a respective share f(1) = >I-, P;(1)
1852 in the secret can be determined. Similarly, player device 1804 has a set 1854 of respective
shares P;(2) 1834, P,(2) 1840, and P;(2) 1846 from which a respective share f(2) = Yi-, P;(2)
1856 in the secret can be determined. Also, player device 1806 has a set 1858 of respective
shares P;(3) 1836, P,(3) 1842, and P;(3) 1848 from which a respective share f(3) = Y1, ;(3)
1860 in the secret can be determined.

[00150] Once a threshold number t of player devices have respective shares in the secret,
the player devices can cooperate to recover the secret or provide access the secret. Therefore,
in the example implementation depicted in figure 18, assuming that the system implements a
(2,n) threshold scheme, any two player devices of the three player devices 1802 to 1806 can
cooperate to recover, that is, to provide access to the secret using their respective shares in the
secret taken in pairs. It will be appreciated that there are several sets of shares in the secret that
could be collaboratively used to recover the secret; namely, f(1)& f(2), f(1)& f(3), and
f@2)& f(3).

[00151] Therefore, shares in a secret have been generated and distributed in a
decentralised manner.

[00152] Furthermore, example implementations can be realised in which each player
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device 1802 to 1806 is additionally arranged to calculate respective future shares, P;(j) for n +
1 < j <u, (not shown) in the secret that can be distributed to new player devices P; in the future,
where n + 1 < j < u. Each player device 1802 to 1806 is arranged to generate sub-shares in the
respective future shares P;(j) using respective sub-share generator polynomials of the Q; ;(x) =
L1 Bijxx® where 1 <i<mn,B;jo=P()), Bijr € Z/mZ are randomly chosen coefficients for all
Bijx butforp; ;q, t'is the threshold number of shares that can be used to issue or recover a sub-
share associated with the secret, that is, §; ;o = P;(j), where n + 1 < j < u. Therefore, for n +
1 <j <u each player device calculates n — 1 sub-shares in each of P;(j), that is, each player
device calculates a set of sub-shares {Qi_j(l),..,Qi_j(n — 1)} and distributes respective sets of
shares to respective player devices while retaining their own respective shares in each P;(j).
[00153] Therefore, player device 1802 generates a set 1862 of sets of sub-shares
{Q1;(D),..,Q,;(n — 1)} comprising Q, ; (1) 1864, @, ;(2) 1866, and @, ;(3) 1868, using respective
generator polynomials @, ;(x) = Zi’:_ol ﬁl_j_kxk 1870 with future shares P;(j) 1872 as respective
secrets.  Similarly, player device 1804 generates a set 1874 of sets of sub-shares
{Q2,;(1),..,Q,;(n — 1)} comprising Q, ; (1) 1876, @, ;(2) 1878, and @, ;(3) 1880, using respective
generator polynomials @, ;(x) = Zi’;olﬁz_j_kxk 1882 with future shares P,(j) 1884 as respective
secrets. Also, player device 1806 generates a set 1886 of sets of sub-shares
{Q5,;(1),..,Q3;(n — 1)} comprising Q5 ; (1) 1888, Q3 ;(2) 1890, and Q5 ;(3) 1892, using respective
generator polynomials Q3 ;(x) = Zi’;olﬁg_j_kxk 1894 with future shares P;(j) 1896 as respective
secrets.
[00154] The player devices 1802 to 1806 distribute respective sub-shares
{Qi_]-(l), Qi — 1)} to the other player devices. Therefore, player device 1802 distributes sets
of sub-shares Q, ;(2) 1866 and @, ;(3) 1868 to player devices 1804 and 1806 respectively, player
device 1804 distributes sets of sub-shares @, ;(1) 1876 and @, ;(3) 1880 to player devices 1802
and 1806 respectively, and player device 1806 distributes sets of sub-shares @5 ;(1) 1888 and
Q3,;(2) 1890 to player devices 1802 and 1804 respectively. Consequently, each of the player
devices 1802 to 1806 comprises respective sets of sets of sub-shares 1897 to 1899.
[00155] Therefore, the player devices 1802 to 1806 can facilitate a new player device P; in
accessing a respective share f(j) in the secret. To facilitate access to the respective share £(j),
t' player devices select the next hitherto unassigned share in order for new player device P; and,

for 1 < i < n, send respective sub-shares of P;(j) to new player device P; to allow the new player
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device to calculate f(j) =X, P; (j), that is, player device P; would send sub-shares
{Q1,;(D), ..., Qn ; (D)} to the new player device P;. Accordingly, the new player device P; will have
been provisioned, by previously provisioned player devices such as the player devices 1802 to
1806, with a respective share f(j) in the secret. Consequently, the new player device P; will be
able to collaborate with ¢ — 1 other player devices in recovering the secret or in making the secret
available to a further entity or in using its respective share.

[00156] In the example illustrated, player device 1802 would send the j** set 1897 of sub-
shares 1864, 1876, 1888, thatis, {Q,;(1),...,Q,;(1)}, to a new player device j, where new player
device was not part of the set of n initial player devices. Similarly, player device 1804 would send
the j'* set 1989 of sub-shares 1866, 1878, 1890, that is, {Q1,;(2), ..., Qn ;(2)}, to the new player
device j, and player device 1806 would send the j* set 1989 of sub-shares 1868, 1880, 1892,
that is, {Q4,;(3), ..., @ ;(3)}, to the new player device j. The new player device j can determine
respective shares {P;(j)} in a respective share f(j) of the secret from f(j) = XL, P; (j).

[00157] In the particular case of adding a fourth player device, that is, j = 4, the fourth
player device would receive from the other player devices 1802 to 1806 the following sets of sub-
shares  {Q14(1),Q24(1),Q34()} 1897,  {014(2),024(2),Qs4(2)} 1898,  and
{Q1,4(3),Q2,4(3), Q34(3)} 1899 from which the fourth player device can calculate respective shares
Pi(4), Py(4), Ps(4) from  (Q14(1),Q14(2),Q14(3)} 1862, {Q4(1),Q24(2),Q,4(3)} 1874, and
{Q34(1),Q54(2),Q34(3)} 1886. In general, the j** new player device will receive from the other

player devices the sub-shares selected from the sets of sub-shares {Q,;(1),...,Q,;(1)} to

{Q1;(n), ..., @y j(n)} from which the sets of sub-shares {Q; ;(1), ..., Q1 ;(m)} t0 {Qy ; (1), ..., @ ; (W)}
can be determined from which, in turn, respective shares P;(j) to P,(j) can be determined so that
a respective share f(j) in the secret can be determined.

[00158] Referring to figure 19, there is shown a graphical view 1900 of the above processes
for recovering or making available shares, f(1) 1852, f(2) 1856, f(3) 1860, in the secret, SK,
1902 that have been derived from sub-shares, P;(j), 1 <i<nmn+1<j < uin the shares f(1)
1852, f(2) 1856, f(3) 1860 in the secret, SK, 1902.

[00159] Each player device receives respective sub-shares in the shares of the secret.
Therefore, player device 1802 generated sub-share P;(1) 1832 and received, respectively from
player devices 1804 and 1806, sub-shares P,(1) 1838 and P;(1) 1844 from which a respective
share f(1) = YI-, P;(1) 1852 in the secret 1902 can be calculated. Similarly, player device 1804
generated sub-share P,(2) 1840 and received, respectively from player devices 1802 and 1806,
sub-shares P;(2) 1834 and P;(2) 1846 from which a respective share f(2) = X', P;(2) 1856 can
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be calculated. Finally, player device 1806 generated sub-share P;(3) 1848 and received,
respectively from player devices 1802 and 1804, sub-shares P;(3) 1836 and P,(3) 1842 from
which a respective share f(3) = Y, P;(3) 1860 can be calculated.

[00160] Therefore, the secret 1902 can be recovered by any two of the player devices 1802
to 1808 providing respective shares f (i) in the secret 1902 to a further entity, which can use those
shares to determine the generator polynomial f(x) 1904 used to generate the shares f (i) in the
secret 1902 from which the secret 1902 can be calculated as SK= f(0), which will correspond to
the SK = Y1 | psk;.

[00161] Referring to figure 20, there is shown a view 2000 of the general case of the
graphical view 1900 of the above processes for recovering or making available from shares 1852,
1856, 1860 and 2002 in the secret 1902. Assuming that there are three layers of secret sharing
and a set of n initial player devices 1802, 2004, 2006, each of the n initial player devices receives
a respective set of shares in each of the pre-secret keys 1814, 2008, 2010 such that the w'"
player device generates and/or receives a set of shares {P;(w):1 <i < n} in each of the pre-
secret keys 1814, 2008, 2010. Player device 1802 generates and/or receives a set of shares
{P;(1).. P, (1)} 2012, thatis, shares P, (1) to B,(1) in respective pre-secret keys psk, 1814 to psk,,
2010. Player device 2004 generates and/or receives a set of shares {P,(w)..P,(w)} 2014, that
is, shares P, (w) to B,(w) in respective pre-secret keys psk,; 1814 to psk,, 2010. Player device
2006 generates and/or receives a set of shares {P,(n).. B,(n)} 2016, that is, shares P;(n) to B,(n)
in respective pre-secret keys psk, 1814 to psk,, 2010.

[00162] The set of shares received allows a respective player device to generate a
respective share in the secret. Therefore, the set of shares {P;(1).. B,(1)} 2012 enables player
device 1802 to generate the respective share f(1) = ¥.I*, P;(1) 1852 in the secret 1902. The set
of shares {P;(w)..B,(w)} 2014 enables player device 2004 to generate the respective share
fw) =Y, P;,(w) 2018 in the secret 1902. The set of shares {P, (n).. P,(n)} 2016 enables player
device 2006 to generate the respective share f(n) = Yi; P;(n) 2020 in the secret 1902.
[00163] Similarly, a new player device 2022, not part of the set of n initial player devices
can be assigned a respective set of shares {P,(j)..B,(j)} 2024 that enables player device 2022
to generate a respective share f(j) =Y., P;(j) 2026 in the secret 1902. The process of
assigning such a set shares {P;(j)..B,(j)} 2024 to enable player device 2022 to generate the
respective share f(j) = Y., P;(j) 2026 in the secret 1902 is illustrated in, and described below
with reference to, figures 21 and 22. The set shares {P,(j)..P,(j)} 2024 comprises shares P,(j)
2024 1, ..., P;(j) 2024 .2,..., P,(j) 2024.3.
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[00164] A predetermined number, ¢, of collaborating player devices with respective shares
1852, 2018, 2020, 2026 in the secret 1902 can enable a further entity to recover the secret 1902
in the threshold scheme, which involves the further entity determining the generator polynomial
f(x) 1904 from which the secret 1902 can be calculate as SK = f(0). Each of the shares in the
pre-secret keys 1814, 2008, 2010 will have been generated by respective generator polynomials
1820, 2028, and 2030.

[00165] Referring to figure 21, there is shown a graphical view 2100 of the above processes
for issuing a new share f(j) 2026 to the new player device 2022 to enable the new player device
2022 to generate the respective share f(j) 2026 in the secret 1902 that, in turn, allows the new
player device to participate in recovering the secret 1902 or in making the secret 1902 available.
[00166] The new player device 2022 receives from the existing player devices respective
sets of sub-shares {Q;;(1),..,Q;;(1),..,Qn;(1)} 1897, {Q1;(W),...,Q;;(W),...,Qn;(W)} 2102,
{Q1;(n), ..., Q;,;(n), ..., @y, ;(n)} 2104 associated with the respective share f(j) 2026 in the secret

1902. In the illustrated example, the existing player devices are a set of n player devices {player
device 1802, ..., player device 2103,..., player device 2105}. The new player device 2022 uses
the received sets of sub-shares 1897, 2102, 2104 to calculate the set 2024 of respective shares
2024 .1, to 2024.3 in the respective share f(j) 2026 in the secret.

[00167] Referring to figure 22, there is shown a view 2200 of the process of figure 21
applied in the case of a system for providing a fourth share in a secret to a fourth player device
2022; the system having a set of 3 initial player devices 1802 to 1806 as described above with
reference to figure 18. Player device 1802 sends the set 1897 of sub-shares to the fourth player
device 2022. Similarly, player device 1804 also sends the set 1898 of sub-shares to the fourth
player device 2022. Additionally, player device 1806 sends the set 1899 of sub-shares to the
fourth player device. The fourth player device 2022 receives the sets of sub-shares 1897 to 1899
and uses them to determine the shares P;(4) to P;(4) 2024.1 to 2024.3 in the respective share
2026 in the secret according to the threshold scheme set of each of the generator polynomials
1870, 1882, 1894.

[00168] Therefore, the above can be used to realise a decentralised system for distributing
shares in a secret to new player devices such that the new player devices can use their respective
shares in accessing the secret or otherwise making the secret available to another entity.
[00169] Referring to figure 23, there is shown a view 2300 of a system for generating and
distributing shares in a decentralised manner, in particular for provisioning a new player device
with shares to facilitate a further new player device access a share in a secret.

[00170] Example implementations will be described using three player devices 2302 to
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2306. Example implementations are not limited to three player devices. Example
implementations can be realised in which a predetermined number, n to u, n < u, player devices
are used. The system 2300 operates as a (t*,n) threshold system in which t* player devices of
the total number, n to u, of player devices 2302 to 2306 can cooperate to use, recover, make
available or otherwise issue at least one, or both, of a share or shares in a secret 2307 or the
secret 2307 per se. The shared secret 2307 is an example implementation of any of the above
described shared secrets.

[00171] As initialised, the system 2300 will operate as a (t*,n) threshold system, where
n < u, in which t* player devices of the total number, u, of player devices 2302 to 2306 can
cooperate to use, recover, make available or otherwise issue a secret 2306. As new player
devices are added, the system, as per all of the above systems, operates as a (t*, ¢) threshold
system, where c is the current number of player devices given newly added player devices relative
to the original number, n, of player devices, wheren+1 < c¢ < u.

[00172] Each player device 2302 to 2306 comprises a processor 2308 to 2312 arranged
to implement player device functionality. Each player device 2302 to 2306 is arranged to generate
sets 2314 to 2318 of further sub-shares 2320 to 2336 in respective sets 2338 to 2342 of sub-
shares, {Q;;(k):1<i<nn+1<j<u}, of respective shares {f(i):1<i<u} in the secret
2307.

[00173] Each set 2314 to 2318 of further sub-shares 2320 to 2336 is generated using
respective generator polynomials 2344 to 2348 of the form Ry ,(x) = Si_o vi ', where 1 <
i<n, n+l<j<nn+l1<k=n, Vijro=0i;jk), Yijki €Z/mZare randomly chosen
coefficients for [ = 1, t* is the threshold number of shares that can be used to issue or recover
the secrets, that is, y; jx0 = @;,;(k) to produce the respective sets 2314 to 2318 of the further
shares in each of y; ;.o = Q; ; (k).

[00174] Therefore, the sets of shares 2314 to 2318 in y, o = Q4,;(k) comprises the
further sub-shares 2320 to 2336, that is, the sets of shares 2314 comprise Ry ; (1) 2320, Ry x(2)
2322, Ry jx(3) 2324, the sets of shares 2316 in y; ;0 = Qo ;(k) 2340 comprise R, ; (1) 2326,
Ry k(2) 2328, R;;x(3) 2330, and the sets of shares 2318 in y3 ;o = Q3,;(k) 2342 comprise
R3 ;1 (1) 2332, Ry, (2) 2334, R3 jx(3) 2336.

[00175] Each player device 2302 to 2306 retains a predetermined share in their respective
sets of further sub-shares and distributes predetermined sets of further sub-shares to the other
player devices such that any given player device, that is, w'” player device, receives one share

in each set Q; ;(k) where 1 <i <n,j>n,k <u. Each player distributes such sets of shares to
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the other player devices but retains their w'” set of shares.

[00176] Therefore, player device 2302 receives sets of shares R, ; (1) 2326 and R ; (1)
2332 from the other player devices 2304 and 2306 respectively to form the sets 2350 of further
sub-shares 2320, 2326, 2332, player device 2304 receives R, ; ;(2) 2322 and R ; ; (2) 2334 from
the other player devices 2302 and 2306 respectively to form the sets 2352 of further sub-shares
2322, 2328, 2334, and player device 2306 receives R ;(3) 2324 and R, ;;(3) 2330 from the
other player devices 2302 and 2304 respectively to form the sets 2354 of further sub-shares 2324,
2330, 2336. Consequently, each player device has sets of further sub-shares R; ; ;. (x) from which
respective sub-shares Q; ;(k) can be derived or provided to calculate respective sub-shares P; (j)
from which respective shares f(j) in the secret can be calculated.

[00177] Therefore, the player devices 2302 to 2306 can provision a new player device with
respective sub-shares Q; ;(k), via the further sub-shares 2320 to 2336 in the respective sets 2338
to 2342 of sub-shares, {Q;;(k):1<i<n,n+1<j<u}, to provide shares P;(j) of respective
shares f(j) to facilitate a further new player device in accessing a respective share {f(i):n + 1 <
i <u}in the secret 2307. In any and all implementations, neither the new player device nor the
further new player device form part of the set of n initial player devices.

[00178] Once the sets of further sub-shares R; ; ; (x) have been appropriately distributed,
each player device 2302 to 2306 forms a respective set of such sets of further sub-shares R; ; ; (x)
such as, for example, sets 2350 to 2354. Therefore, set 2350 comprises sets of further sub-
shares Ry ; (1) 2320, R, ; (1) 2326, R3 ;;(1)2332, set 2352 comprises sets of further sub-shares
Ry ;k(2) 2322, R, ;x(2) 2328, R3;(2) 2334, and set 2354 comprises sets of further sub-shares
Ry ;k(3) 2324, R, ;4 (3) 2330, R3 ; (3) 2336.

[00179] Therefore, it can be appreciated that once a threshold number t* of player devices
have respective sets 2350 to 2354 of further shares, R; ;,(x), associated with the secret, the
player devices can cooperate to provide access to or otherwise provision the new player device
to provide respective sets of sub-shares @, ;(k) to the further new player device to facilitate the
further new player device in accessing shares, P;(j), in a respective share, f(i), of the secret,
which, in turn, enables the further new player device to participate in recovering or otherwise
providing access to the secret.

[00180] It will be appreciated that, in the example implementation depicted in figure 23,
assuming that the system implements a (2, n) threshold scheme, any two player devices of the

three player devices 2302 to 2306 can cooperate to recover, access or provide access to the sets
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of sub-shares Q; ;(k) via respective sets of further sub-shares R; ;  (x).

[00181] Therefore, the foregoing provisions new player devices to, in turn, provision further
new player devices to access respective unassigned shares in a secret in a distributed or a
decentralised manner.

[00182] Referring to figure 24, there is shown a graphical view 2400 of the process depicted
in and described with reference to figure 23 for provisioning a new player device with data to
participate in making a share in the secret available to a further new player device.

[00183] The new player device 2022 receives from the existing player devices 1802, 2004,
2006  respective sets of further  sub-shares  {R;;;(1),R5;x(1),R3 (1)} 2350,
{R1jk(2), Rz k(2),R3;x(2)} 2352, {R1;x(3),R2k(3),R3;x(3)} 2354 to enable the new player
device 2022 to access the respective sets of sub-shares Q; ; (k) that can be provided to the further
new player device so that the latter can access shares P;(j) in a respective share f(j) 2026 in
the secret 1902.

[00184] The new player device 2022 uses the received sets of further sub-shares 2350 to
2354 to reconstruct the original or initial sets of further sub-shares
{R1,jkc (1), Ry, (2), Ry, (3)} 2314, {R2,k(1), Ry, 1 (2), Rz, (3)} 23186,
{R3;1(1),R31(2),R3;,(3)} 2318 from which the respective sets of sub-shares @, ;(k) 2338,
Q,,;(k) 2340, and Q5 ;(k) 2342 can be derived. The derived sets of sub-shares Q, ;(k) 2338,
Q,,; (k) 2340, and Q5 ;(k) 2342 can be used to provide access to the further new player device to
respective shares P;(j) 1872, 1884, 1896 in a respective share f(j) in the secret 1902.

[00185] Therefore, it can be seen that the set of still further sub-shares
{Rl_j_k(l), v Ry j (W), ...,Rl_]-_k(n)} can provide access to sets of further sub-shares @, ; (k) 2338.
Similarly, the set of still further sub-shares {Ri_j_k(l), v Ry je(w), ...,Ri_j_k(n)} can provide access
to the sets of further sub-shares Q;;(k) 2402 and the set of still further sub-shares
{Rn_]-_k(l), v Ry (W), ...,Rn_]-_k(n)} can provide access to the sets of further sub-shares Q,, ;(k)
2404.

[00186] The still further sub-shares {R; ; (1) 2406, ..., Ry ; (W) 2408, ..., Ry j x(n) 2410} are
associated with the respective generator polynomials 2344. The still further sub-shares
{Rij1(1) 2412, ..., R; ; (W) 2414, ..., R; ; ,(n) 2416} are associated with respective generator
polynomials 2418. The still further sub-shares
{Rnjx(1) 2420, ..., Ry j (W) 2422, ..., R, j 1 (n) 2424} are associated with respective generator
polynomials 2426.
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[00187] It can be seen that the further sub-shares
{Q1,;(k) 2338, ...,Q; ;(k) 2402, ..., Q,, ; (k) 2404} can facilitate or otherwise enable access to sets
of respective sub-shares P;(j) 1872, 1884, 1896 in a respective share f(j) in the secret 1902.
[00188] Therefore, a new player device can be provisioned to assist a further new player
device to access a respective share of the further new player device in the secret.
[00189] Referring to figure 25, there is shown a view 2500 of the process of figure 21
applied in the case of a system for provisioning a fourth player device to facilitate access by a
further player device to a share in the secret.
[00190] It can be appreciated that the still further sub-shares
{Rl_]-_k(l) 2320,Rqj(2) 2322,R; ;,(3) 2324} are associated with the respective generator
polynomials R, ;,(x) 2344 and are arranged to provide access to sets of further sub-shares
Q,;(k)2338.  The still further sub-shares {R,;,(1)2326,R;;,(2)2328,R;,;,(3) 2330} are
associated with respective generator polynomials R, ;,(1) 2346 and are arranged to provide
access to sets of further sub-shares @, ;(k)2340. The still further sub-shares
{Rs;1(1)2332,R;;,(2) 2334,R3 ;,(3) 2336} are associated with respective generator
polynomials R; (1) 2348 and are arranged to provide access to sets of further sub-shares
Qs (k) 2342.
[00191] Although the example implementations shown in and described with reference to
figures 18 and 23 have been shown and described separately, example implementations can be
realised in which they are combined, and the separate depictions and descriptions were intended
to enable a simpler description to be realised to aid understanding.
[00192] Therefore, the above can be used to realise a decentralised system for distributing
shares in a secret to new player devices such that the new player devices can use their respective
shares in accessing the secret or otherwise making the secret available to another entity.
[00193] Referring to figure 26, there is shown a view 2600 of the hierarchical or layered
structure to distributing shares in secret 2602 according to example implementations. The secret
2602 is an example implementation of any of the above described secrets.
[00194] It can be appreciated that the secret 2602 has a layer 2603 of associated shares
f(1) 2604 to f(t) 2608 including a j* share f(j) 2606. In general, a share is related to the secret
2602 or derived from the secret 2602 via a generator polynomial 2610. In the example
implementation depicted in figure 26, the generator polynomial has the form f(x) =
L aixt + SK, where a; € Z/mZ are randomly chosen coefficients and ¢ is the threshold number

of shares to use or recover SK.
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[00195] To facilitate providing access to the first generation shares £(1) 2604 to f(t) 2608,
a layer 2612 of sub-shares can be established for each share f(1) 2604 to f(t) 2608, or for a
sub-set of those shares f(1) 2604 to f(¢t) 2608. The above described set 122 of unassigned
shares is an example implementation of such a subset of shares. In the example illustrated,
shares P;(j) 2614, ..., P;(j) 2616, ..., B,(j) 2618 in or derived from the j'* share f(j) 2606 are
shown. The shares P,(j)2614,...,P;(j) 2616,...,P,(j) 2618 can be established using an
associated generator polynomial P;(x) 2620 such as, for example, P;(x) = Z?’;OI a;x’, where a; €
Z/mZ,j = 1, are randomly chosen coefficients, ag = f(j) and t’ is the threshold number of shares
to use or recover the respective share f(j) 2606. One or more player devices possessing the
shares P;(j) 2614, ..., P;(j) 2616, ..., P,(j) 2618 in share f(j) 2606 can make f(j) 2606 available
to a new player device by providing the threshold number, t’, of shares selected from the shares
P,(j) 2614, ..., P;(j) 2616, ..., B,(j) 2618.

[00196] The above process of deriving shares in shares can be repeated so that player
devices provisioned with a given layer of shares can make a preceding layer of shares available
to a succeeding player device. In this way, the above described new player device can be
provisioned to facilitate access by the further player device to respective shares to provide access
to, or to facilitate access to, the secret.

[00197] Therefore, it can be appreciated that all, or a subset, of the shares 2614 to 2618
can be divided into, or have derived therefrom, a layer 2622 of respective further sub-shares 2624
to 2628 that can facilitate providing access to the respective sub-share 2616. In the illustrated
example, the layer 2622 of further sub-shares, or sets of sub-shares, comprises shares
Q;;(1) 2624, ...,0Q; ;(x) 2626, ...,Q; ;(t*) 2628 in or derived from P;(j) 2616. The further sub-
shares Q;;(1)2624,...,Q;;(x) 2626, ...,Q;;(t") 2628 can be established using a respective

generator polynomial Q; ;(x) 2630 that can take the form Q;;(x) = Zi';glﬁi_j_kxk where B; iy €
Z/mZ,k = 1, are randomly chosen coefficients, f; ;o = P;(j) and t" is the threshold number of

shares to use or recover the respective share P;(j) 2616 from such a threshold number of shares
in P;(j) 2616.

[00198] To enable a given layer of shares being available to provision a later added player
device, existing or earlier player devices can be provisioned with later generation shares.
Suitably, each additional layer of shares is arranged to provision a newly added player device to
facilitate a further newly added player device to access shares in, or shares associated with or
otherwise derived from other generation shares.

[00199] The number of layers of shares can be increased. Accordingly, the example
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illustrated in figure 26, comprises a further layer 2632 of still further sub-shares in one or more
than one of the shares of the preceding layer 2622 of shares 2624 to 2628. In the illustrated
example, the layer 2632 of still further sub-shares comprises shares R, ; (1) 2634,..., R; ; ()
2636,..., R; j x(t"") 2638. The still further sub-shares R; ; (1) 2634,..., R; ; (1) 2636,..., R; j, (t""")
2638 can be established using a respective generator polynomial R; ; , (x) 2640 that can take the
form R;;i(x) = Zf':'(', Vi,j,k,lxl where y; ;. € Z/mZ,l > 1, are randomly chosen coefficients,
Yijko = Qi j(k) and t"" is the threshold number of shares to use or recover the respective share
Q; ;(k) 2626 from such a threshold number of shares in Q; ;(k) 2626.

[00200] Example implementations can be realised that repeatedly add layers of shares
using respective generator polynomials per preceding layer of share together with a threshold
number of participating shares to use or recover a respective preceding layer share.

[00201] Therefore, the set of ninitial player devices are provisioned with the shares in
multiple layers according to how many new player devices can be added to the set of n initial
player devices, that is, according to the difference between n and u. Assuming three layers of
shares and a set of n initial player devices, each of the n initial player devices is provisioned as
follows such that player device w would receive:

[00202] 1. the set {P;(w):1 <i < n}, that is, one share of each pre-secret key, the
shares in the set {P;(w): 1 < i < n} can be combined to make a share of SK;

[00203] 2. the set {Q,;(w):1<i<mn+1<j<u}, where Q;(x) =Yt ¢Birx*
where 5, ; € Z/mZ,k = 1, are randomly chosen coefficients, 5, ; o = P;(w) and t' is the threshold
number of shares to use or recover the respective share P;(w), thatis, one share of each of P;(j)
for 1<i<n and n+1<j<u, where the subset {Q;;(w):1<i<n and j is previously
unassigned} can be given to a new player device, that is, player device j, when they join the
existing set of previously provisioned, or previous, player devices. With similar subsets from t’
player devices, the new player device can recover P;(j) for 1 < i < n from which the new player
device can recover a share in SK; and

[00204] 3. the set (R jy(wirl<i<nn+l<j<un+1<k<u}, where
Rijr(x) = Zf’z'é yi_]-_k_lxl where y; ;. € Z/mZ,l > 1, are randomly chosen coefficients, y; ;o0 =
Q;;(k) and t'" is the threshold number of shares to use or recover the respective share Q; ;(k),
that is, player device w has one share of each Q; ;(k) for1 <i<nn <j,k <u.

[00205] The set {R;;x(w):1<i<nk<j<wu and k is previously unassigned} can be

given to a new player device, that is, player device k, when that player device joins the existing
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set of previously provisioned player devices. Therefore, with such sets from ¢t"’ player devices,
the new player device can recover @; j(k)forl1 <i<nk <j<u.

[00206] Accordingly, in turn, the set {Q; ;(w): 1 < i < n and j is previously unassigned} can
be given to a new player, j, when they join the existing set of player devices. With comparable
sets from t’ player devices, the new player device can recover P;(j) for 1 < i < n from which the
new player device can recover a share in SK.

[00207] Referring to figure 27, there is shown a flow chart 2700 for implementing the above
according to example implementations.

[00208] At 2702, shares {P;(w):1 < i < n} in each pre-secret key are at least one, or both,
of generated or received. One or more of the shares {P;(w): 1 < i < n} in each pre-secret can be
at least one, or both, of generated by a player device or received from another player device. The
shares {P;(w):1 < i < n} can be used to calculate a share in the secret or output to a new player
device to be used to calculate a share in the secret.

[00209] At 2704, shares {Q;;(w):1<i<mn+1<j<u} are at least one, or both, of
generated and received. One or more of each of the shares {Q; ;(w):1<i<nmn+1<j<uj}
can be at least one, or both, of generated by a player device or received from another player
device. The shares {Q; j(w):1 <i<mn;n+1<j <u}can be used to calculate sub-shares P;(j)
or output to a new player device to be used to calculate P;(j).

[00210] At 2706, shares {R; jx(w): 1 <i<mn+1<j<un<k<u}are atleastone, or
both, of generated and received. One or more of each of the shares {R; ; ,(w):1<i<mn+1<
j <u,n < k <u} can be at least one, or both, of generated by a player device or received from
another player device. The shares {R;; (w):1<i<n;n+1<j<u,n<k<u}canbe usedto
calculate further sub-shares Q; ;(k) or output to a new player device to be used to calculate
Qi (k).

[00211] Referring to figure 28, there is shown a flow chart 2800 for implementing the above
according to example implementations.

[00212] At 2802, the shares {P;(w):1 < i < n} in each pre-secret key are received. The
received shares {P;(w): 1 < i < n}in each pre-secret can be received from another player device.
The received shares {P;(w): 1 < i < n} can be used to calculate a share in the secret SK.
[00213] At 2804, the shares {Q; ;(w): 1 <i<mn;n+1<j<u}are received. The received
shares {Q;;(w):1<i<mmn+1<j<u} can be received from another player device. The
received shares {Q; ;(w):1 <i <n;n+1<j<u} can be used to calculate sub-shares P;(j) to

be used to calculate a share in the secret or to be output to another player device to be used to
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calculate a share in the secret.

[00214] At 2806, the shares {R; ;;(w):1<i<mn+1<j<un<k<u} are received.
The received shares {R; ; x(w):1 <i<mn+1<j<un <k < u}can be received from another
player device. The received shares {R; ; (w):1<i<nn+1<j<un<k<u}can be used
to calculate further sub-shares Q; ;(k) or output to a further new player device to be used to
calculate Q; ; (k).

[00215] Referring to figure 29, there is shown a flow chart 2900 for provisioning a new
player device to facilitate issuing a share to a further new player device. The new player device
can be any of the new player devices described herein such as, for example, new player device
106. The further new player device can be any of the further new player devices described herein
such as, for example, new player device 109.

[00216] At 2902, an entity transmits to a player device, a share, shares or sets of shares
to allow the player device to calculate a share, shares or sets of shares respectively from which
a subsequent generation player device can determine a respective unassigned share in a secret.
The secret can be any secret described herein or a share, shares, or sets of shares associated
with or otherwise derived from such a secret.

[00217] The entity can be a centralised dealer as described above or a player device of the
set of ninitial player devices 108 to 116 of a decentralised system.

[00218] Therefore, a new player device that was not one of the set of n initial player devices
can be provisioned or otherwise initialised to issue shares to subsequent player devices.
[00219] Referring to figure 30, there is shown a flow chart 3000 for a previously or newly
provisioned player device issuing an unassigned share in a secret to a new player device, that is,
a succeeding or subsequent player device. At 3002, an intermediate player device, that is, a
previously provisioned player device, transmits to a succeeding generation player device, that is,
a subsequent new player device, or subsequent or succeeding generation player device, an
intermediate generation share from which the succeeding generation player device can determine
the hitherto unassigned share in the secret; the intermediate generation share having been
determined from shares transmitted, by a set of preceding generation player devices, to the
intermediate generation player device to facilitate the intermediate generation player device in
determining the intermediate generation share.

[00220] Consequently, a new player device can be provisioned by existing or previously
provisioned player devices to facilitate a further or subsequent new player device in accessing a

respective share in a secret.
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[00221] Referring to figure 31, there is shown a flow chart 3100 for the further new player
device, that is, a succeeding generation or subsequent player device, accessing a respective
hitherto unassigned share. At 3102, the further new player device receives an intermediate
generation share from an intermediate generation player device, from which the further new
player device can determine the hitherto unassigned share in a secret; the intermediate
generation share having been determined from shares transmitted, by a set of preceding
generation player devices, to the intermediate generation device that allowed the intermediate
generation player device to calculate the intermediate generation share.

[00222] Referring to figure 32, there is shown a flow chart 3200 for provisioning the set of
initial player devices 108 to 116 for provisioning or initialising a new player device to facilitate a
further new player device in accessing a respective share in a secret for that further new player
device.

[00223] At 3202, an entity generates, for transmission to an intermediate player device, a
share, shares or set or sets of shares to allow the intermediate player device to calculate an
intermediate share from which a succeeding generation player device can determine a respective
hitherto unassigned share in a secret for the succeeding generation player device. The entity can
be a centralised dealer system or a player device of the set of n initial player devices of a
decentralised system.

[00224] At 3204, the entity transmits, to the set of n initial player devices or to the other (n-
1) player devices of the set of n initial player devices, for transmission to an intermediate player
device, a share, shares or set or sets of shares to allow the intermediate player device to calculate
an intermediate share from which a succeeding generation player device can determine the
respective hitherto unassigned share in the secret.

[00225] Referring to figure 33, there is shown a flow chart 3300 for provisioning the set of
ninitial player devices to enable an intermediate player device to facilitate a succeeding
generation player device in accessing the respective share in the secret.

[00226] At 3302, the set of ninitial player devices, receive the respective share, shares or
sets of shares, for transmission to the intermediate player device, to allow the intermediate player
device to calculate an intermediate share from which the succeeding generation player device
can determine the respective hitherto unassigned share in a secret.

[00227] At 3304, a threshold number of player devices or the set of n initial player devices,
transmits, to the intermediate player device, a respective share, shares, or set or sets of shares
to allow the intermediate player device to calculate the intermediate share from which the

succeeding generation player device can determine the respective hitherto unassigned share in
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a secret.

[00228] Referring to figure 34, there is shown a flow chart 3400 for issuing the intermediate
generation share to the intermediate generation player device.

[00229] At 3402, the intermediate generation player device, receives the respective share,
shares or set or sets of shares to allow the intermediate player device to calculate the intermediate
share from which the succeeding generation player device can determine the respective hitherto
unassigned share in a secret.

[00230] At 3404, the new player device, that is, the intermediate generation player device,
transmits, to the succeeding generation player device, that is, the further new player device, the
intermediate share from which the succeeding player device can determine the respective hitherto
unassigned share in a secret.

[00231] Referring to figure 35, there is shown a flow chart 3500 from which the further new
player device, that is, the succeeding generation player device accesses the hitherto unassigned
respective share in the secret.

[00232] At 3502, the further new generation player device, that is, the succeeding
generation player device, receives the intermediate generation share, from the intermediate
generation player device, from which the succeeding generation player device can determine the
respective hitherto unassigned share in the secret.

[00233] At 3504, the further new generation player device determines, from the
intermediate generation share, the respective hitherto unassigned share in a secret.

[00234] Example implementations can be realised that provide machine-readable storage
storing instructions arranged, when processed or implemented, to realise the methods, the flow
charts, devices, or systems depicted and/or described herein.

[00235] Although the example implementations have been described with reference to the
threshold number of player devices being three, example implementations are not limited to such
arrangements. Example implementations can be realised in which the polynomials can have
respective degrees of 2 or more.

[00236] Referring to figure 36, there is illustrated machine-readable storage and machine-
executable instructions according to example implementations.

[00237] It will be appreciated that circuitry as used herein can comprise any of physical
electronic circuitry, software (such as machine-readable and machine-executable instructions),
hardware, application specific integrated circuitry, or the like, taken jointly or severally in any and
all permutations.

[00238] Therefore, implementations also provide machine-readable storage storing such
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machine-executable instructions. The machine-readable storage can comprise transitory or non-
transitory machine-readable storage. The machine can comprise one or more processors, or
other circuitry, for executing the instructions, implementing the instructions, interpreting the
instructions or otherwise processing the instructions.

[00239] Accordingly, referring to figure 36, there is shown a view 3600 of implementations
of at least one of machine-executable instructions or machine-readable storage. Figure 36 shows
machine-readable storage 3602. The machine-readable storage 3602 can be realised using any
type of volatile or non-volatile storage such as, for example, memory, a ROM, RAM, EEPROM,
or other electrical storage, or magnetic or optical storage or the like. The machine-readable
storage 3602 can be transitory or non-transitory. The machine-readable storage 3602 stores
machine-executable instructions (MEls) 3604. The MEIls 3604 comprise instructions that are
executable by a processor or other instruction execution, or instruction implementation, circuitry
3606. The processor or other circuitry 3606 is responsive to executing or implementing the MEls
3604 to perform any and all activities, operations, or methods described and/or claimed in this
application such as the operations described with reference to at least one or more of figures 1 to
35.

[00240] The processor or other circuitry 3606 can output one or more than message or
signal 3608 to a player device 3610. The player device 3610 can be an example implementation
of any of the player devices described herein.

[00241] The MEls 3604 can comprise MEls to implement any flow chart described herein
or any part thereof taken jointly and severally with any other part thereof, and/or any method
described herein.

[00242] The machine executable instructions 3604 comprise instructions arranged, when
processed or implemented, to realise any and all systems, methods, player devices, dealers
described and/or depicted in this application.

[00243] The MEls 3604 comprise instructions 3614 for defining shares in a secret, or for
defining initial pre-secret keys from which the secret can be constructed in a decentralised
manner. The secret can be any secret described herein.

[00244] The MEIs 3604 comprise instructions 3616 to define sub-shares in the shares.
The sub-shares can be any of the sub-shares described herein. The MEls 3618 define further
sub-shares in the sub-shares of the secret. The further sub-shares can be any of the sub-shares
described herein.

[00245] The MEIs comprise instructions 3620 to distribute the shares, sub-shares and

further sub-shares to the player devices, including the set of n initial player devices and any
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additional player devices that are added to the set of n initial player devices such as, for example,
the above described new player device, the further new player device and the still further new
player device.

[00246] The MEIs comprise instructions 3622 for receiving the further sub-shares to
determine therefrom respective sub-shares.

[00247] The MEIls comprise instructions 3624 for receiving the sub-shares to determine
therefrom respective shares in the secret.

[00248] In the implementation depicted in figure 36, it can be seen that the player device
3610 has been issued with share f(7) in the secret.

[00249] Accordingly, example implementations provide machine-readable storage storing
instructions, arranged when processed by a processor, to issue an unassigned share f(7) 1406B
to a succeeding generation player device 1404B, the instructions comprising: instructions for a
set of preceding generation player devices P1..P5 1412B providing, to an intermediate generation
player device P6 1402B, shares such as, for example, preceding generation shares 1414B, to

allow the intermediate generation player device P6 1402B to calculate an intermediate generation

share s'67 = g,(6) 1416B from which the succeeding generation player device P7 1404B, together

with a set 1421B of other intermediate generation shares s,, = g, (1)..s;, = g,(5) 1422B to 1430B
provided by respective other intermediate generation player devices P1..P5 1421, can calculate
the unassigned share g,(0) =s, = f(7) 1406B; and instructions for the intermediate generation

player device P6 1402B and the set 1421B of other intermediate generation player devices

providing the intermediate generation share 1416B and the set of the other intermediate
generation shares s,, = g,(1)..s., = g,(5) 1422B to 1430B to the succeeding generation player
device P7 1404B.

[00250] Accordingly, example implementations provide a computer implemented method
for accessing an unassigned share f(7) 1406B by a succeeding generation player device P7

1404B, the method comprising: receiving, from an intermediate generation player device P6
1402B, an intermediate generation share s, = g,(6) 1416B, the intermediate generation share
s'67 = g,(6) 1416B being arranged to facilitate access to the unassigned share f(7) 1406B and the

intermediate generation share s, = g,(6) 1416B having been derived from shares, such as, for

example, preceding generation shares, provided by a set of preceding generation player devices

P1..P5 1412B; receiving, from a set of other intermediate generation player devices P1..P5
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1421B, a set of other intermediate generation shares s, = g, (1)..s;, = g,(5) 1422B to 14308, to
facilitate access by the succeeding generation player device P(7) 1404B to the unassigned share

2.(0)=s, = f(7) 1406B in conjunction with the intermediate generation share s, =g.(6)
1416B; and accessing the unassigned share g.(0)=s, = f(7) 1406B using the intermediate
generation share s, = g,(6) 1416B and the set 1420B of other intermediate generation shares

s, = g,(1)..s,, = g,(5) 1422B to 1430B.

[00251] Accordingly, example implementations provide a machine readable storage
storing instructions arranged, when processed by a processor, for accessing an unassigned share
f(7) 1406B by a succeeding generation player device P7 1404B, the instructions comprising:

instructions to receive, from an intermediate generation player device P6 1402B, an intermediate
generation share s, = g,(6) 1416B, the intermediate generation share s = g.(6) 1416B being
arranged to facilitate access to the unassigned share f(7) 1406B and the intermediate generation
share s'67 =g.(6) 1416B having been derived from preceding generation shares provided by a
set of preceding generation player devices P1..P5 1412B; instructions to receive, from a set of
other intermediate generation player devices P1..P5 1421B, a set of other intermediate generation

shares s,, = g (1)..s;, = g.(5) 1422B to 1430B, to facilitate access by the succeeding generation
player device P(7) 1404B to the unassigned share g.(0)=s,= f(7) 1406B in conjunction with
the intermediate generation share s, = g.(6) 1416B; and instructions to access the unassigned
share g.(0)=s, = f(7) 1406B using the intermediate generation share s, = g,(6) 1416B and

the set 1420B of other intermediate generation shares s,, = g,(1)..s;, = g,(5) 1422B to 1430B.

[00252] In any and all example implementations mentioned herein, it will be appreciated
that the player devices of such sets of preceding generation player devices may not all be of the
same generation. A set of preceding generation player devices can comprise multiple respective
generations ranging from every player device being from a different generation to one or more
player devices of the set being from different generations and one or more player devices of the
set being from the same generation. Similarly, a set of intermediate generation player devices
may not all be of the same generation. A set of intermediate generation player devices can
comprise multiple respective generations ranging from every player device being from a different
generation to one or more player devices of the set being from different generations and one or

more player devices of the set being from the same generation. Also, a set of succeeding
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generation player devices may not all be of the same generation. A set of succeeding generation
player devices can comprise multiple respective generations ranging from every player device
being from a different generation to one or more player devices of the set being from different
generations and one or more player devices of the set being from the same generation.

[00253] Having determined respective shares in a secret, any and all example
implementations can make the secret available or facilitate recovering the secret by a threshold
number of player devices with respective shares collaborating according to an associated
threshold scheme.

[00254] Therefore, the ability to issue shares is extended using a protocol of multi-layered
secret sharing, which comprises a protocol for distributing and recombining shares without
compromising the security of the shared secret. This can be realised by decentralizing the
frontloading approach in which players or player devices can generate the information required
for frontloading without a central entity.

[00255] It will be appreciated that secret sharing can improve security and usability in
various applications such as, for example, user authentication, in particular, multi-device based
authentication (MDBA). Secret sharing is also relevant to threshold authorisation scenarios such
as, for example, remote lock and wipe features in Data as a Service or other services such as
web services.

[00256] The ability to issue new shares of a secret without relying on a central entity is

useful in the MDBA setting and other settings of secret sharing. A new share can be issued or

created if

[00257] - a device is upgraded, lost, or damaged,

[00258] - a share of the secret is lost or damaged; or

[00259] - a user simply wants to add another device to their authentication system.
[00260] Meanwhile, for reasons of security and cost, a central entity is not always available

to issue new shares. In some implementations of secret sharing, there is no central entity in the
first place. Moreover, a centralised entity represents a risk that must be managed by the service
provider. A solution that removes this risk is highly valuable.

[00261] Various properties are useful in a mechanism for issuing shares without a central
entity. This includes low communication complexity, fewer requirements for the player devices to
broadcast metadata, robustness against delays and revoked decisions, and flexibility in the choice
of thresholds. Other properties include the option of decentralised setup and few restrictions on
the player devices who can participate in issuing shares.

[00262] It will be appreciated that the above example implementations defines various
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threshold scheme having respective thresholds such as, for example, thresholds ¢, t’, t*, t”, t"",
or any other threshold. The various thresholds can have respective values. The respective
threshold values can be different values, or one or more subsets of the threshold values can have
the same threshold value.

[00263] The example implementations described above make reference to recovering the
secret once a share or a threshold set of shares in the secret have been determined. However,
example implementations are not limited to such an arrangement. Example implementations can
be realised in which the shares are used for some other purpose like enabling other cryptographic
operations such as, for example, at least one or more of signing, encrypting, or decrypting.
Example implementations can realise those operations without ever reconstructing the key in any
place.

[00264] Implementations can be realised in accordance with the following example
implementations or clauses:

[00265] Example implementation provide for accessing a new share by a new player, P7,
the access being facilitated by an earlier new player, P6, and a subset of initial player devices
[P1..P5].

[00266] Clause 1: A computer implemented method for a succeeding generation player
device [P7] accessing an unassigned share [f(7)] in a secret, SK, the method comprising:

[00267] receiving, from an intermediate generation player device [P6], an intermediate

generation share [s'67 = g.(6)] of a set of intermediate shares, the intermediate generation share
[S;7 =g.(6)] being arranged to facilitate access to the unassigned share [f(7)] and the

intermediate generation share [S;7 = g,(6)] having been derived by the intermediate generation

player device [P6] from shares of shares provided by a set of preceding generation player devices
[P1..P5];

[00268] receiving, from a set of other intermediate generation player devices [P1..P5], a
set of other intermediate generation shares [s,, = g,(1)..s;, = g,(5)] of the set of intermediate
shares, to facilitate access by the succeeding generation player device [P7] to the unassigned

share [ 2,(0) = s, = f(7) ] in conjunction with the intermediate generation share [S;7 =g,(6)]; and
[00269] accessing the unassigned share [g.(0)=s, = f(7)] using the intermediate

generation share [s'67:g7(6)] and the set of other intermediate generation shares |

S1'7 = g7(l)..S'57 =g,9)1
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[00270] Example implementations provide for at least one of issuing or facilitating access
to an unassigned share to a new player, P7, including a previously added new player, P6, taking
part in the assigning.

[00271] Clause 2: A computer implemented method for issuing an unassigned share [f(7)]
in a secret, SK, to a player device [P7], the method comprising:

[00272] a set of preceding generation player devices [P1..P5] providing to an intermediate

generation player device [P6], shares of a set of further shares to allow the intermediate
generation player device [P6] to calculate an intermediate generation share [s'67 =g.(6)] of a set
of intermediate shares from which a succeeding generation player device [P7], together with a
set of other intermediate generation shares [s,, = g.(1)..s,, = g,(5)] of the set of intermediate

shares provided by respective other intermediate generation player devices [P1..P5], can

calculate the unassigned share [ g,(0) =s, = f(7)]; and

[00273] the intermediate generation player device [P6] and the respective set of other

intermediate generation player devices providing the intermediate generation share and the set
of the other intermediate generation shares [s,, = g-(1)..s,, = g,(5) ] to the player device, P7.

[00274] Clause 3: The method of either of clauses 1 and 2, comprising at least one of
generating the secret, SK, or pre-secret keys to form the secret, SK.

[00275] Clause 4. The method of clause 3, comprising generating a set of shares {si or (i)
;1 <i <u} in the secret; the set of shares in the secret comprising a set of assigned shares
{s1=f(1)..sn=f(n)} associated with an initial set of (for example, preceding generation) player
devices and a set of unassigned shares {sn+1=f(n+1)..su=f(u)} to be assigned to additional player
devices including the intermediate generation player device and the succeeding generation player
device.

[00276] Clause 5: The method of clause 4, wherein generating the set of shares in the
secret comprises: generating f (i) of a polynomial f(x) where f(i) is a share of the secret, SK,
assigned to player device i where 1<i<u.

[00277] Clause 6: The method of clause 5, in which f(x)is of the form f(x) =

Zf;llaixi+SK,where a; € Z/mZ are randomly chosen coefficients and ¢ is the threshold

required to use or recover SK.
[00278] Clause 7: The method of any of any preceding clause, comprising
[00279] generating the set of intermediate (for example, sub-shares) shares {sij:n+1<j<u}

from the set of shares in the secret, SK; the set of intermediate shares allowing a new (for
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example, intermediate generation or succeeding generation) player device of the additional player
devices to be assigned a respective unassigned share of the set of unassigned shares.

[00280] Clause 8: The method of clause 7, wherein generating the set of intermediate
(sub-)shares from the set of shares in the secret, SK, comprises:

[00281] generating intermediate (sub-)shares, g;(i) € {gn4+ (i) to g, (i) : n+1 <j <u}, in the
unassigned shares f(n + 1) to f(u), of the secret, SK, where g;(i) facilitates new player j in
determining f (), and where u is the total number of shares of the secret, SK.

[00282] Clause 9: The method of clause 8, in which g;(x)is of the form g;(x) =

Zf:_llﬁixi + f(j)where B; € Z/mZ are randomly chosen coefficients and t' is the threshold to

assign unassigned share f(j) to the new player device.

[00283] Clause 10: The method of any preceding clause, comprising

[00284] generating the set of further shares (for example, the further sub-shares)
{sijk:n+1<j<u, n+1<k<u} in the set of intermediate shares (for example, sub-shares); the set of
further shares in the intermediate shares allowing a further new player device of the additional

player devices to be assigned a respective unassigned share of the set of unassigned shares.

[00285] Clause 11: The method of clause 10, in which generating the set of further shares
comprises:
[00286] generating further shares, hy ;(i) € {h;j;4,;(i) to hy ; (i)}, in the intermediate shares,

g;(@) € {gn+1() to g, (i) : n+1 < j < u}, where h;, ; () to hy ;(i) further shares facilitate player j,
where n+1 < j < u, in determining respective intermediate (sub-)shares, g;,,(i) to g, (V).

[00287] Clause 12: The method of clause 11, in which hy ;(x) is of the form hy ;(x) =

Z;;l vix' + gx(j) where y; € Z / mZ are randomly chosen coefficients and t* is the threshold to

assign the intermediate (sub-)share to the new player device.

[00288] Clause 13: A computerimplemented method for issuing an unassigned share [f(7)]
in a secret, SK, to a player device [P7], the method comprising:

[00289] generating a secret, SK;

[00290] generating a set of shares {si:1<i<u} in the secret; the set of shares in the secret
comprising a set of assigned shares {s1..sn} associated with an initial set of (preceding
generation) player devices and a set of unassigned shares {sn+1..su} to be assigned to additional
player devices including an intermediate generation player device and a succeeding generation
player device;

[00291] generating a set of intermediate (sub-)shares {sij:n+1<j<u} from the set of shares

in the secret, SK; the intermediate set of shares allowing a new (intermediate generation or
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succeeding generation) player device of the additional player devices to be assigned a respective
unassigned share of the set of unassigned shares;

[00292] generating a set of further (sub-sub-)shares {sijk:n+1<j<u, n+1<k<u} in the set of
intermediate (sub-shares); the set of further (sub-sub-share) shares in the intermediate shares
allowing a further new player device of the additional player devices to be assigned a respective
unassigned share of the set of unassigned shares;

[00293] a set of preceding generation player devices [P1..P5] providing to an intermediate

generation player device [P6], shares of the set of further shares to allow the intermediate
generation player device [P6] to calculate an intermediate generation share [S;7 =g.(6)] from
which a succeeding generation player device [P7], together with a set of other intermediate

generation shares [ s, = g,(1)..s;, = g,(5) ], provided by respective other intermediate generation

player devices [P1..P5], can calculate the unassigned share [g.(0)=s, = f(7)]; and the

intermediate generation player device [P6] and the respective set of other intermediate generation

player devices providing the intermediate generation share and the set of the intermediate
generation shares [s,, = g,(1)..s., = g,(5) ] to the player device, P7.

[00294] Example implementations provide for accessing a new share by a new player, P7,
the access being facilitated by an earlier new player, P6, and a subset of initial player devices
[P1..P5].

[00295] Clause 14: A computer implemented method for a succeeding generation player
device [P7] accessing an unassigned share [f(7)] in a secret, SK, the method comprising:

[00296] receiving, from an intermediate generation player device [P6], an intermediate

generation share [S;7 =g.(6)] of a set of intermediate shares, the intermediate generation share
[S;7 =g.(6)] being arranged to facilitate access to the unassigned share [f(7)] and the

intermediate generation share [S'67 = g.(6)] having been derived by the intermediate generation

player device [P6] from shares of further (sub-sub)shares provided by a set of preceding
generation player devices [P1..P5];

[00297] receiving, from a set of other intermediate generation player devices [P1..P5], a
set of other intermediate generation shares [s,, = g,(1)..s;, = g,(5)] of the set of intermediate
shares, to facilitate access by the succeeding generation player device [P7] to the unassigned

share [ g.(0) =, = £(7)]in conjunction with the intermediate generation share [ s, = g.(6)]; and
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[00298] accessing the unassigned share [g.(0)=s, = f(7)] using the intermediate

generation share [s'67:g7(6)] and the set of other intermediate generation shares |

s =& (.55, = 8,51

[00299] Example implementations provide for provisioning a new player P6 to assist in
issuing an unassigned share to a further new player, P7.

[00300] Clause 15: A computer implemented method for provisioning an intermediate
generation player device [P6] to assist in issuing an unassigned share [f(7)] to a player device
[P7], the method comprising:

[00301] a set of preceding generation player devices [P1..P5] providing to the intermediate

generation player device [P6], shares of a set of further (sub-sub-)shares to allow the intermediate
generation player device [P6] to calculate an intermediate generation share [S'67 =g.(6)] of a set
of intermediate shares from which a succeeding generation player device [P7], together with a
set of other intermediate generation shares [s,, = g,(1)..s;, = g,(5)] of the set of intermediate
shares provided by respective other intermediate generation player devices [P1..P5], can
calculate the unassigned share [ g,(0) =s, = f(7) ];

[00302] Example implementations provide for provisioning the initial players P1..5, to

provision a new player, P6, to issue an unassigned share to a further new player, P7.

[00303] Example implementations provide for global provisioning of all player devices in
the system.
[00304] Clause 16: A method for provisioning preceding generation players [P1..P5] for

issuing an unassigned share [f(7)] to a succeeding generation player [P7], the method comprising:
[00305] generating shares of a set of further (sub-sub-)shares, by the preceding generation
players [P1..P5] or a dealer, to be provided to an intermediate generation player device [P6] to

allow the intermediate generation player device [P6] to calculate an intermediate generation share

[S'67 =g.(6)] of a set of intermediate shares from which the succeeding generation player [P7] ,

together with a set of other intermediate generation shares [s,, = g,(1)..s;, = g,(5)] of the set of
intermediate shares provided by respective other intermediate generation player devices [P1..P5],
can calculate the unassigned share [g.(0)=s, = f(7)].

[00306] Example implementations provide for provisioning an individual player device to
provide access to a share to a new player, P7, including provisioning an earlier new player, P6.

[00307] Clause 17: A method for provisioning a preceding generation player [P1..P5] for
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issuing an unassigned share [f(7)] to a succeeding generation player [P7], the method comprising:
generating a share of a set of further (sub-sub)shares, by the preceding generation player [P1..P5]
or a dealer, to be provided to an intermediate generation player device [P6] to allow the

intermediate generation player device [P6] to calculate an intermediate generation share [

S'67 = g.(6)] of a set of intermediate shares from which the succeeding generation player [P7] ,

together with a set of one or more other intermediate generation shares [, = g.(1)..s;;, = g,(5)]

of the set of intermediate shares provided by respective one or more other intermediate

generation player devices [P1..P5], can calculate the unassigned share [ g,(0) =5, = f(7) ].

[00308] Clause 18: A device for provisioning a preceding generation player device for
issuing an unassigned share to a succeeding generation player device, the device comprising
circuitry arranged to generate a share of a set of further sub-shares, by the preceding generation
player, to be provided to an intermediate generation player device to allow the intermediate
generation player device to calculate an intermediate generation share of a set of intermediate
shares from which the succeeding generation player device, together with a set of one or more
other intermediate generation shares of the set of intermediate shares provided by respective one
or more other intermediate generation player devices, can calculate the unassigned share.
[00309] Clause 19: The device of clause 18 comprising a communication interface for
outputting the share of the set of further sub-shares to the intermediate generation player device.
[00310] Clause 20: The device of clause 19 in which the communication interface is
arranged to receive the share of the set of further sub-shares from another entity.

[00311] Clause 21: Machine readable storage storing instructions arranged, when
processed by a processor, to implement a method of any preceding clause.

[00312] Clause 22: A system for processing shares in a secret; the system comprising
circuitry arranged to implement a method of any of preceding clause.

[00313] Clause 23: A player device for processing shares in a secret, the player device
comprising circuitry arranged to implement a method of any of preceding clause.

[00314] Example implementations can comprise data structures, messages or signals for
realising share issue and provisioning. The player devices communicate between one another
via the respective communication interfaces, which can output and receive messages, or signals,
bearing information associated with the shares, sub-shares and further sub-shares, or any set or
sets thereof.

[00315] Clause 24: A message comprising data associated with a share; the data having

been derived data associated with shares in the share associated with respective earlier
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generation player devices; the data associated with the share facilitating access by a recipient
player device to a share associated with or in a secret.

[00316] Clause 25: An electronic message or signal to be output to or to be received by a
player device such as, for example, player device PD7 109P7; the message comprising data
associated with a sub-share, for example sub-share (s¢,); the data having been derived from
data associated with further sub-shares, for example, further sub-shares {s3¢ ;, 547,556}, in the
sub-share (sg,) associated with, or received from, a number of earlier generation messages
transmitted by respective earlier generation player devices (for example, player devices

P3,P4,P5); the data associated with the sub-share (s¢ ;) facilitating access by the player device

PD7 109 to a share, for example, (s, ), associated with, orin, a secret.

[00317] Clause 26: An electronic message or signal comprising data associated with a
sub-share; the data having been derived data associated with further sub-shares in the sub-share
associated with respective earlier generation messages; the data associated with the sub-share

facilitating access by a recipient player device to a share associated with, orin, a secret.
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CLAIMS

Machine-readable storage storing machine executable instructions arranged, when
processed by a processor, for a succeeding generation player device accessing an
unassigned share in a secret, SK, the instructions comprising instructions to:
receive, from an intermediate generation player device, an intermediate
generation share of a set of intermediate shares, the intermediate generation
share being arranged to facilitate access to the unassigned share and the
intermediate generation share having been derived by the intermediate
generation player device from shares of shares provided by a set of preceding
generation player devices;
receive, from a set of other intermediate generation player devices, a set of other
intermediate generation shares of the set of intermediate shares, to facilitate
access by the succeeding generation player device to the unassigned share in
conjunction with the intermediate generation share; and
access the unassigned share using the intermediate generation share and the
set of other intermediate generation shares.
The machine-readable storage of claim 1 comprising instructions to at least one of
generate the secret, SK, or pre-secret keys to form the secret, SK.
The machine-readable storage of claim 2 comprising instructions to generate a set of
shares in the secret; the set of shares in the secret comprising a set of assigned shares
associated with an initial set of player devices and a set of unassigned shares to be
assigned to additional player devices including the intermediate generation player device
and the succeeding generation player device.
The machine-readable storage of claim 3, wherein the instructions to generate the set of
shares in the secret comprise instructions to generate /(i) of a polynomial f(x) where
f (i) is a share of the secret, SK, assigned to player device i where 1 <| < u.

The machine-readable storage of claim 4, in which f(x) is of the form f(x) =
Zf;ll a;x' + SK, where a; € Z/mZ are randomly chosen coefficients and t is the

threshold required to use or recover SK.
The machine-readable storage of claim 1 comprising instructions to:
generate the set of intermediate shares from the set of shares in the secret, SK;

the set of intermediate shares allowing a new player device of the additional
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player devices to be assigned a respective unassigned share of the set of
unassigned shares.
The machine-readable storage of claim 6, wherein the instructions to generate the set of
intermediate shares from the set of shares in the secret, SK, comprise instructions to:
generate intermediate shares, g;(i) € {gn.1 () to g, (i) : n+1 < j < u}, in the
unassigned shares f(n + 1) to f(u), of the secret, SK, where g;(i) facilitates

new player j in determining f(j), and where u is the total number of shares of the
secret, SK.

The machine-readable storage of claim 7, in which g;(x) is of the form g;(x) =

Zf:_ll Bix' + f(j) where B; € Z/mZ are randomly chosen coefficients and t’ is the

threshold to assign unassigned share f(j) to the new player device.

The machine-readable storage of claim 1 comprising instructions to:
generate a set of further sub-shares in the intermediate shares of the set of
intermediate shares; the set of further sub-shares in the intermediate shares
allowing a further new player device of the additional player devices to be
assigned a respective unassigned share of the set of unassigned shares.

The machine-readable storage of claim 9, in which the instructions to generate the set of

further sub-shares comprise instructions to:
generate further sub-shares, hy ;(i) € {h;j1, (i) to hy ;(D)}, in the intermediate
shares, g;(i) € {gn+1(D) 10 g, () : n+1 < j < u}, where h;, ;() to hy ;(i) further
sub-shares facilitate player j, where n+1 < j < u, in determining respective
intermediate shares, g;,,(i) to g, (V).

The machine-readable storage of claim 10, in which h; ;(x) is of the form h; ;(x) =

Z;;l vix' + g (j) where y; € Z / mZ are randomly chosen coefficients and t* is the

threshold to assign the intermediate share to the new player device.

A computer implemented method for a succeeding generation player device accessing

an unassigned share in a secret, SK, the method comprising:
receiving, from an intermediate generation player device, an intermediate
generation share of a set of intermediate shares, the intermediate generation
share being arranged to facilitate access to the unassigned share and the
intermediate generation share having been derived by the intermediate
generation player device from shares of further shares provided by a set of

preceding generation player devices;
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receiving, from a set of other intermediate generation player devices, a set of
other intermediate generation shares of the set of intermediate shares, to
facilitate access by the succeeding generation player device to the unassigned
share in conjunction with the intermediate generation share; and
accessing the unassigned share using the intermediate generation share and the
set of other intermediate generation shares.
A device for provisioning a preceding generation player device for issuing an unassigned
share to a succeeding generation player device, the device comprising circuitry arranged
to generate a share of a set of further sub-shares, by the preceding generation player, to
be provided to an intermediate generation player device to allow the intermediate
generation player device to calculate an intermediate generation share of a set of
intermediate shares from which the succeeding generation player device, together with a
set of one or more other intermediate generation shares of the set of intermediate
shares provided by respective one or more other intermediate generation player devices,
can calculate the unassigned share.
The device of claim 13 comprising a communication interface for outputting the share of
the set of further sub-shares to the intermediate generation player device.
The device of claim 14 in which the communication interface is arranged to receive the

share of the set of further sub-shares from another entity.
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INTERNATIONAL SEARCH REPORT

International application No.

PCT/US 2020/048387

A. CLASSIFICATION OF SUBJECT MATTER

HO04L 9/08 (2006.01)
HO04W 12/04 (2021.01)

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L HO4W

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

PatSearch (RUPTO internal), USPTO, PAJ, K-PION, Esp@cenet, Information Retrieval System of FIPS

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 2015/0296377 A1 (RUCKUS WIRELESS INC) 15.10.2015, paragraphs [0044]- 1-15
[0046], [0094]-[0096], claims 1-3
A US 2015/0095999 A1 (KALMAN CSABA TOTH) 02.04.2015 1-15
A US 8837738 B2 (ARIZONA BOARD OF REGENTS OF ASU) 16.09.2014 1-15
D Further documents are listed in the continuation of Box C. D See patent family annex.
* Special categories of cited documents: “1” later document published after the international filing date or priority

“A”  document defining the general state of the art which is not considered

to be of particular relevance

“D”  document cited by the applicant in the international application
“E”  earlier document but published on or after the international filing date
“L”  document which may throw doubts on priority claim(s) or which is

cited to establish the publication date of another citation or other

special reason (as specified)

“0”  document referring to an oral disclosure, use, exhibition or other
means
“P”  document published prior to the international filing date but later than

the priority date claimed

date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X”  document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y”  document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&”  document member of the same patent family
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Date of mailing of the international search report

20 May 2021 (20.05.2021)
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