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FAILURE TOLERANT DATA STORAGE 

CROSS REFERENCE TO RELATED 
DOCUMENTS 

0001. This application is a divisional of allowed U.S. 
application Ser. No. 11/297.271 filed Dec. 8, 2005 and is 
related to U.S. application Ser. No. 12/077,690 filed Mar. 20, 
2008 (also a divisional of Ser. No. 11/297.271), both of which 
are hereby incorporated herein by reference. 

COPYRIGHT NOTICE 

0002. A portion of the disclosure of this patent document 
contains material which is subject to copyright protection. 
The copyright owner has no objection to the facsimile repro 
duction of the patent document or the patent disclosure, as it 
appears in the Patent and Trademark Office patent file or 
records, but otherwise reserves all copyright rights whatso 
eVe. 

BACKGROUND 

0003 RAID (Redundant Array of Inexpensive Disks or 
Redundant Array of Independent Disks) systems are in com 
mon use for securely and redundantly storing large amounts 
of data. The term RAID represents a family of techniques for 
managing collections of disks in Such a way that desirable 
cost, availability, and performance properties are provided to 
host computing environments. RAID arrays come in various 
operating levels which are designated as RAID level 0 
(RAID-0), RAID level 6 (RAID-6), etc. Additionally, there 
are multiple combinations of the various RAID levels that 
form hybrid RAID levels. Each RAID level represents a dif 
ferent form of data management and data storage within the 
RAID disk drive array. In conventional RAID systems and the 
like, the capacity of each disk in a given system generally has 
identical, or virtually identical storage capacity C. Such that 
C=C=C= ... =C for each ofN storage systems. This makes 
distribution of storage among the various storage devices 
simple. While storage devices with capacity greater than C 
may be used in Such a system, capacity over and above C is 
not used, resulting in an equivalent capacity that is limited to 
C. These disks are also normally very tightly coupled to a 
controller, and typically are contained within a single enclo 
SUC. 

0004. In home entertainment and other home network 
applications, as well as many business applications, storage 
devices tend to be added incrementally as storage needs grow. 
For example, a network including a television set top box, one 
or more home computers and a Personal Video recorder is 
generally established based on existing needs at the time of 
acquisition of each component, and often without regard for 
the data security provided in more advanced and secure Stor 
age systems such as RAID systems. In addition these systems 
are loosely coupled, over a network. In such systems, it is 
generally the case that CzCz . . . zCy and it is not self 
evident from the operation of conventional RAID systems 
how one might distribute storage in order to assure secure 
storage in the face of an evolving network in a manner that 
assures no data loss if one component should fail. In fact, it is 
not evident how to proceed if any one of CzC in such a 
system. As a consequence, RAID technology and similar 
technologies are not widely used in Such environments. Thus, 
conventional backup techniques (which are often not rigor 
ously deployed and enforced) are generally used to protect 
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data, if anything is done at all. This often results in large 
amounts of data going unprotected against accidental erasure 
or destruction or hardware or software failure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0005 Certain illustrative embodiments illustrating orga 
nization and method of operation, together with objects and 
advantages may be best understood by reference detailed 
description that follows taken in conjunction with the accom 
panying drawings in which: 
0006 FIG. 1 is a block diagram of an exemplary storage 
system 60 using an exemplary erasure encoding system 
(fountain coding) consistent with certain embodiments of the 
present invention. 
0007 FIG. 2 is a simplified block diagram of storage sys 
tem 60 consistent with certain embodiments of the present 
invention. 
0008 FIG. 3 is a simplified block diagram of storage sys 
tem 60 illustrating loss of storage device S, consistent with 
certain embodiments of the present invention. 
0009 FIG. 4 is a simplified block diagram of storage sys 
tem 60 illustrating addition of a new storage device S. 
consistent with certain embodiments of the present invention. 
(0010 FIG.5 is a flow chart of an exemplary process 80 for 
allocation of storage using erasure coding, consistent with 
certain embodiments of the present invention. 
0011 FIG. 6 is a more detailed flow chart of an exemplary 
allocation process 100 using erasure coding, consistent with 
certain embodiments of the present invention. 
(0012 FIG. 7 is a flow chart of an exemplary process 150 
for allocation, storage and retrieval of erasure encoded data, 
consistent with certain embodiments of the present invention. 
(0013 FIG. 8 is a flow chart of an exemplary process 156 
for distribution or redistribution of erasure encoded data, 
consistent with certain embodiments of the present invention. 
(0014 FIG. 9 is a flow chart of an exemplary process 250 
for management of loss of a storage device or system, con 
sistent with certain embodiments of the present invention. 
0015 FIG. 10 is a flow chart of another exemplary process 
300 for management of loss of a storage device or system, 
consistent with certain embodiments of the present invention. 
0016 FIG. 11 is a flow chart of an exemplary process 320 
for management of addition of a storage device or system, 
consistent with certain embodiments of the present invention. 
0017 FIG. 12 is a flow chart of another exemplary process 
360 for management of addition of a storage device or system, 
consistent with certain embodiments of the present invention. 
0018 FIG. 13 is a block diagram of an example storage 
system illustrating an allocation process, consistent with cer 
tain embodiments of the present invention. 
0019 FIG. 14 is a graphical representation of a banded 
storage allocation arrangement, consistent with certain 
embodiments of the present invention. 
0020 FIG. 15 is a flow chart describing another allocation 
process 550 consistent with certain embodiments of the 
present invention. 

DETAILED DESCRIPTION 

0021 While this invention is susceptible of embodiment 
in many different forms, there is shown in the drawings and 
will herein be described in detail specific embodiments, with 
the understanding that the present disclosure of such embodi 
ments is to be considered as an example of the principles and 
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not intended to limit the invention to the specific embodi 
ments shown and described. In the description below, like 
reference numerals are used to describe the same, similar or 
corresponding parts in the several views of the drawings. 
0022. The terms “a” or “an', as used herein, are defined as 
one or more than one. The term “plurality’, as used herein, is 
defined as two or more than two. The term 'another', as used 
herein, is defined as at least a second or more. The terms 
“including and/or “having, as used herein, are defined as 
comprising (i.e., open language). The term “coupled, as used 
herein, is defined as connected, although not necessarily 
directly, and not necessarily mechanically. The term “pro 
gram' or “computer program' or similar terms, as used 
herein, is defined as a sequence of instructions designed for 
execution on a computer system. A "program’, or "computer 
program, may include a Subroutine, a function, a procedure, 
an object method, an object implementation, in an executable 
application, an applet, a servlet, a source code, an object code, 
a shared library/dynamic load library and/or other sequence 
of instructions designed for execution on a computer system. 
0023 Reference throughout this document to “one 
embodiment”, “certain embodiments”, “an embodiment” or 
similar terms means that a particular feature, structure, or 
characteristic described in connection with the embodiment 
is included in at least one embodiment of the present inven 
tion. Thus, the appearances of Such phrases or in various 
places throughout this specification are not necessarily all 
referring to the same embodiment. Furthermore, the particu 
lar features, structures, or characteristics may be combined in 
any suitable manner in one or more embodiments without 
limitation. 
0024. The term 'or' as used herein is to be interpreted as 
an “inclusive or meaning any one or any combination. 
Therefore, A, B or C means “any of the following: A. B. A 
and B; A and C: B and C: A, B and C’. An exception to this 
definition will occur only when a combination of elements, 
functions, steps or acts are in some way inherently mutually 
exclusive. 
0025. The terms “storage device”, “storage element' and 
'storage system” are used somewhat interchangeably herein. 
For example, a storage system, per se, may be treated as a 
storage element or storage device, but may be made up of 
multiple storage devices or storage elements (i.e., multiple 
disc drives may be used to create a single logical virtual 
drive). The particular meaning in a given statement should be 
interpreted to broadly incorporate each term where techni 
cally viable. 
0026. The term “fountain code” and related terms are used 
in a manner consistent with the technical literature to describe 
a class of sparse grapherasure codes such as Digital Fountain, 
Inc.'s Raptor codes (Digital Fountain, Inc., Fremont, Calif.) 
and LT codes (as described by Michael Luby in “LT Codes’) 
in which D blocks of data are represented by any F “fountain 
codewords' (containing metacontent), where the number of 
bits of data represented by F is slightly more than the number 
of bits in D such that if any R of the blocks are recovered the 
original data can be recovered. Any number of fountain code 
words can be generated using fountain coding to compensate 
for the projected loss of a channel or system. Details of the 
actual encoding and decoding process for fountain encoding 
is well documented in the literature and need not be repeated 
here. 

0027. The name “fountain code” comes from the meta 
phor of a fountain spraying droplets of water, wherein it 
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makes no difference which droplets fill the glass, it only 
matters that enough droplets are collected to fill it. A fountain 
code defines a group of mathematical of equations to encode 
the data and decode the data. The encoded fountain code 
words contain the original data, but there can be as many 
fountain codewords as needed to overcome lost fountain 
codewords and still be able to recover the original blocks of 
data. These fountain codewords (or simply codewords or 
codes) are constructed Such that the decoder can recover the 
original data from any combination of the fountain code 
words, so long as a minimum number of fountain codewords 
are recovered. Fountain encoders have the ability to generate 
a huge number (generally >>R) of fountain codewords from 
any original set of Source data. The original data can be 
recovered from an amount of data that is only slightly larger 
than the original data, and the encoding and decoding can be 
carried out rapidly. 
0028. Another metaphor often used to explain fountain 
codes is that of a system of linear equations. For example, 
with N simultaneous independent equations and N-J 
unknowns, any N-J of the equations can be used to solve for 
the N-J unknowns. Using fountain codes, a formula for the 
data can be stored across multiple storage devices in a manner 
Such that as long as a minimum number of fountain code 
words are recovered, the formula can be constructed to recon 
struct the data. Fountain encoding is used as an example in the 
description that follows, but the present invention should not 
be considered limited to fountain coding since other types of 
erasure encoding can be utilized in a manner consistent with 
certain embodiments. 
0029. For purposes of this document, the following sym 
bols are used to simplify the expression of mathematical or 
other ideas in connection with exemplary fountain encoding, 
but should be interpreted to encompass equivalent parameters 
in other erasure encoding: 
0030 J, K, P=a positive integer used as a counter or des 
ignator of a particular numbered element. 
0031) N-a maximum integer count or element number of 
counter or numbered element J, K, P. 
0032 M=a maximum integer count for a number of capac 
ity bands. 
0033 S-storage element or system number K. 
0034 C-capacity of a system disc drive or other storage 
element number J. C., is the capacity of S. 
0035 S. Storage element with maximum storage 
capacity. 
0036 C=total storage capacity of a system of disc drives or 
other storage elements. In a system of N elements C, through 
CA, C-C+C+...+C. 
0037 F. number of fountain codewords allocated for a 
given storage element C. 
0038 C Storage capacity of the largest capacity stor 
age device in a system of storage devices. 
0039 F-a total number of fountain codewords within a 
system. In a system of N Storage elements S through S. 
where F, is the number or fountain codewords for storage 
element S, F=F+F+...+F. 
0040 V-an estimate of the ratio of storage per fountain 
codeword (approximation of C/F, C/F, C/F, etc.). Thus, 
for example, VsC/F. 
0041 F-number of fountain codewords allocated to a 
storage element having the maximum number of codewords 
assigned thereto. 
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0042 R=a parameter of the set of fountain codewords 
selected. R> number of storage devices and usually much 
greater than the number of storage devices. 
0043 L-arounding factor added to a calculated minimum 
number of fountain codewords to assure that a minimum 
number of fountain codewords R will be reached. 
0044) Ba K" capacity band—a K" band of storage 
capacity allocated among a plurality of storage device. 
0045 Int(x)=a rounding down function. In this case, Int 
(x)=the integer which is the next lower integer than X. The 
integer part of a whole number. Thus, for example, Int(3.14) 
=3. For purposes of this document, this function can be inter 
preted as a rounding up function without departing from 
embodiments consistent with the present invention. 
0046 Fountain codes are an example of erasure codes. 
Fountain codes have been discussed in the technical literature 
primarily for use in the encoding data which is transmitted 
between two points. One of the most extensive uses of foun 
tain codes to date has been in connection with Satellite radio 
transmissions. While it has generally been Suggested that 
fountain encoding could be utilized for more secure data 
storage by sending fountain codewords to multiple storage 
devices, to date no known strategy has been proposed for 
actually accomplishing this. In particular, no strategy is 
known for efficiently using fountain encoding to encode data 
for storage in multiple storage devices of varying size. 
0047 A storage system utilizing the fountain codes is 
shown generally in FIG. 1 as system 60 in which a source data 
block 20 is processed by a fountain code encoder 22 to pro 
duce any desired number of fountain codewords 26. It is an 
attribute of fountain code encoding that almost any desired 
number of fountain codewords can be generated for any given 
block of source data. Depending upon the parameters selected 
for carrying out the fountain code encoding, the original 
source block of data can generally be recovered if any R 
fountain codewords are properly recovered or received for 
decoding. 
0048 Continuing with the example of FIG. 1, codewords 
30 are stored in storage device S which is shown as storage 
device 32. Similarly, codewords 34 can be stored in storage 
device S, which is depicted as storage device 36. Similarly, 
codewords 38 could be stored in storage device 40 (storage 
device S), and fountain codewords 42 can be stored in Stor 
age device 44. In this depiction, two fountain codewords are 
illustrated as being stored in each of storage devices 32 and 
36. Three fountain codewords are depicted as being stored in 
storage device 40, while five fountain codewords are depicted 
as being stored in storage device 44. In accordance with 
certain embodiments consistent with the present invention, it 
is desirable that the storage capacity of each storage device be 
capable of being well (near fully if possible) utilized. It is 
further desirable that if any of the storage devices in the 
storage system should become defective or for some other 
reason lose the data stored therein, enough fountain code 
words will be available in the remaining storage devices to 
permit full reconstruction of the source data 20. However, 
these desirable characteristics should not be considered to be 
limiting constraints on certain embodiments consistent with 
the present invention. 
0049. When data is to be retrieved from the array of stor 
age devices 32, 36 through 40, through 44, only a minimal 
number (greater than or equal to R) of fountain codewords 
need to be received at 50 in order to assure that the source data 
can be reconstructed. Once R or more fountain codewords are 
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received at 50, the fountain code decoder 52 can fully recon 
struct the original source data 20 shown as output data 54. 
0050. In accordance with certain embodiments consistent 
with the present invention, a mechanism for distributing or 
allocating the fountain codewords 26 among the various Stor 
age devices which might make up a complete storage system 
such as 60 is provided under the constraints that loss of the 
largest storage device in the system will not result in loss of 
any data stored in the storage system 60. In addition, Storage 
should be approximately allocated according to the size of the 
disc drives or other storage devices making up the overall 
storage system, so that the drives or other storage devices 
have the potential of full or near full utilization, in certain 
embodiments. 

0051. For convenience, the system shown in FIG. 1 is 
referenced herein as system 60 and is shown in simplified 
form in FIGS. 2-4. In FIG. 2, the individual fountain code 
words have been omitted, and the illustration has been gen 
erally simplified for convenience. In this illustration, a total of 
N storage devices is present in system 60. Now consider FIG. 
3 which also depicts system 60. In FIG. 3, storage device S, 
(device 40) is shown as being damaged, removed, corrupted, 
or erased. In accordance with embodiments consistent with 
the present invention, even if storage device 40 is the largest 
storage device in the system, it is desirable that there be no 
data loss. Hence, any allocation of fountain codewords 
among the various storage devices in the system 60 should be 
made to assure that adequate fountain codewords (2R) 
remain available, even without storage device 40, to recon 
struct all stored data. 

0.052 Now also consider FIG.4, which depicts system 60 
with the addition of a newly added storage device 68. In an 
evolving system where new devices with varying Storage 
capacity may be added, it is also desirable that a newly added 
storage device be integrated within the existing network in a 
manner Such that it enhances the system 60's resistance to 
storage device failure, accidental erasure or other loss of data 
phenomenon. It is further desirable that newly added storage 
devices be available to assist in reconstruction of data should 
one of the previously existing storage devices be destroyed, 
damaged, or accidentally erased. Further, it is desirable that 
the new storage device be protected by existing storage 
devices against loss of data. 
0053 An overall process for allocating and distributing 
fountain codewords among the N storage devices (or rear 
rangements after loss or addition of a storage device) is 
depicted as process 80 of FIG. 5. The allocation process starts 
at 82 after which the process identifies a storage device S. 
having a largest capacity at 86. Parameters are established at 
90 in order to carry out fountain encoding to produce F 
fountain codewords in a manner that assures that an adequate 
number of fountain codewords (2R) will be available (even if 
S is lost) to carry out full reconstruction of all data as 
previously described. At 94, the fountain codewords are dis 
tributed among the N storage devices in approximate propor 
tion to the storage capacity of each of the storage devices. The 
distribution is further subject to the constraint that enough 
fountain codewords are stored in each of the storage devices 
to assure that if any one storage device, S is lost, all of the 
data in the system can be restored using the fountain code 
words stored in the remaining storage devices, by virtue of 
being able to retrieve at least R fountain codewords from the 
remaining storage devices. The process then returns at 98. 
The value of R is a function of the particular fountain encod 
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ing algorithm devised for a particular system in consideration 
of various aspects including the block size of source data that 
is to be encoded. 

0054 The most difficult storage device loss to compensate 
for is the one with the largest capacity, S. Thus, a method 
for storing data across a plurality of N Storage devices S. . . 
S, wherein at least one of the storage devices has a storage 
capacity that not equal to a storage capacity of others of the 
storage devices involves identifying a storage device S. 
having a largest capacity of the plurality of storage devices S. 
... S. encoding the data with an erasure encoder to produce 
Ferasure codewords, where 

F 2. Fk 
with K being a counting integer, and distributing the erasure 
codewords among the N storage devices S...S., where F. 
the number of codewords assigned to Sk, is in approximate 
proportion to the storage capacity C of storage device S, for 
each of the N storage devices S. . . . Sy Subject to the con 
straint that if any one storage device, S is lost, enough era 
sure codewords are stored in each of the N-1 remaining 
storage devices to assure that all of the data in the system can 
be restored using the erasure codewords stored in the remain 
ing storage devices S...S. excluding S. The most difficult 
case is when SS. In accordance with certain embodi 
ments consistent with the present invention, the erasure code 
words are fountain codewords. In certain embodiments, the 
proportion of the number codewords F to the capacity C of 
each of the storage devices is a multiple of (C-C)/R. 
0055 Thus, an arrangement for storing data consistent 
with certain embodiments has a plurality ofN storage devices 
S. . . S., wherein at least one of the storage devices has a 
storage capacity that not equal to a storage capacity of others 
of the storage devices. A storage device S has a largest 
capacity of the plurality of storage devices S. . . . S. A 
fountain encoder encodes the data into Ffountain codewords, 
wherein 

F 2. Fk 
with K being a counting integer. The fountain encoder dis 
tributes the fountain codewords among the N storage devices 
S...Sinapproximate proportion to the storage capacity C. 
of each of the N storage devices S. . . . Sy subject to the 
constraint that enough fountain codewords are stored in each 
of the N storage devices, to assure that all of the data in all of 
the N storage devices can be recovered if any one of the N 
storage devices is lost, using the fountain codewords stored in 
the remaining storage devices S. . . . Sy excluding the lost 
device, even if it is St. 
0056 Further, an arrangement for storing data consistent 
with certain embodiments includes a plurality of N storage 
devices S...S., wherein at least one of the storage devices 
has a storage capacity that not equal to a storage capacity of 
others of the storage devices. A storage device S has a 
largest capacity of the plurality of storage devices S...S. 

Dec. 24, 2009 

A fountain or other erasure encoder encodes the data into F 
fountain codewords (or erasure codewords), wherein 

F 2. Fk 
with K being a counting integer. The fountain encoder (or 
other erasure encoder) distributes the codewords among the N 
storage devices S. . . . Sy in approximate proportion to the 
storage capacity C of each of the N Storage devices S...Sy 
Subject to the constraint that enough codewords are stored in 
each of the N storage devices excepting S., to assure that 
all of the data in S can be restored using the codewords 
stored in the remaining storage devices S. . . . Sy excluding 
SM4x. 
0057. A more detailed algorithm for this process is 
depicted in FIG. 6 as process 100. This process starts at 82 
after which the capacity C of the largest storage device 
S is determined at 104. The total storage of all of the 
storage devices C through C is determined at 108. Knowing 
R, the number of codewords needed to reconstruct the origi 
nal data, and the capacities C and C through C, we need to 
determine the number of codewords F to assign to each 
storage devices S. The total number of fountain codewords 
to be generated to fill all the disc drives or other storage 
devices is given by F at 112 as the sum of the individual 
fountain codewords allocated to each individual storage 
device 1 through N. The design target is established such that 
the ratio of capacity to fountain codewords (C/F) is 
approximately equal for each of the individual storage 
devices (each S-)as well as the total capacity Cat 116. At 120, 
the ratio V is determined using the parameter Restablished 
for the fountain encoding selected for use. V is approximated 
aS 

Vasc/Fs(C-C) (F-F4)=(C-C).R. 

This establishes the relationship between R, the C's, S. 
and C, as well as V. So that an initial estimate of the overall 
value of ratio V can be determined. 
0058. The individual estimates for the number of fountain 
codewords allocated to each of the storage devices can then be 
determined by taking the integer value of the capacity of the 
particular storage device and dividing it by Vas illustrated at 
128 and given by: 

This provides an estimate or approximation of the number of 
fountain codewords that should be allocated to each of the 
individual storage devices S through S. Since these are 
estimates, it should be verified that: 

F+F2+...+FN-F2R 

and that 

F2F for P=1 through N 

0059. That is, if F, the maximum number of code 
words assigned to any given storage device, codewords are 
removed all data can still be reconstructed. Thus, at 130, the 
initial estimates are checked to assure that the Sum of all 
fountain codes minus the number of fountain codes allocated 
to S (FA) is greater than or equal to R So that it is 
assured that if F fountain codes are removed by virtue of 
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loss of Sall of the data can still be reconstructed. If this is 
verified at 134, the fountain codewords can be allocated 
across the storage systems at 138, and the process returns at 
142. 

0060. However, if it is not verified at 134, an integer round 
ing factor L can be added at 146 to provide additional code 
words to each or some of the storage devices to assure that for 
any particular storage device S, that F can be determined by: 

F-Int(C/V+L), and retry until F-F2R. 

0061 The process then returns to 130 to verify that enough 
fountain codewords have been generated. The process iterates 
until the conditions of 130 are met, at which point, the foun 
tain codewords are allocated according to the values of F, and 
the process returns. By use of the above process, it can be 
guaranteed that even under the constraint that the largest 
capacity storage device S is lost, no data will be compro 
mised. 
0062. In certain applications, iteration of the number of 
codes and testing may not be required if it can be predeter 
mined how much adjustment to the estimate is needed to 
assure that adequate numbers of fountain codewords are 
available. In such case, the estimate can simply be refined by 
addition of L as a part of the initial estimating process. 
0063 Thus, a method of allocating storage for storing data 
across a plurality of N storage devices S. . . S., wherein at 
least one of the storage devices has a storage capacity that is 
not equal to a storage capacity of others of the storage devices 
involves determining a maximum capacity C of a storage 
device S having a largest capacity of the plurality of 
storage devices S...S., determining a total storage capacity 
C of all of the plurality of storage devices S. . . Sy as 

W 

C = X. CK, 
K= 

where K is a counting integer, defining a maximum total 
number of fountain codewords 

F 2. Fk 
that could be stored in the plurality of storage devices S. . . 
S. defining F as a maximum number of fountain code 
words that would be lost if the data in S is lost; estimating 
a target ratio of capacity to fountain codewords V as VsC/Fs 
(C-C)/(F-F)s(C-C)/R, where R is a number of 
fountain codewords required to recover C if the data in 
S is lost; using the estimate of the value of V to estimate 
the values of F. . . Fy as F-Int(C/V); adjusting the esti 
mated values of F. . . FM by addition of a rounding factor to 
assure that 

W 

2. f - FAx > R, 

and allocating fountain codewords storing data to the storage 
devices S. . . Sy in proportion to the estimated values of F. 

. Fy. 
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0064. It should be noted, however, that the present alloca 
tion method is contingent upon there being an adequate 
amount of storage available after loss of a storage device in 
the remaining storage devices to provide at least R fountain 
codewords for any stored data so that the stored data can be 
reconstructed. This implies that the Summation of storage 
available on all devices excluding S-should total to at least 
the capacity of S which is C. If this condition is not 
met, the recovery of loss of the largest storage device cannot 
be assured; however, this may be acceptable in certain appli 
cations and the process modified accordingly if it is accept 
able in a particular application for certain data to be expend 
able. 

0065 Process 100 (or process 80) is carried out at initial 
ization of a storage system having multiple storage devices. 
The process can also be carried out whenevera redistribution 
needs to be carried out as a result of loss of a storage device or 
acquisition of a new storage device within storage system 60. 
Referring to FIG. 7, an overall process 150 for allocating 
fountain codewords, storage and retrieval of files is depicted 
starting at 152. At 156, the initial fountain codeword distri 
bution process is carried out so that the encoder and storage 
device controllers can know how to allocate and distribute 
fountain codewords whenever source data is to be stored. If a 
file is to be stored at 160, the file is broken into source data 
blocks at 164. The fountain code encoder generates fountain 
codewords at 168 for each of the data blocks produced at 164. 
Those fountain codewords are then distributed to the storage 
devices in accordance with the distribution determined at 
156. If no error occurs in the storage process and no change is 
detected in the configuration of the storage system at 176, the 
system determines ifa file is to be fetched at 180. If so, the file 
is associated with a collection of stored fountain codewords 
and those stored fountain codewords are requested from the 
storage devices. 
0066. At 188, fountain codewords are received from the 
available storage devices until it is determined at 192 that R 
codewords have been received. At this point, it is possible to 
halt the process of fetching additional codewords at 196 if 
desired, and the fountain decoder can decode the received 
fountain codewords and return the recovered source file at 
198. A determination can then be made at 199 as to whether or 
not the process was successful and/or a storage device error or 
change has taken place. If not, control returns to 160 to 
determine if a file is to be stored. 

0067. As a convenience in depicting the process, if a file is 
not to be stored at 160, control passes first to 179 where a 
check is made to determine if a storage device error or change 
has taken place. If so, control passes to 156 where a redistri 
bution process is carried out. If not, control passes to 180 
where a determination is made as to whether or not a file is to 
be fetched. If no file is to be fetched at 180, control passes 
back to 160 to determine if a file is to be stored. Those skilled 
in the art will recognize that in a physical system, the process 
depicted may not literally be followed, but rather the system 
may await an instruction to either store or fetch a file. In the 
event a change in the storage system is detected at either 176 
or 199, control passes back to 156 where a redistribution 
process is carried out to determine how fountain codewords 
are distributed within the system under a new configuration. 
0068. There are many ways to view the fountain codeword 
distribution and redistribution processes within the con 
straints defined above, as depicted in process 80 and in pro 
cess 100. This process can be further illustrated in FIG. 8 as 
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process 156 starting at 204. At 208, the number of storage 
devices and the capacity of each within system 60 is ascer 
tained. A source block size for each fountain encoding is then 
established at 212 (This might be fixed at system design time 
rather than here. If this is determined here, it may also deter 
mine various other fountain code parameters, such as R.). The 
distribution can be calculated in order to determine the num 
ber of fountain codewords for each storage device to be gen 
erated for each source block so that it can be assured that all 
data can be recovered in the event of any storage device 
failure at 216. The fountain codewords are then generated and 
distributed or redistributed at 220, and the process returns at 
224. 

0069. When a storage device is lost from system 60, sev 
eral possible courses of action can be implemented. One Such 
course of action is depicted in FIG.9 as process 250 starting 
at 252 where it is determined that a storage system has been 
lost. Such determination can be made by any suitable mecha 
nism including, but not limited to, Verifying a response from 
each storage device at prescribed intervals or when code 
words are stored or fetched. At 256, a determination is made 
as to whether or not all data in all storage systems can be 
reconstructed, recoded, and repartitioned among the remain 
ing storage systems in view of the loss of a particular storage 
device or system. If not enough storage exists at 260, an error 
can be reported or other error trapping action can be carried 
out at 264, and the process returns at 268. (In other embodi 
ments, the process can proceed subject to there being no 
guarantee that all data is recoverable.) If, however, enough 
storage exists at 260, and a new value of Randa new fountain 
coding scheme can be selected at 272. A new value of C. 
can then be determined at 280, and a new value of V can be 
determined at 284. This provides enough information to cal 
culate a new allocation as with the initial allocation at 288. 
The process can then return for storage of the fountain codes. 
Another option when a storage system is lost is to discard files 
according to Some pre-arranged algorithm until the data does 
fit in the remaining space. 
0070 FIG. 10 depicts another process for dealing with loss 
of a storage device or system. This process is referenced at 
process 300 and starts out identically to the prior process 250 
of FIG. 9. However, if enough storage is available at 260, a 
new allocation can be calculated at 306 and new fountain 
codewords to replace those lost can be generated and distrib 
uted among the available storage systems according to the 
new allocation. This process differs from process 250 in that 
a whole new allocation is not carried out. Instead, only the 
missing fountain codewords are generated and redistributed 
according to a new allocation scheme. 
0071. Several processes can also be utilized to deal with a 
circumstance wherein a new storage device is added to the 
system. One such process is depicted as process 320 of FIG. 
11. When it is determined at 324 that a new storage device is 
added (Such determination can be made by any suitable 
mechanism including, but not limited to, Verifying a response 
from each storage device at prescribed intervals or when 
codewords are stored or fetched, or via other monitoring 
provided by a programmed processor), a new capacity C can 
be calculated as the previous capacity plus the new capacity at 
328. A new fountain coding arrangement with a new R value 
can be selected at 332. A new value of C can be deter 
mined at 336, and the value of V can be determined at 340 as 
the new C minus the new C, then divided by the new R. At 
344, the fountain codewords can be reallocated as with the 
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initial allocation using the new values of the relevant variables 
as modified by the change in capacity. Each stored file can 
then be reconstructed according to the new distribution at 
348, and the process returns at 352. 
(0072 FIG. 12 depicts an alternative process 360 for deal 
ing with the addition of a new storage system. When it is 
determined that a new storage system has been added at 364, 
the new capacity can be calculated at 328 and new values of C. 
C and V can be calculated at 336 and 340 as before. At 
380, however, according to the process 360, fountain code 
words are moved from other storage systems to the new 
storage system within the allocation constraints. Thus, rather 
than a complete reallocation, process 360 moves existing 
codewords to the new storage system in order to more rapidly 
affect the allocation. At 384, new fountain codewords are 
generated where needed to assure recovery ifa storage system 
fails. Since the addition of a new storage system or device 
may affect the availability of an adequate number R of code 
words, the new fountain codewords generated at 384 are 
generated according to a specified fountain coding scheme 
and distributed in order to assure recovery of any lost data. 
The process then returns at 390. 
0073. Thus, according to certain of the above example 
embodiments, when it is determined that an additional stor 
age device S is available for storage of the codewords, the 
codewords are reallocated across the plurality of Storage 
devices S...S. In certain embodiments, the reallocating 
comprises moving codewords from certain of the storage 
devices S. . . Sy to storage device Sy. In certain embodi 
ments, the reallocation is carried out Subject to the constraint 
that 

where F is the number of codewords to be stored on the 
largest of storage devices S. . . . S. 
0074. In certain embodiments, the reallocation involves: 
determining a new maximum capacity C of a storage 
device S having a largest capacity of the plurality of 
storage devices S. . . . Sy; determining a total storage 
capacity Cofall of the plurality of storage devices S...S. 
aS 

defining a maximum total number of fountain codewords 

that could be stored in the plurality of storage devices S. . . 
Sy; defining F as a maximum number of fountain code 
words that would be lost if the data in S is lost; estimating 
a revised target ratio of capacity to fountain codewords V as 
VsC/Fs(C-C)/(F-F)s(C-C)/R, where R is a 
number of fountain codewords required to recover C if 
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the data in S is lost; using the estimate of the value of V to 
estimate the values of F... F, as F-Int(C/V); adjusting 
the estimated values of F. . . F by addition of a rounding 
factor to assure that 

N+1 

(). f - FAx > R, 

and allocating fountain codewords storing data to the storage 
devices S...S. in proportion to the estimated values of F. 
. . . Fw 1. 
0075. In certain embodiments, the method further 
involves determining that storage device S, being one of 
storage devices S...S. is no longer available for storage of 
the codewords; and reallocating the codewords across the 
plurality of storage devices S. . . Sy excluding S. 
0076. In certain embodiments, the reallocating involves 
calculating a new allocation; generating new codewords; and 
distributing the new codewords among the storage devices S. 
... Sy excluding S. In certain embodiments, the reallocation 
is carried out Subject to the constraint that 

W 

2. f - Fp - FAx > R, 

where F is the number of codewords that were allocated to 
storage device S and Fis the number of codewords to be 
stored on the largest of storage devices S...S. excluding S. 
0077. In certain embodiments, the reallocation involves 
determining a new maximum capacity C of a storage 
device S having a largest capacity of the plurality of 
storage devices S. . . . Sy excluding S., determining a total 
storage capacity C of all of the plurality of storage devices S. 
. . . Sy excluding S as 

C = 2. C- Cp; 

defining a maximum total number of fountain codewords 

that could be stored in the plurality of storage devices S. . . 
Sy excluding S., defining F as a maximum number of 
fountain codewords that would be lost if the data in S is 
lost; estimating a revised target ratio of capacity to fountain 
codewords V as VsC/Fs(C-C)/(F-F)s(C-C)/R. 
where R is a number of fountain codewords required to 
recover Cifthe data in S is lost; using the estimate of 
the value of V to estimate the values of F. . . . F. as 
F Int(C/V) for S. . . Sy excluding S., adjusting the esti 
mated values of F. . . . F by addition of a rounding factor 
to assure that 

N+1 

2. f - Ft Ax > R 

for each of S. . . . Sy excluding S., and allocating fountain 
codewords storing data to the storage devices S. . . . Sy 
excluding S in proportion to the estimated values of F. . . 
FA. 
0078. In certain embodiments, the method further 
involves determining that storage device S, being one of 
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storage devices S. ... Sy is no longer available for storage of 
the codewords; determining if it is possible to reallocate code 
words representing all stored data on the remaining storage 
devices S...S. excluding S., and if not, establishing that an 
error condition exists. 
0079. In another alternative embodiment, after a consoli 
dation of data following loss of a drive, data can be deleted 
according to some user/system defined plan (such as deleting 
already viewed video, or old versions of files, etc.) to make 
the necessary room on the new protected system for the 
essential content from the old protected system. A protected 
system being a system implemented Such that if one drive 
dies, the system can restore the data. When one drive has died, 
the system is no longer protected. It can still retrieve all the 
data, but another failure will make for complete loss. It isn't 
protected until it reinitializes with the new allocation. 
0080 Many further variations will occur to those skilled in 
the art upon consideration of the present teachings. 
0081 Hence, if the fountain codewords and R are 
unchanged, in one embodiment certain codes are simply 
removed from each storage device and those codewords are 
stored on the newly added storage device. In fact, if under a 
revised calculation following addition of the storage device, if 
F-F-R (that is if the new allocation of codewords has its 
Fax lower than the prior Fax, i.e. FaxNewsFaxop 
then no new codes need to be generated at all—and in fact, 
some may be able to be discarded. 
I0082 In each example above, it should be noted that the 
number of available fountain codewords should always be 
2R. Clearly, providing more codewords above and beyond R 
provides greater insurance against data loss, but does so at the 
expense of storage efficiency, since more codewords per Stor 
age device would be required. 
I0083. An example system 400 is shown in FIG. 13. In this 
example system, three storage devices are shown. The storage 
devices are respectively a 40GB storage device 404, a 60 GB 
storage device 408, and an 80GB storage device 412. For this 
example, we will assume that each input source file is divided 
into blocks of 2 KB each at 420 for encoding by fountain code 
encoder 424. 
I0084. For the simple system depicted in FIG. 13, N=3 
storage devices S. S. and S, illustrated as 404, 408 and 
412. Also assume a value of R of 5 for the fountain encoding. 
In this example: 
I0085 C=4.0 GB; 
I0086 C=60 GB; and 
I0087 C-80 GB. 

Clearly, C-80 GB, and C=C+C+C =180 GB. 
I0088. Now, selecting a fountain coding scheme con 
strained by R=5, on input blocks of 2 KB each, then: 

F4-4 

Hence, in this example, for each input block of data (2 KB) 
nine fountain codewords are created. Since the constraint of 
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providing adequate codewords if S is lost is met, there is 
no need to add a factor L to any or all of the values of F. 
0089. In accord with this example, in order to store the 
example 10 KB source file at 420, the source file is divided 
into 2 KB source file blocks (5 such blocks total) which are 
each encoded by fountain code encoder 424 to produce 2 
fountain codewords 428 for storage device 404, 10 code 
words in total, 3 fountain codewords 432 for storage device 
408, 15 codewords in total, and 4 fountain codewords 440 for 
storage device 412, 20 codewords in total. In order to recover 
the stored source file, any 5 fountain codewords for each of 
the 2 KB source file blocks can be retrieved from any of the 
storage devices at 450, for a total of 25 codewords, and the 
source file can be recovered using a fountain decoder at 454. 
The details of selection of a particular variant of fountain 
encoding and selection of a particular value of R is well 
documented in the literature and need not be repeated here. 
Moreover, the present invention may well be implemented 
using other erasure codes without departing from the inven 
tion. 
0090. It is noted with this example that even if the largest 
storage device 412 should fail or be accidentally erased, 
enough fountain codewords (R=5) are available from the 
combination of storage device 404 and 408 in order to recre 
ate the 10 KB source file 420. 
0091. Now consider a second identical example except 

that: 
0092 C=30 GB; 
0093 C-50 GB; and 
I0094 C-80 GB. 

Clearly, C-80 GB, and C=C+C+C =160 GB. 
0.095 Again, selecting a fountain coding scheme con 
strained by R=5, on input blocks of 2 KB each, then: 

Ve(C-C)/R=(160-80)/5=16: 

estimate Fisint(C/V)=int(30/16)=int(1.88)=1 

estimate Feint(C/V)=int(50/16)=int(3.13)=3; 

estimate Fisint(C/V)=int(80/18)=int(4.44)=4; 

F=F+F+F=1+3+4=8; 

FM 4x4. 

0096. Now test the estimates. Is the criteria F+F+ . . . 
+F-FeR met? 

0097 4-R, thus the criteria is not met. 
0098. In this example, since the constraint of providing 
adequate codewords if S is lost is not yet met, a factor L 
can be added to any or all of the values of F, as follows: 

F=int(1.88+L); 

F=int(3.13+L); and 

Fint(4.44+L). 

Let L=0.5; then refine the estimate as: 

Fint(4.44+L)=4. 
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Now repeat the test. Is the criteria F+F+...+F-F2R 
met? 

0099 
0100. In accord with this example, in order to store the 
example 10KB source file, the source file is divided into 2 KB 
source file blocks (5 such blocks) which are encoded by the 
fountain code encoder to produce 10 fountain codewords for 
storage in S, 15 fountain codewords for storage in storage 
device S, and 20 fountain codewords for storage in storage 
device S. In order to recover the stored source file, any 5 
fountain codewords for each block can be retrieved from any 
of the storage devices, and the source file can be recovered 
using the fountain decoder. Again, the details of selection of 
a particular variant of fountain encoding and selection of a 
particular value of R is well documented in the literature and 
need not be repeated here. Moreover, the present invention 
may well be implemented using other erasure codes without 
departing from the invention. 
0101. It is noted with this example that even if the largest 
storage device S should fail or be accidentally erased, 
enough fountain codewords (R=5) are available from the 
combination of Storage device S and S in order to recreate 
the 10 KB source file 420. 

0102. It is noted that under certain circumstances, there 
may be no solution to the problem of assuring that loss of the 
largest drive is to be recoverable. For example, consider a 
storage system with two 20 GB drives and one 100. Clearly, 
the above techniques do not account for a mechanism to store 
enough codewords on the two 20 GB drives to recover 100 
GB. Thus, the embodiments described above work best when 
there are a large number of storage devices, and wherein the 
capacity of all drives excluding S exceeds the capacity 
C. It is also noted that if with varying capacities, some of 
the drives may not be used completely if all of the source data 
is to be assured protection. However, since most Such systems 
have excess capacity, this is not likely to be of major concern. 
Moreover, the potentially unused capacity can be utilized for 
simple redundant storage of certain information to more fully 
utilize the full storage capacity. In another variation, the 
unused portion of the drives could be combined into a sepa 
rate redundant system, except with fewer devices. This could 
be done until all capacity that spans more than one drive is 
consumed. This would allow some otherwise unused space to 
be efficiently utilized. 
0103) In an alternative implementation, instead of allocat 
ing storage as described above, the capacity can be allocated 
using a banding approach as follows: 
0104 Suppose there are N storage systems S...S. with 
corresponding capacities C. . . . C. Such that CsC2s . . . 
sC. as depicted graphically as 500 in FIG. 14. In this 
embodiment, the system can be implemented using up to N-1 
backed up bands on each of the storage devices. The first band 
506 would have capacity C1, and all drives would participate. 
In this case R could ideally (but not necessarily) be chosen 
such that R=N-1, (or some multiple thereof). For band 506, 
allocation of erasure codewords (e.g., fountain codewords or 
other erasure codewords) across all storage devices is uni 
form. 

0105. The second band 510 has capacity C-C, and could 
ideally, but not necessarily, be selected such that R2N-2. In 

52R, thus the criteria is met. 
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this example, storage devices S and S have equal capacity 
CFCs. The next band 514 has capacity C-C, and so on 
until all bands are depleted. 
0106 Similarly each band would have capacity C-C, 
and have Rideally equal to N-J. If there are adjacent C. C. 
that are equal, then they are dealt with as a single band. The 
final band encompassing multiple drives may be reached 
(e.g., band 520 as shown) at a certain point. Beyond this point, 
in range 524, the ability to provide protection to the data using 
the present arrangement ends because the other systems are 
already full. However, depending upon the exact storage 
capacity of the storage devices in a particular system, this 
arrangement may provide greater storage utilization. 
0107. In the present banded implementation in particular, 
any suitable erasure coding arrangement can be used includ 
ing conventional RAID parity or simple data duplication for 
each band. The erasure coding can be devised in a manner that 
provides efficient utilization, encoding, decoding or subject 
to other constraints of the storage system. 
0108. The present banded embodiment is further illus 
trated as process 550 in the flow chart of FIG. 15 starting at 
552. At 556, a counting integer J is initialized at J=1. At 560, 
the capacities of each of the N storage devices S. . . Sy is 
determined. At 564, the capacities of the capacity bands 
B-B-B is then determined for the M different sizes of 
storage devices, potentially excluding a largest capacity if a 
single storage device remains with the largest capacity (e.g., 
device S of FIG. 14). At 568, for the J" band B, a capacity 
band is established in each storage device with enough capac 
ity (capacity 2C). Once capacity bands are established, 
codewords such as fountain codewords F are allocated at 572 
for all storage devices with enough storage capacity (capacity 
2C). If J is not equal to M (the last band) at 576, J is 
incremented at 580 and the process returns to 568. Once J is 
equal to Mat 576, the process returns at 584 with storage in all 
bands B. . . Ballocated. 
0109 Thus, a method consistent with certain embodi 
ments for storing data across a plurality of N Storage devices 
S...S., wherein at least certain of the storage devices have 
a storage capacity City CsCsCl involves establish 
ing a first capacity band equal in capacity to Cry in each of 
the storage devices; encoding a collection of source data with 
an erasure encoder to produce Ferasure codewords; allocat 
ing the Ferasure codewords among the N Storage devices S. 
... S., establishing a second capacity band equal in capacity 
to C in each of the storage devices having capacity 2C, 
encoding a collection of source data with an erasure encoder 
to produce F erasure codewords; allocating the F erasure 
codewords among the storage devices among S...Shaving 
capacity eCk. 
0110. In this embodiment, reallocation after loss or addi 
tion of storage devices can be handled the same as in a new 
configuration. Essentially a new system is designed based on 
the new configuration, and data is gradually moved from the 
old structure to the new. If using traditional RAID (XOR) 
parity, it may be trickier to maintain the old structure while 
copying to the new, but nevertheless, reconstruction of the 
system can be carried out in the same way. In other embodi 
ments, other reconstruction methods may be implemented. 
0111 Those skilled in the art will recognize, upon consid 
eration of the above teachings, that certain of the above exem 
plary embodiments are based upon use of a programmed 
processor. However, the invention is not limited to Such exem 
plary embodiments, since other embodiments could be 
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implemented using hardware component equivalents such as 
special purpose hardware and/or dedicated processors. Simi 
larly, general purpose computers, microprocessor based com 
puters, micro-controllers, optical computers, analog comput 
ers, dedicated processors, application specific circuits and/or 
dedicated hard wired logic may be used to construct alterna 
tive equivalent embodiments. 
0112 Certain embodiments described herein, are or may 
be implemented using a programmed processor acting in the 
capacity of a fountain encoder and decoder executing pro 
gramming instructions that are broadly described above in 
flow chart form that can be stored on any suitable electronic or 
computer readable storage medium and/or can be transmitted 
over any Suitable electronic communication medium. How 
ever, those skilled in the art will appreciate, upon consider 
ation of the present teaching, that the processes described 
above can be implemented in any number of variations and in 
many Suitable programming languages without departing 
from embodiments of the present invention. For example, the 
order of certain operations carried out can often be varied, 
additional operations can be added or operations can be 
deleted without departing from certain embodiments of the 
invention. Error trapping can be added and/or enhanced and 
variations can be made in user interface and information 
presentation without departing from certain embodiments of 
the present invention. Such variations are contemplated and 
considered equivalent. The programming instructions that in 
certain instances are broadly described above in flow chart 
form can be stored on any suitable electronic or computer 
readable storage medium (such as, for example, disc storage, 
Read Only Memory (ROM) devices, Random Access 
Memory (RAM) devices, network memory devices, optical 
storage elements, magnetic storage elements, magneto-opti 
cal storage elements, flash memory, core memory and/or 
other equivalent volatile and non-volatile storage technolo 
gies) and/or can be transmitted over any Suitable electronic 
communication medium. 
0113. While certain illustrative embodiments have been 
described, it is evident that many alternatives, modifications, 
permutations and variations will become apparent to those 
skilled in the artin light of the foregoing description. The use 
of reference letters in the claims that follow should not be 
construed to assign an absolute order to the steps or acts 
associated therewith. 

What is claimed is: 
1. A method for storing data across a plurality of N Storage 

devices S. . . . S., wherein at least certain of the storage 
devices have a storage capacity City CsC& . . . sGatly, 
and C-C with the method comprising: 

establishing a first capacity band equal in capacity to City 
in each of the storage devices; 

encoding a collection of Source data with an erasure 
encoder to produce F erasure codewords; 

allocating the F erasure codewords uniformly among the 
N Storage devices S. . . S. 

establishing a second capacity band equal in capacity to 
C-C in each of the storage devices having capacity 
2C, 

encoding a collection of Source data with an erasure 
encoder to produce F erasure codewords; and 

allocating the F erasure codewords uniformly among the 
storage devices S. . . . Sy having capacity 2C. 

2. The method according to claim 1, wherein the erasure 
codewords are encoded using a RAID parity encoder. 
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3. The method according to claim 1, wherein the erasure 
codewords are encoded using a fountain encoder. 

4. The method according to claim 1, wherein the erasure 
codewords are encoded using a simple data duplication 
encoder. 

5. The method according to claim 1, wherein the storage 
devices S. . . . Sy comprise at least one of a disc storage 
device, a Random Access Memory (RAM) device, a network 
memory device, an optical storage device, a magnetic storage 
element, a magneto-optical storage element, or a flash 
memory. 

6. The method according to claim 1, further comprising: 
determining that a storage device S is available for 

storage of the codewords; 
reallocating the codewords across the plurality of storage 

devices S. . . . Sy. 
7. The method according to claim 1, further comprising: 
determining that storage device S, being any one of stor 

age devices S...S. is no longer available for storage of 
the codewords: 

reallocating the codewords across the plurality of storage 
devices S...S. excluding S. 

8. The method according to claim 1, further comprising: 
determining that storage device S, being any one of stor 

age devices S...S. is no longer available for storage of 
the codewords: 

determining if it is possible to reallocate codewords repre 
senting all stored data on the remaining storage devices 
S. . . Sy excluding S., and 

if not, establishing that an error condition exists. 
9. A method for storing data across a plurality of N storage 

devices S. . . . S., wherein at least certain of the storage 
devices have a storage capacity City CsC& . . . sGatly, 
and CM-C, with the method comprising: 

establishing a first capacity band equal in capacity to City 
in each of the storage devices; 

encoding a collection of source data with an erasure 
encoder to produce F erasure codewords, wherein the 
erasure codewords are encoded using an encoder 
Selected from the group consisting of a RAID parity 
encoder, a fountain encoder, and simple data duplication 
encoder; 

allocating the F erasure codewords uniformly among the 
N Storage devices S. . . S. 

establishing a second capacity band equal in capacity to 
C-C in each of the storage devices having capacity 
2C, 

encoding a collection of source data with an erasure 
encoder to produce F erasure codewords; 

allocating the F erasure codewords uniformly among the 
storage devices S. . . Sy having capacity 2C, 

determining that a storage device S is available for 
storage of the codewords; and 

reallocating the codewords across the plurality of storage 
devices S. . . . Sy. 

10. The method according to claim 9, wherein the storage 
devices S. . . . Sy comprise at least one of a disc storage 
device, a Random Access Memory (RAM) device, a network 
memory device, an optical storage device, a magnetic storage 
element, a magneto-optical storage element, or a flash 
memory. 

11. The method according to claim 9, further comprising: 
determining that storage device S, being any one of stor 

age devices S...S. is no longer available for storage of 
the codewords: 
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reallocating the codewords across the plurality of storage 
devices S. . . Sy excluding S. 

12. The method according to claim 9, further comprising: 
determining that storage device S, being any one of stor 

age devices S...S. is no longer available for storage of 
the codewords: 

determining if it is possible to reallocate codewords repre 
senting all stored data on the remaining storage devices 
S. . . Sy excluding S., and 

if not, establishing that an error condition exists. 
13. A computer readable storage medium storing instruc 

tions that, when executed on one or more programmed pro 
cessors, carry out a method for storing data across a plurality 
of N Storage devices S...S., wherein at least certain of the 
storage devices have a storage capacity Cy CsC. . . . 
sCataly, and City-Carly comprising: 

establishing a first capacity band equal in capacity to Cy 
in each of the storage devices; 

encoding a collection of Source data with an erasure 
encoder to produce F erasure codewords; 

allocating the F erasure codewords uniformly among the 
N Storage devices S. . . S. 

establishing a second capacity band equal in capacity to 
C-C in each of the storage devices having capacity 
2C, 

encoding a collection of Source data with an erasure 
encoder to produce F erasure codewords; and 

allocating the F erasure codewords uniformly among the 
storage devices S. . . . Sy having capacity 2C. 

14. The computer readable storage medium according to 
claim 13, wherein the erasure codewords are encoded using a 
RAID parity encoder. 

15. The computer readable storage medium according to 
claim 13, wherein the erasure codewords are encoded using a 
fountain encoder. 

16. The computer readable storage medium according to 
claim 13, wherein the erasure codewords are encoded using a 
simple data duplication encoder. 

17. The computer readable storage medium according to 
claim 13, wherein the storage devices S. . . Sy comprise at 
least one of a disc storage device, a Random Access Memory 
(RAM) device, a network memory device, an optical storage 
device, a magnetic storage element, a magneto-optical Stor 
age element, or a flash memory. 

18. The computer readable storage medium according to 
claim 13, further comprising: 

determining that a storage device S is available for 
storage of the codewords; 

reallocating the codewords across the plurality of storage 
devices S. . . S. 

19. The method according to claim 13, further comprising: 
determining that storage device S, being any one of stor 

age devices S...S. is no longer available for storage of 
the codewords: 

reallocating the codewords across the plurality of storage 
devices S...S. excluding S. 

20. The computer readable storage medium according to 
claim 13, further comprising: 

determining that storage device S, being any one of stor 
age devices S...S. is no longer available for storage of 
the codewords: 

determining if it is possible to reallocate codewords repre 
senting all stored data on the remaining storage devices 
S. . . Sy excluding S., and 

if not, establishing that an error condition exists. 
c c c c c 


