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MESH NETWORK EVALUATION METHODS

FIELD OF THE INVENTION

This invention relates to methods and apparatus for evaiuating mesh networks.
The invention is particularly, although not exclusively, related to wireless mesh
networks.

BACKGROUND TO THE INVENTION

Recently wireless mesh network products have been developed. These
networks, which often use the 802.xx wireless standards (e.g. 802.11), involve a
number of antenna arrangements which each provide an Access Link (AL) to
users of the network and also Transit Links (TLs) which are used to pass
information between the antenna arrangements which are arranged in a mesh or
iree configuration. One chh network is described in US patent application
10/683,408; filed October 10, 2003 incorporated herein by reference and an
example antenna arrangement is described in US patent application 10/683,301:
filed October 10, 2003 also incorporated herein by reference.

Traffic may stay within the mesh network, but more commonly, one or more of
the antenna arrangements in the mesh network are connected to an external
network, to allow users of the mesh networks to communicate with users of other
networks, to access the internet etc. The antenna arrangement connected to the
external network is referred to herein as a ‘data sink’.

In order to provide satisfactory performance, the antenna arrangements must be
deployed such that suitable coverage is provided to users via access links and
also that high quality transit links exist between the antenna arrangements.
Furthermore, the network topology should be arranged such that it is resilient to
node and/or link failure and additionally that the link capacity provided is well
matched to the traffic levels on each particular link.

At the moment, considerable radio frequency (RF) engineering experience is
required in order to assess the quality of a mesh network topology. However,
many of the new wireless mesh network products are intended for rapid and
simple deployment by non-RF experts.
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OBJECT TO THE INVENTION

The invention seeks to provide methods of evaluating mesh néMorks which
mitigates at least one of the problems of known methods.

SUMMARY OF THE INVENTION

The invention provides methods and apparatus for determining the quality of a
mesh network. Advantageously this enables non-RF experts to plan a network,
to determine the quality of the network and identify problem areas/nodes/links
and mitigate these problems before a network is deployed.

The method may be performed by software in machine readable form on a
storage medium. ‘

This acknowledges that software can be a valuable, separately tradable
commodity. It is intended to encompass software, which runs on or controls
“dumb” or standard hardware, to carry out the desired functions, (and therefore
the software essentially defines the functions of the register, and can therefore

be termed a register, even before it is combined with its standard hardware). For

similar reasons, it is also intended to encompass software which “describes” or
defines the configuration of hardware, such as HDL (hardware description
language) software, as is used for designing silicon- chips, -or for configuring -
universal programmable chips, to carry out desired functions.

The preferred features may be Qombined as appropriate, as would be apparent
to a skilled person, and may be combined with any of the aspects of the
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described with reference to the
accompanying drawings in which:

Figure 1 is a schematic diagram of a mesh network;
Figure 2 is an example flow diagram of a link provisioning evaluation method;
Figure 3 illustrates the method of figure 2;

Figure 4 shows a graphical representation of the method of figure 2;
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Figure 5 shows a graphical representation of the output of the method of

figure 2 when applied to a mesh network;
Figure 6 shows a schematic diagram of a mesh network; and

Figure 7 shows an example flow diagram of the link criticality evaluation

method.
Common reference numerals are used throughout the figures where appropriate.

DETAILED DESCRIPTION OF INVENTION

Embodiments of the present invention are described below by way of example
only. These examples represent the best ways of puiting the invention into
practice that are currently known to the Applicant although they are not the only
ways in which this could be achieved.

As described above, designing a well provisioned and robust mesh network is a
complex process requiring significant skill and experience. Howe\)er some mesh

- network products are lntended for rapld deployment by non- radlo experts Issues
that may need to be taklng info account to ensure mesh networks perform well -

and are robust against failure include:

. The capacity of the radio links (in bits per second) varies depending on the

propagation over the link. Longer links tend to have lower capacities.
e There is a limited radio spectrum resource, so it must be used efficiently.

« The failure rate of links is significantly higher than would be expected in wired
networks. It is always possible that links can be blocked by new buildings or
extreme weather. Some redundancy should be built in to allow for such
eventualities.

The invention provides a number of evaluation methods and metrics which
provide an indication of the robustness of the network and an indication of how
well provisioned the network is. When displayed on a topological diagram, the
methods and metrics can reveal the problem areas/links/nodes within the
network and enable the user to adjust the network topology and see the effect on
the quality of the network.

Figure 1 is a simple schematic diagram of a mesh network comprising a single
data sink 101 connected to a number of nodes 102 by wireless links 103.
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Link Provisioning

According to a first aspect of the present invention, there is provided a method of
evaluating the quality of link provisioning in a network, which may be a wireless
mesh network, i.e. the method evaluates how well the capacity provided for the
link corresponds with the actual traffic requirement of that link. The link
provisioning evaluation method will identify potential bottlenecks in the network
and enable them to be addressed prior to installation of the network.

In order to evaluate link provisioning, it is necessary to have information relating
to the traffic flow on each link. This may be provided from measurements or may
be estimated using a model. A simple model is used by way of example here,
where the same amount of traffic (a unit of one) is gathered at each node and is
forwarded towards the data sink.

It is also necessary to have information on link capacity, this is the amount of
traffic that a link can carry per unit time and is affected by link length,
environment of the link, interference etc. - ‘

Figure 2 is an éxample flow diagram.of the link provisioning evaluation method.

201: Determine the link capacity, ¢, of each link
202: Normalise the link éapacity, Cn

203: Determine the traffic, t, on each link

204 Normalise the traffic, t;

205: Calculate the provisioning metric, ¢y t,

An example of this process is shown in figure 3, for the network containing a data
source/sink A and network nodes B-D, and the calculations are shown in the

table below:
Link A-B Link B-C Link C-D
Link capacity, ¢ 50 20 30
Normalised link 1 0.4 0.6
capacity, ¢,
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-5
Traffic, t 3 2 1
Normalised 1 0.67 ©0.33
traffic, t,
Provisioning, c¢,/t, 1 0.6 1.8

Where the provisioning metric, ¢/ t, is greater than 1, the link is over provisioned
(e.g. link C-D), whereas where the provisioning metric is less than 1, the link is
under provisioned (e.g. link B-C).

This provisioning data can then be dispIAa'yed graphically, with the
thickness/nature of the lines indicating whether the link is under or over
provisioned, as shown in figure 4. The top representation 401 shows the
situation from figure 3, as detailed in the table above. The well provisioned link
from A-B where ¢/ t, = 1, is shown by a narrow solid line 402.( The under
provisioned link (cy/ t, < 1) from B-C is shown by a dotted line 403, indicating the -
potential bottleneck in the network, and the over provisioned link (¢y/ t, > 1) from
C-D is shown by a thick solid line 404. '

The bottom representation 405 in figure 4 shows how, when presented with the
information identifying a potential bottleneck from B-C, this can be addressed by
moving C closer to B (shown by arrow 406). This increases the capacity of the
link between B and C whilst decreasing the capacity of the link between C and D
and therefore provides more even provisioning across the whole network.

Although the network shown in figures 3 and 4 is a simple linear network, this is
shown by way of example only and the technique can be applied to other
networks, such as mesh networks, for example that shown in figure 1. An
example of how this can be used in a mesh network is shown in figure 5. The
first network 501 can be clearly seen to have a bottleneck link 502 close to the
data source/sink. This can be improved by adding a new node 503 as shown in
the second network 504.

As described above, this example used a simple traffic model. More complicated
methods of determining traffic could be used, and additionally where traffic has
more than one route from a node back to the data sink, routing techniques could
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also be incorporated (e.g. OSPF or waterpour) to determine which route the
traffic would select.

Link criticality

According to a second aspect of the present invention, there is provided a
method of evaluating the link criticality. This evaluates the importance of each
link within the network to the proper functioning of the network and the level of
impact to the network should that link fail.

Figure 6 shows an example mesh network containing 8 nodes A-H and a data
sink (601 Sink) connected by 10 links a-k (minus j).

In order to evaluate the link criticality, it is necessary to determine a cost for each
link. For the purposes of this explanation, a simple cost of 1 is assigned to each
link a-k (i.e. simply determining the number of hops). However, alternative costs
could be used, and another cost determination technique would be to use:

Cost = ————
DataRate

Alternatively link costs could be based on one or more of traffic demand,
capacity, provisioning (as defined above), routing diversity, error rates,
modulation ratios, interference etc.

Figure 7 shows an example flow diagram of the link criticality evaluation method:

701: Calculate the cheapest route between each node and the central destination
point, in this case, the Sink 601 and store each value:

A=3, B=2, C=2, D=2, E=1, F=3, G=4, H=4

702: Determine the total link cost (TLC) of the network by summing all the
individual route costs determined in 701.

TLC=21

703. Determine the mean link cost (u) of the network by dividing the TLC by the
number of nodes (8).

p=21/8 =2.625
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705: Re-calculate the cheapest route between each node and the central

destination point.

706: Determine the new total link cost (LC,) by summing all the individual route

costs determined in 705 and determine the ratio of the new link cost to the total

link cost, LC, /TLC.

707: Determine the new mean link cost (u,) by dividing the new total link cost

(LC,) by the number of nodes (8) and determine the ratio of the new mean link

cost to the mean link cost, pa/p.

708: If the new total link cost is infinite (as connection to one or more nodes is

lost), determine how many nodes have no connection route back to the sink (i.e.

how many nodes are now isolated from the network).

709: Reinstate link a.

710: Repeat steps 704-709 for links b-k.

The results for the network shown in figure 6 are given in the table below:

Link | Shortest route lengths LCy |ux LC,/TLC | No. of

(x) isolated
A|lB|C|D|E|F nodes

a ||| ®|e|=]|* o | oo oo 8 =100%

b (342 |2 |13 23 |2.875 | 1.095 0

c (3|23 |21 |4 25 |3.125 |1.190 0

d |[3|2]2 |3 |18 22 |2.750 |1.048 0

e |3|2]2 |2 |13 21 |2.625 |1 0

f |3l2]2]2]1|3 21 |2.625 |1 0

g 3|22 |2 |1 ]| oo oo co 3=237.5%
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slolatla 13 ]~l4]e | v =12.5%
322211134 || v oo 1=12.5%
3lol2al2(1|3|4 |42t |2625 |1 |0

Note that if the loss of a link results in one or more nodes being isolated, the
remaining nodes which are not isolated do not suffer any effects of the link loss.

From the above results, it is easy to determine the relative criticality of links in the
network. The links can be divided into three classes:

e Critical links: LC/TLC = e
e Important links: LC,/TLC > 1
e Diversity links: LC,/TLC =1

Critical links are links which when lost, result in one or more nodes being isolated
from the network (i.e. failure of critical links causes a quantified loss in network
connectivity). The degree of criticality can be determined by the number (or
percentage) of nodes which lose connection on the loss of the link, or
alternatively the degree of criticality could be determined from the amount of
traffic lost when the link is lost.

Important links are links, the loss of which results in an increase in cost to the
network (i.e. failure of important links causes a quantified degradation in network
performance). However, when one of these links is lost, all the nodes are still
able to communicate with the central destination point or data sink.

Diversity links are links which although they don’t result in a change in network
metric on failure, provide a back-up or protection path against failure of another
link. The existence of diversity links reduces the number and/or severity of
critical/important links. Some of these diversity links may not be heavily used for
normal traffic and are only really used when another link fails. For example, links
k and f are both diversity links and one of these links may not normally be used
for traffic (e.g. link ), however, if either link was not present, then the remaining
link would be a critical link because loss of the link would result in node A losing
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connection to the network, (node A becomes isolated). Link ‘e’ is also another

example of a ‘diversity’ link. In normal operation it wouldn’t carry any traffic at all.

The above discussion in relation to figures 6 and 7 showed a number of suitable
metrics for evaluating link criticality, including: total link costs (LC,), ratios of total
link costs, (LCy /TLC), mean link costs (uy), ratios of mean link costs (u./u) and
numbers of nodes where connectivity lost. It is not'necessary to calculate all of
these metrics and one may be sufficient. Furthermore, variants on the metrics
may also be evaluated in addition or instead, such as incremental link cost (LCx -
TLC), total path length increase for nodes which are not isolated etc.

The criticality of a particular link could be represented to a planner via a graphical
user interface (GUI) by use of different colour lines to represent different degrees
of criticality.

Node criticality

According to a third aspect of the present invention, there is provided a method
of evaluating the node criticality. This evaluates the importance of each node
within the network to the proper functioning of the network and the level of impact
to the network should that node fail.

Node criticality can be assessed using the same process as for evaluating link
criticality, except that in steps 704-709, each node is deleted in turn and the
impact on the network evaluated. It should be noted that when evaluating
changes to total link cost, the costs associated with the deleted node need to be
removed.

The criticality of a particular node could also be represented to a planner via a
graphical user interface (GUI) by use of different colour or different size circles to
represent different degrees of criticality.

In the above processes of evaluating node and link criticality, only the cost of
each link was included. However, it may be beneficial in some networks to
include a node cost when determining the cost of routes back to the central
destination point (e.g. data sink).

Node costs may be based on criteria such as the number of possible links back
from that node to the data sink, the traffic passing through the node, the capacity
for traffic handling of the node, how many nodes that node is connected to efc.
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This may change the selection of the shortest route, for example, referring back
to figure 6, for traffic travelling from node A to the sink, there are two shortest

routes, when only looking at link costs:
A-B-E-Sink = 3 links
A-C-E-Sink = 3 links

If it is assumed, by way of example only, that the cost of each link is 1 and the
cost of each node is the number of nodes connected to it, the two routes no
longer have the same cost:

Cost (A-B-E-Sink) = 3 links + node B+node E=3+2+4=9
Cost (A-C-E-Sink) = 3 links + node C +node E=3+4 + 4 =11

It will be understood that the above description of a preferred embodiment is
given by way of example only and that various modifications may be made by
those skilled in the art without departing from the spirit and scope of the
invention. ' -
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Claims:

1. A method of determining the quality of a network comprising a plurality of
access nodes supporting wireless communications both with user terminals and
between themselves, the method comprising the steps of:

storing information relating to the access nodes, the information including
whether or not each access node is a data sink;

determining measures of traffic flow on wireless links between said access
nodes;

determining measures of capacity on the wireless links; and

determining the quality of the network in dependence on the stored
information, the measures of traffic flow, and the measures of capacity.

2. A method according to claim 1, wherein the measures of traffic flow are
obtained from measurement of the network.

3. A method according to claim 1, wherein the measures of traffic flow are
estimated using a model of the network.

4. A method according to claim 1, wherein the measures of capacity are
obtained from measurement of the network.

5. A method according to claim 1, wherein the measures of capacity are
estimated using a model of the network.

6. A method according to claim 1, wherein the determined quality comprises
information on over or under provisioning of capacity on the wireless links.

7. A method according to claim 1, wherein the determined quality comprises
information on a degree of importance of wireless links or access nodes of the

network.

8. A method according to claim 6, comprising the step of:
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displaying in graphical form the information on the over or under provisioning

of capacity on the wireless links.

9. A method according to claim 7, wherein the degree of importance of a certain
wireless link is determined by: '

calculating a measure of link cost of the network assuming that the certain
wireless link is not operational.

10. A method according to claim 7, wherein the degree of importance of a certain
access node is determined by:

calculating a measure of link cost of the network assuming that the certain

access node is not operational.
11. Software arranged to perform the method of claim 1.

12. Apparatus arranged to perform the method of claim 1.
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601 Sink

Fig. 6
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