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METHODS, APPARATUS, AND SYSTEMS FOR RESOURCE ACCESS
PERMISSION MANAGEMENT

CROSS REFERENCE TO RELATED APPLICATION

[001] The present application is based on and claims the benefits of priority
to Chinese Application No. 201510031127.4, filed January 22, 2015, the entire

contents of which are incorporated herein by reference.

TECHNICAL FIELD

[002] The present application relates to resource access level controls, and
more particularly, to methods, apparatus, and systems for resource access
permission management.

BACKGROUND

[003] Online resources open to public access are subjected to different risks
such as identity theft. In response, service providers have implemented control
methods to restrict the access. For resources containing less sensitive information,
such as forum resources, access control is less strict; whereas for resources
containing moré sensitive information, such as ID numbers, member information and
bank accounts, access control is more strict.

[004] Different types of resources have different sensitivities associated with
their values. For example, if bank accounts are leaked, it may cost monetary loss to
account holders or banks, and thus such resources have a very high sensitivity. For
another example, if users are allowed to freely access video and image resources in
a server, hackers may attack the server for various purposes, which can be
potentially disastrous to sérver operations. Thus, such resources have a high

sensitivity. For yet another example, advertisement information and online forum
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information are public-oriented and usually do not involve confidentiality. They are
resources with a low sensitivity.

[005] Existing practices of defining access/permission level are usually static
and cannot dynamically adjust the access levels, nor have the flexibility to respond to
an evolving resource content. It is common that an administrator, in a stage of
defining permission, artificially divides permission levels of the resources based on
importance of content currently included in the resources, which is a static manner.
This manner of dividing permission levels for the resources fails to take dynamic
changes of the resources into account, if the content included in the resources
changes, it may result in that the permission levels of the resources change, if such
a change cannot be done timely, it is likely to result in improper access control. For
example, suppose that, in the stage of defining permission, the administrator divides
a resource into a higher permission level and forbids users to access the resource at
will. As time goes on, the content included in the resource changes, resulting in that
the resource can be accessed by most users. However, as the permission level of
the resource is not altered, it results in that only a small number of users can access
the resource, which limits utilization of the fesource. For another example, suppose
that, in the stage of defining permission, the administrator divides a resource into a
lower permission level and allows most users to access the resource. As time goes
on, the content included in the resource changes. At this point, it is necessary to
forbid some users to access the resource at will. However, as the permission level of
the resource is not altered, it results in that most users can still access the resource,

thus causing potential safety hazards to the resource.
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SUMMARY

[006] One aspect of the present disclosure is directed to a resource
permission management method. The method includes monitoring, by a processor,
a sensitivity of a target resource; and when the sensitivity of the target resource
changes, adjusting, by the processor, a permission level of the target resource
according to the sensitivity of the target resource.

[007] Another aspect of the present disclosure is directed to a resource
permission management apparatus. The apparatus includes a monitoring module
configured to monitor a sensitivity of a target resource; and an adjustment module
configured to, when the sensitivity of the target resource changes, adjust a
permission level of the target resource according to the sensitivity of the target
resource.

[008] Another aspect of the present disclosure is directed to a webpage
resource permission management method. The method includes monitoring, by a
web browser, a sensitivity of a webpage resource; and when the sensitivity of the
webpage resource changes, adjusting, by a processor on a server, a permission
level of the webpage resource according to the sensitivity of the webpage resource.

[009] Another aspect of the present disclosure is directed to a webpage
resource permission management apparatus. The method includes a monitoring
module configured to monitor a sensitivity of a webpage resource; and an
adjus‘tment module configured to, when the sensitivity of the webpage resource
changes, adjust a permission level of the webpage resource according to the
sensitivity of the webpage resource.

[010] Additional features and advantages of the present disclosure will be set

forth in part in the following detailed description, and in part will be obvious from the
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description, or may be learned by practice of the present disclosure. The features
and advantages of the present disclosure will be realized and attained by means of
the elements and combinations particularly pointed out in the appended claims.
[011] Itis to be understood that the foregoing general description and the
following detailed description are exemplary and explanatory only, and are not
restrictive of the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[012] The accompanying drawings, which constitute a part of this
specification, illustrate several embodiments and, together with the description, serve
to explain the disclosed principles.

[013] Fig. 1 is a flow diagram illustrating a resource access permission
management method, according to an exemplary embodiment.

[014] Fig. 2 is a block diagram illustrating a resource access permission
management apparatus, according to an exemplary embodiment.

[015] Fig. 3 is a block diagram illustrating a resource access permission
management apparatus, according to another exemplary embodiment.

DETAILED DESCRIPTION |

[016] Reference will now be made in detail to exemplary embodiments,
examples of which are illustrated in the accompanying drawings. The following
description refers to the accompanying drawings in which the same numbers in
different drawings represent the same or similar elements unless otherwise
represented. The implementations set forth in the following description of exemplary
embodiments consistent with the present invention do not represent all

implementations consistent with the invention. Instead, they are merely examples of
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systems and methods consistent with aspects related to the invention as recited in
the appended claims.

[017] FIG. 1is a flow diagram of an embodiment of a resource access
permission management method 100. The method may include:

[018] Step 101: monitoring a sensitivity of a target resource. The monitoring
can be performed by a processor executing software codes stored on memories.

[019] Step 102: when the sensitivity of the target resource changes,
adjusting a permission level of the target resource according to the sensitivity of the
target resource. The adjusting can be performed by the processor executing the
software codes stored on the memories.

[020] This example provides a resource access permission management
method, which can be executed by a resource access permission management
apparatus described below. In some embodiments, the resource access permission
management apparatus is configured to manage permission levels of resources, so
as to perform accéss control on the resources.

[021] Service systems generally provide some sources for users to access or
use. If service systems are different, it is likely that resources which the service
systems can provide are also different. Generally, sensitivity of different resources is
also different. For the resources with different sensitivity, it is necessary to perform
access control in different degrees, so as to improve security of the resources while
giving full play to advantages of the resources.

[022] For instance, the service system can be an information management
system inside an enterprise, and resources that can be provided mainly include
some information type resources, for example, including employee information,

enterprise information and the like. The employee information can include account
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names, correspondence addresses, mobile phone numbers, and ID numbers of
employees, and the like; the enterprise information can include an address of the
enterprise, a name of the enterprise, registered assets of the enterprise and an
internal BBS opened by the enterprise for the employees, and the like.

[023] For example, once the account names, the correspondence addresses,
the mobile phone numbers, and the ID numbers of the employees, and the like are
revealed, they can be easily illegally used by offenders, so as to cause inestimable
losses to the employees and the enterprise. These resources are resources with
higher sensitivity, and users are generally not allowed to access such resources at
will. The address of the enterprise, the name of the enterprise, the registered assets
of the enterprise and the internal BBS opened by the enterprise for the employees
and the like are public-oriented, and thus do not involve confidentiality and are
resources with lower sensitivity. For such resources, the more users that access or
use them there are, the greater the value of the resources is, and thus, generally,
most users are allowed to access the resources.

[024] The service system can include a resource permission management
apparatus, for example, a network resource management system. The resources
that can be provided can include network resources, for example, advertisement
information, BBS information, video resources, image resources, member
information and the like. The member information and the like are normally
categorized with higher sensitivity. If users are allowed to access the video
resources and the image resources above mentioned at will, it is likely that some
hackers may attack servers that provide the resources, and thus these resources
may be categorized with higher sensitivity. For such resources with higher

sensitivity, generally, users are not allowed to access them at will. The
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advertisement information, the BBS information and the like are public-oriented, and
thus do not involve confidentiality and can be categorized with lower sensitivity. For
such resources, the more users that access or use them there are, the greater the
value of the resources is, and thus, generally, most users are allowed to access the
resources.

[025] In order to facilitate access control on the resources provided by the
service system, the resource permission management apparatus can divide
permission levels for the resources with different sensitivities. The resource
permission management apparatus can also adjust a permission level of a resource
timely, so as to facilitate access control on the resource. The resource permission
management apparatus can monitor the sensitivity of a target resource, and when
the sensitivity of the target resource changes, the resource permission management
apparatus can adjust a permission level of the target resource according to the
sensitivity of the target resource.

[026] In some embodiments of the present disclosure, the resource
permission management apparatus can periodically monitor a sensitivity of a target
resource, and when it is found that sensitivity of the target resource in a current cycle
is different from that in a previous cycle, adjust a permission level of the target
resource according to the sensitivity of the target resource in the current cycle.

[027] In one embodiment, the resource permission management apparatus
can monitor a sensitivity of a target resource in real time, and when it is found that
the sensitivity of the target resource changes, adjust a permission level of the target
resource according to the sensitivity of the target resource.

[028] The sensitivity of the target resource can be embodied through

sensitive information included in the target resource. The sensitive information can
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be defined differently according to a different application scenario. The sensitive
information referred to in this example is information which is generally recognized
as having higher requirements for confidentiality in various application scenarios, for
example, a user's account number, bank card number, mobile phone number and
other similar information.

[029] In some embodiments, the sensitivity of the target resource can be
measured through a number of pieces of sensitive information included in the target
resource. The resource permission management apparatus can monitor the number
of the pieces of sensitive information included in the target resource, and determine
the sensitivity of the target resource according to the number of the pieces of
sensitive information included in the target resource. The higher the number of the
pieces of sensitive information included in the target resource is, the higher the
sensitivity of the target resource is; on the contrary, the lower the number of the
pieces of sensitive information included in the target resource is, the lower the
sensitivity of the target resource is.

[030] Further, in some embodiments, the sensitivity of the target resource
can be measured through a type of sensitive information included in the target
resource. The resource permission management apparatus can monitor the type of
the sensitive information included in the target resource, and determine the
sensitivity of the target resource according to the type of the sensitive information
included in the target resource. Different types of sensitive information have different
requirements for confidentiality. The higher the requirements of the sensitive
information included in the target resource for the confidentiality is, the higher the

sensitivity of the target resource is; the lower the requirements of the sensitive
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information included in the target resource for the confidentiality is, the lower the
sensitivity of the target resource is.

[031] Further, in some embodiments, the sensitivity of the target resource
can be measured through the number of pieces of sensitive information included in
the target resource and/or a type of the sensitive information. The resource
permission management apparatus can monitor the number of the pieces of
sensitive information included in the target resource and the type of the sensitive
information, and determine the sensitivity of the target resource according to the
number of the pieces bf sensitive information included in the target resource and the
type of the sensitive information. The higher the number of the pieces of sensitive
information included in the target resource is, the higher the requirements of the
sensitive information for confidentiality is, then the higher the sensitivity of the target
resource is; on the contrary, the lower the number of the pieces of sensitive
information included in the target resource is, the lower the requirements of the
sensitive information for confidentiality is, then the lower the sensitivity of the target
resource is. For a situation where the same number of pieces of sensitive
information is included, the higher the requirements of the sensitive information
included for confidentiality is, then the higher the sensitivity of the target resource is.
For a situation where the sensitive information included has the same requirement
for confidentiality, the higher the number of the pieces of sensitive information
included is, then the higher the sensitivity of the target resource is.

[032] In one embodiment, the manner in which the resource permission
management apparatus adjusts a permission level of a target resource according to
the sensitivity of the target resource includes: determining a sensitivity level

corresponding to the sensitivity of the target resource; and setting the permission
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level of the target resource to a permission level corresponding to the sensitivity

level.

[033] In some embodiments, after the resource permission management

apparatus adjusts the permission level of the target resource, the resource

permission management apparatus can notify an administrator, for example, by

sending a notification message to the administrator in a manner such as a short

message or an email, to remind the administrator that the permission level of the

target resource changes and further verifying can be carried out.

[034] In some embodiments, the sensitivity level and the permission level

can be set according to an application scenario. lllustration is given below, as shown

in Table 1, the sensitivity level can be determined according to the number of the

pieces of sensitive information, but the sensitivity level is not limited to 1, 2 and 3,

and the permission level is not limited to ordinary, important and confidential levels

either. A user may use other sensitivity levels and permission levels.

[035] Table 1

Permission | Sensitivity Number of pieces of Description
level level sensitive information
ordinary 1 0 Calculation is made with a
important 2 0-N; N is a natural weight value of each piece of
number greater than 1 sensitive information being 1.
confidential 3 >N The sensitive information

includes: ID numbers, mobile
phone numbers, bank card

numbers, emails, and the like.

10
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[036] In some embodiments, by monitoring sensitivity of a target resource, a
permission level of the target resource is adjusted according to the sensitivity of the
target resource when the sensitivity of the target resource changes. The present
application can timely adjust the permission level of the target resource according to
the change in the sensitivity of the target resource, in a dynamic manner. For
example, when sensitivity of a resource becomes from lower to higher, the resource
permission management apparatus can adjust the permission level of the resource
from the original "ordinary" to "confidential," and the access control on the resource
can be changed from the original "allow most of users to access" into "forbid users to
access at will", or changed into "allow users at higher levels to access”, or the
access control can be strengthened in a manner of multi-level examination and
approval and verifying, and so on, so as to ensure security of the resource and
reduce a safety risk. For another example, when sensitivity of a resource becomes
from higher to lower, the resource pe'rmission management apparatus can adjust the
permission level of the resource from the original "confidential” to “ordinary", and the
access control on the resource can be changed from the original "forbid users to
access at will" into "allow most of users to access", or changed into "allow users at
lower levels to access", or the access control can be loosened in a manner of a
single-level examination and approval, and so on, so as to facilitate that the resource
is fully used.

[037] In one embodiment, the resource permission management apparatus,
in addition to adjusting the permission level of the resource, can also be responsible
for an access control process of the resource, so as to achieve access control on the
resource. When a user needs to access the target resource, for example, through a

terminal device, the terminal device can send a resource access request to the

11
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resource permission management apparatus. The resource access request generally
carries user information and identification information of a resource to be accessed.
The identification information of the resource to be accessed is used to identify a
resource that the user makes a request for accessing, which mainly refers to the
target resource in this example; the user information mainly includes identity,
permission level, and other information of the user who makes a request for
accessing the target resource. The resource permission management apparatus
receives the resource access request sent by the terminal device; determines
whether the user is an authorized user. That is, for example, determining whether
the user is qualified to access the target resource; if the determination result is Yes,
allowing the user to access the target resource; and if the determination result is No,
refusing the user to access the target resource.

[038] In one embodiment, the resource permission management apparatus
can set an authorization code for the target resource, and sends the authorization
code to the user who is qualified to access the target resource. Based on this,
determining, by the resource permission management apparatus, whether the user
who sends the resource access request is an authorized user can include:
determining whether the resource access request includes the authorization code of
the target resource; if the determination result is Yes, determining that the user is an
authorized user; and if the determination result is No, determining that the user is not
an authorized user.

[039] In some embodiments, if the user is determined to be an authorized
user, the resource permission management apparatus can send the target resource
to the user, to allow the user to access the target resource; when the user is not

determined to be an authorized user, the resource permission management

12
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apparatus refuses the user to access the target resource by not sending the target
resource to the user.

[040] In some other embodiments, if the user is determined to be an
authorized user, the resource permission management apparatus can allow the user
to log in to a device, e.g., a server, where the target resource is located, to allow the
user to access the target resource; when the user is not determined to be an
authorized user, the resource permission management apparatus forbids the user to
log in to the device where the target resource is located, to refuse the user to access
the target resource.

[041] In one embodiment, a user can apply for the authorization code to
access the target resource to the resource permission management apparatus. For
example, a user can apply for the authorization code to the resource permission
management apparatus after being refused to access the target resource by the
resource permission management apparatus due to the absence of the authorization
code; or a user can also previously apply for the authorization code to the resource
permission management apparatus before applying for access to the target
resource. When the user needs to apply for the authorization code of the target
resource, the user can send an authorization request to the resource permission
management apparatus, in which the authorization request can generally include
user information and identification information of the target resource. The resource
permission management apparatus receives the authorization request sent by the
user, verifies the user according to the authorization request and the permission
level of the target resource. The resource permission management apparatus can
determine the target resource according to the identification information of the target

resource in the authorization request, and then verify whether the user is qualified to

13
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access the target resource with the permission level according to the permission
level of the target resource and the user information in the authorization request. If
the user passes the verification, the resource permission management apparatus
can send the authorization code of the target resource to the user, so that the user
can access the target resource.

[042] In one embodiment, the above target resource can be a webpage
resource. Sensitivity of the webpage resource is monitored, when the sensitivity of
the webpage resource changes, a permission level of the webpage resource is
adjusted according to the sensitivity of the webpage resource, thereby achieving the
purpose of timely adjusting the permission level of the webpage resource, so as to
facilitate access control on the webpage resource.

[043] In some embodiments, the resource permission management
apparatus can be implemented by embedding software codes in a webpage
browser. In some other embodiments, the resource permission management
apparatus can be implemented in a distributed deployment manner. For example, a
monitoring function is deployed at the browser, while a permission level adjustment
function is deployed at a server side. An implementation flow of the distributed
resource permission management apparatus is described below in detail.

[044] A browser monitors sensitivity of a webpage resource and sends the
sensitivity of the webpage resource to a server, and the server determines whether
the sensitivity of the webpage resource changes and, when determining that the
sensitivity of the webpage resource changes, adjusts a permission level of the
webpage resource according to current sensitivity of the webpage resource.

[045] In some embodiments, the browser can monitor the sensitivity of the

webpage resource regularly. Alternatively, the browser can monitor the sensitivity of

14
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the webpage resource when rendering the webpage resource. For example, the user
can click a URL of the webpage resource to send a resource access request, and
the browser, when receiving the resource access request, renders the webpage
resource and monitors the sensitivity of the webpage resource.

[046] Further, in some embodiments, the browser, after receiving the
resource access request sent by the user, determines whether the user who sends
the resource access request is an authorized user. That is, for example, determining
whether the user is qualified to access the webpage resource; if the determination
result is Yes, returning the webpage resource to the user; and if the determination
result is No, refusing to return the webpage resource to the user.

[047] The foregoing exemplary methods are described as a series of
combinations of steps so as to simplify the description. However, those skilled in the
art should understand that the present application is not limited by a sequence of the
combination of the steps described, because some steps can be performed in other
sequences or at the same time in accordance with the present application.

[048] In the foregoing examples, the description about each example has its
own focus, and reference can be made to the related description of other examples
for the part not detailed in a certain example.

[049] FIG. 2 is a schematic structural diagram of a resource permission
management apparatus 200 provided as an example of the present application. As
shown in FIG. 2, the apparatus includes a monitoring module 21 and an adjustment
module 22. The monitoring module 21 and adjustment module 22 can be
implemented by a processor executing software codes stored on memories.

[050] The monitoring module 21 is configured to monitor a sensitivity of a

target resource. The adjustment module 22 is configured to, when the monitoring

15
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module 21 monitors that the sensitivity of the target resource changes, adjust a
permission level of the target resource according to the sensitivity of the target
resource monitored by the monitoring module 21.

[051] In some embodiments, the monitoring module 21 is configured to:
periodically monitor the sensitivity of the target resource; or monitor the sensitivity of
the target resource in real time.

[052] In one embodiment, the monitoring module 21 is configured to monitor
a number of pieces of sensitive information included in the target resource and/or a
type of the sensitive information, and determine the sensitivity of the target resource
according to the number of the pieces of sensitive information and/or the type of the
sensitive information.

[053] In one embodiment, the adjustment module 22 is configured to
determine a sensitivity level which the sensitivity of the target resource is at when the
sensitivity of the target resource changes, and adjust the permission level of the
target resource to a permission level corresponding to the sensitivity level.

[054] In one embodiment, as shown in FIG. 3, the resource permission
management apparatus 300 further comprises: a first receiving module 23, a
determination module 24 and an access control module 25. The first receiving
module 23 is configured to receive a resource access request sent by a user
terminal device. The determination module 24 is configured to determine whether the
user is an authorized user. The access control module 25 is configured to, when the
determination result of the determination module 24 is Yes, allow the user to access
the target resource; and if the determination result of the determination module 24 is

No, refuse the user to access the target resource. The first receiving module 23,

16
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determination module 24 and access control module 25 can be implemented by a
processor executing software codes stored on memories.

[055] In one embodiment, the determination module 24 is configured to
determine whether the resource access request includes a permission code of the
target resource. If the determination result is Yes, the determination module 24
determines that the user is an authorized user; and if the determination result is No,
the determination module 24 determines that the user is not an authorized user.

[056] In one embodiment, as shown in FIG. 3, the resource permission
management apparatus further comprises a second receiving module 26, a verifying
module 27, and a sending module 28. The second receiving module 26 is configured
to receive an authorization request sent by the user terminal device. The verifying
module 27 is configured to verify the user according to the authorization request
received by the second receiving module 26 and the permission level of the target
resource. The sending module 28 is configured to, when the user passes the
verification, send the permission code of the target resource to the user. The second
receiving module 26, verifying module 27, and sending module 28 can be
implemented by a processor executing software codes stored on memories.

[057] The resource permission management apparatus provided in this
example, by monitoring sensitivity of a target resource, adjusts a permission level of
the target resource according to the sensitivity of the target resource when the
sensitivity of the target resource changes. The resource permission management
apparatus provided in this example can timely adjust the permission level of the
target resource according to the change in the sensitivity of the target resource in a

dynamic manner.

17
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[068] The present disclosure also provides a webpage resource permission
management apparatus, which may include a monitoring module and an adjustment
module. The monitoring module is configured to monitor a sensitivity of a webpage
resource. The adjustment module is configured to, when the sensitivity of the
webpage resource changes, adjust a permission level of the webpage resource
according to the sensitivity of the webpage resource monitored by the monitoring
module.

[059] The webpage resource permission management apparatus according
to this example can be implemented by embedding software codes in a browser, or
can also be implemented through distributed deployment, that is, for example, the
monitoring module being deployed at a browser, and the adjustment module is
deployed at a server.

[060] The webpage resource permission management apparatus provided in
this example can timely adjust the permission level of the webpage resource
according to the change in the sensitivity of the webpage resource in a dynamic
manner.

[061] Those skilled in the art should understand that, reference can be made
to the corresponding process in the foregoing method examples for the working
procedures of the system, apparatus and modules described above, and will not be
repeated herein in order to make the description convenient and concise.

[062] In the several examples provided in the present application, it should
be understood that the system, apparatus and method disclosed may be
implemented in other manners. For example, the apparatus examples described
above are only exemplary. For example, division of the modules/units is merely

division of a logical function and a division in another manner may exist in actual
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implementation. For example, a plurality of units or components may be combined or
integrated into another system, or some features may be ignored or not performed.
In addition, the mutual coupling or direct coupling or communication connections
displayed or discussed may be implemented by using some interfaces, and the
indirect coupling or communication connections between the apparatus or modules
may be implemented electrically or in another form.

[063] The modules/units described as separate parts may be or may not be
physically separate, and parts displayed as modules/units may be or may not be
physical modules/units, may be located in one position, or may be distributed on a
plurality of network units. Some or all of the modules/units may be selected
according to actual needs to achieve the objectives of the solutions of the examples.

[064] In addition, each of functional modules/units in each of the examples of
the present application may be integrated into one processing unit, or each of the
modules/units may exist alone physically, or two or more of the above modules/units
may be integrated into one processing unit. The modules/units may be logical
modules implemented by software codes, or implemented in the form of hardware, or
may be implemented in the form of hardware plus a software functional unit. For
example, the modules/units may be implemented by a processor executing software
instructions stored in computer readable memories.

[065] The specification has described methods, apparatus, and systems for
resource permission management. The illustrated steps are set out to explain the
exemplary embodiments shown, and it should be anticipated that ongoing
technological development will change the manner in which particular functions are
performed. Thus, these examples are presented herein for purposes of illustration,

and not limitation. For example, steps or processes disclosed herein are not limited
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to being performed in the order described, but may be performed in any order, and
some steps may be omitted, consistent with disclosed embodiments. Further, the
boundaries of the functional building blocks/modules have been arbitrarily defined
herein for the convenience of the description. Alternative boundaries can be defined
so long as the specified functions and relationships thereof are appropriately
performed. Alternatives (including equivalents, extensions, variations, deviations,
etc., of those described herein) will be apparent to persons skilled in the relevant
art(s) based on the teachings contained herein. Such alternatives fall within the
scope and spirit of the disclosed embodiments.

[066] While examples and features of disclosed principles are described
herein, modifications, adaptations, and other implementations are possible without
departing from the spirit and scope of the disclosed embodiments. Also, the words

» @

“‘comprising,” “having,” “containing,” and “including,” and other similar forms are
intended to be equivalent in meaning and be open ended in that an item or items
following any one of these words is not meant to be an exhaustive listing of such
item or items, or meant to be limited to only the listed item or items. It must also be
noted that as used herein and in the appended claims, the singular forms “a,” “an,”
and “the” include plural references unless the context clearly dictates otherwise. It
also should be noted that as used herein and in the appended claims, the phrases
“by a processor/browser,” and the like include partially or fully by a
processor/browser, by a processor/browser in combination with other hardware
and/or software, by one or more of processor/browser, and the like.

[067] Furthermore, one or more computer-readable storage media may be

utilized in implementing embodiments consistent with the present disclosure. A

computer-readable storage medium refers to any type of physical memory on which
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information or data readable by a processor may be stored. Thus, a computer-
readable storage medium may store instructions for execution by one or more
processors, including instructions for causing the processor(s) to perform the steps
or stages or implement the modules consistent with the embodiments described
herein. The term “computer-readable storage medium” should be understood to
include tangible items and exclude carrier waves and transient signals, i.e., be non-
transitory. Examples include RAM, ROM, volatile memory, nonvolatile memory, hard
drives, CD ROMs, DVDs, flash drives, disks, and any other known physical storage
media.

[068] It will be appreciated that the present invention is not limited to the
exact construction that has been described above and illustrated in the
accompanying drawings, and that various modifications and changes can be made
without departing from the scope thereof. It is intended that the scope of the

invention should only be limited by the appended claims.
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WHAT IS CLAIMED IS:

1. A resource permission management method, comprising:

monitoring, by a processor, a sensitivity of a target resource; and

when the sensitivity of the target resource changes, adjusting, by the
processor, a permission level of the target resource according to the sensitivity of the

target resource.

2. The method of claim 1, wherein monitoring the sensitivity includes:

monitoring a number of pieces and/or a type of the sensitive information of the
target resource; and

determining the sensitivity of the target resource according to the number of

pieces and/or the type of the sensitive information.

3. The method of claim 1, wherein adjusting the permission level of the target
resource according to the sensitivity of the target resource includes:

determining a sensitivity level corresponding to the sensitivity of the target
resource; and

setting the permission level of the target resource to a permission level

corresponding to the sensitivity level.

4. The method of claim 1, further comprising:
receiving a resource access request from a user terminal device;
determining whether the user is an authorized user,
if the user is determined to be an authorized user, allowing the user to access

the target resource; and
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if the user is not determined to be an authorized user, refusing the user to

access the target resource.

5. The method of claim 4, wherein determining whether the user is an authorized
user includes:

determining whether the resource access request includes a permission code
of the target resource;

if the resource access request is determined to include a permission code of
the target resource, determining that the user is an authorized user; and

if the resource access request is not determined to include a permission code

of the target resource, determining that the user is not an authorized user.

6. The method of claim 5, further comprising:

receiving an authorization request from the user terminal device;

verifying the user according to the authorization request and the permission
level of the target resource; and

if the user passes the verification, sending the permission code of the target

resource to the user.

7. A resource permission management apparatus, comprising:

a monitoring module configured to monitor a sensitivity of a target resource;
and

an adjustment module configured to, when the sensitivity of the target
resource changes, adjust a permission level of the target resource according to the

sensitivity of the target resource.
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8. The apparatus of claim 7, wherein the monitoring module is further configured to:
monitor a number of pieces and/or a type of the sensitive information of the
target resource; and
determine the sensitivity of the target resource according to the number of

pieces and/or the type of the sensitive information.

9. The apparatus of claim 7, wherein the adjustment module is further configured to:
determine a sensitivity level corresponding to the sensitivity of the target
resource; and
set the permission level of the target resource to a permission level

corresponding to the sensitivity level.

10. The apparatus of claim 7, further comprising:
a first receiving module configured to receive a resource access request from
a user terminal device;
a determination module configured to determine whether the user is an
authorized user; and
an access control module configured to:
if the user is determined to be an authorized user, allow the
user to access the target resource; and
if the user is not determined to be an authorized user, refuse the

user to access the target resource.
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11. The apparatus of claim 10, wherein the determination module is further
configured to:

determine whether the resource access request includes a permission code of
the target resource;

if the resource access request is determined to include a permission code of
the target resource, determine that the user is an authorized user; and

if the resource access request is not determined to include a permission code

of the target resource, determine that the user is not an authorized user.

12. The apparatus of claim 11, further comprising:

a second receiving module configured to receive an authorization request
from the user terminal device;

a verifying module configured to verify the user according to the authorization
request and the permission level of the target resource; and

a sending module configured to, if the user passes the verification, send the

permission code of the target resource to the user.

13. A webpage resource permission management method, comprising:

monitoring a sensitivity of a webpage resource by a web browser on a
terminal device; and

when the sensitivity of the webpage resource changes, adjusting, by a server,
a permission level of the webpage resource according to the sensitivity of the

webpage resource.
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14. A webpage resource permission management apparatus, comprising:

a monitoring module configured to monitor a sensitivity of a webpage

resource; and
an adjustment module configured to, when the sensitivity of the webpage

resource changes, adjust a permission level of the webpage resource according to

the sensitivity of the webpage resource.
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