Office de la Propriete Canadian CA 2543989 C 2015/02/17

Intellectuelle Intellectual Property
du Canada Office (11)(21) 2 543 989
g[‘ grganisge ’ f"(‘j age”‘éy of ’ 12 BREVET CANADIEN
'Industrie Canada ndustry Canada
CANADIAN PATENT
(13) C
(22) Date de depot/Filing Date: 2006/04/18 (51) Cl.Int./Int.Cl. GO6F 9/44 (2006.01),
. : : _ GO6F 17/00 (2006.01), HO4L 29/02 (2006.01),
(41) Mise a la disp. pub./Open to Public Insp.: 2006/10/18 HO4W 24/00 (2009.01)
(45) Date de delivrance/lssue Date: 2015/02/17
(72) Inventeurs/Inventors:
(30) Prioritée/Priority: 2005/04/18 (US60/6/72,008) BATEMAN, CAMERON, US:

GORING, BRYAN R., CA;
SHENFIELD, MICHAEL, CA

(73) Propriéetaire/Owner:
BLACKBERRY LIMITED, CA

(74) Agent: SMART & BIGGAR

(54) Titre : SYSTEME ET METHODE DE CREATION DE RELATIONS INTER-ELEMENTS EFFICACES DANS DES APPLICATIONS
SANS FIL

(54) Title: SYSTEM AND METHOD FOR GENERATING SAFE AND EFFICIENT COMPONENT RELATIONSHIPS IN WIRELESS
APPLICATIONS

START
VisitAllPaths

No

Y

- S36
FUSH 4

d to NodesVis ted

l

Selectedge inE
with source node d

:

PUSH
edge to PathStack

:

Select noded: L7 S42
destination node
of selected edge

l

S44
Call /
V sitAllPaths

J— 832
S46 1
e S92 ycleFoun Vae RETURN
Nex: Edge = True? CycleFound= Tru
A

NJ
Y 856

POP |/ 548 RETURN
edge from CycleFourd= False

PathStack

No W
S50 554
| edges in POP S
with source node Yeg—b d from
W NodesVisited

(57) Abrege/Abstract:
A method of detecting recursive Iinstantiation loops In a wireless application. A data model digraph I1s constructed including a
respective node for each data component in the wireless application, and a respective edge for each relationship between a pair of

data components. The data model digraph Is searched to identify any cycles. For each identified cycle, each data component that
participates In the cycle Is identified.

SR VNN
RSN o
N 7 77
-

* ’ Tron, B i
C an adH http:/opic.ge.ca + Ottawa-Hull K1A 0C9 - atip.://eipo.ge.ca OPIC 4% @ 727 CI1pO

AR W NN
) R A R
OPIC - CIPO 191 .




CA 02543989 2006-04-18

21605-CA-PAT 16813-61CA
- 13 -

ABSTRACT OF THE DISCLOSURE

A method of detecting recursive instantiation loops in a wireless application. A
data model digraph is constructed including a respective node for each data component in the
wireless application, and a respective edge for each relationship between a pair of data
components. The data model digraph is searched to identify any cycles. For each identified

cycle, each data component that participates in the cycle 1s 1dentified.
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'SYSTEM AND METHOD FOR GENERATING SAFE AND
EFFICIENT COMPONENT RELATIONSHIPS IN WIRELESS
APPLICATIONS
TECHNICAL FIELD

[0001] The present invention relates to wireless communications ard in particular

to a method and system for generating safe and efficient component relationships in

wireless applications.

BACKGROUND OF THE INVENTION

[0002] The number and variety of wireless terminal devices, such as mobile
telephones, personal computers and PDAs with wireléés communication capabilities,
self-service kiosks and two-way pagers are rapidly increasing. Software applications
which run on these devices increase their utility. For example, a mobile phone may
include an application which retrieves the weather for a range of cities, or a PDA may
include an application that allows a user to shop for groceries. These software
applications take advantage of Wirelcss connectivity to a data network (such as the

Internet) 1n order to provide timely and useful services to users.

{0003] Referring to FIG. 1, a network facilitating the use of software-driven

wireless terminal devices generally comprises an Application Gateway (AG) 2 coupled
between a wireless network 4 and a data network 6, such as for example, the intemnet;

and one or more wireless terminal devices 8 coupled to the wireless network 4, and
hosted by the AG 2.

[0004] The AG 2 generally operates to mediate message flows between the
terminal devices 8 an.d data services 10 accessible through the data network in the

manner described in Applicant's co-pending United States Patent Publications Nos.
2004/0215700 and 2004/0220998.

[0005] - In general, the terminal devices 8 can be any of a wide variety of software-

controlled wireless devices including, but not limited to, mobile telephones, personal
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computers and PDAs with wireless communication capabilities, self-service kiosks

and two-way pagers. As is well known in the art, such devices generally comprise a

microprocessor which operates under software control to provide the functionality of

tﬁe terminal device 8.

'[0006] As described in Applicant's co-pending United States Patent Publications

Nos. 2004/0215700 and 2004/0220998, operation of the AG 2 enables a wireless
application executing in a terminal device 8 to communicate with Web services 10

offered through the data network 6. This operation may, for example,‘- include
accessing HTML content and downloading files from back-end data sources (not
shown) connected to the data network 6. In order to reduce device resource
requirements, each wireless application provides User Interface (UI) functionality (for
‘both display and user input) appropﬁate to the capabilities of the particular terminal
device 8. At least a portion of the application logic is executed on the AG 2, so thét
signalling between the AG 2 and the terminal device 8 is limited to downloading
application data for local storage and display on the terminal device 8, and uploading
user inputs. The application logic executing on the AG 2 communicates with a Web
service 10 or back-end data source (not shown) on the data network 6, in response to
the user input received from the terminal device 8, to provide the functionality of the
‘wireless application. This arrangement enables a user of the terminal device 8 to
access and use the 'Web service 10, but with reduced signalling traffic to/from the

terminal device 8 to thereby limit wireless network bandwidth and device resource

requirements.

[0007] As will be appreciated, instantiation of data components of an application
during runtime is governed by relationships between different components,. called
“inheritance” (or “prototyping”) and “aggregation”. These are also known in the art as
“is-a” and “has-a” relationships, respectively. The former refers to one component A
being a specialization of another component B. The latter refers to one component C
having as part of it another component D. When either relationship exists, the
instantiation of one component invokes the instantiation of another component.

Component A cannot be instantiated until component B has. Component C cannot be

instantiated until component D has.
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[0008] A malicious programmer may try to define these relationships in such a
way that infinite loops are created when instantiating components on the device. Such
infinite loops may cause device lock-ups, application crashes and saturation of
resources such as memory, so they are undesirable. Furthermore, a programmer may

inadvertently and without malice create such relationships and unknowingly deploy

equally undesirable wireless applications.

[0009] In practice, two main types of relationships should be avoided. The first 1s
a "direct" recursive loop such as that illustrated in Figure 2a. A direct recursive loop
occurs when a set of data components are defined, and the aggregation relationships
between these components set up a closed loop. The Example of FIG. 2a shows a
recursive loop of three components. As shown in FIG. 2a, when data component A is
instantiated, 1t will try to instantiate Data B. When Data B is instantiated, it will try to
instantiate Data C. But when Data C 1s instantiated it will try to instantiate Data A.
Thus an infinite recursive loop of component instantiations is set up, which will

continue until all memory on the terminal device has been consumed.

[0010] In languages like Java and C++, the above-described recursive relationship

can be created dynamically in the following manner:

class A

{

|

B D

new B{();

}

class B

{
C ¢ = new C{();

}

class C

{
A a = new A();

}

[0011] With this situation, creating an instance of any of classes A, B or C (during

runtime) will cause the application to loop recursively, creating ever-deeper nesting of
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objects a, b and ¢ until the host computer’s stack overtlows or memory runs out.

Conventional compilers and runtime systems provide no mechanisms that prevent the

programmer from creating these kinds of recursive loops.

[0012] The second relationship type is more subtle. Because data components
allow inheritance, it is possible to create a situation where a recursive loop ts created
indirectly. Such an “indirect" recursive loop is illustrated in Figure 2b. In this case,
when Data A is instantiated, it will try to instantiate Data B. However, Data B is
linked to Data C by inheritance, so instantiation of Data B also instantiates Data C.
But when Data C is instantiated, it will try to instantiate Data A, and the recursive loop
is established. Here again, conventional compilers and runtime systems provide no

mechanism to stop the programmer from creating these kinds of recursive loops.

[0013] Existing systems that allow initialization of data leave it to the programmer
to avoid both of the above situations. However this arrangement 1s not acceptable on
wireless devices, because a provider of wireless services may be held responsible for
the behaviour of applications created by tﬁird-party application developers who are

outside of the service provider’s control.

[0014] Accordingly, methods and systems for enforcing safe component

relationships in wireless applications remain highly desirable.

SUMMARY OF THE INVENTION
[0015]  Accordingly, an object of some embodiments of the present invention is to provide

methods and systems for generating safe component relationships in wireless applications.

[0016] This object may be met by the features of the invention defined in the appended
independent claims. Further optional features of the invention are defined in the

appended dependent claims.

[0017] Thus, an aspect of the present invention provides a method of detecting

recursive instantiation loops in a wireless application. A data model digraph is
constructed including a respective node for each data component in the wireless

application, and a respective edge for each relationship between a pair of data
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components. The data model digraph is searched to identify any cycles. For each identified '

cycle, each data component that'participates in the cycle is identified.

[0017a] In another aspect of the present invention, there is provided a method of

detecting recursive instantiation loops in a wireless application, the method comprising steps

~ of: constructing, in an analysis step separate from application execution, a digraph including a

respective node for each data component in the wireless application, and a respective edge for
each relationship between a pair-of data components, wherein the wireless application
comprises application logic written in one or more imperative programming languages and
wherein each of said data components is at least one of a data structure or object implemented

in at least one of said impérative programming languages; searching the digraph to identity

~ any cycles; and for each identified cycle, identifying each data component that participates in

the cycle, wherein the step of searching the digraph comprises a step of recursively following
a path of successive edges and, if an edge is found for which the destination node is a node
that is already part of the path, asserting that a cycle has been found, and wherein the step of
recursively following a path of successive edges comprises: maintaining a stack of nodes
visited; pushing a node on to the stack of nodes visited when said node is visited; and popping
said node from the stack of nodes visited when all outgoing edges from said node have been
followed, wherein determining whether a destination node is already part of the path

comprises checking if the stack of nodes visited contains said destination node.

[0017b] In still another aspect of the present invention, there 1s provided a method of
qualifying a wireless application for deployment in a network, the method comprising steps
of: constructing, in an analysis step separate from application execution, a digréph including a
respective node for each data component in the wireless application, and a respective edge for
each relationship between a pair of data components, wherein the wireless application ‘
comprises application logic written in one or more imperative programming languages and |
wherein each of said data éomponents is at least one of a data structure or object implemented
in at least one of said imperative programming languages; searching the digraph to identity

any cycles; and if a cycle is found, disqualifying the wireless application for deployment, and
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otherwise qualifying the wireless application for deployment on the network, wherein the step
of searching the digraph comprises a step of recursively following a path of successive edges

and, if an edge 1s found fof which the destination node is a node that is already part of the

- path, asserting that a cycle has been found, and wherein the step of recursively following a

path of successive edges comprises: maintaining a stack of nodes visited; pushing a node on to
the sfack of nodes visited when said node is visited; and popping said node from the stack of
nodes visited when all outgoing edges from said node have been followed, wherein
determining whether a destination node is already part of the path comprises checking if the

stack of nodes visited contains said destination node.

[0017c] In yet another aspect of the present invention, there is provided a computer-
readable medium having stored thereon instructions for execution by a compuier, said

instructions comprising code means for performing a method described above.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Further features and advantages of the present invention will become apparent

from the following detailed description, taken in combination with the appended drawings, in

which:

[0019] FIG. 1 is a block diagram schematicaily illustrating a network in wﬁich the

present invention may be deployed,;

10020] FIGs. 2a and 2b schematically illustrate respective types of recursive
relationships; '
[0021] - FIG. 3 schematically illustrates a possible data model digraph in accdrdance

with a representative embodiment of the present invention;

[0022] " FIGs. 4a and 4b are flowcharts illustrating principal steps in a method of

identifying cycles in accordance with a representative embodiment of the present invention;

and
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[0023] FIG. 5 is a flowchart illustrating principal steps in a representative
VisitAllPaths function called by the method of FIGs. 4a and 4b.

' [0024] [t will be noted that throughout the appended drawings, like features are

identified by like reference numerals.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

[0025] The present invention provides methods and systems for generating sate
component relationships in wireless applications. A representative embodiment of the

invention is described below, by way of exampie only.

[0026] As is well known in the art, application developers typically use an application '
development environment (ADE) to code, test, and debug application software. In accordance

with the present invention, an ADE for developing wireless
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applications includes one or more components implementing an algorithm that can

detect recursive loops in the instantiation of data components of a wireless application.

In one embodiment, the algorithm is an improvement of the known “Depth First .
Search”, which is targeted to this type of problem.

[0027] To facilitate description of the present embodiment, it is useful to establish

the following terminology.

[0028] A "graph" is a group of "nodes" and "edges". Fach edge defines a
connection between two nodes. . A path between two nodes A and B is a séquence of

one or more edges that connect A to B. A path may traverse any number of nodes

between the two nodes A and B. If there are two distinct paths between a pair of nodes
A and B, the graph is said to have a "cycle”.

[0029] A "digraph" is a “directed" graph in which each edge has a direction; such
edges are also known in the art as “directed edges.” Thus, for example, a node A may
have an edge that connects it to node B, but node B may not have an edge that

connects it back to node A. If there 1s an edge ¢ from A to B then we say that A is the

"source node" and B is the "destination node".

[0030] A "DataModel" can be defined as a set D of n data components of a
wireless application. Each data component, di, (1 < i < n) has a set of fields F(di).
Each field has a type, which may be either simple or complex. For any given data

component 'di, let F°(di) represent the subset of fields of a type defined in D. This
means that each field within F’(di) is of a type which is itself a data component. With
this arrangement, F’(di) is the set of fields of the data component di that are “related
to” other data components. In other words, F'(di) identifies the set of data components

that are linked to the data component di via either explicit instantiation or inheritance.

[0031] Based on the foregoing, a "DétaModelDigraph" can be defined as a
digraph of a data model, in which each node corresponds to a data component di; and
each edge with source node di corresponds to a link defined in the set F’(di). Thus,

each node in a DataModelDigraph represents a data component, and each edge is a
field of a data component which is also a data component. As such, each edge

represents a relationship (either via instantiation or inheritance) between a pair of data
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components. By way of example, FIG. 3 shows a possible DataModelDigraph

comprising eight nodes (d;-dg), and associated edges. Inspection of FIG. 3 shows that

a cycle exists, in which nodes d;, d;, dg and d; are participants.

[0032] In general, recursive instantiation loops within a wireless application can
be detected by a process in which a data model digraph is constructed for the
application, in which each data component is represented by a respective node, and
each relationship (via either instantiation or inheritance) between a pair of data
components 1s represented by a respective edge between the corresponding nodes. The
data model digraph 1s then systematically searched to identify any cycles. Each cycle
1s then analyzed to detect each node (data component) that participates in the cycle. In
a representative embodiment, each of these three steps can be accomplished using the

algorithm described below:

Step 1: Constructing a DataModelDigraph from a DataModel
[0033] A Data Model can be constructed by analysing the source code of an

application to 1dentify the set D of data components di (1 <1 < n) that are defined in
the application, and, for each data component di, its respective set of fields F(di).
Once the data model has been constructed, the corresponding data model digraph can
be generated using process outlined in FIG. 4a. Thus, a pair of sets, N and E, are
initialized as empty sets (at step S2). Then, a first component di is selected (at S4) and
added to N (at S6). Then, each of its fields is checked (at S8) to determine if it is of a
type defined in D. If it 1s, then a corresponding edge is added (at S10) to the set E,
with information identifying the source node as the component di and the destination

node being the field type. This process is repeated for each component di defined in

D.

[0034] Following execution of the above process, the set N will contain each of
the nodes of the Data Model Digraph, and E will contain its edges. Together, sets N
and E constitute the Data Model Digraph.
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Step 2: DeteCting cycles
[0035] Detection of cycles within the Data Model Digraph generally involves

systematically searching the sets N and E to identify closed loops of edges. In a
representative embodiment, this can be accomplished using the methods illustrated in
FIGs. 4b and 5. For programming convenience, this method employs a pair of last-in
first-out (LIFO) data structures (also known in the art as “stacks”) "NodesVisited" and
"PathStack"”, with operations PUSH (add one) and POP (remove the most recently

PUSHed one).

[0036] Referring to FIG. 4b, a first node d is selected (at S12) from the set N, and
a function call to a "VisitAllPaths" function is made (at S14) using the node d, and the
LIFOs NodesVisited and PathStack as parameters. As will be described in greater
detail below, this function returns a value of "CycleFound = true" if a cycle involving
the node d is found, and a value of "CycleFound = false" otherwise. Accordingly,
upon return of the "VisitAllPaths" function, the returned value CycleFound 1s checked
~(at S16). If "CycleFound = false", meaning that a cycle has not been found, then 1f any
nodes remain in the set N which have not been checked (S18), the next node d 1s

selected (steps S20 and S12) from the set N, and tested in the above manner.

[0037] On the other hand, if the "VisitAllPaths" function returns a value of
"CycleFound = true", then the LIFO PathStack will contain all of the edges that define
the cycle. In fact, the LIFO PathStack may contain more edges than actually
participate in the cycle since the cycle may not have become part of the path until
some (unknown) number of nodes had been explored. However the top-most edge In
PathStack will be the last edge of the cycle. Accordingly, all of the edges that
participate in the cycle can be isolated by POPing each edge from the PathStack (S22);
checking to determine if the source node of that edge has already been added to the list
of participants P (S24), and, if it has not, adding the edge's source node to the
participants list P (at S26). When it is found (at S24) that the source node of the
POPed edge is already in the participants list P, then it is determined that all ot the
participants in the cycle have been isolated, and information regarding the cycle (e.g. a
cycleID and the list of participants P) can be saved (at S28) for later analysis. If any
nodes remain in the set N which have not been checked (S18), the next node d 1s

selected from the set N (steps S20 and S12), and tested in the above manner.



CA 02543989 2013-05-10

51791-140

-9
[0038] As described above, detection of a cycle is accomplished by way of a

function call to the "VisitAllPaths" function. A representative "VisitAliPaths"

function is illustrated in FIG. 5, and described below.

[0039] Thus, at a first step (S30), the node d (passed as a parameter) is checked to
determine if it is already in the LIFO NodesVisited. Ifit is, then the function returns a
CycleFound value of "true" (step S32). Otherwise, the node d is pushed to
NodesVisited (836), and a first edge with source node d selected from the set E of the
Data Model Digraph (S38). ' '

[06040] The selécted edge is PUSHed to PathStack (S40), and the edge's
destination node selected (S42) is used as a parameter of a call to the

"VisitAllPaths" function (S44). As will be appreciated, this sets up recursive calls to
the "VisitAllPaths" function, which enables cycles of any number of edges to be

1dentified, thereby ensuring that any cycles in the Data Model Digraph will be found,
regardless of their length. \

[0041] Upon return of the "VisitAllPaths" function (S44), the value of
CycleFound is checked (at S46). If "CycleFound = true", then the function returns
"CycleFound = true” (at S32). Because of the recursive nature of the function, this
step has the effect of unwinding any nested function calls to "VisitAllPaths"”. If, on the
o;[her hand, the returmed value of CycleFound is "false", then the edge is not part of a
cycle. Accordingly, the edge is POPed from the PathStack (at S48). If there are any

other edges with source node d which have not yet been checked (S50), a next edge is
selected (at S52) and processed as described above starting at step S40. If it is

determined (at S50) that all of the edges with source node d have been checked, then

the node d can be POPed from the LIFO Nodes Visited (at S54), and the function
returns "CycleFound = false” (at S56).

[0042] Once each cycle has been detected and the respective set of participants
1dentified for each cycle, the application development environment (ADE) can make
this information available to the application developer. As a result, the application
- developer is made aware of a potentially deleterious operation state of the application,

~ and can take appropriate steps to avoid that issue (e.g. by revising one or more data
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components to "break" any cycles). The ADE may also provide one or more utilities

or wizards to assist the application developer in the task of eliminating cycles from the

application.

[0043] In addition, a service provider of a wireless network can refuse to deploy a
wireless application until the application developer demonstrates (e.g. by use of the
above-described methods) that there are no unresolved cycles within the application.
For example, when the application developer decides to release a version of an
application for deployment on the network, the ADE can be used to test the "release”
version as described above to verify that there are no cycles. Upon successtul
verification of the application, the ADE may automatically generate a certificate which
indicates that the "release” version of the application is safe. In order to prevent fraud
by the application developer, information in the certificate identifying the release
version may be may be encrypted or hashed using methods known 1n the art. The
certificate can then be sent to the network service provider, which then permits

deployment of the release version of the application on the network.

[0044] The embodiment(s) of the invention described above is(are) intended to be
representative only. The scope of the invention is therefore intended to be limited

solely by the scope of the appended claims.
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CLAIMS:
1. ‘ A method of detecting recursive instantiation loops in a wireless aplﬁlication,

the method comprising steps of:

constructing, in an analysis step separate from application execution, a digraph
including a respective node for each data component in the wireless applicatiqn, and a
respéctive edge for each relationship between a pair of data components, wherein the wireless

application comprises application logic written in one or more imperative programming

languages and wherein each of said data components is at least one of a data structure or

object implemented in at least one of said imperative programming languages;
searching the digraph to identify any cycles; and

for each identified cycle, identifying each data component that participates in

the cycle,

wherein the step of searching the digraph comprises a step of recursively
following a path of successive edges and, if an edge is found for which the destination node 1s

a node that is already part of the path, asserting that a cycle has been found, and

~wherein the step of recursively following a path of successive edges comprises:

maintaining a stack of nodes visited;

pushing a node on to the stack of nodes visited when said node 1s visited; and

popping said node from the stack of nodes visited when all outgoing edges

20 from said node have been followed,

wherein determining whether a destination node is already part of the path

comprises checking if the stack of nodes visited contains said destination node.
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2. A method as claimed in claim 1, wherein the step of constructing a digraph

comprising steps of:

populating a Node set N with information identifying each data component of

the wireless application; and

- populating an Edge set E with information identifying, for each data

- component in N, each field of the data component that has a field type that is itself a data

component of the wireless application.

3. A method as claimed in claim 2, wherein each field identified in the Edge set E
is an edge having a source node corresponding to the data component and a destination node

corresponding to the field type.

4. A method as claimed in claim 3, wherein the step of recursively following a

path of successive edges further comprises:
maintaining a stack of edges followed;

- before the destination node of an edge is visited, pushing said edge on to the

stack of edges followed; and

after the destination node of said edge has been visited, popping said edge from

the stack of edges followed;

wherein the stack of edges followed is used to isolate the edges that participate

in a cycle if A cycle 1s found.

5. A method of qualifying a wireless application for deployment in a network, the '

method comprising steps of:
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constructing, in an analysis step separate from application execution, a digraph

including a respective node for each data component in the wireless application, and a

' respécti\{e edge for each relationship between a pair of data components, wherein the wireless

application comprises application logic written in one or more imperative programming
languages and wherein each of said data components is at least one of a data structure or

object implemented in at least one of said imperative programming languages;
searching the digraph to identify any cycles; and

if a cycle 1s found, disqualifying the wireless application for deployment, and

otherwise qualifying the wireless application for deployment on the network,

wherein the step of searching the digraph comprises a step of recursively
following a path of successive edges and, if an edge is found for which the destination node 1s

a node that is already part of the path, asserting that a cycle has been found, apd
wherein the step of recursively following a path of successive edges comprises:
maintaining a stack of nodes visited;
pushing a node on to the stack of nodes visited when said node is visited; and

popping said node from the stack of nodes visited when all outgoing edges

~ from said node have been followed,

wherein determining whether a destination node is already part of the path

comprises checking if the stack of nodes visited contains said destination node.

6. A method as claimed in claim 5, wherein the step of constructing a digraph

~ comprising steps of:

populating a Node set N with information identifying each data component of

the wireless application; and
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populating an Edge set E with information identifying, for each data
component in N, each field of the data component that has a field type that is itself a data

component of the wireless application.

7. A method as claimed in claim 6, wherein each field 1dentified in the Edge set E
is an edge having a source node corresponding to the data component and a destination node

corresponding to the field type.

8. - A method as claimed in claim 5, further comprising, if no cycles are found in
the application, a step of generating a certificate indicating that the application does not

comprise recursive instantiation loops.

9. | A method as claimed in claim 8, wherein the certificate includes information

uniquely identifying the application.

10. A method as claimed in claim 9, wherein the information is stored in the
certificate in an encrypted or hashed form, wherein said encrypted or hashed form indicates in
a crjzptographically secure manner that the uniquely identified application does not comprise

recursive instantiation loops.

11. - A method as claimed in claim 8, further comprising a step of forwarding the

certificate to a network sefvice provider of the network.

12. A method as claimed in claim 7, wherein the step of recursively following a

path of successive edges further comprises:

maintaining a stack of edges followed;
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- before the destination node of an edge is visited, pushing said edge on to the

- stack of edges followed; and

after the destination node of said edge has been visited, popping said edge from

the stack of edges followed;

wherein the stack of edges followed 1s used to 1solate the edges that participate

in a cycle if a cycle is found.

13. A computer-readable medium having stored thereon instructions for execution
by a computer, said instructions comprising code means for performing the method of any one

of claims 1 to 12.
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Figure 4D
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