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AXEAHE  (FA L4 - METHOD AND DEVICE FOR INSERTING AND AUTHENTICATING A
DIGITAL SIGNATURE IN DIGITAL DATA)

A method for inserting a digital signature into
digital data is provided. The digital data has
bits and the method includes the steps of:
assigning predetermined bits of the digital data
for receiving the digital signature; signing the
digital data excluding the predetermined bits
resulting 1n the digital signature; and inserting
the digital signature into the predetermined bits
of the digital data for subsequent authentication
of the digital data. Also provided is a method
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EXEAME  (FH2 %4 METHOD AND DEVICE FOR INSERTING AND AUTHENTICATING A
DIGITAL SIGNATURE IN DIGITAL DATA)

for authenticating digital data having the
embedded digital signature in the predetermined
bits of the digital data including the steps of:
extracting the digital signature from the
predetermined bits; decrypting the digital
signature from the digital data resulting in a
first hash; applying a known one-way hashing
function used by an encoder of the digital data to
the digital data excluding the predetermined bits
resulting in a second hash; and comparing the
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AEXHAHE  (FA L4 - METHOD AND DEVICE FOR INSERTING AND AUTHENTICATING A
DIGITAL SIGNATURE IN DIGITAL DATA)

first hash to the second hash wherein if the first
hash matches the second hash the digital data 1is
authentic. In a preferred version of the methods
of the present invention, the method further
includes the step of inserting associated data
into the digital data prior to the signing step
such that the digital signature authenticates both
the associated data as well as the digital data.
Preferably, the associated data 1s inserted into
the bits of the digital data excluding the
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AXEAHE  (FA L4 - METHOD AND DEVICE FOR INSERTING AND AUTHENTICATING A
DIGITAL SIGNATURE IN DIGITAL DATA)

predetermined bits.
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