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APPARATUS AND METHODS FOR CRYPTOGRAPHIC SYNCHRONIZATION
IN PACKET BASED COMMUNICATIONS

Field of the Invention

The present invention relates generally to cryptographic systems. More
particularly, the present invention relates to apparatus and methods for cryptographic

synchronization in packet based communications.

Background of the Invention

Historically, packet-based communications utilizing a stream cipher have
employed one of two basic cryptographic operating modes for a block cipher as defined in
FIPS 81: Output Feedback and Cipher Feedback. Either of these modes requires the sending
of the entire state vector, which is typically between 64 and 256 bits, from the transmitter to
the receiver, using additional communication channel overhead. Additionally, any bit errors
occurring in the state vector transmission will result in either the entire packet becoming
unreadable (for output feedback mode) or a large portion of the packet becoming unreadable
(for cipher feedback mode). Cipher feedback mode also has the undesirable property that a
single bit error occurring during transmission of a message is extended to cause errors in many
bits of the received plaintext.

It would be advantageous to manufacturers of cryptographic systems, therefore,
if apparatus and methods existed that require little communications overhead, support late

entry participants, tolerate lost packets, tolerate bit errors in the communications channel, and
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ensure that state vectors are not reused. Thus, there is a need in the art for an improved

cryptographic synchronization system wherein only a portion of the current state vector is sent

over the network with each packet of encrypted data.

Summary of the Invention

The present invention satisfies these needs in the art by providing apparatus
and methods for cryptographic synchronization in packet based communications. According
to the inventive method, a current state vector in a transmitter is initialized to a predefined
initialization value, such as all zeros. A cryptographic session key is generéied, and the current
state vector is encrypted using the cryptographic session key and a cryptographic block
transformation to produce a first keystream. The first keystream is then combined with a first
plaintext stream to produce a first ciphertext stream. The current state vector is updated via
a predefined update function to form an updated state vector. The predefined update function
can be a binary counter, for example, or a linear sequence generator.

The updated state vector is then encrypted using the cryptographic session key
and the cryptographic block transformation to produce a second keystream. The second
keystream is then combined with a second plaintext stream to produce a second ciphertext
stream.

The ciphertext stream can then be packetized to form a packet. The packet can
then be transmitted over a transmission medium to a receiver. According to one aspect of the
invention, the packet can include a portion of the current state vector to be used for
synchronization at the receiver.

At the receiver, as at the transmitter, a current state vector is initialized to a
predefined initialization value, and a cryptographic session key is generated. The current state
vector is encrypted using the cryptographic session key and a cryptographic block
transformation to produce a first keystream. The first keystream is then combined with a first
ciphertext stream to produce a first plaintext stream. The current state vector is updated via
a predefined update function to form an updated state vector.

The updated state vector is then encrypted using the cryptographic session key
and a cryptographic block transformation to produce a second keystream. The second

keystream is combined with a second ciphertext stream to produce a second plaintext stream.
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According to one aspect of the invention, a packet can be received from the

transmitter via a transmission medium. The packet includes an encrypted payload, and can be
disassembled to form the ciphertext stream from the encrypted payload. The same or a
different packet can include at least a portion of a transmitter state vector. The receiver
maintains synchronization with the transmitter by comparing the received portion of the
transmitter state vector with a corresponding portion of the current state vector. If the
corresponding portion of the current state vector differs from the received portion of the
transmitter state vector, the corresponding portion of the current state vector is set to the value
of the received portion of the transmitter state vector.

Apparatus for cryptographic synchronization in packet based communications
can include a microprocessor adapted to perform the acts of a method described above.
Similarly, the inventive method can be implemented as a set of computer executable
instructions stored on a computer readable medium, such as a floppy disk, hard disk, or the

like.

Brief Description of the Drawings

The foregoing summary, as well as the following detailed description of the
preferred embodiments, is better understood when read in conjunction with the appended
drawings. For the purpose of illustrating the invention, there is shown in the drawings an
embodiment that is presently preferred, it being understood, however, that the invention is not
limited to the specific apparatus and methods disclosed.

Figure 1 is a block diagram of a packet encryption system according to the
present invention.

Figure 2 depicts a preferred format for an encrypted packet in accordance with

the present invention.

Detailed Description of Preferred Embodiments

Figure 1 is a block diagram of a packet encryption system 100 according to the
present invention. A stream cipher cryptographic system according to the present invention
includes a transmitting party transmitter 102 and a receiving party receiver 104. According

to the inventive method, a stream cipher can be constructed using either a pure stream cipher



10

15

20

25

30

WO 00/25476 PCT/US99/25206
4
keystream generator, or with a block cipher, such as Data Encryption Standard (DES),

operated in a stream cipher mode. In either approach, the stream cipher generates a
pseudorandom keystream. In transmitter 102, for example, keystream 106 is modulo-2 added
to plaintext 108 to obtain ciphertext 110. Similarly, in receiver 104, keystream 112 is modulo-
2 added to ciphertext 114 to obtain plaintext 116.

In addition to a common cipher algorithm, stream ciphers typically require that
all parties share two pieces of infonﬁation to provide accurate communications. First, the
parties must share a cryptographic key 118, 120. Methods of deriving and/or distributing
cryptographic key material are well known and are not addressed herein. The second piece of
information that the two parties must share is a state vector 122, 124. A shared state vector
ensures that transmitter 102 and receiver 104 are in the same state, and therefore, will generate
the same pseudorandom keystream 106, 112.

According to the inventive method, a portion of the current state vector can be
sent over the network periodically, with different portions being sent on varying periods. This,
coupled with an a priori knowledge of the format of the state vector, and the way in which it
changes for each packet, results in the receiver’s ability to determine the correct state vector
to use for the decryption of each packet. This cryptographic synchronization approach requires
little communications overhead, supports late entry participants, tolerates lost packets,
tolerates bit errors in the communications channel, and assures that state vectors are not reused
(which would degrade security).

A method according to the present invention enables the generation of state
vectors used for the encryption and decryption of data packets 124 exchanged over a
communications network 126. In a preferred embodiment, state vectors 122, 124 are both
fixed to the same initial value (e.g., all zeros) when the cryptographic session is established,
or when the encryption key is changed. In transmitter 102, state vector 122 is encrypted using
an n-bit block cipher 132 and cryptographic key 118. The result of this encryption, keystream
106, is an n-bit block. Keystream 106 is then modulo-2 added to an n-bit block of plaintext
108 to provide an n-bit block of ciphertext 110. State vector 122 in transmitter 102 is then
updated by passing it through an update function 136. If plaintext data 108 exceeds the block
size of block cipher 132, then the encryption, modulo-2 addition, and state vector update

functions are repeated until the entire plaintext payload of the packet is encrypted into
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ciphertext 110.

Ciphertext 110 is then packetized into encrypted packets 124, and transmitted
over communications medium 126. The packetization process 128 includes adding the
appropriate headers to ciphertext 110 to allow routing by the transmission network. This
packetization process also includes the appending of a portion of the current state vector to
the packet header (or trailer) for use by the receiver to obtain or verify synchronization.

In receiver 104, the received packet has its header removed, and the received
portion of the state vector is checked against the expected value to verify synchronization.
Receiver 104 then performs the identical encryption as transmitter 102, resulting in the
production of identical keystream 112, which is then modulo-2 added to ciphertext 114 to
restore plaintext 116. The state vector 124 in receiver 104 is updated by passing it through an
identical update function 138 as used in transmitter 102.

State vector update functions 136, 138 could be binary counters, for example,
or state vector 124 could be clocked through a maximali-length linear sequence generator. The
updated state vector becomes the current state vector for the generation of the next n-bit block
of keystream 112. This process can repeat almost indefinitely provided that a state vector
value is never re-used for a given cryptographic key. It should be understood that, since a
typical block cipher is at least 64 bits wide, up to a 64-bit state vector counter could be used,
providing on the order of 10'® encrypted blocks before requiring a key change.

With every packet 124, a portion of current state vector 122 is sent to receiver
104 to check synchronization. Synchronization control function 140 compares the received
portion of the state vector with the expected value maintained by its own receive state vector
counter. If the values disagree, this indicates that either an error occurred in the sending of the
portion of state vector 122 or receiver 104 is out of sync. If less than a threshold number of
consecutive state vector portions are received with incorrect count values, they are ignored,
since the error is most likely due to a transmission error. In this case, receiver 104 continues
to use its internally maintained state vector 124. If the number of consecutive received state
vector portions in error exceeds the threshold, it is assumed that receiver 104 is out of
synchronization, and then receiver 104 enters a resynchronization state. The receiver error
threshold value can be optimized for a given transmission system considering the bit error rate

of the transmission media.
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Since receiver 104 knows the state vector modification process, transmitter 102

is not required to send state vector values with each packet. For example, transmitter 102
could send the current state vector value to receiver 104 only once every ten packets. This
increases channel utilization. Also, transmitter 102 can divide the state vector into portions,
and send only a portion of the current state vector with those packets carrying state
information. Since all portions of the state vector are sent within a given number of packets,
this allows a late-entry recipient to also obtain synchronization within a corresponding period
of time. Lost/missing packets are also accommodated since the receiver will detect an out-of-
sync condition and regain sync using the subsequently received state vector information.

A further advantage of this mode of operation is that the keystream can be
prepared by both the transmitter and the receiver well in advance of the actual plaintext data
being available. This provides a significant advantage when the data is time-critical (such as
packetized voice information), since the only delay added to the signal path due to the
encryption is the small amount of time necessary to perform a simple modulo-2 addition.

Another advantage is that the block cipher need only be operated in the encrypt
mode. Block ciphers typically operate in one fashion for encrypt and a reversed fashion for
decrypt. If a specific implementation was required to perform both encrypt and decrypt cipher
modes (as would be the case for electronic codebook mode encryption) more microprocessor
/ microcontroller memory resources would be required to store the programming sequence
necessary to implement both modes.

In the preferred embodiment, all functions described above are performed in
a single digital signal processor (DSP) device. This DSP device would produce the plaintext
data (which may be derived from processing voice samples), perform the block cipher
algorithm, maintain and update the state vector, perform the modulo-2 addition of keystream
and plaintext, assemble the ciphertext into a packet suitable for transmission, and provide the
packet to a transmission media.

In a preferred embodiment, the packets provided to the transmission media
would take the form as shown in Figure 2. For packets received from the far-end party, the
DSP would disassemble the packet, verify synchronization, perform the block cipher
algorithm, update the state vector, perform the modulo-2 addition of keystream to ciphertext,

and process the resulting plaintext as necessary.
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The format of packet 150, as shown in Figure 2, begins with a pseudorandom

number (PN) code 152, which the receiver uses to determine the packet boundaries. A routing
header 154 is used by the transmission network to direct the packet to the proper recipient(s).
Routing header 154 could take many formats, depending on the specific requirements of the
transmission network. A sync control field 156 sends a portion of the state vector used for the
encryption of packet 150. Preferably, sync control field 156 includes two subfields. The first
subfield indicates which portion of the state vector is included in the second subfield. An
encrypted payload field 158 includes the ciphertext to be securely conveyed over the network.

Other implementations and applications of this invention are also envisioned.
For example, it is anticipated that a hardware device, such as a application-specific integrated
circuit (ASIC), could be designed to implement the security functions described above.
Likewise, a standard microprocessor or microcontroller device could be programmed to
perform similar functions.

Thus there have been described apparatus and methods for cryptographic
synchronization in packet based communications.. Those skilled in the art will appreciate that
numerous changes and modifications may be made to the preferred embodiments of the
invention and that such changes and modifications may be made without departing from the
spirit of the invention. It is therefore intended that the appended claims cover all such

equivalent variations as fall within the true spirit and scope of the invention.
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We claim:
1. A method for cryptographic synchronization in packet based communications,
comprising:

initializing a current state vector to a predefined initialization value;

generating a cryptographic session key;

encrypting the current state vector using the cryptographic session key and a
cryptographic block transformation to produce a first keystream;

combining the first keystream with a first plaintext stream to produce a first
ciphertext stream; and

updating the current state vector via a predefined update function to form an

updated state vector.

2. The method of claim 1, further comprising:

encrypting the updated state vector using the cryptographic session key and the
cryptographic block transformation to produce a second keystream; and

combining the second keystream with a second plaintext stream to produce a

second ciphertext stream.

3. The method of claim 1, wherein the predefined update function is a binary
counter.
4, The method of claim 1, wherein the predefined update function is a linear

sequence generator.
S. The method of claim 1, further comprising:

packetizing the ciphertext stream to form a packet; and

transmitting the packet over a transmission medium to a receiver.

6. The method of claim 5, wherein the packet includes a portion of the current
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state vector.

7. A method for cryptographic synchronization in packet based communications,
comprising:

Initializing a current state vector to a predefined initialization value;

generating a cryptographic session key;

encrypting the current state vector using the cryptographic session key and a
cryptographic block transformation to produce a first keystream;

combining the first keystream with a first ciphertext stream to produce a first
plaintext stream; and

updating the current state vector via a predefined update function to form an

updated state vector.

8. The method of claim 7, further comprising:

encrypting the updated state vector using the cryptographic session key and the
cryptographic block transformation to produce a second keystream; and

combining the second keystream with a second ciphertext stream to produce

a second plaintext stream.

9. The method of claim 7, wherein the predefined update function is a binary
counter.
10. The method of claim 7, wherein the predefined update function is a linear

sequence generator.

11. The method of claim 7, further comprising:
receiving a packet that includes an encrypted payload; and
disassembling the packet to form the ciphertext stream from the encrypted

payload.
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12. The method of claim 7, further comprising:

receiving a packet that includes at least a portion of a transmitter state vector.

13. The method of claim 12, further comprising:

comparing the received portion of the transmitter state vector with a
corresponding portion of the current state vector; and

if the corresponding portion of the current state vector differs from the received
portion of the transmitter state vector, setting the corresponding portion of the current state

vector to the value of the received portion of the transmitter state vector.

14. Apparatus for cryptographic synchronization in packet based communications,
comprising a computer readable medium having stored thereon computer executable
instructions for:

initializing a current state vector to a predefined initialization value;

generating a cryptographic session key;

encrypting the current state vector using the cryptographic session key and a
cryptographic block transformation to produce a first keystream;

combining the first keystream with a first plaintext stream to produce a first
ciphertext stream; and

updating the current state vector via a predefined update function to form an

updated state vector.

15. Apparatus according to claim 14, wherein the computer readable medium has
stored thereon computer executable instructions for:

encrypting the updated state vector using the cryptographic session key and the
cryptographic block transformation to produce a second keystream; and

combining the second keystream with a second plaintext stream to produce a
second ciphertext stream.
16. Apparatus for cryptographic synchronization in packet based communications,
comprising:

a microprocessor adapted to initialize a current state vector to a predefined
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initialization value, to generate a cryptographic session key, to encrypt the current state vector

using the cryptographic session key and a cryptographic block transformation to produce a
first keystream, to combine the first keystream with a first plaintext stream to produce a first
ciphertext stream, and to update the current state vector via a predefined update function to

form an updated state vector.

17. Apparatus according to claim 16, wherein the microprocessor is further adapted
to encrypt the updated state vector using the cryptographic session key and the cryptographic
block transformation to produce a second keystream, and to combine the second keystream

with a second plaintext stream to produce a second ciphertext stream.

18. Apparatus for cryptographic synchronization in packet based communications,
comprising a computer readable medium having stored thereon computer executable
instructions for:

Initializing a current state vector to a predefined initialization value;

generating a cryptographic session key;

encrypting the current state vector using the cryptographic session key and a
cryptographic block transformation to produce a first keystream;

combining the first keystream with a first ciphertext stream to produce a first
plaintext stream; and

updating the current state vector via a predefined update function to form an

updated state vector.

19. Apparatus according to claim 18, wherein the computer readable medium has
stored thereon computer executable instructions for:

encrypting the updated state vector using the cryptographic session key and the
cryptographic block transformation to produce a second keystream; and

combining the second keystream with a second ciphertext stream to produce

a second plaintext stream.

20. Apparatus for cryptographic synchronization in packet based communications,
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comprising:

a microprocessor adapted to initialize a current state vector to a predefined
initialization value, to generate a cryptographic session key, to encrypt the current state vector
using the cryptographic session key and a cryptographic block transformation to produce a
first keystream, to combine the first keystream with a first ciphertext stream to produce a first
plaintext stream, and to update the current state vector via a predefined update function to

form an updated state vector.

21. Apparatus according to claim 20, wherein the microprocessor is further adapted
to encrypt the updated state vector using the cryptographic session key and the cryptographic
block transformation to produce a second keystream, and to combine the second keystream

with a second ciphertext stream to produce a second plaintext stream.
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