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(57) ABSTRACT 

Systems and method for providing single sign on access to an 
application executing at a client device. An API request is 
intercepted at the client device for signing on a user of the 
client device for accessing the application. The API request is 
sent to a remote system where user credentials are determined 
based on the intercepted API request. The user credentials are 
returned to the client device where they are used to agnosti 
cally sign on the user for accessing the application. 
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SINGLESIGNON FORAPPLICATIONS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of U.S. Provi 
sional Patent Application Ser. No. 61/877.212, filed on Sep. 
12, 2013, entitled “SINGLE SIGN ON FOR LOCALLY 
INSTALLED APPLICATIONS, which is incorporated 
herein by reference. 

BACKGROUND 

0002 An area of ongoing research and development is 
providing single sign on access to applications for users. 
Traditionally, single sign on access has been developed for 
web-based applications executed at a client device and not for 
applications residing in their entirety or partially in their 
entirety on a client device. There therefore exists the need for 
providing single sign on access for applications residing in 
their entirety or partially in their entirety on a client device 
0003. Other limitations of the relevant art will become 
apparent to those of skill in the art upon a reading of the 
specification and a study of the drawings. 

SUMMARY 

0004. The following implementations and aspects thereof 
are described and illustrated in conjunction with systems, 
tools, and methods that are meant to be exemplary and illus 
trative, not necessarily limiting in scope. In various imple 
mentations one or more of the above-described problems 
have been addressed, while other implementations are 
directed to other improvements. 
0005. In various implementations, single sign on access to 
an application executing at a client device is provided. In 
various implementations, an API request is intercepted at the 
client device for signing on a user of the client device for 
accessing the application. Further, in various implementa 
tions, the API request is sent to a remote system where user 
credentials are determined based on the intercepted API 
request. In various implementations, the user credentials are 
returned to the client device where they are used to agnosti 
cally sign on the user for accessing the application. 
0006. These and other advantages will become apparent to 
those skilled in the relevant art upon a reading of the follow 
ing descriptions and a study of the several examples of the 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007 FIG. 1 depicts a diagram of an example of a system 
for providing single sign on access to applications executed 
on a client device using intercepted API requests for the 
applications. 
0008 FIG. 2 depicts a diagram of an example of a system 
for providing single sign on access to an application virtual 
ized on a client device using intercepted API requests for the 
applications. 
0009 FIG. 3 depicts a diagram of an example of an API 
based single sign on application execution system imple 
mented on a client device. 
0010 FIG. 4 depicts a diagram of an example of a system 
for providing user credentials remotely to a client device for 
single sign on access for a user to applications executing on a 
client device based on APIs. 
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0011 FIG. 5 depicts a diagram of an example of a system 
for performing single sign on of a user to access applications 
executed on a client device based on user credentials received 
remotely. 
0012 FIG. 6 depicts a flowchart of an example of a method 
for providing single sign on access to an application execut 
ing at a client device using an intercepted API request made 
by the application. 
0013 FIG.7 depicts a flowchart of an example of a method 
for determining user credentials for single sign on access to an 
application executing on a client device using an intercepted 
API request. 
0014 FIG.8 depicts a flowchart of an example of a method 
for agnostically signing on a user for access to an application 
executing on a client device based on user credentials 
received from a remote system. 

DETAILED DESCRIPTION 

0015 FIG. 1 depicts a diagram 100 of an example of a 
system for providing single sign on access to applications 
executed on a client device using intercepted API requests for 
the applications. The system of the example of FIG. 1 
includes a computer-readable medium 102, a client device 
104, a user login credentials datastore 106, and an API based 
application single sign on access system 108. 
0016. The client device 102, the user long credentials 
datastore 106, and the API based application single sign on 
access system 108 are coupled to each other through the 
computer-readable medium 102. As used in this paper, a 
“computer-readable medium' is intended to include all medi 
ums that are statutory (e.g., in the United States, under 35 
U.S.C. 101), and to specifically exclude all mediums that are 
non-statutory in nature to the extent that the exclusion is 
necessary for a claim that includes the computer-readable 
medium to be valid. Known statutory computer-readable 
mediums include hardware (e.g., registers, random access 
memory (RAM), non-volatile (NV) storage, to name a few), 
but may or may not be limited to hardware. 
0017. The computer-readable medium 102 is intended to 
represent a variety of potentially applicable technologies. For 
example, the computer-readable medium 102 can be used to 
form a network or part of a network. Where two components 
are co-located on a device, the computer-readable medium 
102 can include a bus or other data conduit or plane. Where a 
first component is co-located on one device and a second 
component is located on a different device, the computer 
readable medium 102 can include a wireless or wired back 
end network or LAN. The computer-readable medium 102 
can also encompass a relevant portion of a WAN or other 
network, if applicable. 
0018. The computer-readable medium 102, the client 
device 104, the API based application single sign on access 
system 108, and other applicable systems, or devices 
described in this paper can be implemented as a computer 
system, a plurality of computer systems, or parts of a com 
puter system or a plurality of computer systems. A computer 
system, as used in this paper, is intended to be construed 
broadly. In general, a computer system will include a proces 
Sor, memory, non-volatile storage, and an interface. A typical 
computer system will usually include at least a processor, 
memory, and a device (e.g., a bus) coupling the memory to the 
processor. The processor can be, for example, a general 
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purpose central processing unit (CPU). Such as a micropro 
cessor, or a special-purpose processor, such as a microcon 
troller. 
0019. The memory can include, by way of example but not 
limitation, random access memory (RAM). Such as dynamic 
RAM (DRAM) and static RAM (SRAM). The memory can 
be local, remote, or distributed. The bus can also couple the 
processor to non-volatile storage. The non-volatile storage is 
often a magnetic floppy or hard disk, a magnetic-optical disk, 
an optical disk, a read-only memory (ROM), such as a CD 
ROM, EPROM, or EEPROM, a magnetic or optical card, or 
another form of storage for large amounts of data. Some of 
this data is often written, by a direct memory access process, 
into memory during execution of software on the computer 
system. The non-volatile storage can be local, remote, or 
distributed. The non-volatile storage is optional because sys 
tems can be created with all applicable data available in 
memory. 

0020 Software is typically stored in the non-volatile stor 
age. Indeed, for large programs, it may not even be possible to 
store the entire program in the memory. Nevertheless, it 
should be understood that for software to run, if necessary, it 
is moved to a computer-readable location appropriate for 
processing, and for illustrative purposes, that location is 
referred to as the memory in this paper. Even when software 
is moved to the memory for execution, the processor will 
typically make use of hardware registers to store values asso 
ciated with the software, and local cache that, ideally, serves 
to speed up execution. As used herein, a Software program is 
assumed to be stored at an applicable known or convenient 
location (from non-volatile storage to hardware registers) 
when the software program is referred to as “implemented in 
a computer-readable storage medium. A processor is consid 
ered to be “configured to execute a program’ when at least 
one value associated with the program is stored in a register 
readable by the processor. 
0021. In one example of operation, a computer system can 
be controlled by operating system software, which is a soft 
ware program that includes a file management system, Such 
as a disk operating system. One example of operating system 
Software with associated file management system software is 
the family of operating systems known as Windows(R from 
Microsoft Corporation of Redmond, Wash., and their associ 
ated file management systems. Another example of operating 
system Software with its associated file management system 
Software is the Linux operating system and its associated file 
management system. The file management system is typi 
cally stored in the non-volatile storage and causes the proces 
Sor to execute the various acts required by the operating 
system to input and output data and to store data in the 
memory, including storing files on the non-volatile storage. 
0022. The bus can also couple the processor to the inter 
face. The interface can include one or more input and/or 
output (I/O) devices. The I/O devices can include, by way of 
example but not limitation, a keyboard, a mouse or other 
pointing device, disk drives, printers, a scanner, and other I/O 
devices, including a display device. The display device can 
include, by way of example but not limitation, a cathode ray 
tube (CRT), liquid crystal display (LCD), or some other 
applicable known or convenient display device. The interface 
can include one or more of a modem or network interface. It 
will be appreciated that a modem or network interface can be 
considered to be part of the computer system. The interface 
can include an analog modem, isdn modem, cable modem, 
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token ring interface, satellite transmission interface (e.g. 
“direct PC), or other interfaces for coupling a computer 
system to other computer systems. Interfaces enable com 
puter systems and other devices to be coupled together in a 
network. 
0023 The computer systems can be compatible with or 
implemented as part of or through a cloud-based computing 
system. As used in this paper, a cloud-based computing sys 
tem is a system that provides virtualized computing 
resources, software and/or information to client devices. The 
computing resources, Software and/or information can be 
virtualized by maintaining centralized services and resources 
that the edge devices can access over a communication inter 
face, such as a network. “Cloud' may be a marketing term and 
for the purposes of this paper can include any of the networks 
described herein. The cloud-based computing system can 
involve a Subscription for services or use a utility pricing 
model. Users can access the protocols of the cloud-based 
computing system through a web browser or other container 
application located on their client device. 
0024. A computer system can be implemented as an 
engine, as part of an engine, or through multiple engines. As 
used in this paper, an engine includes at least two compo 
nents: 1) a dedicated or shared processor and 2) hardware, 
firmware, and/or software modules that are executed by the 
processor. Depending upon implementation-specific or other 
considerations, an engine can be centralized or its function 
ality distributed. An engine can include special purpose hard 
ware, firmware, or software embodied in a computer-readable 
medium for execution by the processor. The processor trans 
forms data into new data using implemented data structures 
and methods, such as is described with reference to the FIGs. 
in this paper. 
0025. The engines described in this paper, or the engines 
through which the systems and devices described in this paper 
can be implemented, can be cloud-based engines. As used in 
this paper, a cloud-based engine is an engine that can run 
applications and/or functionalities using a cloud-based com 
puting system. All orportions of the applications and/or func 
tionalities can be distributed across multiple computing 
devices, and need not be restricted to only one computing 
device. In some embodiments, the cloud-based engines can 
execute functionalities and/or modules that end users access 
through a web browser or container application without hav 
ing the functionalities and/or modules installed locally on the 
end-users’ computing devices. 
0026. As used in this paper, datastores are intended to 
include repositories having any applicable organization of 
data, including tables, comma-separated values (CSV) files, 
traditional databases (e.g., SQL), or other applicable known 
or convenient organizational formats. Datastores can be 
implemented, for example, as Software embodied in a physi 
cal computer-readable medium on a general- or specific 
purpose machine, in firmware, in hardware, in a combination 
thereof, or in an applicable known or convenient device or 
system. Datastore-associated components, such as database 
interfaces, can be considered “part of a datastore, part of 
Some other system component, or a combination thereof, 
though the physical location and other characteristics of 
datastore-associated components is not critical for an under 
standing of the techniques described in this paper. 
0027. Datastores can include data structures. As used in 
this paper, a data structure is associated with a particular way 
of storing and organizing data in a computer so that it can be 
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used efficiently within a given context. Data structures are 
generally based on the ability of a computer to fetch and store 
data at any place in its memory, specified by an address, a bit 
string that can be itself stored in memory and manipulated by 
the program. Thus, some data structures are based on com 
puting the addresses of data items with arithmetic operations; 
while other data structures are based on storing addresses of 
data items within the structure itself. Many data structures use 
both principles, sometimes combined in non-trivial ways. 
The implementation of a data structure usually entails writing 
a set of procedures that create and manipulate instances of 
that structure. The datastores, described in this paper, can be 
cloud-based datastores. A cloud-based datastore is a datastore 
that is compatible with cloud-based computing systems and 
engines. 
0028. In a specific implementation, the client device 104 
functions according to an applicable device for executing an 
application. In executing an application, the client device can 
send and receive data. Depending upon implementation-spe 
cific or other considerations, an application executed at the 
client device 104 can reside only partially on the client device, 
thereby leading to virtualization of the application on the 
client device 104. Further depending upon implementation 
specific or other considerations, the client device 104 can be 
a thin client or an ultra-thin client. 
0029. In a specific implementation, the user login creden 

tials datastore 106 functions to store user credentials of a user 
of the client device 104. User credentials stored in the user 
login credentials datastore 106 can be received from the client 
device 104. Depending upon implementation-specific or 
other considerations, user credentials can be received from 
the client device at the beginning of every session a user has 
with the client device 104, or during a previous session the 
user had with the client device 104. For example, if a user 
interacted with applications on the client device 104 a week 
ago, user credentials of the user could have been received 
when the user interacted with applications on the client device 
104 a week ago. Depending upon implementation-specific or 
other considerations, the user login credentials datastore 106 
can store application data for applications executing on the 
client device 104. For example, the user login credentials 
datastore can store a configuration of an application executing 
on the client device 104. 
0030. In a specific implementation, the API based appli 
cation single sign on access system 108 functions to provide 
user credentials for single sign on access of a user inaccessing 
applications at the client device based on an intercepted API 
request at the client device 104. Specifically, the API based 
application single sign on access system 108 can provide user 
credentials based on an intercepted API request made by an 
application for signing in a user for access to the application. 
Depending upon implementation-specific or other consider 
ations, an application which the API based application single 
sign on access system 108 providers user credentials for 
single sign on access can be either an application that resides 
in its entirety on the client device 104 or an application that is 
virtualized at the client device 104. 
0031. In a specific implementation, the API based appli 
cation single sign on access system 108 is remote from the 
client device 104 and functions to received data from the 
client device 104. Depending upon implementation-specific 
or other considerations, the API based application single sign 
on access system 108 can receive application data for appli 
cations executing on the client device from client device. 
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Additionally, the API based application single sign on access 
system 108 can received intercepted API requests for signing 
on a user to access applications executing on the client device 
from the client device. 
0032. In a specific implementation, the API based appli 
cation single sign on access system 108 functions to deter 
mine credentials necessary to sign on a user for accessing an 
application executing on the client device. Credentials nec 
essary to sign on a user for accessing an application executing 
on the client device can be specific to applications. Depend 
ing upon implementation-specific or other considerations, the 
API based application single sign on access system 108 can 
determine credentials necessary to sign a user on for access 
ing an application based on application data for the applica 
tion. Further depending upon implementation-specific or 
other considerations, the API based application single sign on 
access system 108 can determine credentials necessary to 
sign a user on for accessing an application based on an inter 
cepted API request. For example, if an intercepted API 
request for an application indicates that a user name and a 
password are needed, then the API based application single 
sign on access system 108 can determine that a user name and 
a password are needed to sign on a user for accessing the 
application. 
0033. In a specific implementation, the API based appli 
cation single sign on access system 108 functions to deter 
mine user credentials for signing on a user to access an appli 
cation. The API based application single sign on access 
system 108 can determine user credentials for signing on a 
user based on determined credentials necessary to sign on a 
user for accessing an application. The API based application 
single sign on access system 108 can determine user creden 
tials for signing on a user to access an application from user 
credentials stored in the user login credentials datastore 106. 
For example if the API based application single sign on access 
system 108 determines that a user name and a password are 
necessary to sign on a user for accessing an application, the 
API based application single sign on access system 108 can 
determine a user name and a password of a user from the user 
credentials stored in the user login credentials datastore 106. 
0034. In a specific implementation, the API based appli 
cation single sign on access system 108 determines a configu 
ration of an application for execution on the client device 104. 
For example, the API based application single sign on access 
system 108 can determine settings for executing an applica 
tion at the client device. The API based application single sign 
on access system 108 can determine a configuration for an 
application from application data for the application. For 
example if application data specifies a specific configuration 
of the application for a user, then the API based application 
single sign on access system 108 can determine the specific 
configuration of the application. Depending upon implemen 
tation-specific or other considerations, the API based appli 
cation single sign on access system 108 can determine a 
configuration of an application that is either or both specific to 
the client device 104 which the application is executing on 
and a user of the client device 104 accessing the application. 
0035. In a specific implementation, the API based appli 
cation single sign on access system 108 functions to transmit 
data to the client device 104. The API based application single 
sign on access system 108 can transmit determined user cre 
dentials for signing on a user to access an application execut 
ing at the client device 104. Depending upon implementation 
specific or other considerations, the API based application 



US 2015/0074783 A1 

single sign on access system 108 can transmit a determined 
configuration of an application executing on the client device 
104. 

0036. In the example system shown in FIG. 1, the client 
device 104 includes an API based single sign on application 
execution system 110. In a specific implementation, the API 
based single sign on application execution system 110 func 
tions to provide single sign on access to applications execut 
ing at the client device 104 based on intercepted API requests. 
The API based single sign on application execution system 
110 can provider single sign on access to application execut 
ing at the client device 104 from user credentials for a user of 
the client device 104, received from the API based application 
single sign on access system 108. 
0037. In a specific implementation, the API based single 
sign on application execution system 110 functions to inter 
cept API requests of applications executing at the client 
device 104. the API based single sign on application execu 
tion system 110 can be configured to intercept API requests 
made by an application for singing on a user to use the 
application. Depending upon implementation-specific or 
other considerations, the API based single sign on application 
execution system 110 or applicable portions of the API based 
single sign on application execution system 110 can be imple 
mented through additional code added to an application to 
cause the API requests to be intercepted. Additional code for 
implementing the API based single sign on application execu 
tion system 110 or applicable portions of the API based single 
sign on application execution system 110 at the client device 
104 can be dynamically injected at runtime of the application. 
Further depending upon implementation-specific or other 
considerations, the API based single sign on application 
execution system 110 or applicable portions of the API based 
single sign on application execution system 110 can be imple 
mented as a library in an application executing at the client 
device. Depending upon implementation-specific or other 
considerations, the API based single sign on application 
execution system 110 can be configured to instruct an oper 
ating system of the client device 104 to hide or otherwise not 
display a login form window of an application, for which the 
API based single sign on application execution system 110 
intercepts an API request. 
0038. In a specific implementation, the API based single 
sign on application execution system 110 can inspect API 
requests made by an application and determine whether to 
intercept the API requests. For example, the API based single 
sign on application execution system 110 can inspect API 
requests to determine whether they are used for signing on a 
user to use an application, and appropriately intercept the API 
requests if it determined that the API requests are for signing 
on the user. Depending upon implementation-specific or 
other considerations, in intercepting API requests of an appli 
cation, the API based single sign on application execution 
system 110 or an applicable portion of the API based single 
sign on application execution system 110 can be implemented 
in a layer between the application executing in an application 
layer and an operating system executing in an operating sys 
tem layer of the client device. Further depending upon imple 
mentation-specific or other considerations, the API based 
single sign on application execution system 110 or an appli 
cable portion of the API based single sign on application 
execution system 110 can be implemented as part of an oper 
ating system layer in which an operating system is executed 
on the client device or a hypervisor layer on the client device. 
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0039. In a specific implementation, the API based single 
sign on application execution system 110 functions to iden 
tify application data of an application executing on the client 
device. Application data for an application can include an 
identification of the application. The API based single sign on 
application execution system 110 can determined an identi 
fication of the application using an intercepted API request. 
Depending upon implementation-specific or other consider 
ations, application data for an application can include a con 
figuration of the application on the client device. For 
example, if the application is configured uniquely for execu 
tion on a client device, the API based single sign on applica 
tion execution system 110 can identify the configuration of 
the application. The API based single sign on application 
execution system 110 can determine a configuration of an 
application executing at a client device, either or both from a 
current execution of the application on the client device or a 
previous execution of the application on the client device. 
0040. In a specific implementation, the API based single 
sign on application execution system 110 functions to send 
data to the API based application single sign on access system 
108. The API based single sign on application execution 
system 110 can send API requests for signing on a user to 
access an application intercepted by the API based single sign 
on application execution system 110. The API based single 
sign on application execution system 110 can send user cre 
dentials of a user of the client device 104 for storing in the user 
login credentials datastore 106. Additionally, the API based 
single sign on application execution system 110 can send 
application data for an application executing at a client device 
104. 

0041. In a specific implementation, the API based single 
sign on application execution system 110 functions to com 
municate with the API based application single sign on access 
system 108. In communicating with the API based applica 
tion single sign on access system 108, the API based single 
sign on application execution system 110 can received deter 
mined user credentials used in signing on a user for accessing 
an application. Depending upon implementation-specific or 
other considerations, the API based single sign on application 
execution system 110 can receive a determined configuration 
for an application executing at the client device. 
0042. In a specific implementation, the API based single 
sign on application execution system 110 functions to sign on 
a user for accessing an application executing on the client 
device. In singing on a user, the user is agnostic as to that they 
are being signed on to an application. Specifically, the user 
does not view a login page and does not need to input their 
credentials for signing on to the application, after the user has 
initially input their user credentials, thereby accomplishing 
single sign on access. In singing on a user, the API based 
single sign on application execution system 110 can populate 
field in a loginpage and activate a Submit button for achieving 
sign on to an application. Depending upon implementation 
specific or other considerations, the API based single sign on 
application execution system 110 can generate an API 
response based on received user credentials to cause a user to 
be signed in for accessing an application. Further depending 
upon implementation-specific or other considerations, the 
API based single sign on application execution system 110 
can identify objects in a login page that need to be input in 
order to sign on a user and send an API response to the 
application to cause these fields to be populated. Depending 
upon implementation-specific or other considerations, the 



US 2015/0074783 A1 

API based single sign on application execution system 110 
can identify an object that is used to Submit data populated in 
determined fields for sign on a user, and send an API response 
to cause the object to be activated after the fields have been 
populated. 
0043. In a specific implementation, the API based single 
sign on application execution system 110 functions to 
manipulate an application according to a determined configu 
ration of the application. Depending upon implementation 
specific or other considerations, a configuration of an appli 
cation can be determined from application data for the 
application. Further depending upon implementation-spe 
cific or other considerations, the API based single sign on 
application execution system 110 can manipulate an applica 
tion according to a configuration of an application specific to 
either or both a user or the client device. In manipulating the 
application, the API based single sign on application execu 
tion system 110 can set up or change setting of an application 
based on a determined configuration of the application. 
0044. In an example of operation of the example system 
shown in FIG. 1, the API based single sign on application 
execution system 110 intercepts an API request, from an 
application executing at the client device 104, for signing on 
a user to access the application. In the example of operation of 
the example system shown in FIG. 1, the API based applica 
tion single sign on access system 108 determines user cre 
dentials used for signing on the user to access the application 
based on the intercepted API request. Further in the example, 
of operation of the example system shown in FIG. 1, the API 
based single sign on application execution system 110 uses 
the user credentials determined by the API based application 
single sign on access system 108to agnostically signona user 
of the client device 104 for accessing the application, result 
ing in single sign on into the application. 
0045 FIG. 2 depicts a diagram 200 of an example of a 
system for providing single sign on access to an application 
virtualized on a client device using intercepted API requests 
for the applications. The example system shown in FIG. 2 
includes a computer-readable medium 202, a client device 
204, an application server 206, a user login credentials datas 
tore 208, and an API based application single sign on access 
system 210. In the example system shown in FIG. 2, the client 
device 204, the application server 206, the user login creden 
tials datastore 208, and the API based application single sign 
on access system 210 are coupled to each other through the 
computer-readable medium 202. 
0046. In a specific implementation, the client device 204 
functions according to an applicable device for executing an 
application virtualized on the client device. In executing an 
application virtualized on the client device 204, the client 
device 204 can send and receive data. For example, the client 
device 204 can receive portions of an application as they are 
needed to continue execution of the application. Further 
depending upon implementation-specific or other consider 
ations, the client device 204 can be a thin client or an ultra 
thin client. 
0047. In a specific implementation, the application server 
206 functions to provider portions of an application virtual 
ized on the client device 204 to the client device 204. Depend 
ing upon implementation-specific or other considerations, the 
application server 206 can provide portions of the application 
to the client device 204 in response to requests for the portions 
of the application received from the client device 204. Further 
depending upon implementation-specific or other consider 
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ations, the application server 206 can predict portions of an 
application that will be needed by the client device and send 
the predicted portions of the application to the client device 
204. 

0048. In a specific implementation, the user login creden 
tials datastore 208 functions to store user credentials of a user 
of the client device 204. User credentials stored in the user 
login credentials datastore 208 can be received from the client 
device 204. Depending upon implementation-specific or 
other considerations, user credentials can be received from 
the client device at the beginning of every session a user has 
with the client device 204, or during a previous session the 
user had with the client device 204. Depending upon imple 
mentation-specific or other considerations, the user login cre 
dentials datastore 208 can store application data for applica 
tions executing on the client device 208. For example, the user 
login credentials datastore can store a configuration of an 
application executing on the client device 204. 
0049. In a specific implementation, the API based appli 
cation single sign on access system 210 functions according 
to an applicable system for returning user credentials based 
on an intercepted API request, such as the API based appli 
cation single sign on access systems described in this paper. 
The API based application single sign on access system 210 
can determined credentials necessary to sign a user onto 
accessing an application executing at a client device using an 
intercepted API request to sign on the user. The API based 
application single sign on access system 210 can use deter 
mined credentials necessary to sign a user onto accessing an 
application to determined specific user credentials for signing 
a specific user onto the application. The API based applica 
tion single sign on access system 210 can return determined 
user credentials to the client device 204. Depending upon 
implementation, specific or other considerations, the API 
based application single sign on access system 210 can deter 
mine a configuration of an application and send the configu 
ration of the application to the client device 204. 
0050. In the example system shown in FIG. 2, the client 
device 204 includes an API based single sign on application 
execution system 212. In a specific implementation, the API 
based single sign on application execution system 212 func 
tions according to an applicable system for providing single 
sign on access to applications using remote received user 
credentials. Such as the API based single sign on application 
execution systems described in this paper. The API based 
single sign on application execution system 212 can be con 
figured to intercept an API request for signing a user on to an 
application. The API based single sign on application execu 
tion system 212 can also be configured to sign on a user for 
accessing an application using user credentials received from 
a remote source in response to an intercepted API request. 
Depending upon implementation-specific or other consider 
ations, the API based single sign on application execution 
system 212 can manipulate an application to execute accord 
ing to a determined configuration for the application. 
0051 FIG. 3 depicts a diagram 300 of an example of an 
API based single sign on application execution system imple 
mented on a client device. The example system shown in FIG. 
3 includes a computer-readable medium 302, a user creden 
tials input engine 304, an API request interception engine 
306, a target application identification engine 308, an on 
device communication engine 310, and an application datas 
tore 312. In the example system shown in FIG. 3, the user 
credentials input engine 304, the API request interception 
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engine 306, the target application identification engine 308, 
the on-device communication engine 310, and the application 
datastore 312 are coupled to each other the computer-read 
able medium 302. 
0052. In a specific implementation, the user credentials 
input engine 304 functions to receive user credentials for a 
user in accessing applications executing on the client device. 
Depending upon implementation-specific or other consider 
ations, applications executing on the client device can be 
web-based applications, or applications residing at the client 
device. Further depending upon implementation-specific or 
other considerations, applications executing on the client 
device can reside partially on the client device and therefore 
be virtualized on the client device. The user credentials input 
engine 304 can receive user credentials from a user either or 
both every time a user begins a session on a client device, or 
the first session the user has on the client device. User cre 
dentials received by the user credentials input engine 304 can 
include an identification of a user, a username of a user, a 
password of a user, and setting specific to the user in execut 
ing a specific application. 
0053. In a specific implementation, the API request inter 
ception engine 306 functions to intercept API requests of 
applications executing at the client device. The API request 
interception engine 306 can be configured to intercept API 
requests made by an application for singing on a user to use 
the application. Depending upon implementation-specific or 
other considerations, the API request interception engine 306 
can be implemented through additional code added to an 
application to cause the API requests to be intercepted. Addi 
tional code for implementing the API request interception 
engine 306 at the client device can be dynamically injected at 
runtime of the application. Further depending upon imple 
mentation-specific or other considerations, the API request 
interception engine 306 can be implemented as a library in an 
application executing at the client device. Depending upon 
implementation-specific or other considerations, the API 
request interception engine 306 can be configured to instruct 
an operating system of the client device to hide or otherwise 
not display a login form window of an application, for which 
the API request interception engine 306 intercepts an API 
request. 
0054. In a specific implementation, the API request inter 
ception engine 306 can inspect API requests made by an 
application and determine whether to intercept the API 
requests. For example, the API request interception engine 
306 can inspect API requests to determine whether they are 
used for signing on a user to use an application, and appro 
priately intercept the API requests if it determined that the 
API requests are for signing on the user. Depending upon 
implementation-specific or other considerations, in intercept 
ing API requests of an application, the API request intercep 
tion engine 306 can be implemented in a layer between the 
application executing in an application layer and an operating 
system executing in an operating system layer of the client 
device. Further depending upon implementation-specific or 
other considerations, the API request interception engine 306 
can be implemented as part of an operating system layer in 
which an operating system is executed on the client device or 
a hypervisor layer on the client device. 
0055. In a specific implementation, the target application 
identification engine 308 functions to identify application 
data of an application executing on the client device. Appli 
cation data for an application can include an identification of 
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the application. The target application identification engine 
308 can determined an identification of the application using 
an API request from the application intercepted by the API 
request interception engine 306. Depending upon implemen 
tation-specific or other considerations, application data for an 
application can include a configuration of the application on 
the client device. For example, if the application is configured 
uniquely for execution on a client device, the target applica 
tion identification engine 308 can identify the configuration 
of the application. The target application identification engine 
308 can determine a configuration of an application executing 
at a client device, either or both from a current execution of 
the application on the client device or a previous execution of 
the application on the client device. 
0056. In a specific implementation, the on-device commu 
nication engine 310 functions to send data remotely to a 
system for providing single sign on access to applications 
executing at a client device. The on-device communication 
engine 310 can communicate with an applicable system for 
providing single sign on access to applications executing at a 
client device, such as the API based application single sign on 
access systems described in this paper. The on-device com 
munication engine 310 can send API requests for signing on 
a user to access an application intercepted by the API request 
interception engine 306. The on-device communication 
engine 310 can send user credentials of a user of the client 
device received by the user credentials input engine 304. 
Additionally, the on-device communication engine 310 can 
send application data for an application executing at a client 
device, as determined by the target application identification 
engine 308. 
0057. In a specific implementation, the application datas 
tore 312 functions to store application data for an application 
executing at the client device. Application data stored in the 
application datastore 312 can include an identification of an 
application executing at the client device and/or a configura 
tion of the application executing at the client device. Depend 
ing upon implementation-specific or other considerations, 
application data stored in the application datastore 312 can be 
generated by the target application identification engine 308. 
0058. In an example of operation of the example system 
shown in FIG. 3, the user credentials input engine 304 func 
tions to receive use credentials of a user for signing on to 
applications executing at a client device. In the example of 
operation of the example system shown in FIG. 3, the API 
request interception engine 306 functions to intercept API 
requests for signing on the user to access the applications 
executing at the client device. Additionally, in the example of 
operation of the example system shown in FIG. 3, the target 
application identification engine 308 functions to determine 
application data for the applications executing at the client 
device. In the example of operation of the example system 
shown in FIG. 3, the on-device communication engine 310 
functions to send the intercepted API requests to a system 
remote from the client device for providing single sign on 
access for a user to the applications executing at the client 
device. 
0059 FIG. 4 depicts a diagram 400 of an example of a 
system for providing user credentials remotely to a client 
device for single sign on access for a user to applications 
executing on a client device based on APIs. The example 
system shown in FIG. 4 includes a computer-readable 
medium 402, an API based single sign on application execu 
tion system 404, a user login credentials datastore 406, and an 
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API based application single sign on access system 408. In 
the example system shown in FIG. 4, the API based single 
sign on application execution system 404, the user login 
credentials datastore 406, and the API based application 
single sign on access system 408 are coupled to each other 
through the computer-readable medium 402. In the example 
system shown in FIG. 4, the API based single sign on appli 
cation execution system 404 is implemented as part of a client 
device used by a user for accessing applications executing at 
the client device. 
0060. In a specific implementation, the API based single 
sign on application execution system 404 functions according 
to an applicable system for providing single sign on access to 
applications at a client device using intercepted APIs, such as 
the API based single sign on application execution systems 
described in this paper. The API based single sign on appli 
cation execution system 404 can provider user credentials 
input by a user of the client device. Depending upon imple 
mentation-specific or other considerations, the API based 
single sign on application execution system 404 can provide 
application data for applications executing at the client 
device. Additionally, the API based single sing on application 
execution system 404 can provide intercepted API requests 
for signing a user in to access an application executing at the 
client device. 
0061. In a specific implementation, the user login creden 

tials datastore 406 functions to store user credentials of a user 
of the client device. User credentials stored in the user login 
credentials datastore 406 can be received from the API based 
single sign on application execution system 404. Depending 
upon implementation-specific or other considerations, the 
user login credentials datastore 406 can store application data 
for applications executing on the client device. For example, 
the user login credentials datastore can store a configuration 
of an application on the client device. 
0062. In a specific implementation, the API based appli 
cation single sign on access system 408 functions according 
to an applicable system for remotely providing user creden 
tials for single sign on of a user to applications executing at 
the client device. In providing user credentials for single sign 
on of a user for access to applications, the API based appli 
cation single sign on access system 408 can determine appli 
cable user credentials based on an API request for signing on 
a user for an application, intercepted at the client device. The 
API based application single sign on access system 408 can 
determine what credentials are necessary to sign a user on for 
a specific application. Additionally, the API based application 
single sign on access system 408 can determine a configura 
tion of an application executing on the client device. 
0063. In the example system shown in FIG. 4, the API 
based application single sing on access system 408 includes 
an application specific credential determination engine 410, a 
user login credential determination engine 412, an applica 
tion specific user credential determination engine 412, an 
application configuration determination engine 414, and a 
remote communication engine 416. In a specific implemen 
tation, the remote communication engine 416 functions to 
received data from the API based single sign on application 
execution system 404. Depending upon implementation-spe 
cific or other considerations, the remote communication 
engine 416 can receive application data for applications 
executing on the client device from the API based single sign 
on application execution system 404. Additionally, the 
remote communication engine 416 can received intercepted 
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API requests for signing on a user to access applications 
executing on the client device from the API based single sign 
on application execution system 404. 
0064. In a specific implementation, the application spe 
cific credential determination engine 410 functions to deter 
mine credentials necessary to sign on a user for accessing an 
application executing on the client device. Credentials nec 
essary to sign on a user for accessing an application executing 
on the client device can be specific to applications. For 
example the application specific credential determination 
engine 410 can determine that only a user name is necessary 
to sign on for one application and determine a user name and 
a password are necessary to sign on for another application. 
Depending upon implementation-specific or other consider 
ations, the application specific credential determination 
engine 410 can determine credentials necessary to sign a user 
on for accessing an application based on application data for 
the application. For example, the application specific creden 
tial determination engine 410 can determine credentials for a 
specific application using an identification of the application, 
included as part application data for the application. Further 
depending upon implementation-specific or other consider 
ations, the application specific credential determination 
engine 410 can determine credentials necessary to sign a user 
on for accessing an application based on an intercepted API 
request. For example, if an intercepted API request for an 
application indicates that a user name and a password are 
needed, then the application specific credential determination 
engine 410 can determine that a user name and a password are 
needed to sign on a user for accessing the application. 
0065. In a specific implementation, the application spe 
cific user credential determination engine 412 functions to 
determine user credentials for signing on a user to access an 
application. The application specific user credential determi 
nation engine 412 can determine user credentials for signing 
on a user based on credentials necessary to sign on a user for 
accessing an application, as determined by the application 
specific credential determination engine 410. The application 
specific user credential determination engine 412 can deter 
mine user credentials for signing on a user to access an appli 
cation from user credentials stored in the user login creden 
tials datastore 406. For example if the application specific 
credential determination engine 410 determines that a user 
name and a password are necessary to sign on a user for 
accessing an application, the application specific user creden 
tial determination engine 412 can determine a user name and 
a password of a user from the user credentials stored in the 
user login credentials datastore 406. 
0066. In a specific implementation, the application con 
figuration determination engine 414 determines a configura 
tion of an application for execution on a client device. For 
example, the application configuration determination engine 
414 can determine settings for executing an application at the 
client device. The application configuration determination 
engine 414 can determine a configuration for an application 
from application data for the application. For example if 
application data specifies a specific configuration of the appli 
cation for a user, then the application configuration determi 
nation engine 414 can determine the specific configuration of 
the application. Depending upon implementation-specific or 
other considerations, the application configuration determi 
nation engine 414 can determine a configuration of an appli 
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cation that is either or both specific to the client device which 
the application is executing on and a user of the client device 
accessing the application. 
0067. In a specific implementation, the remote communi 
cation engine 416 functions to transmit data from the API 
based application single sign on access system 408 to the API 
based single sign on application execution system 404. The 
remote communication engine 416 can transmit user creden 
tials for signing on a user to access an application executing at 
the client device, as determined by the application specific 
user credential determination engine 412. Depending upon 
implementation-specific or other considerations, the remote 
communication engine 416 can transmit a configuration of an 
application executing on the client device, as determined by 
the application configuration determination engine 414. 
0068. In an example of operation of the example system 
shown in FIG. 4, the API based single sign on application 
execution system 404 sends an intercepted API request for 
signing a user on for accessing an application. In the example 
of operation of the example system shown in FIG. 4, the 
application specific credential determination engine 410 
determines credentials necessary to sign a user on for access 
ing an application using the intercepted API request. Further, 
in the example of operation of the example system shown in 
FIG. 4, the application specific user credential determination 
engine 412 determines user credentials of the user for signing 
the user on for accessing the application based on the neces 
sary credentials determined by the application specific cre 
dential determination engine 410. In the example of operation 
of the example system shown in FIG. 4, the remote commu 
nication engine 416 returns the user credentials of the user to 
the API based single sign on application execution system for 
signing on the user for accessing the application. 
0069 FIG. 5 depicts a diagram 500 of an example of a 
system for performing single sign on of a user to access 
applications executed on a client device based on user cre 
dentials received remotely. The example system shown in 
FIG. 5 includes a computer-readable medium 502, an API 
based application single sign on access system 504, an appli 
cation datastore 506, an API based single sign on application 
execution system 508. In the example system shown in FIG. 
5, the API based application single sign on access system 504, 
the application datastore 506, and the API based single sign 
on application execution system are coupled to each other 
through the computer-readable medium 502. The API based 
single sign on application execution system 508 is imple 
mented on a client device. 
0070. In a specific implementation, the API based appli 
cation single sign on access system 504 functions according 
to an applicable system for returning user credentials based 
on an intercepted API request, such as the API based appli 
cation single sign on access systems described in this paper. 
The API based application single sign on access system 504 
can determined credentials necessary to sign a user onto 
accessing an application executing at a client device using an 
intercepted API request to sign on the user. The API based 
application single sign on access system 504 can use deter 
mined credentials necessary to sign a user onto accessing an 
application to determined specific user credentials for signing 
a specific user onto the application. The API based applica 
tion single sign on access system 504 can return determined 
user credentials to the client device. Depending upon imple 
mentation, specific or other considerations, the API based 
application single sign on access system 504 can determine a 
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configuration of an application and send the configuration of 
the application to the client device. 
0071. In a specific implementation, the application datas 
tore 506 functions to store application data of an application 
executed at the client device. Application data stored in the 
application datastore 506 can include an identification of an 
application. Depending upon implementation-specific or 
other considerations, application data stored in the applica 
tion datastore 506 can include a configuration of the applica 
tion on the client device. For example, if the application is 
configured uniquely for execution on the client device, appli 
cation data for the application can identify the configuration 
of the application. Further depending upon implementation 
specific or other considerations, application data stored in the 
application datastore 506 can be determined by either or both 
applicable systems in the API based application single sign on 
access system 504 and the API based single sign on applica 
tion execution system 508. 
0072. In a specific implementation, the API based single 
sign on application execution system 508 functions according 
to an applicable system for providing single sign on access to 
applications using remote received user credentials, such as 
the API based single sign on application execution systems 
described in this paper. The API based single sign on appli 
cation execution system 508 can be configured to intercept an 
API request for signing a user on to an application. The API 
based single sign on application execution system 508 can 
also be configured to sign on a user for accessing an applica 
tion using user credentials received from a remote source in 
response to an intercepted API request. Depending upon 
implementation-specific or other considerations, the API 
based single sign on application execution system 508 can 
manipulate an application to execute according to a deter 
mined configuration for the application. 
(0073. In the example system shown in FIG. 5, the API 
based single sign on application execution system 508 
includes an on-device communication engine 510, a sign on 
engine 512, and an application manipulation engine 514. In a 
specific implementation, the on-device communication 
engine 510 functions according to an applicable engine for 
communicating with systems remote from the client device, 
Such as the on-device communication engines described in 
this paper. The on-device communication engine 510 can 
communicate with the API based application single sign on 
access system 504. In communicating with the API based 
application single sign on access system 504, the on-device 
communication engine 510 can received determined user cre 
dentials used in signing on a user for accessing an application. 
Depending upon implementation-specific or other consider 
ations, the on-device communication engine 510 can receive 
a determined configuration for an application executing at the 
client device. 
0074. In a specific implementation, the sign on engine 512 
functions to sign on a user for accessing an application 
executing on the client device. In singing on a user, the user is 
agnostic as to that they are being signed on to an application. 
Specifically, the user does not view a login page and does not 
need to input their credentials for signing on to the applica 
tion, after the user has initially input their user credentials, 
thereby accomplishing single sign on access. In singing on a 
user, the sign on engine 512 can populate field in a login page 
and activate a Submit button for achieving sign on to an 
application. Depending upon implementation-specific or 
other considerations, the sign on engine 512 can generate an 
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API response based on received user credentials to cause a 
user to be signed in for accessing an application. Further 
depending upon implementation-specific or other consider 
ations, the sign on engine 512 can identify objects in a login 
page that need to be input in order to sign on a user and send 
an API call to the application to cause these fields to be 
populated. Depending upon implementation-specific or other 
considerations, the sign on engine 512 can identify an object 
that is used to submit data populated in determined fields for 
sign on a user, and send an API call to the application to cause 
the object to be activated after the fields have been populated. 
0075. In a specific implementation, the application 
manipulation engine 514 functions to manipulate an applica 
tion according to a determined configuration of the applica 
tion. Depending upon implementation-specific or other con 
siderations, a configuration of an application can be 
determined from application data for the application. Further 
depending upon implementation-specific or other consider 
ations, the application manipulation engine 514 can manipu 
late an application according to a configuration of an appli 
cation specific to either or both a user or the client device. In 
manipulating the application, the application manipulation 
engine 514 can set up or change setting of an application 
based on a determined configuration of the application. 
0076. In an example of operation of the example system 
shown in FIG. 5, the API based application single sign on 
access system 504 provides user credentials to the API based 
single sign on application execution system 508. In the 
example of operation of the example system shown in FIG. 5, 
the sign on engine 512 agnostically signs on a user to access 
an application with the received user credentials. Further in 
the example of operation of the example system shown in 
FIG. 5, the application manipulation engine 514 manipulates 
the application executing at the client device according to a 
determined configuration of the application. 
0077 FIG. 6 depicts a flowchart 600 of an example of a 
method for providing single sign on access to an application 
executing at a client device using an intercepted API request 
made by the application. The flowchart 600 begins at module 
602 where an API request is intercepted from an application 
executing at a client device 602. Depending upon implemen 
tation-specific or other considerations, an application execut 
ing at the client can reside entirely on the client device or 
partially reside at the client device, whereby the application is 
virtualized on the client device. An API request interception 
engine can intercept the API request. An API request inter 
cepted at module 602 can be an API request for signing on a 
user to access an application. 
0078. The flowchart 600 continues to module 604, where 
the API request is sent to a remote system from the client 
device. The API request can be sent to an API based applica 
tion single sign on access system. The API request can be sent 
to an API based application single sign on access system by an 
on-device communication engine residing at the client 
device. 

007.9 The flowchart 600 continues to module 606, where, 
at the remote system, user credentials for signing on a user to 
access the application are determined using the API request. 
User credentials can be determined by an application specific 
user credential determination engine. User credentials can be 
determined based on necessary credentials for signing on a 
user of the application. For example, necessary credentials for 
signing on a user of the application can include that a user 
name and a password are needed to sign on the user for access 

Mar. 12, 2015 

to the application and the user name and the password of the 
user can be determined as a result. User credentials for sign 
ing on a user to access the application can be determined from 
user credentials input by a user of the client device and 
received from the client device. Depending upon implemen 
tation-specific or other considerations, user credentials can be 
input by the user at the beginning of a session with the client 
device or during a previous session with the client device. 
0080. The flowchart 600 continues to module 608, where 
the user is agnostically signed on to gain access to the appli 
cation using the user credentials at the client device. As used 
in this paper, actions performed agnostically, are actions per 
formed without prompting a user for input or guidance. A sign 
on engine can agnostically sign on the user to access the 
application based on the user credentials. Depending upon 
implementation-specific or other considerations, in agnosti 
cally signing on the user, the sign on engine can identify 
necessary fields to populate with the user credentials and send 
an API call to the application to cause the fields to populate 
with the user credentials. Further depending upon implemen 
tation-specific or other considerations, in agnostically sign 
ing on the user, the sign on engine can identify an object to 
activate to cause the user credentials populated in fields to be 
submitted and send an API call to the application to cause the 
object to active, thereby agnostically signing on the user for 
accessing the application at the client device. 
I0081 FIG. 7 depicts a flowchart 700 of an example of a 
method for determining user credentials for single sign on 
access to an application executing on a client device using an 
intercepted API request. The flowchart 700 begins at module 
702, where an API request intercepted from an application 
executing at a client device is received at a remote system 
from the client device. Depending upon implementation-spe 
cific or other considerations, an application executing at the 
client device can reside entirely on the client device or par 
tially reside at the client device, whereby the application is 
virtualized on the client device. An API request interception 
engine can intercept the API request. An API received at 
module 702 can be an API request for signing on a user to 
access an application. The API request can be received at an 
API based application single sign on access system. 
0082. The flowchart 700 continues to module 704, where 
necessary credentials to sign on a user to access the applica 
tion are determined. Necessary credentials to sign on a user to 
access the application can be determined by an application 
specific credential determination engine. Credentials neces 
sary to sign on a user for accessing an application executing 
on the client device can be specific to applications. For 
example necessary credentials can include that only a user 
name is necessary to sign on for one application and deter 
mine a user name and a password are necessary to sign on for 
another application. Depending upon implementation-spe 
cific or other considerations, necessary credentials to sign on 
a user for accessing an application can be determined from 
application data for the application. Further depending upon 
implementation-specific or other considerations, credentials 
necessary to signa user on for accessing an application can be 
determined from the intercepted API request received at mod 
ule 702. 

0083. The flowchart 700 continues to module 706, where 
user credentials of a user for the necessary credentials are 
determined. User credentials can be determined by an appli 
cation specific user credential determination engine. User 
credentials for signing on a user to access the application can 
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be determined from user credentials input by a user of the 
client device and received from the client device. Depending 
upon implementation-specific or other considerations, user 
credentials can be input by the user at the beginning of a 
session with the client device or during a previous session 
with the client device. 

0084. The flowchart 700 continues to module 708, where 
the user credentials are returned to the client device for agnos 
tic sign on of the user for accessing the application. The user 
credentials can be sent to an API based single sign on appli 
cation execution system. A sign on engine residing at the 
client device can agnostically sign on the user for accessing 
the application executing at the client device based on the user 
credentials. In agnostically signing on the user for accessing 
the application, single sign on is provided for the application. 
I0085 FIG. 8 depicts a flowchart 800 of an example of a 
method for agnostically signing on a user for access to an 
application executing on a client device based on user cre 
dentials received from a remote system. The flowchart 800 
begins at module 802, where user credentials for agnostically 
signing on a user for access to an application executing at a 
client device are received at the client device from a remote 
system. The user credentials can be determined from an API 
request intercepted from the application executing at the cli 
ent device. Depending upon implementation-specific or other 
considerations, an application executing at the client device 
can reside entirely on the client device or partially reside at the 
client device, whereby the application is virtualized on the 
client device. An API based single sign on application execu 
tion system can receive the user credentials at the client 
device from an API based application single sign on access 
system remote from the client device. 
0086. The flowchart 800 continues to module 804 where 
fields to populate with the user credentials for signing on a 
user are determined. The fields to populate with the user 
credentials for signing on a user can be determined by a sign 
on engine. The fields to populate with the user credentials for 
signing on a user can be determined from an API request 
intercepted from the application for signing on the user for 
accessing the application. 
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0087. The flowchart 800 continues to module 806 where 
the fields determined at module 804 are populated agnosti 
cally from the user. A sign on engine can populate the fields in 
the application executing at the client device. Depending 
upon implementation-specific or other considerations, the 
sign on engine can generate and send an API call using the 
user credentials to the application to cause the field to become 
populated with the user credentials. 
0088. The flowchart 800 continues to module 808 where 
an object that upon activation Submits user credentials popu 
lated in the fields and Subsequently signs on the user for 
accessing the application is determined. The object to activate 
for signing on a user can be determined by a sign on engine. 
The object to activate for signing on a user can be determined 
from an API request intercepted from the application for 
signing on the user for accessing the application. 
0089. The flowchart 800 continues to module 810 where 
the object determined at module 808 is activated agnostically 
from the user. A sign on engine can activate the object in the 
application executing at the client device. Depending upon 
implementation-specific or other considerations, the sign on 
engine can generate and send an API call to the application to 
cause the object to become activated. As a result of the field 
begin populated and the object being activated agnostically 
from the user, single sign on access to the application is 
achieved. 
0090 These and other examples provided in this paper are 
intended to illustrate but not necessarily to limit the described 
implementation. As used herein, the term “implementation' 
means an implementation that serves to illustrate by way of 
example but not limitation. The techniques described in the 
preceding text and figures can be mixed and matched as 
circumstances demand to produce alternative implementa 
tions. 
We claim: 
1. A system comprising: 
an API based application single sign on access system; 
a user login credentials datastore; 
an API based single sign on application execution system 

residing on a client device. 
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