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DETRCTON OF AN UNAUTHOWZED WRELESS COMMUNICATION DEVICE

BACKGROUND
{0001} A recently growing problem in retail store environments has been the
wroduction of credit-card skinvming devices installed in point-of-sale terminals.
These skinuning devices can be wnstalled illicly by crimunals to capture the credit
card information of customers as they swipe their cradit card to make g pavment to
the store. This credit card mformation can be transmitted directly to the criminal via,
for instance a Short Message Service (SMS) message or a General Packet Radio
Service, 3 Generation, Long Term Evolution (GPRS/3G/ALTE) data connection, of
more tvpreatly stored on flash memory in the skinumer device stself, to be retneved
fater via a short-range wireless connection such as Bluetooth™, llegal skimmers
using Bluetooth™ have heen particularly popular with criminals recently becanse of
the low power requirements, and easy availability of chips and control sofiware.
{00021 Presently, store administrators address this problem by walking around the
store with a bandheld communication device or cellphone, which is Bluetooth™
capable, looking (1.e. smiffing) lor signals from these ilegal skimoung devices. This
Process 1s fime conswming, error prone, expensive, and leaves large peniods of fine
where an enauthorized skimming device can stay active in the store. Moreover,
Blugtooth “sniffing” and wivelass intrusion protection systems {WIPS) are a new
network role that is poorly defined at this time.
[0003] Accordingly, there 13x aneed for a technique by which the above described

illegal skimumers can be detected and flagged for a system administrator’s attention.

BRIFF DESCRIPTION OF THE FIGURES

{00041 The accompanving figures, where hike reference mumerals refer to identical or
functionally similar elemenis throughout the separate views, together with the detailed
description below, are incorporated in and form part of the specification, and serve to
further tlustrate embodiments of concepts that include the claimed invention, and

explain various punciples and advantages of those embodiments.
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{0003} FIG. 1 s a simplified block diagram of a svstem, i accordance with some
embodiments of the present invention,

{00061 FIG. 2 iustrates a flow chart of a method, in accordance with some
ambodiments of the present invention.

{0007} The apparatus and method components have been represented where
appropriate by conventional svmbols in the drawings, showing only those spectfic
details that are pertinent to understanding the embodiments of the present mvention so
as not to obscure the disclosure with details that will be readily apparent to those of

ordinary skill in the art having the benefit of the description berein.

[008] The present invention describes a technique by which ithcit skinumers can be
detected and flagged for a system admsmistrator. In particular, the present invention
manitors, by a Bluetooth™ communication device, communications activity on one or
more Bluetooth™ communication channels; analvzes, by either the Blustooth™
commuication device divectly or a central server provided with reports of the
montored communication activity, for detection of illicit communication from an
illegal skinumer; and triggering, in response 1o detection of the illegal skinuner, an
alert to a system administrator.

[0009] FIC. ¥ 15 a block dragram depiction of a system that can use vanous wireless
communcation {echnologies, 10 accordance with the present invention. The wireless
sysiems can include local and wide-area networks, or other IEEE 802.11 wirgless
communication sysiem. However, it should be recogmized that the present mnvention
is also applicable to many vanous wirgless communication svstems. For example, the
deseription that follows can apply 1o one or more conununication networks that are
IEEE 802 xx-based. emploving wireless lechnologies such as RF, BDA {infrared).
Bhuetooth®, Zi v Bee {and other variants of the IEEE 302,15 protocol}, IEEE 80211
{any vartation}, IEEE 802,16 (WiMAX or anv other variation), IEEE 802110 {Wi-F i*
certified Passpoint™), IEEE &02.20, Direct Sequence Spread Spectrum; Frequency

Hopping Spread Spectrum; callular/wireless/cordless telecommunication protocols:
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wireless home network communication protocols: paging network protocols;
magnetic induction; satelite data communication protocols; wireless hospital or
health care facility network protocols such as those operating in the WMTS bands;
GOPRS; and proprietary wireless data communication protocols such as variants of
Wireless USB, any of which can be modified to implement the embodiments of the
present invention. In an exemplary embodiment, the devices and access point herein
are preferably compliant with at feast the Bluetooth” and IEEE 802.11 specifications,
{0016} F1G. ¥ shows various entities adapted to sapport the inventive concepts of the
preferred embodiments of the present invention. Those skilled in the art will
recognize that FIG. 1 does not depict all of the equipment necessary for systemn to
operate but only those svstem components and fogical entities paricularly relevant to
the description of embodiments beretn. For example, optical svstems, tracking
devices, servers, and wireless access points can all includes processors,
conununication interfaces, memories, etc. In general, components such as processors,
mamories, and interfaces are well-known. For example, processing unils are known
o comprise basic components such as, but not limited to, nucroprocessors,
nucrocontroliers, rmemory cache, application-specilic integrated circuits, andfor fogie
circuitry. Such componenis are typically adapted to implement algorithims andior
protocols that have been expressed asing high-level design languages or descriptions,
expressed using computer instructions, expressed using messaging logic flow
diagrams.

[ 1] Thus, given an alporithm, 2 logic flow, a messaging/signaling flow, md/or a
protocol specification, those skilled in the art are aware of the many design and
development techniques available to nmplement a processor that performs the given
logic. Theretore, the entities shown represent a known svstemn that has been adapted,
i accordance with the description herem, to implement various embodiments of the
present invention. Furthermere, those skilled in the art will recognize that aspects of
the present mvention mayv be implemented in and across various physical components
and none are necessarify limited to single platform implementations. For example, the
correfation and association aspects of the present imvention may be implemented in

any of the devices listed above or distributed across such componenis. Ttis within the
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contemplation of the invention that the operating requirements of the present
mvention can be implemented in software, [irmyare or hardware, with the function
being implemenied in a software processor (or a digatal signal processor} being
marely a preferred option,

{0012} FIG. 1 s a block diagram of a system for the detection of an unauthorized
wireless communication device 180, As illustrated, the svstem includes ai least one
Blueicoth™ communication capable device (such as 102 as ilustrated connected to @
wireless local avea network (WL AN such as Wi—F‘i@} access point 106 for example)
for detecting or sniffing communication activity from the wnauthorized device 100, In
one embodiment, the Bluetooth™ device 102 can be incorporaied within g USB
module that can attach 1o an existing USB port of the access point 106, Each accass
point is a pode in the WLAN that connecis to a central backend controller or central
server 112, The access points are typrcally fixed nodes of the WLAN that includes
the infrastructure elements necessary to enable wireless communications, {i.e.,
antennas, radio frequency transceivers, and various imegrated circwiis). The saerver
112 or backend controlier can include a user interface 114 1o alert a system or store
admimstrator 1f there is a suspicion that there is an iegal skimmer 100 in the store.
In one embodiment it is envisioned that an ilepal skimmer is a Bluetooth™
communication capable device that is connected dhcitly to a point-of-sale termunal
104, such as a checkout register or an avtomatic teller machine, and can provide
legally obtained credit card mformation 120 that has been skimmed from the point-
of-sale terminal 104 to a crinunal device 108, cither continuously or by means of a
download trigger 110 from the criminal device 108,

[0013] In practice, the present invention could have a Wi-Fi¥ access point connected
with a Bluetooth”™ chip. etther built into its base board. or connected by a USB module
that 1s plugged into an access point having USB ports available for extended
functionality. The access point can keep its Bluetooth™ device 102 in a continuous
polfing mode, for scanning and monitoring For Bluetooth® communications 120 from
devices such as the iflegal skimmer 100, Of course, there may be legitimate
Bluetooth” devices in the store also. Therefore, the present invention provides

monitoring functionality to help distinguish between legitimate and illicit Bluetooth™
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communications 1268, Monitoring can be based on a disinbuted collaborative
moenitoring architecture that intelligently scans Bluetooth™ frequencies over time and
space to detect dlegal devices 100.

[0014] Any Bluetooth™ communication that is discovared and monitored in the store
is then hearistieally analyzed by a processor in one or more of the Bluetooth™ device
102, access point 106, or server 112 to help determine whether the device sending that
Blueicoth™ communication is an illepal device and whether an alert is to be raised to a
systern admamistrator, such as on the user interface 114 of the central server 112,
Analvzing appliss vanous hewristics to determine the probability of whether the
device sending that Bluetooth™ conmmunication is an illegal skinuning device and
whether the system administrator should be alerted. Once an illegal device 108 i3
suspected through analvzing, information about that device (signal strength, time of
discovery, location, Media Access Control address, tvpe, vendor, eic.) can be
collected or determined and provided in the alert also. Analvzing can consider several
different analvsis parameters that are predefined or preconfigured by the stors
administrator to determine whetber to generate an alert. These parameters can be
used separately or i compunction with other pararoeters using a heunistic analysis
approach to flag whether an activity niay be from a suspected iHegal skinuner device,
{6015} One analvsis pasameter 1s whether the device is discoverable. In particalar,
the monitoring Rluetooth™ device 102 detects other Blastooth™ deviees {i.e. 100) that
gre in discoverable mode. This could indicate an illegal device masmuch as many of
the skimmers that are sold by the people who develop them are set in discoverable
mode by defaull, and the users who actually end up using these devices to skim credit
card data tvpically do not care about the configuration of the device as long as they
foliow the simple steps to install them on a compromised point-of-sale ternunat.
Thereforae, these illegal devices generally can show up in discoverable mode {ths
default configuration) whereas legstimate devices are typically found in paired-mode
with other devices in the store. This parameter is not used as a definitive test for
tllegal devices since sonte legitimate devices can also be found in discoverable mode.

However, this test provides a benefitin that discoverable devices can be scanned and
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detected much quicker than non-discoverable devices. An alert could be generated
for any discoverable devices found, depending on system administrator preferences.
[0016] Another analysis parameter 1s whether the device is in a non-discoverable
mode. Most typical legiiimate devices are 1y paired mode oy possibly discoverable
modes, whereas finding a device m non-discoverable mode raises a red flag. Ifa
device is not in discoverable mode, the only way 1o “talk” 1o it 1s fo know s Media
Access Control {MAC) address. Since a store administrator will not know device
MAC addresses i advance, the admmistrator wouald have to guess the MAC address.
The complete MAC address field is quite farge (six byvies) but 1t has three bytes of
vendor nfo for which the adnunistrator can use a known subset and then cvele
through ali the values of the bottom three bytes to find any non-discoverable devices.
In this way, the present mvention “brote~-forces™ the MAC address of the sniffer
device 102 to be able to talk to and discover an illegal skimmer that is otherwise
hidden from the svstem adasnistrator. For any non-discoverable devices that are
found, an alert could be generatad.

{0017} Another analvsis parameter is the type of data within a monitored Bluctooth™
conumunication. If data from the communications activity is recognized as including
a series of sinteen-digit credit card numbers with associated expiration dates, this s a3
strong indicator that the system admunistrator should be alerted. In addition,
smformation that relates to credit card transaction logging information such as a series
of dates, time-stamps, and the like, are also strong red Hags for sending an alert. In
addition, Bluetooth™ devices can advertise their class of operation
(audio/networking/phonaimaging nuscellaneous, etc.) and for devices such as tlegal
skimmers these fields asually will be set to a default (G e miscellanecus) which can
again be a trigger to flag a potentially suspect device, for sending an alert.

(0018} Another analvsis parameter is Bl vetooth™ communication activity that
comncides with updates from a point-of-sale lerpuinal. For example, each lime there s
a person using the point-of-sale terminal, if a corresponding Bluetooth™ data transfer
18 noted at the sarme time, this i3 a suspected transaction that is a red flag for sending

an alert.
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[0019] Another analvsis parameter is how long a Bluetooth™ communication session
is conducted. If the continuous communication time exceeds a predeternined time
timit than an alert could be generated. For example, if a device communication is
monitored in a Bluetooth™ session for a short period, that device could be a phone,
headset or other Bhuetooth device being used by a store customer. However, if the
monyored conununications getivity is longer compared o normal communications
activity, then an alert could be generated. For example, if communication activity 1s
seen m the store, sav for six hours contimaously, then it i likelv that the
comumunication is ithicit and the svstem administrator should be alerted. In another
example, if an exceedingly long data connection between two devices in the exact
same {ocation {and therefore not someone moving around}, with continuous short
bursts of mformation {unlike a video or andio stream) going on for say an hour would
he a sugpected event. Although such conmmunication could still be legitimate, the
admimstrator can be alerted o investigate.

[002¢] Another analysis parameter is ime of day. It a Bluetooth™ communication is
monttored 1n the store while the store is closed, then it is likely that the svstem
administrator should be alerted.

[0021] Another analysis parameter 18 when the conununication 1s first monitored. If
the first time that a particular Bluetooth™ communication oceurs is outside of regular
store houors, then it is likely that the svsiem administrator should be alerted.

{0022} Some of the above parameters are stronger than others for indicating the
presence of an illegal skimming device, Therefore, the store adnunistrator can
emplov a heunistic analyvsis approach to set preferences for triggers for those
parameters, or those combinations of parameters, that will tngger an alert indication.
These preferences could be set manually or deterniined automatically m a dynanuc
fashion using empirical data. Moreover, parameters can be given different weighlings
for copstderation m generating an alert. For example, finding a device in non-
discoverable mode could be given a higher weighting than finding a device in
discoverable mode.

{0023} In accordance with some embodiments, the WLAN system includes access

. SN . o~ . . P - o
points 106 with special frmowvare allowing radio frequency (RF) capture of Bluetooth™
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communications from its coupled Bluetooth™ device 102, which can be operated as
dedicated Bluetooth™ sensor or discrete sniffor that captures and analy zes frames over
the Bluetooth™ air interface. The access point and associated Bluetooth® device 102
can listen to all transmitted Blustooth™ packets 120 using an intelligent channel
scanning algorithm to detect traffic across the operational Bluetooth™ spectram. The
access point and Bluetooth™ device 102 can locally analvze all the received packets,
collect several statistics and events of interest, and communicate selected events and
statistics over a Hink to the central server 112 within the WLAN svstem. Altermatively,
the access point and Bluetooth™ device 102 can supply raw traffic data to the server
for analvsis. The access point 106 and server 112 can be connected using a wired or
wireless network commection. For example, the network inlerface could be wired {e.g.
Ethemet, Cable, Digital Subscriber Line (DSL), and the Tike) or wareless (Wi-Fy,
WiMAX, Celiular, and the like), allowing commumcation with the server or other
devigces.

[0024] The svstem architecture 1s such that analysis functionalily can be adaptively
shifted between the access point 106 and server 1120 The server 112 can ask the
access point 186 to process more events and statistics and provide a consolidated
analvsis pertodically. The server 112 can also ask the access point 106 o provide a
real-time feed of all packets the Rlvetooth™ device 102 is monitoring at any given
time. The server 112 also provides a centralized repository fo store observed events
and statistics,

[HI2S] The access point 106 mcludes a radio, a processor, memory {volatile and non-
volatile), a network interface io commumicate with the server and/or other devices,
and an optional Global Positioning System (GPS) recaiver allowing it determing itg
physical location if ity location is not already predetermined. Alternatively, if the
access poand 13 fined the access points andior the server can be programmed with ther
location data. Therefore, given access point locabion data and etther signal strength or
e of amival data, 2 tocation of the illegal device HO can be deternuned using
techniques known i the art, and can be provided in the alert 1o the store admunistrator.
[8026] FI1G. 2 is a flowchart illustrating a method for the detection of an unasthorized

wireless communication device.
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(00271 As ilfustrated, the method begins with monitoring 200 of Blaetooth™
communications activity with a Bluetooth™ capable communication device over the
Bluetooth™ spectrum,

[0028] A next step includes analvzing 202 any monitored Bluetooth™ communication
activity against parameters that are predefined to detect suspected illegal
conununication activity. The particular parameters used have been described
previously. Heuristic analyzing can be done within the communication device, access
pomt, or can be supplied 1o a central server. If suppliad to a central server, the server
can aggregate activity data from varous commumcation devices, mamtan a
centralized forensic record of events and statistics, and rum various tests to detect
crinunal activily, polivy violations, known attacks, protogel violations, and anomalous
behavior,

[06029] If sllegal activity 1s suspected 204 by the heurnstic analvsis, the operation
continues to the next step where an alert is generated 2006 for a system or siore
adrunistrator. The alert could be in the form of an audio, textual or visual alarmon a

server user interface, messages such as emadl or short messaging service (SMS), ora

&
page, events ser 1o incident management systerns, and the hike. The syster can also
automatically respond if certan conditions are detected. For example, if ilegal
aclivitv is suspected, the alert can automatically tngger a location tracking operation
{0 determine the phyvsical co-ordinates of the itlegal skimmer and dispaich appropriate
persoruiel. In particular, the Bluetooth™ suiffer communication devices can estimate
the relative distance of the illegal skimmer based on the received signal strength and
estimated propagation path loss. Using the known co-ordinate locations of multiple
Bluetooth” devices or associated acoess points, the co-ordinates of the iflecal skimmer
can be calculated. In one embodunent, the location of the illegal skinuner may be
computed using this techmgue and the computad focation may then be compared with
the list of known point-ol-sale terminal locations. 1f there 1s a match then the located
pomnt-of-sale terminal would be flagged to be inspecied to find the dlegal skimmer.
[0030] In the foregomy spectfication, specific embodiments have been described.
However, one of ordinary skill 1n the arl appreciates that various modifications and

changes can be made without departing from the scope of the mvention as set forth i
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the claimgs befow. Accordingly, the specification and figures are 1o be regarded m an
Hlustrative rather than a restrictive sense, and all such modifications are intended to be
mcluded within the scope of present teachings.

{0031} The benefits, advantages, solutions to problems, and anyv element(s} that mav
cause wy benefit, advantage, or sohution 10 occur or become more pronounced are not
to be construed as a critical, required, or essential features or elements of any or all
the claims. The mvention is defined solelv by the appended claims including any
amendments made during the pendency of this application and all equivalents of those
claims as issued.

{0032} Moreover in this document, relational terms such as first and second, top and
bottom, and the like may be used solelv (o distinguish one entity or action from
another entitv or action without necessarily requiring or implving anv actual such
refationship or order between such entities or actions. The ternss "comprises.”

L I

“comprising," “has”, “having,” “mnecludes™, “including,” “vontmng”, “containing” or
any other vanation thereof, are mlended to cover a non-exclusive mnclusion, such that
a process, method, article, or apparatus that comprises, has, includes, contains a list of
clements does not mclude only those elements bt mav include other elements not
expressly listed or inherent 10 such process, metheod, article, or apparstus. An elemant
proceeded by “comprises ... a”, “has ... a”, “includes . ", “contains ... 2" does not,
without more constraints, preclude the existence of additional identical elements in
the process. method, article, or apparatus that comprises, has, includes, contains the
clement. The terms "2 and “an™ are defined as one or more unless expliciily stated
otherwise herem. The terms “substantially”, “essentially”, “approximately™, “about”™

or any other version thereod, are defined as being close 1o s understood by one of

ordinary skill in the art, and in one non-limiting embodiment the term is defined o be
within 10%, In another embodiment within 3%, (v another embodiment within 1%
and m another embodiment within .5%. The term “coupled™ as used hevein is
defined as connected. although not necessarily directly and not necessarily
mechanically. A device or structure that is “confligurad™ 1n a certain way i3

configured in at least that way, but may also be configored in ways that are not listed.

10
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00331 K will be appreciated that some embodiments may be comprised of one or
more generic or spectahized processors {or “processing devices™) such as
microprocessors, digital signal processors, customized processors and field
programmable gate arrays {FPGAS) and unique stored program instructions (ncluding
both software and firnyware) that control the one or more processors to implement, m
comunction with certain non-processor circuits, some, most, or all of the functions of
the method and/or apparatus described herein. Alternativelv, sone or all functions
could be implemented by a state machine that has no stored program instroctions, or
in one or more application specific mtegrated arcuits (ASICs), in which each function
or sonte combinations of certain of the functions are implemented as custom logic.

Of course, a combination of the two approaches could be used.

{0034} Moreover. an embodiment can be implemented as a computer-readable storage
medium having computer readable code stored thereon for progranuming a computer
{e.g., comprising a processor) to perform a method as described and clammed herein
Examples of such commuer-readable stovage mediums mclude, bt are not limited to,
a hard disk, a CD-ROM, an optical storage device, a magnetic storage device. a ROM
{Read Only Memoryv}, a PROM (Programmable Read Only Memorv}, an EPROM
{Erasable Progranmmable Read Only Memory), an EEPROM (Electrically Erasable
Programmable Read Only Memorv} and a Flash memosy. Further, it is expected that
one of ordinary skill. notwithstanding possibly sigmificant effort and many design
choices motivated by, for example, available time, current technology, and economuc
considerations, when guided by the concepts and principles disclosed herem will be
readily capable of generating such software mstructions and programs and 1Cs with
nunimal experimentation,

{0035} The Abstract of the Disclosure 15 provided to allow the reader to quuckly
asceriain the nature of the technical disclosure, It is submutted with the snderstanding
that 1t will not be used to interpret or linut the scope or meaning of the clanms, In
addition, in the foregoing Detailed Description, 1t can be seen that various features are
grouped together m various embodiments for the purpose of streandining the
disclosure. This method of disclosure 1$ not to be imterpreted as reflecting an

mntention that the clamed embodiments require more features than are expressly

11
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recited in each claim. Rather, as the following claims reflect, inventive subject matier
lies in less than all features of a single disclosed embodiment. Thus the following
claims are herebv incorporated into the Detatled Description, with each claim

standing on 1ts own ag a separately claimed subject matier.

12
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CLAIMS

What is claimed is:

t.  An apparatus for the detection of an anauthorized wireless commumication

device comprising

3 communications monitor operable 1o monor communications activity;

& processor comnusicatively coupled with the communication monitor and
operable to analvze any momitored communication activity against parameters
that are predefined to detect suspected ilegal activity; and

a uxer interface conmmunicatively coupled with the processor and operable to
generate an alert for a svstem admirastrator if iflegal activity is suspected by

the processor.

2. The apparatus of claim 1, wherem the communications monttor s operable (o
monitor Bluetooth™ communications activity,

3. The apparatus of clazm 1, wheremn one of the predefined parameiers associates
sllegal activity with data within any montlored conunuonications activity that includes

sixteen-digit credit card nombers and credit card expiration dates.

4. The apparatus of claim {, wherem one of the predefined parameters associates
Hlegal activity with data within any monitored commumcations activity that mchudes

a serigs of dates and time-stamps.
5. The apparatus of claim 1, wherein one of the predefined parameters associates

illegal activity with data within any monitored conununications activity that includes

a ¢lass of operation field set to miscellaneous.

13
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6. The apparatus of claim {, wherem one of the predefined parameters associates
Hlegal activity with & determination that the timang of monttored communications

activity coincides with updates from a pomnt-of-sale termunal.

7. The apparatus of claim 1, wherein one of the predefined parameters associates

illegal activity with detecting a discoverable conununication device.

& The apparatus of claim 1, wherein one of the predefined parameters associates
ilepal activity with detecting a non-discoverable communication device by eyveling

through a set of Media Access Control addresses to find any non-discoverable devices.

9. The apparatus of claim |, wherein one of the predefined parameters associates
illegal activity with momtoring of any commusncations activity after the store has

closed.

10 The apparatus of claim 1, wherem one of the predefined parameters associates

tegal activity with a starting of communications activily after the siore has closed.
1. The apparatus of claim 1, wherein one of the predefined parameters associates
illegal acttvity with communications activity that ts longer compared to normal

COMMUNICAtioNS aciivity.

12 The apparatus of claim 1, wherem one of the predefined parameters assocuates

ilegal activily with commuunications activity of devices that are not moving,

13. The apparatus of claim 1, further comprising a central server operable to

analyre the commumcations activity.

14
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14 A method for the detection of an unauthonized wireless conununication device,
COMpRsng
montoring of commumications activily by a communcation devicg;
analvzing any monttored commrication activity against parameters that are
predefined to detect suspected ilegal activitv; and
if itlegal activity 1s suspected by the analysis, generating an alent for a svstem

admimstrator,

13, The method of claim 14, wherein the communication activity is Bluetooth®

communications activity monitored by a Bluetooth™ capable communications deviee.

15
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AMENDED CLAIMS
received by the International Bureau on 21 July 2015 (21.07.2015)

What 1s claimed is:

1. An apparatus for the detection of an unauthorized wireless communication device

comprising:

a communications monitor operable to monitor wireless communications activity;

a processor communicatively coupled with the communication monitor and operable to
analyze any monitored wireless communication activity against parameters that are
predefined to detect suspected illegal activity, wherein one of the parameters include
credit card numbers; and

a user interface communicatively coupled with the processor and operable to generate an
alert for a system administrator if illegal activity from an unauthorized wireless

communication device is suspected by the processor.

16
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2. The apparatus of claim 1, wherein the communications monitor is operable to monitor

Bluetooth® communications activity.

3. The apparatus of claim 1, wherein one of the predefined parameters associates illegal
activity with data within any monitored communications activity where the data includes

sixteen-digit credit card numbers and credit card expiration dates.

4. The apparatus of claim 1, wherein one of the predefined parameters associates illegal
activity with data within any monitored wireless communications activity where the data

includes a series of dates and time-stamps.

5. The apparatus of claim 1, wherein one of the predefined parameters associates illegal
activity with data within any monitored wireless communications activity where the data

includes a class of operation field set to miscellaneous.

6. The apparatus of claim 1, wherein one of the predefined parameters associates illegal
activity with a determination that the timing of monitored wireless communications activity

coincides with updates from a point-of-sale terminal.

7. The apparatus of claim 2, wherein one of the predefined parameters associates illegal

activity with detecting a Bluetooth® discoverable communication device.

8. The apparatus of claim 2, wherein one of the predefined parameters associates illegal
activity with detecting a Bluetooth® non-discoverable communication device by cycling

through a set of Media Access Control addresses to find any non-discoverable devices.

17
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9. The apparatus of claim 1, wherein one of the predefined parameters associates illegal

activity with monitoring of any wireless communications activity after a store has closed.

10. The apparatus of claim 1, wherein one of the predefined parameters associates illegal

activity with a starting of wireless communications activity after a store has closed.

11. The apparatus of claim 1, wherein one of the predefined parameters associates illegal
activity with wireless communications activity that is longer compared to normal

communications activity.

12. The apparatus of claim 1, wherein one of the predefined parameters associates illegal

activity with wireless communications activity of devices that are not moving.

13. The apparatus of claim 1, further comprising a central server operable to analyze the

wireless communications activity.

18
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14. A method for the detection of an unauthorized wireless communication device,
comprising:
monitoring of wireless communications activity by a communication device;
analyzing any monitored wireless communication activity against parameters that are
predefined to detect suspected illegal activity, wherein one of the parameters include
credit card numbers; and
if illegal activity from an unauthorized wireless communication device is suspected by the

analysis, generating an alert for a system administrator.

15. The method of claim 14, wherein the wireless communication activity is Bluetooth®

communications activity monitored by a Bluetooth® capable communications device.

19
AMENDED SHEET (ARTICLE 19)
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