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(57) Abstract: A method of updating routing information in a network, where reboot information of other nodes in the network is
used to determine whether a given node has recent route updates. If the reboot information indicates the given node has not re-
cently rebooted, then routing information from that given node is used to update the routing information of the comparing node.
The reboot information may be a reboot counter which is incremented by a node in response to the node going through a reboot
process. When a node reboots, it may request the reboot counter from neighboring nodes. The received reboot counter is com-
pared to the stored reboot counter for at least one node. The rebooting node may choose to receive routing information from a
node which has not had its reboot counter changed from the stored reboot counter. In the event none of the neighboring nodes
have an unchanged reboot counter, requests may be made for the reboot counters of other nodes, which may be compared to the
corresponding stored reboot counters, until the rebooting node discovers a node which has not recently rebooted according to the
reboot counter, and may then download routing information from that node. After power is restored to a node in a utility network,
that node employs one or more of its neighboring nodes as proxies to route a message to a central control facility of the utility.
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UPDATING ROUTING AND OUTAGE INFORMATION
IN A COMMUNICATIONS NETWORK

TECHNICAL FIELD

[0001] The disclosed subject matter generally relates to routing of packets in a
communications network, and more particularly to the ability to rapidly update
routing information after an interruption in communications, and send notifications

pertaining thereto.

BACKGROUND

[0002] When a node first comes up on a nefwork, it needs to obtain information
that enables it to communicate with destination nodes. In the case of a fixed, wired
network, that information may be pre-programmed into the node, as a result of
which it is able to immediately communicate with other nodes once it is activated.
In other types of networks, however, the node may need to learn about the
configuration of the network before it is able to effectively communicate with other
desired nodes. For example, a wireless ad hoc subnetwork may have only one, or at
most a few, access points via which the nodes of the subnetwork can communicate
with destinations outside of the subnetwork. Not all of the nodes in the subnetwork
may have direct links to the access point, and consequently they rely upon
neighboring nodes to provide a communications path to and from the access point.
To facilitate efficient communications within the network, therefore, the nodes may
exchange routing information that provides data relating to the quality, length,
latency, etc. of various routes to the access point.

[0003] When a node is first installed in an ad hoc network, it may go through a
discovery process in which it identifies its nearest neighbors, i.e., other nodes with
which it has a direct communications link, and which of those nodes is able to
provide a path to an access point. The node may continue to exchange information
with its neighbors and update routing information, to ensure its ability to reliably
communicate with an access point in an effective manner under dynamically

changing network conditions. One example of a procedure via which the node
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establishes a path to an access point is described in U.S. Patent Application
Publication No. 2007/0120705.

[0004] Another situation in which a node may need to establish, or confirm,
routing information is after it has undergone a reboot operation. The reboot may be
the result of a variety of different conditions, such as a software upgrade, loss of
power, a regularly scheduled maintenance procedure, etc. After rebooting, the node
may undergo the full network discovery process, for example of the type described
above, to obtain routing information and resume communications. However, this
process might require a significant amount of time. It is preferable to employ
information that may already be available to the node as a result of network
communications that occur prior to the reboot, to enable the node to quickly recover
and resume communications after rebooting.

[0005] In one particular application, a wireless ad hoc network may be employed
to provide communications between a central control facility of an electric utility,
and meters that measure customers' consumption of electricity provided by the
utility. When an outage occurs in the distribution infrastructure that delivers
electricity to customers where consumption measuring electric meters are co-
located, the communication nodes of the ad-hoc wireless network associated and co-
located with the meters may also lose power, and be required to reboot when the
delivery of power resumes. In some cases, the utility control facility may not be
aware of the fact that power has been restored to a customer's premises, until the
network node that is co-located with the electric meter at those premises rejoins the
network and reports that it has resumed operation. When a large outage occurs and
service personnel are in the field to restore a fault, it may be desirable for the utility
to learn quickly whether power has been restored, and if so to which nodes and
which part of the distribution infrastructure. This knowledge enables the utility to
determine whether all faults have been fixed and restoration activities may be
terminated, or whether other faults still exist and some customers still remain

without power.
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SUMMARY

[0006] In accordance with one aspect of the disclosed invention, routing
information is updated in a node that has undergone a reboot operation by assessing
the reliability of routing information available from other nodes in the network.
Upon reboot of a first node, it receives reboot information from at least one other
node in the network. The first node retrieves reboot information for that other node
that was previously stored in a memory. The reboot information that was received
from the other node is compared with that which was retrieved from the memory. If
the comparison of the received and retrieved reboot information indicates that the
other node has not gone through a reboot as recently as the first node, the routing
information of the first node is updated with routing information downloaded from
the second node.

[0007] In accordance with another aspect of the disclosed invention, after power is
restored to a node in a utility network, that node employs one of its neighboring
nodes as a proxy to relay a message to the central control facility of the utility. The
message contains information about the restored node, and could also contain
information about one or more of its neighbor nodes. This information may include
reboot counters, the amount of time that the node was down, momentary outages or

power fluctuations, and/or the time of power restoration.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The foregoing aspects and many of the attendant advantages of this
invention will become more readily appreciated and become better understood by
reference to the following detailed description, when taken in conjunction with the
accompanying drawings, wherein:

[0009] FIG. 1 is a generalized block diagram illustrating a network over which the
route updating process can be implemented, according to one possible embodiment.
[0010] FIG. 2 is a generalized flow diagram of a process of updating reboot
information and informing other nodes of reboot information, according to one
possible embodiment.

[0011] FIG. 3 is a generalized flow diagram illustrating a process of using reboot

information to determine whether routing information from another node may be
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used to update routing information of a given node, according to one possible
embodiment.

[0012] FIG. 4 is a generalized block diagram illustrating a communications
network having a plurality of nodes, according to one possible embodiment.

[0013] FIG. 5 is a generalized flow diagram illustrating a process of discovering
nodes for information updates by a rebooting node, according to one possible
embodiment.

[0014] FIGS. 6A-6D illustrate a utility communications network that has
experienced a power outage, and various embodiments for providing notifications of

restored nodes.

DETAILED DESCRIPTION

[0015] FIG. 1 is a generalized block diagram illustrating a communications
network 100 having a plurality of nodes 101. The nodes 101 may include a
processing unit, memory (for example, non-volatile memory) and a network
interface. If the communications network is a wireless communication network the
nodes may also include one or more radios (or wireless transceivers) to
communicate with other nodes in the network. One or more nodes may also act as
an access point (or gateway) 102 to another network 103. One or more electronic
computing devices 105 may be connected to the communications network 103.
Examples of electronic computing devices include, without limitation, servers,
personal computers, handheld devices, mobile computing devices, mobile
telephones, etc. One or more nodes may also be relay nodes 104 which relay
packets between nodes, and/or between one or more nodes 101 and a gateway 102.
[0016] In communication networks which have access point nodes, one node may
be considered “upstream” of another node in the sense that it is closer to the access
point node (closer may refer to number of hops, geographic proximity, link cost, link
reliability, some combination thereof, or additional factors alone or in combination
with other of the listed factors). The “downstream” node may prefer and/or choose
to receive routing updates from an upstream node.

[0017] During operation of the communications network 100 a node may reboot

(voluntarily or involuntarily) for any number of reasons, including, without
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limitation, power loss, operational maintenance, automatic service disconnects,
routine node refresh after firmware upgrades, or for other reasons. When the
rebooting node comes back up after a reboot, it is preferable to receive routing
information from other nodes, as the rebooting node may not have been able to
receive routing information updates while it was “down.” As other nodes in the
communications network may also have gone down and have recently rebooted, the
rebooting node may prefer to receive routing updates or other updates from nodes
that have not recently rebooted, or have at léast rebooted prior to the rebooting node
and which are more likely to have more current routing information.

[0018] FIG. 2 is a generalized flow diagram of the process of updating and
providing reboot information to other nodes in the communications network. At
step 201 a node reboots. In response to the reboot, at step 202 the node updates its
reboot information. The node may update its reboot information during or after the
reboot. If the reboot information is a reboot counter, the update may be to increment
the reboot counter. The reboot counter may be incremented by one, or may be
changed by some other operation on the reboot counter. If the reboot information is
a reboot time stamp, the reboot time stamp will be changed to reflect the reboot. If
the reboot information is a recent reboot value the recent reboot value may be set to
indicate a value indicating rebooting within a predefined period of time. Other
reboot information may include, without limitation, listing of latest firmware
upgrades in neighbor nodes, link and path quality changes and, info success statistics
among neighbor nodes. At step 203 the reboot information is stored. In one
presently preferred embodiment, the reboot information is stored in non-volatile
memory in the node. One example of a type of non-volatile memory is FLASH
memory. Other embodiments may store the reboot information in volatile memory
in the node, or volatile or non-volatile memory in a device or computer which may
be accessed by the node.

[0019] At step 204 a node, such as the node that rebooted, receives a request for
information from another node in the communications network. The request for
information may be a specific request for reboot information, or the request may be
for other information, such as a request for link or routing information. At step 205

the node responds to the request for routing information. If the request is for routing
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or other information, the reboot information is preferably included with the
response. Additionally, the request for route information received by the node may
include reboot information corresponding to other nodes in the communications
network. In one alternative embodiment, reboot information is exchanged
separately from routing information. In the event reboot information corresponding
to other nodes is received in the request for information, the node may store the
received reboot information. Preferably the storage of reboot information is in non-
volatile memory of the node, such as FLASH memory. Other embodiments may
store the received reboot information in volatile memory in the node, or volatile or
non-volatile memory in a device or computer which may be accessed by the node.
[0020] The requesting node receives the reboot information from at least one other

node. The requesting node may store the received reboot information. The reboot

_information may be stored in memory or a storage device associated with the node.

In one preferred embodiment, reboot inforfitation is stored in non-volatile memory

of the receiving node, such as FLASH memory. Other embodiments may store the
received reboot information in volatile memory in the receiving node, or volatile or
non-volatile memory in a device or computer which may be accessed by the
receiving node.

[0021] FIG. 3 is a generalized flow diagram of process 300 of using reboot
information to determine whether routing information from another node is to be
used for updating routing information of a given node. At step 301 a first node (or
rebooting node) reboots. During, or after, reboot the first node may initiate a routing
update process where, at step 302, the first node sends routing information update
messages to at least one neighboring node. In one preferred embodiment, the first
node sends routing update messages to nodes which it is already aware of. Those
nodes that the first node is aware of may be contained in a list, which may be stored
in volatile or non-volatile memory at its location or at a different location which it
can securely and/or reliably access. Preferably, these nodes are neighboring nodes.
Alternatively, the first node may initiate a discovery process to discover nodes, as
may be done when the first node is unaware of other nodes in the communications
network (as may occur due to the node first joining the network, or if the list of

known nodes was lost or deleted, or when the list of known nodes is unreachable or
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deemed unreliable). Routing update messages may include the reboot information
of the first node, and may include a request for reboot information updates. The list
of discovered nodes may be used for the routing update messages sent at step 302.
At step 303 the first node receives the routing update information. In one preferred
embodiment, the routing update information response includes reboot information.
In alternate embodiments, reboot information may be received in a separate
message, which may be received in response to the routing update request, in
response to a reboot information request, in response to a request for other
information, or automatically without a request from the rebooting node. At step
304 the first node may retrieve reboot information it keeps on other nodes. As
discussed above, reboot information may be stored in memory, or in another
accessible device or storage unit, and at step 304 the first node retrieves stored
reboot information on other nodes from this location. In the preferred embodiment,
the retrieved reboot information may correspond to at least one node associated with
the received reboot information, such that the first node has access to both the stored
the reboot information and the received reboot information for at least one node.
[0022] At step 305 the first node may examine, for example by comparing, the
stored reboot information and the received reboot information for at least one node
to determine whether the associated node, or nodes, have recently gone through a
reboot. More particularly, the first node may make a determination as to whether a
given node, corresponding to the stored reboot information and the received reboot
information, has routing information more current than the first node. If the given
node has not rebooted since receiving the corresponding stored reboot information,
or if the given node has not rebooted within a predefined time prior to the reboot of
the first node, then the first node may determine to use reboot information available
from the given node to update its routing information. The comparison made may
vary according to the type of reboot information available. For example, if the
reboot information is a reboot counter the comparison may be whether the stored
reboot counter is equal to the received reboot counter. If the stored reboot counter is
equal to the received reboot counter it may be determined that the given node has
not rebooted since receipt of the stored reboot counter, and that the first node will

update its routing information using the routing information from the given node. If
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at step 305 it is determined that at least one node in the comparison has routing
information which is more current than the routing information of the first node,
then at step 306 the first node will update the routing information using the routing
information from at least one of the nodes determined to have more current routing
information than the first node. If the routing information has not already been
received, the first node may make a request for the routing information to be used in
updating the first node.

[0023] If none of the nodes examined at step 305 are determined to have routing
information more current than the first node’s routing information, then at step 307
the first node may determine whether there are additional nodes which may be
compared. If no additional nodes may be compared, the process may end at step
308. If at step 307 the first node determines that there are additional nodes to be
compared, it may return to step 302 to obtain additional information from other
nodes, and follow the process of comparison from step 302. As the first node may
have compared all of the nodes that it keeps reboot information on, the first node
may proceed to step 302 to request stored reboot information for other nodes as well
as request reboot information from nodes corresponding to the requested stored
reboot information. Alternatively, if at step 307 the first node determines that there
are additional nodes to be examined for a recent reboot and the first node has the
information needed for examination, then the first node may return to steps 304,
305, or any other step as appropriate.

[0024] The first node may, at step 305, compare the stored and received reboot
information of other nodes known to the first node until it is able to find a node
having routing information more current than the first node’s routing information.
This may include sending out other reboot information requests for reboot
information of other nodes. If a node is found which has not recently rebooted, then
the first node proceeds to step 306 to update its routing information.

[0025] The above processes may be combined, in whole or in part, with our
without modification, in various embodiments. For illustration purposes, multiple

exemplary embodiments are provided below.
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[0026] While the above embodiments concerned updating routing information,
alternate embodiments may update other information in addition to routing
information, or may update other information without updating routing information.
[0027] Example1 A wireless FHSS (Frequency Hopping Spread Spectrum)
communication network of 5000 nodes, with multiple sub-networks, uses IP based
protocols (for example, IPv4 or IPv6) to provide communication to 5000 utility
meters. The utility meters measure consumption of a commodity provided by a
utility (in the present example, the metered commodity is electricity, but other
embodiments could also measure water, gas, or other commodities, alone or in
combination). The utility nodes (which may include the meter or couple to the
meter to allow reading and/or control of the meter) include routing information to
allow the nodes to communicate with one or more back office systems through
multiple access point nodes. Most of the utility nodes in the utility network are
unable to communicate directly with an access point node. Accordingly, packets
sent to and from a given node as part of communication with the back office system
typically are initially sent to another utility node, which relays the packets between
the given node and one or more access point nodes.

[0028] The utility nodes maintain and exchange reboot counters. The reboot
counters are integer values representing the number of reboots a utility node has
gone through. Reboot counters for utility nodes in the communications network are
stored in flash memory of the utility nodes. For example, if a given utility node,
designated UN-471, has rebooted three times it may maintain a reboot counter
RebootCounter=3. Upon rebooting, utility node UN-471 will increment its reboot
counter by 1, such that RebootCounter=4. Utility node UN-471 will share its reboot
counter with its neighbor nodes (in this example, the nodes it is aware of and which
it keeps information to communicate with). Sharing is done soon after incrementing
the reboot counter, and may also be done regularly (for example, when updating link
and other information, or when exchanging packets).

[0029] When utility node UN-471 performs a reboot, it initially establishes contact
with one or more neighboring nodes, based upon stored neighbor information. After
establishing contact with one or more neighboring nodes, utility node UN-471

makes a request of at least one neighboring node to provide its reboot counter. If
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utility node UN-464 is the neighbor node in communication with utility node UN-
471, and utility node UN-471 has requested utility node UN-464’s reboot counter,
utility node UN-464 may respond by giving its reboot counter, which is
RebootCounterreceived=6. Utility node UN-471 retrieves the stored reboot counter
for UN-464, which is RebotCounterstored=5. Utility node UN-471 compares the
stored reboot counter for UN-464 to the received reboot counter, and based on the
stored reboot counter not being equal to the received reboot counter, concludes that
UN-464 has gone through a reboot since the last updating of the reboot counter for
UN-464. Accordingly, it is determined that the routing information of UN-464 is
not to be used for updating UN-471’s routing information. UN-471 then seeks to
find a node which has not incremented its reboot counter beyond the value of its
stored reboot counter. UN-471 may compare the reboot counters of other nodes it
has received and for which it has é corresponding stored reboot counter. It may also
request reboot counters from other utility nodes. Utility node UN-471 receives
reboot counters for five other nodes, UN-469, UN-472, UN-473, UN-478 and UN-
485, for which UN-471 also has stored reboot counters. From comparing the stored
and received reboot counters, UN-471 determines that UN-485 and UN-473 have
not incremented their reboot counters (both the stored and received reboot counters
for UN-485 are equal to 2, while both the stored and incremented reboot counters for
UN-473 are equal to 11). As UN-485 is upstream of UN-471 (that is, both UN-471
and UN-485 are on the same subnet, UN-485 is fewer hops to the access point of the
subnet, and packets from UN-471 to and from UN-485 may efficiently pass through
UN-485 according to various routes), UN-471 uses information from UN-485 to
update UN-471’s routing information. Accordingly, UN-471 requests routing
update information from UN-485, and uses the received route update information to
update UN-471’s routing information.

[0030] Example2 A wireless mesh network of sensors (a wireless sensor
network) has 800 sensor nodes. The mesh network has three distinct subnets, and
some sensor nodes are on more than one subnet. Sensor nodes maintain a reboot
timestamp, which indicates the last time the node has rebooted. One of the sensor
nodes in the wireless mesh network, designated SN-206, last rebooted on August
23rd, 2007 at 4:13am, so its reboot time stamp RBTS=0823070413. SN-206 shares

10
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its time stamp with other nodes when other nodes request link or routing information
from SN-206. SN-206 is on two subnets of the wireless mesh network, which are
designated SUB-1 and SUB-2. SN-206 has ten neighbor nodes on SUB-1 for which
it maintains link information, and also stores a reboot time stamp for all ten of these
neighbor nodes. At 3:44pm on September 17th, 2007, SN-206 rebooted. During the
reboot process, SN-206 updated its reboot time stamp, which is now
RBTS=0917071544. After reboot, SN-206 establishes contact with its neighbor
sensor nodes, and requests time stamp information from all of its neighbor nodes. In
this example embodiment, SN-206 waits until after its directly connected
neighborhood stabilizes before it requests reboot information. Of the ten neighbor
nodes on SUB-1, eight are able to respond. SN-206 compares the received time
stamps to the stored time stamps for the eight nodes that responded. Of the eight
neighbor nodes to SN-206 on SUB-1, only two have rebooted since the time SN-206
received the time stamps stored in SN-206’s memory. SN-206 chooses one of the six
neighbor nodes which it has determined have not recently rebooted to request
routing update information. In this example embodiment, SN-206 chooses the
neighbor with the lowest link cost which is “upstream” of SN-206 in subnet SUB-1,
requests routing information from that node and uses the routing information it
receives to update SN-206’s routing information for sub-network SUB-1. Similarly,
SN-206 also establishes contact with its neighbor nodes on subnet SUB-2. SN-206
has five neighbor nodes on SUB-2, and SN-206 requests reboot timestamp
information from all five neighbors. All five respond by providing SN-206 with
their current reboot timestamp. By comparing the stored and received reboot
timestamps SN-206 determines that none of the responding neighbor nodes has
rebooted recently. Accordingly, SN-206 chooses the neighbor with the lowest link
cost which is “upstream” of SN-206 in subnet SUB-2, requests routing information
from that node and uses the routing information it receives to update SN-206’s
routing information for SUB-2.

[0031] Example3 A wireless mesh network of 1,200 communication nodes
arranged in a single network with no subnets. The communications nodes are
arranged in a pre-defined geographical area. There are two access point nodes and

multiple relay nodes in the wireless mesh communications network.
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Communications nodes keep track of reboots using reboot information, which is a
recent reboot value indicating whether the communications node has rebooted
within a preset period of time. Communications node CN-783 has not rebooted in
more than one hour, so its recent reboot value is set to zero (RR ¢n.7s3 =0). At 9:21
am on September 19th, 2007 CN-783 rebooted. During reboot, CN-783 set the
recent reboot value to one (RR ¢n.783 =1) to indicate that it has recently gone through
areboot process. CN-783 requests reboot information from its direct access
neighbors. CN-783 has seven direct access neighbors, five of which return a recent
reboot value of one, indicating a reboot within the last hour. Two direct access
nodes, CN-773 and CN-779 return a recent reboot value of zero, indicating that they
have not rebooted within the last hour. Based on the returned recent reboot value,

CN-783 chooses a direct access node which has not recently rebooted to receive

_ routing updates. Based upon link cost factors, CN-783 chooses to request and

receive routing information from CN-779 to update its routing information. One
hour after reboot, if it has not gone through another reboot, CN-783 changes its
recent reboot value back to zero, to indicate it has not rebooted within the
predetermined “recent” timeframe. Similarly, other communication nodes in the
wireless mesh network update their recent reboot counters as configured.

[0032] FIG. 4 is a generalized block diagram illustrating a communications
network 400 having a plurality of nodes 401. The nodes 401 are arranged into two
sub networks 400-a and 400-b. Nodes which are members of two or more networks
may be referred to as network overlap nodes (NONs) 405, or may be referred to as
nodes participating in multiple networks. One example of a network overlap node is
anode which is a member of multiple subnets within a given network. Subnets may
be organized according to many possible criteria including, without limitation,
geographic area. As discussed in examples below where subnets are geographically
arranged, network overlap nodes may be able to communicate on more than one of
the subnets, as such network overlap nodes exist in an area where two or more
subnets overlap. One or more nodes may also act as an access point (or gateway)
402 to another network 403. One or more electronic computing devices 407 may be
connected to the communications network 403. Examples of electronic computing

devices include, without limitation, servers, personal computers, handheld devices,
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mobile computing devices, mobile telephones, etc. One or more nodes may also be
relay nodes 404 which relay packets between nodes, and/or between one or more
nodes 401 and the gateway 402. A relay node may also be part of two more subnets,
and may be referred to as a network overlap relay node (NON relay) 406.

[0033] As above, in communication networks which have access point nodes, one
node may be considered “upstream” of another node in the sense that it is closer to
the access point node (closer may refer to number of hops, geographic proximity,
link cost, link reliability, some combination thereof, or additional factors). The
“downstream” node may prefer and/or choose to receive routing updates from an
upstream node.

[0034] During operation of the communications network 400, a node or network
overlap node may reboot (voluntarily or involuntarily) for any number of reasons,
including, without limitation, power loss, operational maintenance, automatic
service disconnects, routine node refresh after firmware upgrades, or for other
reasons. When the rebooting node comes back up after a reboot, it is preferable to
receive routing information from other nodes, as the rebooting node may not have
been able to receive routing information updates while it was “down.” As other
nodes in the communications network may also have gone down and have recently
rebooted, the rebooting node may prefer to receive routing updates or other updates
from nodes that have not recently rebooted, or have at least rebooted prior to the
rebooting node and which are more likely to have more current routing information.
Additionally, a rebooting node may prefer to receive routing update information
from a network overlap node, as such nodes may have more up-to-date routing or
other information, or the network overlap node may provide access to a given node
or network through another network on which the network access node is able to
communicate.

[0035] FIG. S is a generalized flow diagram illustrating a process 500 of
discovering nodes for information updates by a rebooting node. At step 501 a first
node (or rebooting node) reboots. During, or after, reboot the first node may initiate
a routing update process where, at step 502, the first node sends routing information
update messages to at least one neighboring node. In one preferred embodiment, the

first node sends routing update messages to nodes of which it is already aware. The
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nodes that the first node is aware of may be contained in a list, which may be stored
in volatile or non-volatile memory at its location or at a different location which it
can securely and reliably access. Preferably, these nodes are neighboring nodes.
Alternatively, the first node may initiate a discovery process to discover nodes, as
may be done when the first node is unaware of other nodes in the communications
network (as may occur due to the node first joining the network, or if the list of
known nodes was lost or deleted, or when the list of known nodes is unreachable or
deemed unreliable). Routing updates may include the reboot information of the first
node, and may include a request for reboot information updates. The list of
discovered nodes may be used for the routing update messages sent at step 502. At
step 503 the first node receives the routing update information. In one preferred
embodiment, the routing update information response includes reboot information.
In alternate embodiments, reboot information may be received in a separate
message, which may be received in response to the routing update request, in
response to a reboot information request, in response to a request for other
information, or automatically without a request from the rebooting node. At step
504 the first node may retrieve reboot information it keeps on other nodes. As
discussed above, reboot information may be stored in memory, or in another
accessible device or storage unit, and at step 504 the first node retrieves stored
reboot information on other nodes from this location. In the preferred embodiment,
the retrieved reboot information may correspond to at least one node associated with
the received reboot information, such that the first node has access to both the stored
the reboot information and the received reboot information for at least one node.
[0036] At step 505 the first node may examine, for example by comparing, the
stored reboot information and the received reboot information for at least one node
to determine whether the associated node, or nodes, has recently gone through a
reboot. More particularly, the first node may make a determination as to whether a
given node, corresponding to the stored reboot information and the received reboot
information, has routing information more current than the first node. If the given
node has not rebooted since receiving the corresponding stored reboot information,
or if the given node has not rebooted within a predefined time prior to the reboot of

the first node, then the first node may determine to use reboot information available
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from the given node to update its routing information. The comparison that is made
may vary according to the type of reboot information available. For example, if the
reboot information is a reboot counter the comparison may be whether the stored
reboot counter is equal to-the received reboot counter. If the stored reboot counter is
equal to the received reboot counter it may be determined that the given node has
not rebooted since receipt of the stored reboot counter, and that the first node will
update its routing information using the routing information from the given node. If
at step 505 it is determined that at least one node in the comparison has routing
information which is more current than the routing information of the first node,
then at step 506 the first node will update the routing information using the routing
information from at least one of the nodes determined to have more current routing
information than the first node. If the routing information has not already been
received, the first node may make a request for the routing information to be used in
updating the first node.

[0037] If none of the nodes examined at step 505 are determined to have routing
information more current than the first node’s routing information, then at step 507
the first node may determine whether there are network overlap nodes which may be
compared. The determination of whether there are network overlap nodes to
examine or retrieve update information from may be based upon different types of
information, which may exist or be retrieved from various locations. For example,
the first node may maintain a list of network overlap nodes, which may be stored in
the node’s memory. The node may compare information it has on nodes to
determine if any node is also able to communicate on a second (or more) network(s).
Alternative embodiments may have the first node send messages to request
information which either identify network overlap nodes, or allow it to determine
network overlap nodes from the responses to network overlap node information
requests.

[0038] If there are network overlap nodes, then the first node may return to step
502 to request information on the network overlap node, or may return to another
step as appropriate, to examine the network overlap node to determine whether it has
also gone through a recent reboot. In the presently preferred embodiment, the first

node will not choose a network overlap node for routing information updates if the
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network overlap node has recently gone through a reboot. However, alternate
embodiments may choose to receive reboot information from a network overlap
node which has recently rebooted in the event it is unable to find another node which
has not recently rebooted, including any other network overlap nodes.

[0039] In one preferred embodiment, if no network overlap nodes are found, or no
network overlap nodes are found which have not recently rebooted, then the first
node may proceed to step 508 where it may determine whether there are alternate
power nodes. Alternate power nodes may be any node which has an alternate power
source. For example, if the first node is on a first electrical power network, the
reboot may have been the result of a loss of electrical power on the first electrical
power network. Nodes which use an alternate power source, that is a power source
different from the first electric power network, may not experience power loss when
the first electrical power network experienced an outage, or power loss. Examples
of alternate power sources may be a separate electrical grid, an “off grid” power
source (as may occur with backup generators, alternative power sources such as
wind, solar, etc.), a battery or a backup battery (a backup battery node which
normally operates on power from a source such as the first electrical power source
but which also has a battery to provide power in the event of loss of the primary
POWET SOUrce Or SOUrces).

[0040] The determination of whether there are alternate power nodes to examine
or request update information from may be based upon different types of
information, which may exist or be retrieved from various locations. For example,
the first node may maintain a list of alternate power nodes, which may be stored in
the first node’s memory. The first node may compare information it has on nodes to
determine if any node is an alternate power node. Alternative embodiments may
have the first node send messages to request information which either identify
alternate power nodes, or allow it to determine alternate power nodes from the
responses to alternate power node information requests. If at step 508 the first node
determines there are alternate power nodes, then the first node may return to step
502 to request information on the alternate power node(s), or may return to another
step as appropriate, to examine the alternate power nodes to determine whether any

of them have also gone through a recent reboot. In one preferred embodiment, the
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first node will not choose an alternate power node for routing information updates if
the alternate power node has recently gone through a reboot. However, alternate
embodiments may choose to receive reboot information from an alternate power
node which has recently rebooted in the event it is unable to find another node which
has not recently rebooted, including any other alternate power nodes.

[0041] If no additional nodes are available to be examined, the process may end at
step 509. If at step 507 or 508 the first node determines that there are additional
nodes to be compared, it may return to step 502 to obtain additional information
from these other nodes, and follow the process of comparison from step 502. As the
first node may have compared all of the nodes that it keeps reboot information on,
the first node may proceed to step 502 to request stored reboot information for other
nodes as well as request routing updates. Alternatively, if at step 507 or 508 the first
node determines that there are additional nodes to be examined for a recent reboot
and the ﬁrét node has the information needed for examination, then the first node
may return to steps 504, 505, or any other step as appropriate.

[0042] The first node may, at step 505, compare the stored and received reboot
information of other nodes known to the first node until it is able to find a node
having routing information more current than the first node’s routing information.
This may include sending out other reboot information requests for reboot
information of other nodes. If a node is found which has not recently rebooted, then
the first node proceeds to step 506 to update its routing information.

[0043] While the process illustrated in FIG. 5 has the first node examine nodes to
find either a network overlap node or an alternate power nodes, other embodiments
may attempt to find either a node which is both an alternate power nodes and a
network overlap node. While the process illustrated in FIG. § has the first node
examine nodes to find a network overlap node prior to examining nodes to find an
alternate power nodes, other embodiments may attempt to find alternate power
nodes before attempting to find a network overlap node, or may attempt to find
network overlap nodes and alternate power nodes in parallel, or may attempt to find
either a network overlap node or an alternate power node, without attempting to find
both an alternate power node and a network overlap node. While the process

illustrated in FIG. 5 has the first node compare a node for a recent reboot after
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determining the node is an alternate power node or the node is a network overlap
node, alternate embodiments may proceed directly to receive and/or using routing
update information after determining a found node is either (or both) a network
overlap node or (and) an alternate power node. While the process illustrated in FIG.
5 has the first node examine nodes to determine whether a node has recently
rebooted prior to examining node(s) to find either (or both) a network overlap node
or (and) an alternate power nodes, other embodiments may attempt to find either (or
both) a alternate power nodes or (and) a network overlap node prior to an attempt to
find nodes which are not either (or both) an alternate power node or (and) a network
overlap node and which have not recently rebooted.

[0044] The above processes may be combined, in whole or in part, with our
without modification, in various embodiments. For illustration purposes, multiple
exemplary embodiments are provided below.

[0045] Example 4 A wireless mesh network of 6,000 utility nodes which are
coupled to utility meters. The wireless utility nodes are arranged in two subnets,
referred to as UN-SUB1 and UN-SUB2. Each of UN-SUBI1 and UN-SUB2 has a
single access point node. A utility node in the network, designated M2381, resides
in UN-SUBI1. Utility node M2381 has twenty six direct access neighbors. M2381,
and the other utility nodes in the network, maintain neighbor reboot information in
their non-volatile memory. Specifically, utility network nodes in this embodiment
use a reboot counter, which they regularly exchange with their neighbors during
routine network maintenance messaging. After a reboot, M2381 requests reboot
counters from other nodes, including its direct link neighbors. The neighboring
nodes respond with their respective reboot counters. Utility node M2381 compares
the received reboot counters with the corresponding stored reboot counters and
determines that all of the responding nodes have also recently gone through a reboot.
Utility node M2381 requests reboot information of additional nodes. Specifically,
M2381 requests reboot information from upstream nodes. After receiving responses
and comparing the received and stored reboot counters, no node is discovered which
has not recently undergone a reboot. Utility node M2381 concludes the subnet UN-
SUBI has undergone a general outage. Accordingly, utility node M2381 then sends

a request for route advertisement messages to one or more network overlap nodes to
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receive routing update information. The network overlap nodes selected to receive
route advertising messages are retrieved from the memory of utility node M2381.
By chance, none of the network overlap nodes retrieved from memory is among the
nodes M2381 has already contacted. Based on the responses received from the
queried network overlap nodes, one network overlap node M3947 is determined to
not have rebooted within the time-frame in question. Accordingly, M2381 proceeds
to update its routing information based on routing information obtained from
M3947.

[0046] While in the above example network overlap nodes are not among the
immediate nodes that were contacted earlier by M2381 after reboot, other
embodiments may have one or more network overlap nodes among the nodes
contacted during the request for reboot information and prior to determining the
subnet had undergone a general outage.

[0047] Example5 A wireless mesh network of 10,000 utility nodes, with the
utility nodes coupled to utility meters. The wireless utility nodes are arranged into
multiple subnets, including subnets UN-SUB6 and UN-SUB7. Both UN-SUB6 and
UN-SUB7 each have a single access point node. A utility node in the network,
designated UM6411, resides in UN-SUB6. Utility node UM6411 has fifty three
direct access neighbors. After a reboot, UM6411 requests subnet membership
information from multiple nodes. The neighboring nodes respond with their subnet
membership information. Utility node UM6411 analyzes the received subnet
membership information to determine if any of the responding nodes are on a subnet
other than the subnet that UM6411 is a member of, specifically subnet UN-SUB6.
Another utility node, which responded with subnet membership information,
UM?7948 is a member of UN-SUB7, as well as UN-SUBSG, and is therefore a
network overlap node. Accordingly, utility node UM6411 then sends a request for
route advertisement messages to UM7948 to receive routing update information.
Accordingly, UM6411 proceeds to update its routing information based on routing
information obtained from UM7948.

[0048] While in the above example node UM6411 was able to locate a network

overlap node from a first request for subnet membership information, other
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embodiments may require multiple messages be sent to locate a network overlap
node.

[0049] While in the above example node UM6411 was able to locate a network
overlap node from a first request for subnet membership information sent after
reboot, other embodiments may have nodes check their stored information to locate
a network overlap node prior to sending a request for subnet membership
information.

[0050] While in the above example node UM6411 was able to locate a network
overlap node, in other embodiments a node may not be able to locate a network
overlap node, and may check reboot information of other nodes to receive reboot
information from nodes which have not recently rebooted, as described in other
embodiments above.

[0051] While the above example embodiments updated routing information based
on reboot information, other embodiments may update other information including,
but not limited to, path and link costs, ambient noise levels, info-success percentages
with reference to a set of upstream nodes, MAC addresses, time synchronization
information, and FHSS spreading sequence codes. Routing information may include
the complete path to a destination, a partial path to a destination, or a next node to
which a packet is to be forwarded for reaching a destination, or any information a
node may use in routing a packet to a destination. Note, the destination need not be
on the same subnet or network as the sending node.

[0052] In some other embodiments, the rebooted requesting node may select a
node for routing information and update and possible next hop choice based on its
uptime (defined as how long the node has been in service and in operation) among
other nodes which may all have the same reboot counter setting and path costs.
[0053] As noted previously, one of the situations that may cause a node to reboot
is loss of power, which may result from a service disruption, or outage, in a given
area of the electricity distribution infrastructure. FIG. 6A illustrates an example of a
utility communications network in which an outage has occurred. The utility
network includes a wireless mesh network 600 comprised of nodes 601, each of
which is coupled to a utility meter at a customer's premises. The utility nodes

communicate with a back office server 602 of the utility by means of one or more
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access points 603, which provide egress into and out of the wireless mesh network
600 formed by the utility nodes 601. The access point 603 communicates with the
back office server 602 via a suitable communication network 604, for example a
wide area network. In the example of FIG. 6A, the utility nodes labeled "A" through
"H" are currently active and communicate with one another via wireless links 605
within the network 600. In this example, a power outage has occurred in some part
of the distribution network covered by the wireless network 600, which causes a
number of other utility nodes to be without power, depicted by the shading, and
therefore unable to communicate.

[0054] FIG. 6B depicts the situation in which power has been restored to the
premises associated with some of the utility nodes that were previously without
power. These newly-restored nodes are represented by dashed line circles, and
labeled "J" through "Q" and "X". The nodes can quickly obtain routing information
and resume normal network operations after a reboot, as described in the preceding
examples. In accordance with another aspect of the invention, even before such
normal operations are fully restored, the back office server 602 can be notified that
power has been restored to individual nodes associated with customers' premises.
Various embodiments for providing such notification to the back office server are
described hereinafter.

[0055] In one embodiment, after power to a node is restored, and the node
completes a reboot operation, it begins the process of discovering its neighbors, i.e.,
other nodes with which it can directly communicate. In the example of FIG. 6B,
node X discovers that its currently active neighbors comprise nodes C, E, G, L, N
and Q. When the node X establishes communication with each of its neighbors,
they exchange messages that include, among other information, their age, namely
the amount of the time that a node has been continuously active on the network since
its last reboot, and their routing status. From this information, the node X chooses a
neighbor node as its proxy, and sends a recovery message whose destination is the
proxy node. In response to receipt of this message, the proxy node functions in the
normal manner to route the message to the back office server, and thereby inform it

that node X has recovered from the loss of power.
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[0056] The selection of a proxy node can be based upon one or more criteria. For
example, the selecting node might only choose those neighbors whose age is above a
certain threshold and/or who advertise that they have a path to the access point 603.
If multiple neighbor nodes advertise such a path, the selecting node might choose
the neighbor having the lowest path cost and link cost as its proxy, where lower
costs are representative of routing reliability. In the example of FIG. 6B, nodes L, N
and Q only recently came online with node X, and therefore their age value might be
too small. In contrast, since nodes C, E and G were not affected by the outage, they
might have acceptable age values. In addition, each of nodes C, E and G can
provide a path to the access point 603. Of these three nodes, node X might select
node C as its proxy to send the recovery message, on the basis that it provides the
shortest path to the access point, i.e. the least number of hops. It may be noted that
shortest path is only one option. In other embodiments, longer paths may be
acceptable for routing if they provide lower path and link costs as compared to the
shortest path option.

[0057] The recovery message that the recovering node X directs to proxy node C
contains relevant information about its state of recovery. That information may
include the recovery node's reboot counter, the amount of time that it was without
power, any momentary power outages or fluctuations that it experienced, and/or the
time of power restoration. The contents of the recovery message might also include
information about the neighbors of node X that it has discovered. For instance, in
the example of FIG. 6B, node N has not yet found a proxy for sending a recovery
message, because all of its neighbors were also affected by the outage and therefore
may not meet any of the criteria for selection. The recovery message from node X
may include information to indicate that it has been able to establish communication
with each of nodes L, N and Q, and possibly their respective states of recovery.
Consequently, the utility is informed that power has been restored to all of these
nodes, even though each one of them has not yet been able to directly communicate
its status to the utility. The recovery message from node X preferably includes an
appropriate time stamp, so that the utility can determine how current the information

is that it receives about each recovering node.
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[0058] The message may also be authenticated. The recovering node may use
either public key cryptography to sign the message or it may used a shared secret
and symmetric key cryptography. If the sending node uses public key cryptography,
then both the proxy neighbor and the back office server can determine that the
message originated at the correct node. If symmetric key cryptography is used, then
the authentication process may occur in two stages. The recovering node may
choose a key that is shared between it and its proxy neighbor. The proxy then checks
the authenticity of the message, and if it is authentic, the proxy may re-sign it with
its own key and send it to the back office. Alternatively, the recovering node may
sign the message using a secret that is shared with the back office. In that case, the
proxy node may be unable to check the authenticity of the message.

[0059] The proxy node that receives the directed recovery message, namely node
C in the example described above, can forward the message to the back office server
602 via a mechanism known as exception trapping. Within a network, certain events
are identified as exceptions, about which the utility should be immediately notified.
A power outage, and recovery from a power outage, are two such exceptions.
Exception trapping messages are given pribrity within the wireless network and by
the access point 603, in order to facilitate their rapid delivery to the utility back
office server 602. When exception trapping is employed to send a message, the
utility server is immediately notified of receipt of the message, so that it can take -
appropriate action.

[0060] In another embodiment, a restored node need not await discovery of a
neighbor to begin the notification process. An example of this embodiment is
illustrated in Figure 6C. Referring thereto, as soon as power is restored and node N
has rebooted, it begins to automatically broadcast a recovery message. This
broadcast can occur before, and/or during, the discovery process. If the geographic
dispersement of the nodes is sufficiently dense, a currently active node may overhear
the broadcasted recovery message, even if it is not one of the direct neighbors of the
broadcasting node N. In the example of Figure 6C, each of nodes C and G receives
the message broadcast from node N. As soon as such a message is received, the

receiving node can function as a proxy and forward the broadcasted recovery
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message to the back office server 602 via the access point 603, to notify the server
and the access point that power has been restored to node N.

[0061] In the preceding embodiments, a recovering node takes the initiative to
send a recovery message that informs the back office server of the node's restoration
of power after the outage. In another embodiment, the notification of the server can
be initiated by a node other than those which have just recently recovered. Referring
to FIG. 6D, after power has been restored, nodes L, X and Q have discovered their
active neighbors A, C, E and G who were not affected by the outage. As a result of
the messages that are exchanged during the discovery process, each of nodes A, C, E
and G will be able to determine that nodes L, X and Q have an age that is less than a
predetermined threshold, e.g. 5 minutes. If the nodes that were not affected by the
outage have been alive for a minimum period of time, e.g., 10 minutes, they can
function as a self-appointed proxy, and generate a message to inform the back office
server that certain nodes have been discovered which have only recently become
active on the network. Thus, in this example, node A can send a message to the
back office server that node L has been discovered, and report its age, node C can
send a message that each of nodes L and X have been discovered, and report their
respective ages, node E can also send a report on the discovery of node X and its
age, and node G can send a message regarding the discovery and ages of nodes X
and Q. In this embodiment, the back office server relies upon "older" nodes to
recognize and inform it of the recovery of recently restored nodes.

[0062] In some implementations of this embodiment, the particular nodes that
function as the self-appointed proxy nodes, to report information on recovered
nodes, can be determined by dynamically resetting the age threshold for reporting
nodes based on the density of the network, history of outage events in that network,
and/or a performance metric set by the utility server to get the nodes back in
operation as quickly as possible by using multiple redundant information gathering
techniques. For example, the age threshold for reporting nodes may be reduced to
allow for more nodes in the vicinity of the outage area, or who are part of the that
recently recovered from outage, to report back to the server on the health and status
of their neighbors. This may assist the server to ensure that the restoration is indeed

in progress.
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[0063] Theoretically, the recovery message can be sent to the back office server
every time a node reboots. From a practical standpoint, however, there is no need to
send such a message when a reboot is an event that is know a priori, for example as
aresult of a software upgrade, scheduled maintenance, in response to a command
from the server, etc. Messages sent in these situations could result in unnecessary
traffic on the network. Preferably, therefore, transmission of the recovery message
is confined to those situations in which the reboot is the result of a loss of power, or
other such event that causes the node to unexpectedly shut down.

[0064] To this end, the node can be provided with a mechanism that enables it to
determine, upon reboot, whether the reboot was planned, or unexpected. As one
example, when a node undertakes a planned reboot, it proceeds through an orderly
shutdown process, to save its state and ensure that no data is lost. At the termination
of this process, it can set a flag to indicate that the shutdown was deliberate and
properly completed. Upon rebooting, the node can check the status of the flag, and
if it is set, continue on with the normal discovery process and obtain routing
information. If, however, the flag is not set, indicating that the shutdown was not
expected and/or performed in an orderly manner, the recovery message can be
transmitted as soon as possible.

[0065] In some embodiments, a node may have the ability to recognize when its

main supply of power has been interrupted, and respond to such a situation by
transmitting a "last gasp" message that it is losing power, and performing an orderly
shutdown. For instance, the node may have a small backup energy source, €.g. a
battery or capacitive storage, that provides sufficient power to perform such
operations. In these embodiments, the node can set a flag to indicate that it is
shutting down because of a power failure. When the node reboots, it can check the
status of the flag and, if it is set, send the recovery message to indicate that power
has been restored.
[0066] Thus, when a node unexpectedly shuts down, for example due to a loss of
power, a dedicated message can be quickly sent to the back office server, to provide
notification that the node is back on line. This message can be sent even before the
recovering node resumes normal network operations associated with routing of

messages. Instead of sending a message end-to-end from the node as the source to
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the back office server as the destination, the recovery message is destined for a
neighboring node that functions as a proxy for the recovering node, and which takes
care of the routing functions to ensure that the message is delivered to the back
office server or other appropriate destination.

[0067] The embodiments presented herein combine subsystems and
functionalities to illustrate the presently preferred embodiments. Alternative
embodiments may include fewer or additional subsystems, processes, or functional
aspects, or may be used with other subsystems, processes, or functional aspects,
depending on the desired implementation. Various features and advantages of the

present invention are set forth in the following claims.
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CLAIMS:

1. A method of updating routing information by a node in a network,
comprising:

upon reboot of a first node in a network, receiving reboot information from a
second node in the network;

retrieving reboot information for the second node from a memory associated
with the first node;

comparing the received second node reboot information to the retrieved
second node reboot information; and

in the event the comparison of the received second node reboot information
and the retrieved second node reboot information indicates the second node has not
gone through a reboot as recently as the first node, updating the routing information

of the first node with routing information downloaded from the second node.

2. The method of claim 1, wherein the reboot information includes a reboot
counter, and wherein a higher value of the reboot counter indicates a greater number

of reboots by the node associated with the reboot counter.

3. The method of claim 1, wherein the reboot information also includes reboot

time information indicating the last time the reboot counter was updated.

4. The method of claim 1, further comprising:

in the event the reboot counter indicates the second node has recently gone
through a reboot, requesting reboot information from at least one other node in the
network until a node is found where the reboot information indicates the found node
has not gone through a reboot as recently as the first node; and

updating the routing information of the first node with routing information

downloaded from the found node.
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5. The method of claim 4, further comprising:
upon reboot of the first node in the network, sending a reboot information
request to a plurality of nodes, wherein information identifying the plurality of nodes

is stored in a memory associated with the first node.

6. The method of claim 4, further comprising:
in the event a node is not found where the reboot information indicates the
node has not rebooted as recently as the first node:
selecting an alternate power node;
retrieving routing update information from the selected alternate
power node; and
updating the routing reboot information of the first node with the

routing update information retrieved from the selected alternate power node.

7. A method of updating routing information among nodes in a network,
comprising;

receiving reboot information at a first node from at least one additional node
in the network, the received reboot information including a reboot counter, the
reboot counter indicating the number of reboots the associated node has performed;

storing the received reboot information in non-volatile memory;

in the event the first node reboots, requesting updated reboot information
from at least one additional node in the network;

receiving updated reboot information from at least one additional node in the
network;

retrieving the stored reboot information from non-volatile memory;

comparing the received updated reboot information from at least one
additional node in the network to the retrieved stored reboot information to
determine whether at least one of the additional nodes has not rebooted since the
retrieved stored reboot information was received; and

in the event at least one of the additional nodes has not rebooted since the

retrieved stored reboot information was received, updating the routing information
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of the first node with routing information from at least one of the additional nodes

that has not rebooted since the retrieved stored reboot information was received.

8. The method of claim 7, further comprising:

requesting routing information from the at least one of the additional nodes
that has not rebooted since the retrieved stored reboot information was received in
the event at least one of the additional nodes has not rebooted since the retrieved

stored reboot information was received.

9. The method of claim 7, wherein the reboot information is a reboot counter,
the reboot counter being an integer value indicating the number of reboots of an

associated node.

10.  The method of claim 9, further comprising:
incrementing a first node reboot counter upon reboot of the first node; and
transmitting the first node reboot counter to at least one other node in the

network.

11. The method of claim 10, wherein the first node reboot counter is transmitted

in response to a routing update request received from another node in the network.

12. The method of claim 10, wherein the first node reboot counter is transmitted
in a request for reboot information from the first node to at least one other node in

the network.

13. The method of claim 10, wherein the first node reboot counter is transmitted

in response to the incrementing of the first node reboot counter.
14. A method, comprising:

upon reboot of a first node in a network, determining whether a preset group

of nodes have also gone through a reboot;
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in the event the determination is made that the preset group of nodes have
also gone through a reboot, selecting a network overlap node;

retrieving update information from the selected network overlap node.

15.  The method of claim 14, wherein the determination of whether the preset
group of nodes have gone through a reboot includes:

comparing received node reboot information for a node from the preset
group of nodes to the retrieved node reboot information for that node; and

in the event the comparison of the received node reboot information and the
retrieved node reboot information indicates the compared node has not gone through
a reboot as recently as the first node, updating the routing information of the first
node with routing information downloaded from the node determined to have not

gone through a reboot as recently as the first node.

16. The method of claim 15, wherein the reboot information includes a reboot
counter, and wherein a higher value of the reboot counter indicates a greater number

of reboots by the node associated with the reboot counter.

17. The method of claim 15, wherein the reboot information also includes reboot

time information indicating the last time the reboot counter was updated.

18. The method of claim 15, further comprising:

in the event the reboot counter indicates that the compared node has recently
gone through a reboot, requesting reboot information from at least one other node
from the preset group of nodes until a node is found where the reboot information
indicates the found node has not gone through a reboot as recently as the first node;
and

updating the routing information of the first node with routing information

downloaded from the found node.

19.  The method of claim 14, wherein the selection of the network overlap node

1s performed by comparing the network addresses corresponding to a given node to
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determine whether the given node has a network address corresponding to a

different network.

20.  The method of claim 14, further comprising:
in the event a network overlap node is not available for receiving update
information, |
selecting an alternate power node; and

retrieving update information from the selected alternate power node.

21. A method of providing notification of recovery from a power outage in a
utility communications network, comprising the following steps:

upon rebooting of a node in the utility communications network, discovering
neighbor nodes on the communications network with which the node can
commugﬁicate;

selecting a discovered neighbor node as a proxy for the rebooted node; and

transmitting a message from the rebooted node to the selected proxy node as
the destination of the message, said recovery message indicating that the rebooted

node has recently come online within the network.

22, The method of claim 21, wherein the proxy node is responsive to receipt of

the message to route the message to a predetermined destination.

23. The method of claim 21, wherein the selection of a proxy node is dependent

upon the age of the neighbor node.

24.  The method of claim 21, wherein the selection of a proxy node is dependent

upon ability to forward a message to a predetermined destination node.

25. The method of claim 21, further including the steps of determining whether
the reboot resulted from a loss of power to the node, and selectively performing said
selecting and transmitting step in dependence upon whether the reboot is determined

to have resulted from a loss of power to the node.
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26. A method of providing notification of recovery from a power outage in a
utility communications network, comprising the following steps:

upon rebooting of a node in the utility communications network, determining
whether the reboot resulted from a loss of power to the node; and

if the reboot is determined to have resulted from a loss of power to the node,
automatically transmitting a recovery message from the node indicating that the
node has recovered from the loss of power and containing parameter values relating

to the state of recovery from the loss of power.

27.  The method of claim 26, further including the step of discovering neighbor
nodes on the communications network with which the node can communicate upon
rebooting, selecting a discovered neighbor node as a proxy for the rebooted node,
and transmitting the réé"%very message to the selected proxy node as the destination

of the message.

28.  The method of claim 27, wherein the proxy node is responsive to receipt of

the recovery message to route the message to a predetermined destination

29. The method of claim 27, wherein the selection of a proxy node is dependent

upon the age of the neighbor node.

30. The method of claim 27, wherein the selection of a proxy node is dependent

upon ability to forward a message to a predetermined destination node.
31. The method of claim 26, wherein said parameter values include time values
associated with at least one of the onset of the power outage, the resumption of

power, and the length of the power outage.

32.  The method of claim 26, wherein said parameter values include a reboot

counter for the node.

32



WO 2009/120345 PCT/US2009/001881

10

15

20

25

33.  The method of claim 26, wherein said message further includes available

information on routing parameters from a previously stored database.

34. The method of claim 26, wherein the rebooted node broadcasts the message

prior to establishing a communication link with another node on the network.

35. A method of providing notification of recovery from a power outage in a
utility communications network, comprising the following steps:

at a first node on the network, examining messages received from
neighboring nodes to determine whether the age of a neighboring node, indicative of
the length of time the neighboring node has been currently active on the network, is
less than a predetermined threshold value; and

if the neighboring node is determined to have an age less than said threshold
value, automatically creating and transmitting a message at said first node indicating

that the neighboring node is currently active on the network.

36.  The method of claim 37, wherein said message includes an indication of the

age of the neighboring node.

37.  The method of claim 36, wherein said message further includes a time stamp.

38. The method of claim 35, wherein the first node only creates and transmits

said message if the first node's age is greater than a second threshold value.

39.  The method of claim 38, wherein said second threshold value is dynamically

adjustable.

40.  The method of claim 39, wherein dynamic adjustment of said second

threshold value is based upon power outage conditions in a region.
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