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INFORMATION PROCESSING SYSTEM, 
INFORMATION PROCESSINGAPPARATUS, 

AND INFORMATION PROCESSING 
METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATION 

The present application is a continuation application and 
claims priority under 35 U.S.C. 120 to U.S. patent applica 
tion Ser. No. 14/636,285 filed on Mar. 3, 2015, which claims 
priority under 35 U.S.C. 119 to Japanese Patent Application 
No. 2014-055396 filed on Mar. 18, 2014 and Japanese Patent 
Application No. 2015-004250 filed on Jan. 13, 2015. The 
entire contents of the foregoing applications are incorpo 
rated herein by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to an information processing 

system, an information processing apparatus, and an infor 
mation processing method. 

2. Description of the Related Art 
Delivery systems that combine an image processing appa 

ratus Such as a scanner apparatus and a delivery server are 
known (see e.g. Japanese Laid-Open Patent Publication No. 
2009-177231). 

In Such delivery systems, a scanned image scanned at a 
scanner apparatus may be delivered to a desired delivery 
destination by having a delivery server execute a workflow 
file. 

Also, print systems that combine an image processing 
apparatus Such as a printer apparatus and a print server are 
known. In such print systems, print data acquired from a 
desired acquisition Source may be printed out at a printer 
apparatus by having a print server execute a workflow file. 

Further, in recent delivery systems and print systems 
(such systems collectively being referred to as “information 
processing system' hereinafter), a cloud service may be 
selected as a delivery destination of a scanned image or an 
acquisition Source of print data, for example. 

However, in order to enable a cloud service to be selected 
as a delivery destination or an acquisition source, informa 
tion Such as authentication information for using the cloud 
service has to be set up in the workflow file. On the other 
hand, requiring a user to manually input setting information 
Such as authentication information at an image processing 
apparatus each time the user is to issue a delivery instruction 
or an acquisition instruction may be an inconvenience to the 
USC. 

SUMMARY OF THE INVENTION 

In view of the above, an aspect of the present invention 
relates to improving user convenience in an information 
processing System. 

According to one embodiment of the present invention, an 
information processing apparatus is provided that includes a 
first selection unit configured to select a workflow for 
executing at least one process with respect to data; an 
acquisition unit configured to acquire from a terminal, which 
includes an access function for accessing a storage service, 
authentication information used by the terminal upon using 
the storage service; and an instruction unit configured to 
instruct an execution of a communication process of 
exchanging the data with the storage service using the 
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2 
authentication information acquired by the acquisition unit 
in a case where the workflow selected by the first selection 
unit includes the communication process. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates an exemplary overall configuration of a 
delivery system according to a first embodiment of the 
present invention; 

FIG. 2 illustrates an exemplary hardware configuration of 
a delivery server according to the first embodiment; 

FIG. 3 illustrates an exemplary hardware configuration of 
a scanner apparatus according to the first embodiment; 

FIG. 4 illustrates an exemplary workflow file according to 
the first embodiment; 

FIG. 5 illustrates an exemplary configuration of key 
information stored in a key storage unit; 

FIG. 6 illustrates an exemplary functional configuration 
of the Scanner apparatus; 

FIG. 7 is a sequence chart illustrating an exemplary 
process flow of a delivery process implemented in the 
delivery system according to the first embodiment; 

FIGS. 8A and 8B illustrate exemplary display screens that 
may be displayed at the scanner apparatus; 

FIG. 9 illustrates another exemplary display screen that 
may be displayed at the scanner apparatus; 

FIG. 10 illustrates another exemplary display screen that 
may be displayed at the scanner apparatus; 

FIG. 11 illustrates an exemplary overall configuration of 
a delivery system according to a second embodiment of the 
present invention; 

FIG. 12 illustrates an exemplary configuration of authen 
tication information stored in an authentication server; 

FIG. 13 is a sequence chart illustrating an exemplary 
process flow of a delivery process implemented in the 
delivery system according to the second embodiment; 

FIG. 14 illustrates an overall configuration of a print 
system according to a fifth embodiment of the present 
invention; 

FIG. 15 illustrates an exemplary hardware configuration 
of a print server; 

FIG. 16 illustrates an exemplary hardware configuration 
of a printer apparatus; 

FIG. 17 illustrates an example of a workflow file accord 
ing to the fifth embodiment; 

FIGS. 18A and 18B are flowcharts illustrating exemplary 
list acquisition processes; 

FIGS. 19A and 19B are flowcharts illustrating exemplary 
print data acquisition processes; 

FIG. 20 illustrates an exemplary functional configuration 
of the printer apparatus; 

FIG. 21 is a sequence chart illustrating exemplary process 
steps of a print process implemented by the print system; 

FIG. 22 is a sequence chart illustrating exemplary process 
steps of the print process implemented by the print system; 

FIG. 23 illustrates an example of a display screen that 
may be displayed at the printer apparatus; 

FIG. 24 illustrates another example of a display screen 
that may be displayed at the printer apparatus; 

FIGS. 25A and 25B illustrate other examples of a display 
screen that may be displayed at the printer apparatus; and 

FIG. 26 illustrates another example of a display screen 
that may be displayed at the printer apparatus. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

In the following, embodiments of the present invention 
are described with reference to the accompanying drawings. 
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Note that in the following descriptions and accompanying 
drawing, elements having Substantially identical functional 
features are given the same reference numbers and overlap 
ping descriptions thereof may be omitted. 

First Embodiment 
<Overall Configuration of Delivery Systems 
In the following, an overall configuration of a delivery 

system as an example of an information processing system 
according to an embodiment of the present invention is 
described. FIG. 1 illustrates an exemplary configuration of a 
delivery system 100 according to a first embodiment of the 
present invention. 

In FIG. 1, the delivery system 100 includes a delivery 
server 110, a scanner apparatus 120 corresponding to an 
example of an image forming apparatus according to the 
present embodiment, cloud servers 130-150 corresponding 
to delivery destinations, and a mobile terminal 160. The 
delivery server 110, the scanner apparatus 120, the cloud 
servers 130-150, and the mobile terminal 160 are intercon 
nected via a network 170. Note that in FIG. 1, three cloud 
servers 130-150 are connected to the network 170. However, 
the number of cloud servers provided in the present embodi 
ment is not limited a particular number. 

Also, it is assumed that the scanner apparatus 120 and the 
mobile terminal 160 are configured to exchange information 
with each other by near filed communication. 

The delivery server 110 includes a workflow execution 
program 111 and a workflow storage unit 112. 
The workflow execution program 111 executes a work 

flow file selected from one or more workflow files stored in 
the workflow storage unit 112, the selection being made by 
a user at the scanner apparatus 120. Note that a workflow file 
refers to a file that defines a workflow for successively 
executing one ore more processes on a scanned image sent 
from the scanner apparatus 120. 
By having the workflow execution program 111 execute a 

workflow file, for example, an image process may be 
performed on a scanned image sent from the Scanner appa 
ratus 120, and the resulting processed image may be deliv 
ered to one of the cloud servers 130-150. 
The workflow storage unit 112 stores one or more work 

flow files. 
The scanner apparatus 120 generates a scanned image by 

scanning a document. The Scanner apparatus 120 includes a 
workflow execution instruction program 121 and a key 
storage unit 122. 
The workflow execution instruction program 121 selects 

a workflow file to be executed to perform processes on a 
scanned image, and sets up relevant information necessary 
to execute the selected workflow file. Also, the workflow 
execution instruction program 121 outputs an execution 
instruction to the delivery server 110 to have the selected 
workflow file executed based on the setting information. 

The key storage unit 122 stores key information for 
acquiring a part of information that is necessary for execut 
ing a workflow file through near field communication with 
the mobile terminal 160. 

The cloud servers 130-150 are server apparatuses (service 
providing apparatuses) that provide cloud services as an 
example of a storage service. Specifically, the cloud server 
130 provides a cloud service A, the cloud server 140 
provides a cloud service B, and the cloud server 150 
provides a cloud service C. Note that the term “storage 
service' used herein refers to any general service that 
provides a function of storing data to a user and is not limited 
to a service that only provides a storage function to a user. 
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4 
Note that in order to access the cloud servers 130-150 to 

use the cloud services A-C, predetermined authentication 
information has to be sent to the cloud servers 130-150. 
Thus, for example, when the delivery server 110 delivers a 
scanned image to any one of the cloud servers 130-150 as a 
delivery destination, predetermined authentication informa 
tion has to be sent to the cloud server corresponding to the 
delivery destination. 
The mobile terminal 160 includes an access function for 

accessing one or more of the cloud servers 130-150 via a 
network 170. In the present embodiment, it is assumed that 
the mobile terminal 160 has the authentication information 
for accessing the cloud servers 130 and 140 of the cloud 
server 130-150 to use the cloud Services A and B. 

Also, the mobile terminal 160 establishes near field com 
munication with the scanner apparatus 120 to transmit the 
authentication information for using the cloud services A 
and B to the scanner apparatus 120. That is, according to the 
present embodiment, by merely holding the mobile terminal 
160 close to the scanner apparatus 120, the user of the 
mobile terminal 160 may be able to select the cloud services 
A and B that can be used by the mobile terminal 160 as 
delivery destinations for a delivery process implemented by 
the delivery server 110. 

<Hardware Configuration of Delivery Serverd 
In the following, a hardware configuration of the delivery 

server 110 is described. FIG. 2 is a diagram illustrating an 
exemplary hardware configuration of the delivery server 110 
according to the first embodiment. 

In FIG. 2, the delivery server 110 includes a CPU (central 
processing unit) 201, a ROM (read-only memory) 202, a 
RAM (random access memory) 203, a secondary storage 
unit 204, an input/output unit 205, and a communication unit 
206. Note that the above hardware components of the 
delivery server 110 are interconnected via a bus 207. 
The CPU 201 is a computer that executes various pro 

grams stored in the secondary storage unit 204 (e.g. work 
flow execution program 111). 
The ROM 202 is a non-volatile memory. The ROM 202 

stores various programs and data required by the CPU 201 
to execute the various programs stored in the secondary 
storage unit 204. For example, the ROM 202 may store a 
boot program Such as a BIOS (basic input/output system) or 
an EFI (extensible firmware interface). 
The RAM 203 corresponds to a main memory such as a 

DRAM (dynamic random access memory) or a SRAM 
(static random access memory). The RAM 203 may function 
as a work area for loading the various programs that are 
executed by the CPU 201. 
The secondary storage unit 204 stores various programs 

that may be executed by the CPU 201 (e.g. workflow 
execution program 111) and storage units that are used upon 
executing the various programs (e.g. workflow storage unit 
112). 
The input/output unit 205 includes an input unit for 

inputting various instructions to the delivery server 110 and 
a display unit for displaying an internal State of the delivery 
server 110. The communication unit 206 is configured to 
receive a workflow execution instruction from the scanner 
apparatus 120 via the network 170. Also, the communication 
unit 206 is configured to transmit a scanned image included 
in the received workflow execution instruction to the cloud 
Servers 130-150. 
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<Hardware Configuration of Scanner Apparatus 
In the following, a hardware configuration of the scanner 

apparatus 120 is described. FIG. 3 is a diagram illustrating 
an exemplary hardware configuration of the scanner appa 
ratus 120. 

In FIG. 3, the scanner apparatus 120 includes a CPU 301, 
a ROM 302, a RAM. 303, a secondary storage unit 304, an 
engine unit 305, an input/output unit 306, a communication 
unit 307, and a near field communication (NFC) unit 308. 
Note that the above hardware components of the scanner 
apparatus 120 are interconnected via a bus 309. 
The CPU 301 is a computer that executes various pro 

grams stored in the secondary storage unit 304 (e.g. work 
flow execution instruction program 121). 

The ROM 302 is a nonvolatile memory. The ROM 302 
stores various programs and data required by the CPU 301 
to execute the various programs stored in the secondary 
storage unit 304. For example, the ROM 302 may store a 
boot program such as a BIOS or an EFI. 

The RAM. 303 is a main memory such as DRAM or a 
SRAM. The RAM. 303 may function as a work area for 
loading the various programs that are executed by the CPU 
301. 
The secondary storage unit 304 stores various programs to 

be executed by the CPU 301 (e.g. workflow execution 
instruction program 121) and storage units that are used to 
execute the various programs (e.g. key storage unit 122). 
The engine unit 305 includes a scanner 310 and is 

configured to generate a scanned image by Scanning a 
document. 
The input/output unit 306 includes an input unit for 

inputting various instructions to the Scanner apparatus 120 
and a display unit for displaying an internal state of the 
scanner apparatus 120. The input unit of the scanner appa 
ratus 120 may include an operation button for starting the 
workflow execution instruction program 121 and operation 
buttons for inputting various settings during execution of 
workflow execution instruction program 121, for example. 
Further, the input unit of the scanner apparatus 120 may 
include a start button for instructing the execution of a 
workflow file. 

In addition to displaying the internal state of the scanner 
apparatus 120, the display unit of the scanner apparatus 120 
may be configured to display various display Screens that are 
generated during execution of the workflow execution 
instruction program 121. 
The communication unit 307 is configured to transmit a 

workflow execution instruction to the delivery server 110 via 
the network 170. The near field communication unit 308 
carries is configured to establish near field communication 
with the mobile terminal 160. 

<Information Stored in Delivery Serverd 
In the following, information stored in the delivery server 

110 is described in greater detail. FIG. 4 schematically 
illustrates an exemplary workflow file 400 stored in the 
workflow storage unit 112 included in the delivery server 
110. 

In FIG. 4, the workflow file 400 includes an identifier 
(workflow ID) 400a that identifies the workflow file 400 and 
detailed information 400b set up for each plug-in and 
plug-in group constituting a workflow. 

In the example of FIG. 4, the “workflow ID' of the 
workflow file 400 is labeled as “XXX'. Also, the workflow 
file 400 includes a plug-in 401 labeled “Plug-in X', a plug-in 
402 labeled “Plug-in Y, and a plug-in 403 labeled “Plug-in 
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6 
Z”. Note, however, that the plug-in 401 labeled “Plug-in X” 
does not necessarily have to be included in the workflow file 
400. 
The plug-in 401 labeled “Plug-in X executes an input 

process of inputting a scanned image included in a workflow 
execution instruction sent from the scanner apparatus 120. 
The plug-in 402 labeled “Plug-in Y” executes a predeter 

mined image process on the input Scanned image. Note that 
a process executed by the plug-in 402 may include a process 
other than an image process (e.g. process of embedding 
metadata into the input Scanned image). 
The plug-in 403 labeled “Plug-in Z” executes a call 

process of calling plug-ins 410-430 for executing a delivery 
process of delivering the processed scanned image. 

In the present embodiment, the plug-in 403 labeled “Plug 
in Z” is capable of calling a plug-in 410 labeled “Plug-in 
Z1”, a plug-in 420 labeled “Plug-in Z2, and a plug-in 430 
labeled “Plug-in Z3”. 

Note that a determination as to which plug-in of the 
plug-ins 410-430 is to be called by the plug-in 403 may be 
made according to the workflow execution instruction sent 
from the scanner apparatus 120. 
The plug-in 410 labeled “Plug-in Z1” executes a delivery 

process for delivering a scanned image to the cloud service 
A. Note that authentication information 411 for enabling the 
plug-in 410 labeled “Plug-in Z1” to use the cloud service A 
is set up in association with the plug-in 410 labeled “Plug-in 
Z1. 

Similarly, the plug-in 420 labeled “Plug-in Z2 executes 
a delivery process for delivering a scanned image to the 
cloud service B. Note that authentication information 421 
for enabling the plug-in 420 labeled “Plug-in Z2 to use the 
cloud service B is set up in association with the plug-in 420 
labeled “Plug-in Z2. 

Similarly, plug-in 430 labeled “Plug-in Z3’ executes a 
delivery process for delivering a scanned image to the cloud 
service C. Note that authentication information 431 for 
enabling the plug-in 430 labeled “Plug-in Z3’ to use the 
cloud service C is set up in association with the plug-in 430 
labeled “Plug-in Z3”. 

<Information Stored in Scanner Apparatus.> 
In the following, information stored in the Scanner appa 

ratus 120 is described in greater detail. FIG. 5 illustrates an 
exemplary configuration of key information 500 stored in 
the key storage unit 122 included in the scanner apparatus 
120. In FIG. 5, the key information 500 includes the 
information items “key identifier” and “description'. 
The “key identifier stores an identifier for acquiring 

authentication information from the mobile terminal 160 by 
establishing near field communication with the mobile ter 
minal 160. 
The “description' stores information describing the 

request corresponding to the identifier stored in the "key 
identifier”. In the example of FIG. 5, the “description” for 
“key identifier'='1' stores information indicating that the 
corresponding request is an “acquisition request for acquir 
ing authentication information for using cloud service A'. 
The “description” for “key identifier”—“2” stores informa 
tion indicating that the corresponding request is an “acqui 
sition request for acquiring authentication information for 
using cloud service B'. Further, the “description' for “key 
identifier’="3" stores information indicating that the corre 
sponding request is an “acquisition request for acquiring 
authentication information for using cloud service C. 

That is, while near field communication is established 
with the mobile terminal 160, the scanner apparatus 120 may 
successively transmit the key identifiers to the mobile ter 
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minal 160, and as responses, the scanner apparatus 120 may 
acquire the corresponding authentication information for 
using the cloud services A-C (delivery destinations of the 
plug-ins 410-430) if they are available. 

<Functional Configuration of Scanner Apparatus 
In the following, functions implemented by the scanner 

apparatus 120 upon executing the workflow execution 
instruction program 121 are described. FIG. 6 illustrates an 
exemplary functional configuration of the Scanner apparatus 
120. 

In FIG. 6, the scanner apparatus 120 includes a display 
control unit 601, a workflow selection unit 602, an authen 
tication information acquisition unit 603, a scanner control 
unit 604, and a workflow execution instruction unit 605. 

The display control unit 601 controls display of a display 
screen by the display unit of the scanner apparatus 120. 
The workflow selection unit 602 acquires a list of work 

flow files stored at the delivery server 110 and instructs the 
display control unit 601 to display the acquired list on the 
display unit. Also, the workflow selection unit 602 notifies 
the workflow execution instruction unit 605 of a workflow 
ID of a workflow file selected by the user from the displayed 
list of workflow files. 
The authentication information acquisition unit 603 deter 

mines the validity of login information used upon logging 
into the scanner apparatus 120. Also, the authentication 
information acquisition unit determines whether a plug-in 
for calling a plug-in that executes a delivery process to a 
cloud service is included in the workflow file selected by the 
workflow file selection unit 602. Further, if such as plug-in 
is included in the selected workflow file, the authentication 
information acquisition unit 603 acquires authentication 
information from the mobile terminal. More specifically, the 
authentication information acquisition unit 603 directs the 
display control unit 601 to display a display screen instruct 
ing the user to hold the mobile terminal 160 close to the 
scanner apparatus 120 such that near field communication 
may be established between the mobile terminal 160 and the 
scanner apparatus 120. When the user holds the mobile 
terminal 160 close to the scanner apparatus 120, near field 
communication may be established with the mobile terminal 
160 via the NFC unit 308 and the authentication information 
acquisition unit 603 may thus acquire the authentication 
information from the mobile terminal 160. Further, the 
authentication information acquisition unit 603 directs the 
display control unit 601 to display information indicating the 
cloud services for which authentication information has 
been acquired. 

Also, the authentication information acquisition unit 603 
conveys to the workflow execution instruction unit 605 
information indicating the cloud service selected by the user 
from the cloud services for which authentication information 
has been acquired and corresponding authentication infor 
mation for using the selected cloud service. 
By configuring the scanner apparatus 120 to acquire 

authentication information from the mobile terminal 160 of 
the user, cloud services that are regularly used by the user 
via the mobile terminal 160 may be used as delivery 
destinations upon performing a delivery process at the 
delivery server 110. 
The scanner control unit 604 controls the scanner 310 to 

scan a document when a user presses a start button and 
acquires the scanned image generated by the scanner 310. 
Also, the scanner control unit 604 outputs the acquired 
scanned image to the workflow execution instruction unit 
605. 
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The workflow execution instruction unit 605 transmits a 

workflow execution instruction to the delivery server 110. 
The workflow execution instruction may include at least one 
of the following: 

Workflow ID of workflow file selected by the workflow 
Selection unit; 

Authentication information that is acquired by the authen 
tication information acquisition unit and selected by the 
user, and information indicating the cloud service that 
may be used based on this authentication information; 
and 

Scanned image acquired by the scanner control unit. 
<Delivery Process of Delivery System> 
In the following, a delivery process implemented by the 

delivery system 100 is described with reference to FIGS. 
7-10. FIG. 7 is a sequence chart illustrating an exemplary 
flow of the delivery process implemented by the delivery 
system 100. FIGS. 8A-10 illustrate exemplary display 
screens that may be displayed by the display unit of the 
scanner apparatus 120. 

Referring to FIG. 7, when the workflow execution instruc 
tion program 121 is started, in step S701, the display control 
unit 601 displays a login screen. FIG. 8A is a diagram 
illustrating an example of a login screen 800. As illustrated 
in FIG. 8A, a user ID and a password are input as login 
information to the login screen 800. 

Referring back to FIG. 7, in step S702, when a user 701 
inputs a user ID and a password as login information, in step 
S703, the authentication information acquisition unit 603 
determines the accuracy of the input login information. Also, 
if the accuracy of the input login information is confirmed, 
the authentication information acquisition unit 603 notifies 
the workflow selection unit 602 that the user has success 
fully logged in. 

In step S704, the workflow selection unit 602 sends a 
request to the delivery server 110 for a list of workflow files 
stored at the delivery server 110. 

In step S705, in response to the request from the workflow 
selection unit 602, the delivery server 110 transmits a list of 
workflow files that are stored in the workflow storage unit 
112 to the scanner apparatus 120. 

In step S706, the workflow selection unit 602 outputs a 
display instruction to the display control unit 601 to have a 
workflow selection screen for displaying the received list of 
workflow files displayed. 

In step S707, the display control unit 601 displays the 
workflow selection screen on the display unit of the scanner 
apparatus 120. FIG. 8B is a diagram illustrating an example 
of a workflow selection screen 810. As illustrated in FIG. 
8B, the workflow selection screen 810 includes a display 
area 811 displaying the list of the workflow files stored at the 
delivery server 110, and a selection field for selecting one of 
workflow files included in the list. 

In step S708, the user 701 selects a desired workflow file 
(by checking the selection field of the desired workflow file 
and pressing a select button 812), and in turn, the process 
proceeds to step S709. 

In step S709, the workflow selection unit 602 notifies the 
workflow execution instruction unit 605 of the workflow ID 
of the workflow file selected in step S708. Note that in a case 
where a cancel button 813 of the workflow selection screen 
810 is pressed by the user 701, the process returns to step 
S704. 

In step S710, the workflow selection unit 602 determines 
whether a group of plug-ins included in the selected work 
flow file contains a plug-in for calling a plug-in configured 
to execute a delivery process to a cloud service. If a plug-in 



US 9,654,651 B2 
9 

for calling a plug-in configured to execute a delivery process 
to a cloud service is included in the group of plug-ins, the 
workflow selection unit 602 outputs a display instruction to 
the display control unit 601 to have an authentication 
information acquisition screen for prompting acquisition of 5 
authentication information displayed. 

In step S711, the display control unit 601 displays the 
authentication information acquisition screen on the display 
unit of the scanner apparatus 120. FIG. 9 is a diagram 
illustrating an exemplary authentication information acqui 
sition Screen 900. 
As illustrated in FIG. 9, the authentication information 

acquisition screen 900 includes a message prompting the 
user to establish near field communication between the 
scanner apparatus 120 and the mobile terminal 160. 

In response to the authentication information acquisition 
screen 900 displayed on the display unit, the user 701 holds 
the mobile terminal 160 close to the scanner apparatus 120 
(step S712). 
When the user 701 holds the mobile terminal 160 close to 

the Scanner apparatus 120, the authentication information 
acquisition unit 603 may establish near field communication 
with the portable terminal 160 via the NFC unit 308. 

Specifically, in step S713, the authentication information 
acquisition unit 603 sends a request to the mobile terminal 
160 for authentication information corresponding to “key 
identifier'='1'. In step S714, the mobile terminal 160 
determines whether it has the authentication information 
corresponding to “key ID'='1' stored therein. If the authen 
tication information is stored therein, the mobile terminal 
160 transmits the authentication information to the authen 
tication information acquisition unit 603. 

Then, in step S715, the authentication information acqui 
sition unit 603 sends a request to the mobile terminal 160 for 
authentication information corresponding to “key identi 
fier”—“2. In step S716, the mobile terminal 160 determines 
whether the authentication information corresponding to 
“key identifier'=''2''' is stored therein. If the authentication 
information is stored therein, the mobile terminal 160 sends 
the authentication information to the authentication infor 
mation acquisition unit 603. 

Then, in step S717, the authentication information acqui 
sition unit 603 sends a request to the mobile terminal 160 for 
authentication information corresponding to “key identi 
fier”—“3”. In step S718, the mobile terminal 160 determines 
whether it has the authentication information corresponding 
to “key identifier'="3" stored therein. If the mobile terminal 
160 does not have the authentication information stored 
therein, the mobile terminal 160 transmits to the authenti 
cation information acquisition unit 603 information indicat 
ing that it does not have the authentication information 
corresponding to “key identifier'="3” 

In step S719, the authentication information acquisition 
unit 603 identifies the cloud services for which it was able 
to acquire authentication information. Further, the authen 
tication information acquisition unit 603 outputs to the 
display control unit 601 a display instruction to display a 
cloud service selection screen for prompting the user to 
select a cloud service that is to become a delivery destination 
from the identified cloud services. 

In step S720, the display control unit 601 displays the 
cloud service selection screen on the display unit. FIG. 10 is 
a diagram illustrating an example of a cloud service selec 
tion screen 1000. As illustrated in FIG. 10, the cloud service 
selection screen 1000 displays information indicating all the 
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10 
cloud services for which authentication information acqui 
sition requests were issued in steps S713, S715, and S717 in 
a display area 1001. 

Note, however, that in the display area 1001, the infor 
mation indicating the cloud services for which authentica 
tion information acquisition requests have been issued are 
displayed in different display modes depending on whether 
the authentication information for the cloud service has been 
acquired. 

In steps S714 and S716, the authentication information 
for using the cloud service A and the authentication infor 
mation for using the cloud service B have been acquired. 
Accordingly, the cloud service selection screen 1000 dis 
plays the information indicating the cloud services A and B 
in a selectable display mode such that the cloud services A 
and B may be selected as a delivery destination. On the other 
hand, in step S718, the authentication information for using 
the cloud service C has not been acquired. Accordingly, the 
cloud service selection screen 1000 displays the information 
indicating the cloud service C in a non-selectable display 
mode so that the cloud service C cannot be selected as a 
delivery destination. 

In step S721, the user 701 selects one or more cloud 
services (by checking the corresponding selection field of 
the desired cloud services, and pressing an OK button 1002), 
and in turn, the process proceeds to step S722. 

In step S722, the authentication information acquisition 
unit 603 conveys to the workflow execution instruction unit 
605 the information indicating the one or more cloud 
services selected in step S721. Further, the authentication 
information acquisition unit 603 conveys to the workflow 
execution instruction unit 605 the authentication informa 
tion for using the selected cloud services (i.e. authentication 
information acquired in steps S714 and S716). Note that in 
a case where a cancel button 1003 in the cloud service 
selection screen 1000 is pressed by the user 701, the process 
returns to step S711. 

In step S723, the user 701 presses the start button to issue 
an instruction to execute the workflow file, and in turn, in 
step S724, the scanner control unit 604 controls the scanner 
310 to acquire a scanned image. 

In step S725, the scanner control unit 604 outputs the 
acquired scanned image to the workflow execution instruc 
tion unit 605. 

In step S726, the workflow execution instruction unit 605 
transmits a workflow execution instruction to the delivery 
server 110. The workflow execution instruction transmitted 
to the delivery server 110 may include the following: 

Workflow ID conveyed in step S709: 
Information indicating the selected cloud services and the 

authentication information for using the selected cloud 
services conveyed in step S722; and 

Scanned image output in step S725. 
In turn, the delivery server 110 executes the workflow file 

according to the workflow execution instruction from the 
scanner apparatus 120. 
<Summary> 
As can be appreciated from the above descriptions, the 

scanner apparatus according to the present embodiment 
implements the following features: 
When a workflow file selected by a user includes a 

delivery process to a cloud service, the scanner appa 
ratus is configured to acquire authentication informa 
tion for using the cloud service from a mobile terminal 
of the user. 
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The Scanner apparatus is configured to acquire the authen 
tication information from the mobile terminal of the 
user by establishing near field communication with the 
mobile terminal. 

According to an aspect of the present embodiment, even 
when executing a workflow file that includes a delivery 
process to a cloud service, the user may set up the required 
authentication information by simply holding the mobile 
terminal close to the scanner apparatus. 
By utilizing the authentication information for using a 

cloud service that is stored in the mobile terminal 160 to 
execute a delivery process at the delivery server 110 as 
described above, the user may be relieved of the burden of 
having to manually input the authentication information at 
the scanner apparatus 120. As a result, user convenience 
may be improved in the delivery system in a case where a 
cloud service is selected as a delivery destination. 

Second Embodiment 
In the first embodiment, all the authentication information 

for using a cloud service is acquired from the mobile 
terminal 160. However, the present invention is not limited 
to Such an embodiment. For example, in a second embodi 
ment of the present invention, an authentication server may 
be separately provided, and a part of the authentication 
information may be acquired from a registered authentica 
tion information storage unit within the authentication 
server. In this case, cloud services that may be selected as a 
delivery destination may include both cloud services for 
which authentication information has been acquired from 
the mobile terminal 160 and cloud services for which 
authentication information has been acquired from the 
authentication server. Also, in a case where a cloud service 
for which authentication information has been acquired from 
the mobile terminal 160 overlaps with a cloud service for 
which authentication information has been acquired from 
the authentication server, the authentication information for 
using the cloud service acquired from the mobile terminal 
160 may be used upon accessing and using the correspond 
ing cloud service. In the following, the present invention is 
described in greater detail. 

<Overall Configuration of Delivery Systems 
FIG. 11 illustrates an overall configuration of a delivery 

system 1100 according to the present embodiment. Note that 
in FIG. 11, elements of the delivery system 1100 that are 
substantially identical to the elements of the delivery system 
100 illustrated in FIG. 1 are given the same reference 
numbers and their descriptions are omitted. 
The delivery system 1100 of the present embodiment 

differs from the delivery system 100 of the first embodiment 
in that it includes an authentication server 1110 that is 
connected to the network 170. The authentication server 
1110 includes an authentication information output program 
1111 and a registered authentication information storage unit 
1112. 
The authentication information output program 1111 

extracts authentication information corresponding to the 
login information of the user that has started the workflow 
execution instruction program 121 at the scanner apparatus 
120 from the registered authentication information storage 
unit 1112 and sends the extracted authentication information 
to the Scanner apparatus 120. 

The registered authentication information storage unit 
1112 stores corresponding authentication information for 
using each of the cloud services A-C for each user (user 
login information). 
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<Information Stored in Authentication Server 
In the following, information stored in the authentication 

server 1110 is described. FIG. 12 is a diagram illustrating an 
example of registered authentication information 1200 
stored in the registration authentication information storage 
unit 1112 of the authentication server 1110. 
As illustrated in FIG. 12, the registered authentication 

information 1200 includes information items such as “user 
name”, “login information for workflow execution instruc 
tion program”, “authentication information for cloud service 
A”, “authentication information for cloud service B, and 
“authentication information for cloud service C. 
The “user name' stores the user name of the user using the 

workflow execution instruction program 121. 
The “login information for workflow execution instruc 

tion program” stores login information to be input by each 
user upon starting the workflow execution instruction pro 
gram 121. Note that the information items “ID' and “pass 
word are separately stored as the login information for the 
workflow execution instruction program. 
The “authentication information for cloud service A” 

corresponds to authentication information to be used by each 
user upon using the cloud service A. Note that the informa 
tion items “ID' and “password' are separately stored as the 
authentication information for the cloud service A. 

Similarly, the “authentication information for cloud ser 
vice B' corresponds to authentication information to be used 
by each user upon using the cloud service B. Note that the 
information items “ID' and “password' are separately 
stored as the authentication information for the cloud service 
B. 

Similarly, the “authentication information for cloud ser 
vice C corresponds to authentication information to be used 
by each user upon using the cloud service C. Note that the 
information items “ID' and “password' are separately 
stored as the authentication information for the cloud service 
C. 
The information stored for each of the information items 

included in the registered authentication information 1200 
may be stored in advance by an administrator that manages 
the delivery server 110, for example. 

<Delivery Process of Delivery System> 
In the following, a delivery process implemented by the 

delivery system 1100 is described with reference to FIG. 13. 
FIG. 13 is a sequence chart illustrating an exemplary flow of 
a delivery process implemented by the delivery system 
1100. Note that process steps of the delivery process illus 
trated in FIG. 13 that are substantially identical to the 
process steps illustrated in FIG. 7 are given the same 
reference numbers and their descriptions are omitted. The 
delivery process of FIG. 13 differs from that illustrated in 
FIG. 7 in that it implements steps S1301-S1304. 

In step S1301, the workflow selection unit 602 determines 
whether the group of plug-ins included in the workflow file 
selected in step S708 includes a plug-in for calling a plug-in 
configured to execute a delivery process to a cloud service. 
If a plug-in for calling a plug-in configured to execute a 
delivery process is included in the group of plug-ins, the 
workflow selection unit 602 outputs an authentication infor 
mation acquisition request to the authentication information 
acquisition unit 603 for acquiring the authentication infor 
mation corresponding to the login information input by the 
user 701 in step S702. 

In step S1302, the authentication information acquisition 
unit 603 sends the authentication information acquisition 
request to the authentication server 1110. 

In step S1303, the authentication server 1110 that has 
received the authentication information acquisition request 
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extracts from the registered authentication information 1200 
the authentication information corresponding to the login 
information input by the user 701. 

In step S1304, the authentication server 1110 transmits to 
the authentication information acquisition unit 603 the 
authentication information extracted from the registered 
authentication information 1200 and information indicating 
the cloud services that may be used by the authentication 
information. 

In turn, the authentication information acquisition unit 
603 issues a display instruction to the display control unit 
601 based on the received information indicating the acces 
sible cloud services (step S719). Also, the authentication 
information acquisition unit 603 notifies the workflow 
execution instruction unit 605 of the authentication infor 
mation for the cloud service selected by the user from the 
received authentication information (step S722). 

Note that in FIG. 13, in view of space limitations, the 
processes of steps S1301-S1304 are illustrated in place of 
the processes of steps S707-S715 of FIG. 7. However, in 
some embodiments, the processes of steps S1301-S1304 
may be executed after the processes up to step S715 of FIG. 
7 have been executed such that authentication information 
that could not be acquired from the mobile terminal 160 may 
be acquired from the authentication server 1100, for 
example. 
<Summary> 
As can be appreciated from the above descriptions, the 

scanner apparatus according to the present embodiment is 
configured to acquire authentication information for using a 
cloud service from an authentication server in addition to 
acquiring such authentication information from a mobile 
terminal of a user. 

In this way, the number cloud services selectable by the 
user may be increased and user convenience may be further 
improved. 

Third Embodiment 
In the second embodiment described above, the scanner 

apparatus 120 is configured to acquire authentication infor 
mation for using a cloud service from a mobile terminal of 
a user and an authentication server. However, the present 
invention is not limited to such an embodiment. For 
example, in a third embodiment of the present invention, the 
scanner apparatus 120 may be configured to enable a user to 
manually input authentication information that is not stored 
in the registered authentication information 1200. 
By having the user manually input authentication infor 

mation for using a cloud service that could not be acquired 
from the mobile terminal 160 of the user nor the authenti 
cation server 1110, such a cloud service may also be selected 
as a delivery destination. 

Fourth Embodiment 
In the embodiments described above, a scanner apparatus 

is used as an example of an image processing apparatus. 
However, an image processing apparatus according to the 
present invention is not limited to a scanner apparatus. The 
image processing apparatus according to the present inven 
tion may include other types of apparatuses such as a 
copying machine and an MFP (multifunction peripheral). 

Also, the scanner apparatus 120 described above is an 
example of an image processing apparatus configured to 
input data designated by a user and direct the execution of 
a delivery process for delivering the input data. However, 
the present invention is not limited to the above scanner 
apparatus 120 nor an apparatus dedicated to image process 
ing. For example, a client terminal Such as a PC or some 
other type of information processing apparatus may be used 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

14 
in the present invention. Accordingly, a data input method 
for inputting data to be processed is not limited to scanning 
a document with the scanner 310 as described above. For 
example, the data input method may involve designating 
data stored in an image processing apparatus or an infor 
mation processing apparatus Such as a client terminal. 

Also, in the embodiments described above, a scanned 
image is Subject to processing by a workflow file. However, 
an image subject to processing by a workflow file is not 
limited to a scanned image. That is, the Scanned image 
described above is merely one example of data designated 
by a user that is subject to a delivery process. The data 
Subject to the delivery process is not limited to a scanned 
image but may be other types of data including electronic 
data Such as application data stored by the user in a client 
terminal. Also, in Some embodiments a URL may be used to 
designate the storage location of the data Subject to a 
delivery process, for example. That is, the delivery process 
may be implemented using information indicating the acqui 
sition source of the data subject to the delivery process 
instead of using the data Subject to the delivery process 
itself. 

Also, in the embodiments described above, the login 
information is input to the scanner apparatus 120 and the 
authentication information is transmitted by the mobile 
terminal 160 at different timings. However, in other embodi 
ments the login information input and the authentication 
information transmission may be performed at the same 
time. For example, by fixing a workflow file for delivering 
a scanned image, the login information input and the authen 
tication information transmission may be performed at the 
same time by merely having the mobile terminal 160 estab 
lish near field communication once. 

Fifth Embodiment 
In the above embodiments, a delivery system is illustrated 

as an example of an information processing system of the 
present invention. However, the present invention is not 
limited to a delivery system. In the following, a print system 
is described as an information processing system according 
to another embodiment of the present invention. FIG. 14 
illustrates an exemplary overall configuration of a print 
system 1400 according to a fifth embodiment of the present 
invention. 

In FIG. 14, the print system 1400 includes a print server 
1410, a printer apparatus 1420 as an example of an image 
processing apparatus according to the present embodiment, 
the cloud servers 130-150 as acquisition sources of print 
data, and the mobile terminal 160. The print server 1410, the 
printer apparatus 1420, the cloud servers 130-150, and the 
mobile terminal 160 are interconnected via a network 170. 
Note that although three cloud servers are connected to the 
network 170 in the example illustrated in FIG. 14, the 
number of cloud servers is not limited to three. 

Also, in the present embodiment, it is assumed that the 
print system 1400 is configured to enable the printer appa 
ratus 1420 and the mobile terminal 160 to exchange infor 
mation through near field communication (NFC). 
The print server 1410 includes a workflow execution 

program 111 and a workflow storage unit 112. 
The workflow execution program 111 executes a work 

flow file stored in the workflow storage unit 112 that is 
selected by a user at the printer apparatus 1420. 
By having the workflow execution program 111 execute a 

workflow file, print data stored in the print server 1410 or the 
cloud server 130 or 140 may be acquired and printed by the 
printer apparatus 1420, for example. 
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The printer apparatus 1420 is configured to print out print 
data. The printer apparatus 1420 includes a workflow execu 
tion instruction program 121 and a key storage unit 122. 

The workflow execution instruction program 121 acquires 
print data, selects a workflow file to be used to instruct 
execution of a print process, and sets up information nec 
essary for executing the selected workflow file. Also, the 
workflow execution instruction program 121 outputs to the 
print server 1410 an execution instruction to execute the 
selected workflow file based on the setup information. 
The key storage unit 122 may be substantially identical to 

the key storage unit 122 described above in connection with 
the first embodiment, and accordingly, descriptions thereof 
are omitted. The cloud servers 130-150 may also be sub 
stantially identical to the cloud servers 130-150 described 
above in connection with the first embodiment, and accord 
ingly, descriptions thereof are omitted. 

Note that in order to access the cloud servers 130-150 to 
acquire print data or a print data list from the cloud servers 
130-150, for example, predetermined authentication infor 
mation has to be sent to the cloud servers 130-150. Thus, for 
example, when the print server 1410 is to acquire print data 
from one of the cloud servers 130-150 as an acquisition 
Source, predetermined authentication information has to be 
sent to the cloud server corresponding to the acquisition 
Source (acquisition target). 
The mobile terminal 160 may be substantially identical to 

the mobile terminal 160 described above in connection with 
the first embodiment, and accordingly, descriptions thereof 
are omitted. Note that the mobile terminal 160 is configured 
to establish near field communication with the printer appa 
ratus 1420 to transmit authentication information for using 
the cloud services A and B to the printer apparatus 1420. 
That is, according to the present embodiment, the user can 
simply hold the mobile terminal 160 close to the printer 
apparatus 1420 to notify the printer apparatus 1420 of the 
cloud services A and B that the mobile terminal 160 is able 
to use such that the cloud services A and B may be selected 
as an acquisition Source (acquisition target) when the print 
server executes a print data acquisition process. 
<Hardware Configuration of Print Servers 
FIG. 15 illustrates an exemplary hardware configuration 

of the print server 1410. Note that the hardware configura 
tion of the print server 1410 illustrated in FIG. 15 is 
substantially identical to the hardware configuration of the 
delivery server 110 as illustrated in FIG. 2. Accordingly, 
descriptions thereof are omitted. 

<Hardware Configuration of Printer Apparatus 
FIG. 16 illustrates an exemplary hardware configuration 

of the printer apparatus 1420. Note that the hardware con 
figuration of the printer apparatus 1420 illustrated in FIG. 16 
is, for the most part, identical to the hardware configuration 
of the scanner apparatus 120 as illustrated in FIG. 3. 
However, the engine unit 305 of the printer apparatus 1420 
differs from the engine unit 305 of the scanner apparatus 
120. 

In the printer apparatus 1420, the engine unit 305 includes 
a plotter 1610. The engine unit 305 controls the plotter 1610 
based on print data to print the print data. 

<Information Stored in Print Server 
In the following, information stored in the print server 

1410 is described. FIG. 17 illustrates an example of a 
workflow file 1700 stored in the workflow storage unit 112 
of the print server 1410. 
As illustrated in FIG. 17, the workflow file 1700 includes 

a workflow ID 1700a identifying the workflow file 1700 and 
detailed information 1700b including setting information 
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relating to the group of plug-ins making up the workflow of 
the workflow file and the individual plug-ins. 

In the example of FIG. 17, the “workflow ID of the 
workflow file 1700 is indicated as “C.O.C.. The workflow to 
file 1700 includes a plug-in 1701 labeled “Plug-in C”, a 
plug-in 1702 labeled “Plug-in f3, and a plug-in 1703 labeled 
“Plug-in y”. 
The plug-in 1701 labeled “Plug-in C is configured to 

execute a "list acquisition process that involves acquiring a 
list of print data to be printed at the printer apparatus 1420 
and sending the list to the printer apparatus 1420. 
The plug-in 1702 labeled “Plug-in B” is configured to 

execute a “print data acquisition process that involves 
acquiring print data selected by a user based on the acquired 
list and sending the acquired print data to the printer 
apparatus 1420. 
The plug-in 1703 labeled “Plug-in y' is configured to 

execute an "output instruction process” that involves 
instructing the printing of the print data transmitted to the 
printer apparatus 1420. 

In the present embodiment, plug-ins that can be called by 
the plug-in 1701 labeled “Plug-in C. and the plug-in 1702 
labeled “Plug-in f3” include a plug-in 1710 labeled “Plug-in 
CB1”, a plug-in 1720 labeled “Plug-in O?32, and a plug-in 
1730 labeled “Plug-in of3”. 
Note that the plug-in of the above plug-ins 1710-1730 that 

is to be called by the plug-in 1701 or the plug-in 1702 may 
be determined based on an execution instruction or an 
acquisition request from the printer apparatus 1420. 
The plug-in 1710 labeled “Plug-in O?31’ is configured to 

execute a process for acquiring a list of print data or print 
data provided by the cloud service A. Note that authentica 
tion information 411 that is used when the plug-in 1710 
labeled “Plug-in CB1 acquires a list of print data or print 
data provided by the cloud service A is associated with the 
plug-in 1710 labeled “Plug-in CfB1”. 

Similarly, the plug-in 1720 labeled “Plug-in O?32 is 
configured to execute a process for acquiring a list of print 
data or print data provided by the cloud service B. Note that 
authentication information 421 that is used when the plug-in 
1720 labeled “Plug-in O?32 acquires a list of print data or 
print data provided by the cloud service B is associated with 
the plug-in 1720 labeled “Plug-in O?32. 

Similarly, the plug-in 1730 labeled “Plug-in O?33” is 
configured to execute a process for acquiring a list of print 
data or print data provided by the cloud service C. Note that 
authentication information 431 that is used when the plug-in 
1730 labeled “Plug-in O?33' acquires a list of print data or 
print data provided by the cloud service C is associated with 
the plug-in 1730 labeled “Plug-in O?33”. 

<Processes Executed by the Plug-ins 
In the following, processes executed by the plug-ins 

included in the workflow file 1700 are described in greater 
detail. Specifically, the list acquisition process executed by 
the plug-in 1701 labeled “Plug-in C, the print data acqui 
sition process executed by the plug-in 1702 labeled “Plug-in 
B' are described below. 
<List Acquisition Process.> 
FIGS. 18A and 18B are flowcharts illustrating exemplary 

list acquisition processes. Specifically, FIG. 18A illustrates 
a list acquisition process that is executed by the plug-in 1701 
labeled “Plug-in C” within the print server 1410. 
The plug-in 1701 labeled “Plug-in C may be executed 

upon receiving a workflow execution instruction with 
respect to the workflow file 1700 with the workflow ID 
“C.O.C.'. In this way, the list acquisition process within the 
print server 1410 may be started. 
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In step S1801, the plug-in 1701 conducts a search within 
the print server 1410. In step S1802, the plug-in 1701 
generates a list of print data found by the search. In step 
S1803, the plug-in 1701 sends the generated print data list 
to the printer apparatus 1420. Also, the plug-in 1701 sends 
a display screen for displaying the print data list to the user 
and prompting the user to select print data from the print 
data list to the printer apparatus 1420. 

FIG. 18B is a flowchart illustrating a list acquisition 
process that is executed by the plug-in 1701 labeled “Plug-in 
C. within a cloud while calling a relevant plug-in such as the 
plug-in 1710 labeled “Plug-in C.1. 

The plug-in 1710 labeled “Plug-in C.1 may be called by 
the plug-in 1701 upon receiving a print data list acquisition 
request including authentication information for using a 
cloud service (cloud service A in the present example) from 
the printer apparatus 1420, for example. In this way, the 
plug-in 1710 may start the list acquisition process in the 
cloud. Note that in the present embodiment, the print data 
list acquisition request includes information indicating the 
cloud service corresponding to the search target that is to be 
searched (cloud service A) and authentication information 
for using the cloud service corresponding to the search 
target. 

In step S1811, the plug-in 1710 identifies the cloud 
service A as the cloud service corresponding to the search 
target (search target cloud service) based on the print data 
list acquisition request. In step S1812, the plug-in 1710 
acquires authentication information for using the cloud 
service A corresponding to the search target based on the 
print data list acquisition request. 

In step S1813, the plug-in 1710 accesses the cloud server 
130 using the acquired authentication information and 
searches the cloud server 130. In step S1814, the plug-in 
1710 generates a list of print data found by the search. 

In step S1815, the plug-in 1710 sends the generated print 
data list to the printer apparatus 1420. Also, the plug-in 1710 
sends a display screen for displaying the print data list to the 
user and prompting the user to select print data from the list 
to the printer apparatus 1420. 

<Print Data Acquisition Process.> 
In the following, the print data acquisition process is 

described. FIGS. 19A and 19B are flowcharts illustrating 
exemplary print data acquisition processes. Specifically, 
FIG. 19A illustrates an exemplary print data acquisition 
process to be executed by the plug-in 1702 labeled 

“Plug-in B” and the plug-in 1703 labeled “Plug-in y” 
within the print server 1410. 

The plug-in 1702 labeled “Plug-in f3' and the plug-in 
1703 labeled “Plug-in Y may be executed upon receiving 
from the printer apparatus 1420 a print data acquisition 
request including information indicating print data stored 
within the print server 1410. In this way, the print data 
acquisition process within the print server 1410 may be 
started. 

In step S1901, the plug-in 1702 conducts a search within 
the printer server 1410 based on the information indicating 
the print data included in the print data acquisition request. 
In step S1702, the plug-in 1702 acquires the print data found 
by the search. In step S1903, the plug-in 1703 sends the 
acquired print data to the printer apparatus 1420 and issues 
an instruction to print out the print data. 

FIG. 19B is a flowchart illustrating an exemplary print 
data acquisition process to be executed by the plug-in 1702 
labeled “Plug-in B” and the plug-in 1703 labeled “Plug-in y” 
in a cloud. Note that the print data acquisition process in the 
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cloud is executed by having the plug-in 1702 labeled “Plug 
in B” call a relevant plug-in such as the plug-in 1710 labeled 
“Plug-in CfB1”. 
The plug-in 1710 labeled “Plug-in O?31’ may be called 

upon receiving from the printer apparatus 1420 the print data 
acquisition request including information indicating a cloud 
service (cloud service A in the present example) and authen 
tication information for using the cloud service. In this way, 
the plug-in 1710 may start the print data acquisition pro 
cessing in the cloud. 

In step S1911, the plug-in 1710 identifies the cloud 
service A as an acquisition source (acquisition target cloud 
service) based on the print data acquisition request. In step 
S1912, the plug-in 1710 acquires authentication information 
for using the cloud service A corresponding the acquisition 
target based on the print data acquisition request. 

In step S1913, the plug-in 1710 accesses the cloud server 
130 using the acquired authentication information and 
searches the cloud server 130. In step S1914, the plug-in 
1710 acquires print data found by the search. 

In step S1915, the plug-in 1702 determines whether the 
acquired print data is in a data format printable by the printer 
apparatus 1420. If it is determined that the print data is in a 
printable data format, the process proceeds to step S1917. 
On the other hand, if it is determined that the print data is 

not in a printable data format, the process proceeds to step 
S1916. In step S1916, the plug-in 1702 converts the 
acquired print data into a data format printable by the printer 
apparatus 1420. 

In step S1917, the plug-in 1703 transmits the print data to 
the printer apparatus 1420 and issues an instruction to print 
out the print data. 

<Information Stored in Printer Apparatus.> 
Key information stored in the key storage unit 122 of the 

printer apparatus 1420 may be substantially identical to the 
key information 500 of the first embodiment described 
above with reference to FIG. 5. Accordingly, descriptions 
thereof are omitted. 

<Functional Configuration of Printer Apparatus 
In the following, functions that may be implemented by 

the printer apparatus 1420 executing the workflow execution 
instruction program 121 are described. FIG. 20 illustrates an 
exemplary functional configuration of the printer apparatus 
1420. The functional configuration of the printer apparatus 
1420 as illustrated in FIG. 20 is, for the most part, identical 
to the functional configuration of the scanner unit 120 as 
illustrated in FIG. 6. However, the printer apparatus 1420 
illustrated in FIG. 20 includes a print control unit 2001 in 
place of the scanner control unit 604 of the scanner appa 
ratus 120 illustrated in FIG. 6, and a workflow execution 
instruction unit 2002. 
The print control unit 2001 controls the plotter 1610 to 

print out print databased on print data when a user presses 
a start button. 
The workflow execution instruction unit 2002 sends a 

workflow execution instruction to the print server 1410. The 
workflow execution instruction includes the workflow ID of 
the workflow file selected by the workflow selection unit 
602. Also, the workflow execution instruction unit 2002 may 
transmit to the print server 1410 an instruction input by the 
user 701 upon processing a plug-in included in a workflow 
file, and receive data transmitted from the print server 1410 
in response to such a transmission, for example. 

<Print Process of Print System> 
In the following, a print process of the print system 1400 

is described with reference to FIGS. 21-26. FIGS. 21 and 22 
are sequence charts illustrating exemplary process steps of a 
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print process that may be implemented by the print system 
1400. FIGS. 23-26 illustrate exemplary display screens that 
may be displayed on the display unit of the printer apparatus 
1420. 
The processes from step S701 of FIG.21 and onward may 

be started by activating the workflow execution instruction 
program 121. Note that the processes of steps S701-S706 of 
FIG. 21 may be substantially identical to the processes of 
steps S701-S706 of FIG. 7, and as such, descriptions thereof 
are omitted. 

In step S2101, the display control unit 601 displays a 
workflow selection screen on the display unit. FIG. 23 
illustrates an exemplary workflow selection screen 2300. As 
illustrated in FIG. 23, the workflow selection screen 2300 
includes a display area 2301 displaying a list of workflow 
files stored in the print server 1410 and a selection field for 
selecting one of the workflow files being listed. 

In step S2102, the user 701 selects a desired workflow file 
(by checking the selection field associated with the work 
flow file and pressing a select button 2302), and the process 
proceeds to step S2103. 

In step S2103, the workflow selection unit 602 conveys 
the workflow ID of the workflow file selected in step S2102 
to the workflow execution instruction unit 2002. Note that if 
a cancel button 2303 is pressed in the workflow selection 
screen 2300, the process returns to step S704. 

In step S2104, the workflow execution instruction unit 
2002 transmits a workflow execution instruction including 
the workflow ID of the selected workflow file to the print 
server 1410. In step S2105, the print server 1410 performs 
a list acquisition process within the server. Note that the list 
acquisition process within the server (step S2105) is 
described in detail above with reference to FIG. 18A. 

In step S2106, the print server 1410 sends the print data 
list together with a corresponding display screen to the 
workflow execution instruction unit 2002. In step S2107, the 
workflow execution instruction unit 2002 instructs the dis 
play control unit 601 to display the print data list by 
conveying the print data list together with the display Screen 
to the display control unit 601. 

In step S2108, the display control unit 601 displays a print 
data list screen on the display unit. FIG. 24 illustrates an 
exemplary print data list screen 2400. 
As illustrated in FIG. 24, the print data list screen 2400 

includes a display area 2401 displaying a list of print data 
stored in the print server 1410 and a selection field for 
selecting the print data being listed. 

In step S2109, the user 701 selects a desired print data (by 
checking the selection field associated with the print data 
and pressing an acquire button 2402), and the process 
proceeds to step S2110. 

In step S2110, the display control unit 601 conveys the 
print data acquisition request including the information 
indicating the print data selected in step S2109 to the 
workflow execution instruction unit 2002. In step S2111, the 
workflow execution instruction unit 2002 sends the print 
data acquisition request to the print server 1410. 

In step 2112, the print server 1410 that receives the print 
data acquisition request executes a print data acquisition 
process within the server. Note that the print data acquisition 
process executed within the server (step S2112) is described 
in detail above with reference to FIG. 19A. 

After executing the print data acquisition process within 
the server, in step S2113, the print server 1410 sends the 
acquired print data to the workflow execution instruction 
unit 2002. 
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On the other hand, in step S2114, when the user 701 

presses an online cooperation button 2403 of the print data 
list screen 2400 to select online cooperation, the display 
control unit 601 accepts the selection. 

Also, in response to the selection of online cooperation, in 
step S2115, the display control unit 601 displays an authen 
tication information acquisition screen on the display unit. 
FIG. 25A illustrates an exemplary authentication informa 
tion acquisition screen 2500. 
As illustrated in FIG. 25A, the authentication information 

acquisition screen 2500 includes a message prompting the 
user 701 to establish near field communication between the 
printer apparatus 1420 and the mobile terminal 160. 

In response to the display of the authentication informa 
tion acquisition screen 2500 on the display unit, the user 701 
holds the mobile terminal 160 close to the printer apparatus 
1420 (step S712). Note that the processes of steps S713 
S719 of FIG. 21 may be substantially identical to the 
processes of steps S713-S719 of FIG. 7, and as such 
descriptions thereof are omitted. 

In step S2116, the display control unit 601 displays a 
cloud service selection screen on the display unit. FIG. 25B 
illustrates an exemplary cloud service selection screen 2510. 
As illustrated in FIG. 25B, the cloud service selection screen 
2510, includes a display area 2511 displaying information 
indicating the cloud services for which acquisition requests 
for authentication information have been made in steps 
S713, S715, and S717. 
Note that in the display area 2511, information indicating 

a cloud service for which authentication information has 
been acquired, and information indicating a cloud service for 
which authentication information could not be acquired are 
displayed in different display modes. 

In steps S714 and S716, authentication information for 
using the cloud service A and authentication information for 
using the cloud service B were acquired. Thus, in the cloud 
service selection screen 2510, information indicating the 
cloud services A and B are displayed in a selectable display 
mode such that the cloud services A and B may be selected 
as an acquisition source of print data. On the other hand, in 
step S718, the authentication information for using the cloud 
service C could not be acquired. Thus, the cloud service 
selection screen 2510 displays the information indicating the 
cloud service C in a non-selectable display mode Such that 
the cloud service C cannot be selected as an acquisition 
Source of print data. 

In step S2201 of FIG. 22, the user 701 may select one or 
more cloud services from the cloud service selection screen 
2510 (by checking the selection fields associated with the 
cloud services and pressing an OK button 2512), and in turn, 
the process proceeds to step S2202. 

In step S2202, the authentication information acquisition 
unit 603 conveys information indicating the cloud service 
selected in step S2201 to the workflow execution instruction 
unit 2002. Further, the authentication information acquisi 
tion unit 603 conveys the corresponding authentication 
information for using the selected cloud services (authenti 
cation information acquired in steps S714 and S716) to the 
workflow execution instruction unit 2002. Note that if a 
cancel button 2513 in the cloud service selection screen 
2510 is pressed, the process returns to step S2115. 

In step S2203, the workflow execution instruction unit 
2002 sends a print data list acquisition request including the 
information indicating the selected cloud services and their 
authentication information to the print server 1410. 
The print server 1410 that receives the print data list 

acquisition request executes a list acquisition process in the 
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cloud (step S2204). Note that the list acquisition process in 
the cloud (step S2204) is described in detail above with 
reference to FIG. 18B. 

After executing the list acquisition process in the cloud, in 
step S2205, the print server 1410 transmits the print data list 
acquisition request to the cloud server 130. In step S2206, 
the cloud server 130 that receives the print data list acqui 
sition request transmits a print data list to the print server 
1410. 

In step S2207, the print server 1410 sends to the workflow 
execution instruction unit 2002 the print data list received 
from the cloud server 130 together with a corresponding 
display Screen. 

In step S2208, the workflow execution instruction unit 
2002 conveys the print data list received from the print 
server 1410 together with the display screen to the display 
control unit 601 and directs the display control unit 601 to 
display the print data list. 

In step S2209, the display control unit 601 displays the 
print data list screen on the display unit. FIG. 26 illustrates 
an exemplary print data list screen 2600. 
As illustrated in FIG. 26, the print data list screen 2600 

includes tabs for displaying the print data list received from 
the print server 1410, the print data list received from the 
cloud server 130 (cloud service A), and the print data list 
received from the cloud server 140 (cloud service B). 

FIG. 26 illustrates an exemplary case in which the tab for 
displaying the print data list received from the cloud server 
130 has been selected. As illustrated in FIG. 26, the print 
data list screen 2600 includes a display area 2601 displaying 
a list of print data stored in the cloud server 130 and a 
selection field for selecting one of the print data being listed. 

In step S2210, the user 701 selects a desired print data (by 
checking the selection field associated with the print data 
and pressing an acquire button 2602), and in turn, the 
process proceeds to step S2211. 

In step S2211, the display control unit 601 conveys the 
print data acquisition request including the information 
indicating the print data selected in step S2210 and corre 
sponding authentication information to the workflow execu 
tion instruction unit 2002. In step S2212, the workflow 
execution instruction unit 2002 sends the print data acqui 
sition request to the print server 1410. 

In step S2213, the print server 1410 that receives the print 
data acquisition request executes a print data acquisition 
process. Note that the print data acquisition process of step 
S2213 is described in detail above with reference to FIG. 
19B. 

After the print data acquisition process of step S2213 is 
executed, in step S2214, the print server 1410 sends the print 
data acquisition request to the cloud server 130. In step 
S2215, the cloud server 130 sends print data to the print 
server 1410. In step S2216, the print server 1410 sends the 
print data acquired from the cloud server 130 to the work 
flow execution instruction unit 2002. 

In step S2217, the user 701 presses the start button, and 
in turn, in step S2218, the print control unit 2001 reads from 
the workflow execution instruction unit 2002 the print data 
sent from the print server 1410. Note that the print data sent 
from the print server 1410 includes the print data sent in step 
S2113 and the print data sent in step S2216. 

In step S2219, the workflow execution instruction unit 
2002 conveys the print data to the print control unit 2001. In 
step S2220, the print control unit 2001 executes a print 
process based on the acquired print data. 
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<Summary> 
As can be appreciated from the above descriptions, the 

following features are implemented in the printer apparatus 
according to the present embodiment. 
When a workflow file selected by a user includes a print 

process to be executed with respect to print data 
provided by a cloud service, the printer apparatus is 
configured to acquire authentication information for 
using the cloud service from a mobile terminal of the 
USC. 

The printer apparatus is configured to acquire the authen 
tication information from the mobile terminal of the 
user by establishing near field communication with the 
mobile terminal of the user. 

According to an aspect of the present embodiment, even 
in a case of executing a workflow file that includes a print 
process to be executed with respect to print data provided by 
a cloud service, the user can simply hold his/her mobile 
terminal close to the printer apparatus to provide authenti 
cation information for using the cloud service. 
By utilizing authentication information for using a cloud 

service that is stored in the mobile terminal 160 upon 
executing a print data acquisition process at the print server 
1410 as described above, the user may be relieved of the 
burden of having to manually input the authentication infor 
mation to the printer apparatus 1420. As a result, user 
convenience may be improved in the print system in a case 
where an acquisition source of print data corresponds to a 
cloud service. 

Sixth Embodiment 
In the fifth embodiment described above, all the authen 

tication information for using a cloud service is acquired 
from the mobile terminal 160. However, the present inven 
tion is not limited thereto. For example, an authentication 
server may be separately provided and the printer apparatus 
1420 may be configured to acquire a part of the authenti 
cation information from a registered authentication infor 
mation storage unit of the authentication server. That is, the 
second embodiment can be applied to the fifth embodiment. 

Also, the printer apparatus 1420 according to the fifth 
embodiment is merely one illustrative example of an image 
processing apparatus that is configured to acquire data 
specified by a user and instruct the execution of a print 
process with respect to the acquired data. The present 
invention is not limited to using the printer apparatus 1420, 
but may use other various types of image processing appa 
ratuses or information processing apparatuses including a 
client terminal such as a user PC and the like. For example, 
an information processing apparatus Such as a client termi 
nal or an image processing apparatus may be configured to 
instruct the execution of a print process. 

Also, in the fifth embodiment, a plug-in for acquiring a 
print data list and a plug-in for acquiring print data are 
provided. However, the present invention is not limited to 
Such an arrangement, and in Some embodiments, the plug-in 
for acquiring a print data list may be omitted, for example. 
In this case, when the plug-in for acquiring print data 
acquires print data from the print server 1410 or the cloud 
server 130, it may be configured to transmit thumbnail 
images of the print data to the printer apparatus 1420 So that 
the user 701 may select the desired print data. 

Also, in the embodiments described above, the workflow 
execution program 111 and the workflow storage unit 112 
are arranged in the delivery server 110 or the print server 
1410. However, the present invention is not limited to such 
an arrangement. For example, the workflow execution pro 
gram 111 and the workflow storage unit 112 may be arranged 
in the scanner apparatus 120 or the printer apparatus 1420. 
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Also, although the delivery server 110 and the print server 
1410 are separately illustrated in the embodiments described 
above, the present invention is not limited to these embodi 
ments. For example, in some embodiments, the functions 
implemented by the delivery server 110 and the functions 
implemented by the print server 1410 may be implemented 
by a single server apparatus. Also, the functions imple 
mented by the delivery server 110 and the functions imple 
mented by the print server 1410 may be implemented by a 
plurality of server apparatuses constituting a server system, 
for example. 

Note that in a case where the functions implemented by 
the delivery server 110 and the functions implemented by 
the print server 1410 are implemented by a server apparatus 
or a server system, the server apparatus or the server system 
is configured to execute a delivery process with respect to a 
scanned image and an acquisition process with respect to 
print databased on a workflow. That is, the server apparatus 
or the server system is configured to implement a function 
of executing a communication process including transmit 
ting and receiving data to/from a cloud server based on a 
workflow. 

Also, although the scanner apparatus 120 and the printer 
apparatus 1420 are separately illustrated in the embodiments 
described above, the present invention is not limited to these 
embodiments. For example, in Some embodiments, the 
functions implemented by the scanner apparatus 120 and the 
functions implemented by the printer apparatus 1420 may be 
implemented by a single image processing apparatus. 

Also, although each of the cloud servers 130-150 provid 
ing Storage services is configured by a single server appa 
ratus (service providing apparatus) in the embodiments 
described above, the present invention is not limited to these 
embodiments. For example, one or more of the cloud servers 
130-150 may be configured by a server system including a 
plurality of server apparatuses (service providing appara 
tuses). 

Although the present invention has been described above 
with reference to certain preferred embodiments, the present 
invention is not limited to these embodiments, and numer 
ous variations and modifications may be made without 
departing from the scope of the present invention. 
The present invention can be implemented in any conve 

nient form, for example, using dedicated hardware, or a 
mixture of dedicated hardware and software. The present 
invention may be implemented as computer Software imple 
mented by one or more networked processing apparatuses. 
The network can comprise any conventional terrestrial or 
wireless communications network, Such as the Internet. The 
processing apparatuses can comprise any suitably pro 
grammed apparatuses such as a general purpose computer, 
personal digital assistant, mobile telephone (such as a WAP 
or 3G-compliant phone) and so on. Since the present inven 
tion can be implemented as Software, each and every aspect 
of the present invention thus encompasses computer soft 
ware implementable on a programmable device. The com 
puter software can be provided to the programmable device 
using any non-transitory storage medium for storing pro 
cessor readable code such as a floppy disk, a hard disk, a CD 
ROM, a magnetic tape device or a solid state memory 
device. The non-transitory storage medium can comprise 
any computer-readable medium except for a transitory, 
propagating signal. 

The hardware platform includes any desired hardware 
resources including, for example, a central processing unit 
(CPU), a random access memory (RAM), and a hard disk 
drive (HDD). The CPU may include processors of any 
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desired type and number. The RAM may include any desired 
volatile or nonvolatile memory. The HDD may include any 
desired nonvolatile memory capable of recording a large 
amount of data. The hardware resources may further include 
an input device, an output device, and a network device in 
accordance with the type of the apparatus. The HDD may be 
provided external to the apparatus as long as the HDD is 
accessible from the apparatus. In this case, the CPU, for 
example, the cache memory of the CPU and the RAM may 
operate as a physical memory or a primary memory of the 
apparatus, while the HDD may operate as a secondary 
memory of the apparatus. 
The present application is based on and claims the benefit 

of priority of Japanese Patent Application No. 2014-055396 
filed on Mar. 18, 2014 and Japanese Patent Application No. 
2015-004250 filed on Jan. 13, 2015, the entire contents of 
which are hereby incorporated by reference. 

What is claimed is: 
1. An information processing apparatus comprising: 
a processor, in communication with a memory, that 

executes steps of 
sending an authentication information acquisition 

request, which includes an authentication identifier 
that specifies authentication information for enabling 
a mobile terminal to use a service, to the mobile 
terminal; 

receiving from the mobile terminal the authentication 
information specified by the authentication identi 
fier; and 

displaying a service selection screen that includes a list 
of one or more services specified by the authentica 
tion information received from the mobile terminal 
on a display device. 

2. The information processing apparatus as claimed in 
claim 1, wherein 

the list of one or more services displayed in the service 
selection screen includes a first service, for which the 
authentication information specified by the authentica 
tion identifier transmitted to the mobile terminal could 
be acquired, and a second service, for which the 
authentication information specified by the authentica 
tion identifier transmitted to the mobile terminal could 
not be acquired; and 

the first service and the second service are displayed in 
different display modes. 

3. The information processing apparatus as claimed in 
claim 2, wherein 
when displaying the first service and the second service in 

different display modes, the first service is displayed in 
a selectable display mode that permits selection on the 
display device, and the second service is displayed in a 
non-selectable display mode that does not permit selec 
tion on the display device. 

4. The information processing apparatus as claimed in 
claim 3, wherein 

a service name of the second service that is displayed in 
the non-selectable display mode is grayed out or dis 
played in a semi-transparent mode. 

5. The information processing apparatus as claimed in 
claim 1, wherein 

the one or more services includes a storage service having 
a data storage function and a service capable of using 
the storage service. 

6. The information processing apparatus as claimed in 
claim 1, wherein 
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the processor displays a message on the display device 
calling for placement of the mobile terminal near the 
display device. 

7. The information processing apparatus as claimed in 
claim 1, wherein 

the processor sends the authentication identifier to the 
mobile terminal when the mobile terminal is within a 
predetermined distance from the display device. 

8. An information processing method implemented by an 
information processing apparatus including a processor, in 
communication with a memory, the information processing 
method including the steps of 

sending an authentication information acquisition request, 
which includes an authentication identifier that speci 
fies authentication information for enabling a mobile 
terminal to use a service, to the mobile terminal; 

receiving from the mobile terminal the authentication 
information specified by the authentication identifier; 
and 
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displaying a service selection screen that includes a list of 

one or more services specified by the authentication 
information received from the mobile terminal on a 
display device. 

9. A computer program product comprising a non-transi 
tory computer-readable medium having a program recorded 
thereon that is executable by an information processing 
apparatus including a processor, in communication with a 
memory, the program when executed causing the informa 
tion processing apparatus to perform the steps of 

sending an authentication information acquisition request, 
which includes an authentication identifier that speci 
fies authentication information for enabling a mobile 
terminal to use a service, to the mobile terminal; 

receiving from the mobile terminal the authentication 
information specified by the authentication identifier; 
and 

displaying a service selection screen that includes a list of 
one or more services specified by the authentication 
information received from the mobile terminal on a 
display device. 


