1874839
‘IT?D (1F EFRAFEMEE
/J F (2)%AFRAENEARA (ADEERH: TWIST4SI9B

il @5)»48 : PERE 114 (2025 %03 A 01 8

Office

QI)¥H Lk 1 111142532 (22)%38 : PHERE 110(2021) 409 A 23 8
(5D)Int. CL. : GO6F21/78 (2013.01) GO6F9/46  (2006.01)
GO6F12/14 (2006.01) HO04L9/08  (2006.01)
(30)48 % H © 2020/12/22 £H 17/131,716
(TD¥HA T A4 WA A R3] (£B) INTEL CORPORATION — (US)
£ B

(T2 A A KB/ =% VAHLDIEK-OBERWAGNER, ANJO LUCAS (DE) ; 3 @ 4
# SAHITA, RAVI L. (US) : #4# Z3F VIJ, MONA (US) ; ##4]-F htsR 5
ILLIKKAL, RAMESHKUMAR (US) ; #7324y 45 STEINER, MICHAEL (US) ;
K4 B35 KNAUTH, THOMAS (DE) ; B4 ik 2 KUVAISKII,
DMITRII (RU) ; % #%#&E3E 3 3 KRISHNAKUMAR, SUDHA (IN) ; 3 3 #7 5

% % % k£ ZMUDZINSKI, KRYSTOF C. (US) ; # £ x4 SCARLATA,

VINCENT (US) ; &4 B ki &% MCKEEN, FRANCIS (US)

(THRIEA A ER]

(56)%# Xk ¢
TW 202036351A CN 1078707884
CN 110929266A us 2017/0177417A1

FEAR AR
PHEMGEAL TR BEA&1l #6606 R

(54) % 4%
AR TR IUTIRIROBFORIEAL ~ Hk > YR ERTREER A
CUILE S

Bt Oy ikFe A 4 B AR D AT 5 ST HIR(TEE) A9 B B » 42 TEE B ¥63UT AT © #1618
TEE &4 %85 8% - th THEN T/ & Baymsibz st B€HTH T/ A B EM ey msi >
4015 TEE 3¢ hoief& 88 - 42 J 3B A (FaaS)Rix ¥ » TEE K n BT F A REHM > BebT A%
WZ T AR & AT AT © £ TEE An46 /b8 R 3hAT 89 Kb S BREN Kbl 6y T1F & 2 AR &Y -
st TEE #14516 /5 5] 4 2 B 3F 2 T sAfE 35 R TEE 2 BT 94T ° % &8 %] + &9 T4k & 435 K TEE
B %45 % B 69455k TEE 6938 5 & S48 > 347474615 TEE &9 14 B 5% -

Example methods and systems are directed to reducing latency in providing trusted execution
environments (TEEs). Initializing a TEE includes multiple steps before the TEE starts executing. Besides
workload-specific initialization, workload-independent initialization is performed, such as adding memory
to the TEE. In function-as-a-service (FaaS) environments, a large portion of the TEE is workload-
independent, and thus can be performed prior to receiving the workload. Certain steps performed during
TEE initialization are identical for certain classes of workloads. Thus, the common parts of the TEE

initialization sequence may be performed before the TEE is requested. When a TEE is requested for a
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workload in the class and the parts to specialize the TEE for its particular purpose are known, the final steps

to initialize the TEE are performed.
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Example methods and systems are directed to reducing latency in providing trusted
execution environments (TEEs). Initializing a TEE includes multiple steps before
the TEE starts executing. Besides workload-specific initialization, workload-
independent initialization is performed, such as adding memory to the TEE. In
function-as-a-service (FaaS) environments, a large portion of the TEE is workload-
independent, and thus can be performed prior to receiving the workload. Certain
steps performed during TEE initialization are identical for certain classes of
workloads. Thus, the common parts of the TEE initialization sequence may be
performed before the TEE is requested. When a TEE is requested for a workload in
the class and the parts to specialize the TEE for its particular purpose are known, the

final steps to initialize the TEE are performed.
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