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Figure 42 
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Figure 43 
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Figure 45 
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METHOD AND APPARATUS TO PROVIDEA 
UNIFIED REDACTION SYSTEM 

RELATED CASES 

0001. This application claims priority to Provisional 
Patent Application Ser. No. 60/704,037, filed Jul. 29, 2005. 

FIELD OF THE INVENTION 

0002 The present invention relates to data analysis, and 
more particularly, to utilizing the relationship between docu 
ments to provide insight. 

BACKGROUND 

0003. The collection of electronic documents with intent 
to organize, categorize, and process for a better understand 
ing to their content also has an extension which allows for 
the specification of portions of, or complete, documents to 
be redacted. There are many forms of text redaction, how 
ever the most commonly accepted is the placing of black 
boxes over the redacted text regions; additionally, if the 
document type contains embedded raster image data, and 
Some or all of that image data has been specified for 
redaction, it is important that this receives the same appear 
ance of redaction covering. 
0004 Prior to the handling of this process in the elec 
tronic realm, the physical world version of this would 
feature a person using a black magic marker, or pasting 
black paper, over the redacted regions of a reproduced (by 
photocopy, or similar technology) version of the document, 
and then Submitting that altered document to another repro 
duction (by similar technology means). 
0005. Note that in the electronic realm, simply deleting 
text isn't good enough as it a) changes spacing and appear 
ance and even page breaks, which can be considered as 
legally unacceptable modification of the evidence, b) it 
becomes difficult to discern where text has been removed, 
which makes it difficult to accurately review and record in 
a redaction log. 
0006 Nor is simply replacing text with X's or some 
other character generally good enough for the same reasons, 
as no matter what character is selected, there is at least some 
chance of a natural occurrence of a large number of them 
appearing contiguously. 

SUMMARY OF THE INVENTION 

0007. A method comprising enabling a user to define a 
redaction of a part of a document in a corpus of documents, 
the redaction definition including a scope defining a range of 
documents in the corpus to which the redaction applies. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 FIG. 1 is a block diagram displaying one embodi 
ment of high level system overview. 
0009 FIG. 2 is a flowchart displaying one embodiment of 
the relationship between main object types. 
0010 FIG. 3 is a screen shot displaying an exemplary 
redaction. 

0011 FIG. 4 is a diagram displaying exemplary types of 
documents. 
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0012 FIG. 5 is a screen shot displaying one embodiment 
of a user interface for automated rules to define redaction 
reason or category. 

0013 FIG. 6 is a diagram displaying one embodiment of 
the relationship of scope to other objects. 
0014 FIG. 7 is a screen shot of one embodiment of a user 
interface to define Scope. 
0015 FIG. 8 is a diagram of one embodiment of display 
ing scope properties. 

0016 FIG. 9 is a block diagram of one embodiment of the 
system components. 

0017 FIG. 10 is a diagram of one embodiment of the 
breakdown of a document into homogenous data slices. 
0018 FIG. 11 is a flowchart of one embodiment of 
subtypes of embedded or linked documents. 
0.019 FIG. 12 is screen shot of one embodiment of 
identifying the exact contemporaneous content of a docu 
ment. 

0020 FIG. 13 is a flowchart of one embodiment of 
determining dynamic token content. 
0021 FIG. 14 is a flowchart of one embodiment of 
locating missing documents. 
0022 FIG. 15 is a screen shot of one embodiment of 
visually indicating the presence of dynamic variable 
markup. 

0023 FIG. 16 is a flowchart of one embodiment of 
handling of linked documents at production time. 
0024 FIG. 17 is a flowchart of one embodiment of 
determining dynamic token content. 
0025 FIG. 18 is a screen shot of one embodiment of a 
user interface for displaying dynamic token content. 
0026 FIG. 19 is a flowchart of one embodiment of the 
process of determining candidates for redaction. 
0027 FIG. 20 is a screen shot of one embodiment of an 
end user interface for handling image document redaction. 
0028 FIG. 21 is a screen shot of one embodiment of an 
end user interface for handling text document redaction. 
0029 FIG. 22 is a flowchart of one embodiment of 
handling redaction overlap. 
0030 FIG. 23 is a flowchart of one embodiment of 
excluding individual redactions from a scoped redaction. 
0031 FIG. 24 is a screen shot of one embodiment of a 
user interface for selecting spreadsheet cells for redaction. 
0032 FIG. 25 is a diagram of one embodiment of dealing 
with constructed documents. 

0033 FIG. 26 is a flowchart of one embodiment of 
determining boundaries in Instant Messages. 

0034 FIG. 27 is a screen shot of one embodiment of user 
interface for displaying audio content accompanied by 
speech to text content. 
0035 FIG. 28 is a screen shot of one embodiment of user 
interface for searching in motion documents with speech to 
teXt COIntent. 
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0.036 FIG. 29 is a diagram of one embodiment of han 
dling different styles of redaction in motion documents. 

0037 FIG. 30 is a screen shot of one embodiment of 
different handling of Sub-docs in mixed type documents. 

0038 FIG. 31 is a screen shot of one embodiment of a 
user interface that Supports Switching from a main view to 
a view that Supports an associated Sub-document view. 

0039 FIG. 32 is a screen shot of one embodiment of a 
user interface that Supports simultaneously viewing some 
portion of the original main view while viewing the sub 
document. 

0040 FIG. 33 is a screen shot of one embodiment of a 
user interface for a view of a sub-document. 

0041 FIG. 34 is a screen shot of one embodiment of a 
user interface for a visual indication of unredactable content. 

0.042 FIG. 35 is a screen shot of one embodiment of a 
user interface for a sub-panel which offers pre-defined text 
searches. 

0043 FIG. 36 is a flowchart of one embodiment of 
handling disabled redactions. 

0044 FIG. 37 is a screen shot of one embodiment of a 
user interface for viewing the history of redactions across a 
corpus. 

0045 FIG. 38 is a diagram of one embodiment of han 
dling migration of redactions between matters. 

0046 FIG. 39 is a flowchart of one embodiment of 
redaction migration rules. 

0047 FIG. 40 is a screen shot of one embodiment of a 
report on documents affected by a hypothetical redaction. 

0.048 FIG. 41 is a screen shot of one embodiment of a 
report on possible redaction inconsistencies. 

0049 FIG. 42 is a flowchart of one embodiment of the 
Production to Bitmap process utilizing font library substi 
tutions. 

0050 FIG. 43 is an image of one embodiment of an 
example of a bitmap XOR operation on an example redac 
tion using font library Substitution. 

0051 FIG. 44 is a flowchart of one embodiment of the 
Production to Bitmap process utilizing token boundary 
region detection. 

0.052 FIG. 45 is a flowchart of one embodiment of the 
process of Verification of produced documents. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0053. The present invention discusses a method and 
apparatus to provide redaction for documents of various 
sorts. Redaction is defined as the removal, obliteration or 
obscuring of part, or in Some cases, all of a document. For 
the purposes of this application, the term document is 
broadly defined to be any type of information that has been 
committed to a permanent electronic medium. 
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Introduction 

Definition of a Redaction 

0054. In the context of the present application, a redac 
tion 305 is an abstract specification 205 to redact certain 
defined types of information wherever they occur within a 
given scope 210 as illustrated in FIG. 2. Thus, unlike 
traditional hand-implemented redactions, a single redaction 
215 may be implemented an arbitrarily large number of 
times on an arbitrarily large number of documents. For the 
purposes of this application, the term document 225 is 
broadly defined to be any type of information that has been 
committed to a permanent electronic medium. Further, a 
redaction 305 may be transferred from one matter 220 to 
the next. For example, it may be desirable in all matters 
220 to automatically redact all patient social security 
numbers. The redaction 305 may then be transferred to all 
documents 225 automatically. 
0055. In one embodiment, all attributes of the abstract 
redaction specification 205 and its relation to specific 
instances of physical redactions 215 are stored in a per 
manent database that is internal to the system. In one 
embodiment, each individual instance of a redaction 305 is 
stored in an internal database, and its storage is associated to 
a document 225 by a key unique to that document 225). 
Information pertaining to the exact location within the 
document 225 of the redaction 305 is dependent on the 
type of document 225 (image, text, motion/sound, mixed 
type). 
0056. In one embodiment, redactions 305 possess 
attributes(805), 810), 815), 820), 825), 830), 835), 
840,845), 850, 855), 860), 865), 870), and 875) as 
illustrated in FIG. 8, which include but are not limited to the 
following (unless otherwise indicated, the redaction speci 
fication 205 and its instances share the same attributes and 
attribute values): 

0057 Name: This is optional, and if defined, is used 
mostly for presentation purposes in internal reports 
(rather than more externally oriented redaction logs). It 
may be specified by the user, left blank, or filled in 
automatically, for example, with the first N characters 
of the text span being redacted (if a text redaction 
305). 

0.058 UID: The unique system ID to identify this 
redaction specification 205 or instance. In one 
embodiment, the UID of a individual redaction instance 
caused by a redaction specification is related to the UID 
of that redaction specification. 

0059 Category: There is a system-wide notion of 
redaction “category'510). In one embodiment, catego 
ries 510 are defined by the user, but some common 
examples of categories 510 include: “Privileged', 
“Trade Secret”, “Patient Data'. In one embodiment, the 
system described herein puts no limitation on the 
number of categories 510), nor their naming. Note that 
some categories 510 may be made available for one 
matter 220), but not another. 

0060 Reason: For some or all categories 510 defined 
by the user, in one embodiment, there may be a 
“reason'505 provided for the category choice, as 
shown in FIG. 5. These reasons 505), too, are often 
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defined by the user 715); an example of a reason505 
for a category 510 of “Privileged” may be “Lawyer to 
Lawyer Communication'. In one embodiment, the sys 
tem may assign the category 510 or the reason 505 
via a set of user-supplied rules. For example, if there is 
an email from an actor who is known to be a doctor and 
an actor who is know to be a patient of that doctor, a 
“physician to patient reason could be automatically 
assigned, and, where need be, be Subsequently cor 
rected by the user. The system allows the user to set a 
configuration specifying whether a particular category 
510 can, or needs to have a reason 505). In one 
embodiment, the system puts no limitation on the 
number of reasons 505 per category 510), nor their 
naming. Note that this too may be set up to vary from 
one matter 220 to the next, as different governing 
jurisdictions may have different rules in this regard. 

0061. Description: For some categories 510 defined 
by the user, a freeform text "description'820 of the 
redaction 305 may be provided. The system described 
herein allows the configuration of whether a particular 
category can have, or requires, a description 820), and 
puts no internal limitation on the character length for 
any given description 820). Some embodiments may 
permit an automatically generated description 820: 
for example, programmatically filling in a template of 
the form “DOCUMENT TYPE from/written by AC 
TOR520 regarding SUBJECT).” 

0062 Scope: In one embodiment, there is the notion of 
a redaction’s “scope'210 for redaction specifications 
205 as illustrated in FIG. 2. This defines the scope 
210 of implementation of the redaction 305). This 
may range from just the one particular instance created 
by the user to redact a specific bit of data in a unique 
location, to literally the entire corpus of available 
documents, 225). Redaction scopes 210 may also be 
limited to sections 710 within the current document 
225); for example, the current worksheet in a spread 
sheet, the whole “simple' document 225 or the whole 
“compound document 225). In this last case, this may 
be defined to extend to child documents 625 of the 
current document 305 such as attachments to an email 
or embedded objects within the document 225). Simi 
larly, in one embodiment, redaction scopes 210 may 
also be specified by first selecting some specific content 
to redact, and then extending the redaction 215 so as 
to contain the whole phrase, sentence, paragraph, or 
document section that contains the currently selected 
content. The users may define other Supra-document 
redaction scopes 210 as well. These can be any 
well-defined subset of the corpus. Examples 715 
include, but are not limited to: all documents 225 in 
the same discussion 715), in related discussions 715), 
in the same cluster 1310), associated with the same 
actor 520), associated with an actor 520 clique/circle 
of trust, documents 225 of the same ancestral lineage, 
documents 225 containing evidence of particular top 
ics 720), documents 225 of particular formats, or that 
fall within certain date ranges, etc. An example of the 
defined Subsets of the corpus, and ancestral lineage 
derivation, is provided in co-pending Application U.S. 
patent application Ser. No. 10/358,759, filed Jan. 4, 
2003, entitled “A Method and Apparatus for Sociologi 
cal Data Mining, incorporated herein by reference, 
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and hereinafter referred to as the Sociological Data 
Mining Application. For the purposes of this applica 
tion, redactions 305 that are defined to impact more 
than one document 225 will be referred to as “supra 
document.850) Note that individual redaction 
instances 215 are by definition of singleton scope. 

0063 Timestamp: Indicates when the redaction 305 
was created. In one embodiment, timestamps for dif 
ferent instances of the same redaction specification 
205) may vary slightly, depending on when exactly the 
system performed the redaction 305 highlighting on 
the document 225). 

0064.) User ID: 810 Unique ID in the system for the 
user who originally created the redaction 305). If a 
supra-document scope redaction 850), the ID of the 
user who created the redaction specification 205 will 
be used. 

0065 Permissions: A permissions system which speci 
fies to what degree different users are able to view 
and/or modify the redaction 305). In one embodiment 
the permissions system is similar to a Unix file system 
permissions model. 

0.066 Audit Trail 830: A record of all non-ephemeral 
system and user interactions with the redaction 305). 
Non-ephemeral interactions include changes to any 
aspects of the redaction that are saved. The audit trail 
830) data for a redaction specification in one embodi 
ment also includes audit information regarding its 
instances. 

0067 Contents: Specifies what was redacted. This 
depends on the content type of the document 225). If 
a Supra-document image specification, in one embodi 
ment the ID or hash value used to represent the image. 
If a single document 225 scope in an image-related 
document 225 in one embodiment, a page number 
within the document 225, a layer number within that 
page in the document 225 and a closed path defining 
a polygonal region within the page's layer's pixel space 
is stored. For text redactions 305), in one embodiment, 
the text specification at the redaction specification 
205 level and further document 225 specific infor 
mation for verification purposes at the instance level, as 
described below is part of the content. A "data type' 
attribute is inferable from the value of this property. 

0068 Associated Documents 855: List of the docu 
ments 225 currently associated with this redaction 
specification 205). A related attribute captures this 
information with respect to documents 225 that have 
already been produced, that is to say, made available to 
the other side and the court in static form as evidence 
at least once with this redaction 305). 

0069 Produced Count: an internal-use process flag 
specifying how many times the redaction 305 has 
been produced for a particular matter 220). 

0070 Status: One of active, deleted, or disabled. In one 
embodiment, for purposes of clear auditability, a redac 
tion 305 may not be deleted once even a single 
document 225 has been produced with it. However, in 
this event it may be disabled in order to prevent it from 
being executed going forward. 
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0071 Matters: List of associated matters 220), or 
matters 220 in which instances of this redaction 215 
have been produced or are pending. 

0072 Stage: This varies by redaction 305) type. Val 
ues include, but are not limited to: pending execution 
(if execution is asynchronous), pending approval, 
pending production, not yet saved. 

Redaction Scope Definition 
0073. As noted above, a redaction specification 205 
includes a scope 210 and the scope of implementation for 
the redaction specification 205). In one embodiment, the 
properties of redaction scopes 825 include but are not 
limited to: name (optional) 805), description (optional) 
820), user ID810), definition 840), UID 815), audit trail 
830), as well as derived attributes, such as the redactions 
305 matters 220), and documents 225 it is associated 
with, and the users who are able to see and use this scope 
210 to create redactions 305 as illustrated in FIG. 8. 
0074 The present invention provides a system and a 
process for the redaction 305 of documents 225 in an 
electronic medium as illustrated in FIG. 6. The system 
includes an intake component 105), which is responsible 
for indexing, storing, and organizing of the documents 225 
within the corpus. One embodiment of the intake, compo 
nent 105 is described in the Sociological Data Mining 
Application. The system further includes an internal repre 
sentation of a redaction, an application component 110 
allowing a user to specify and manage redactions of varying 
scopes 205), and finally a production component 115 that 
allows the production of documents 225 with different 
kinds of redactions 305). 
Definitions: 

0075 From the standpoint of the components involved in 
the redaction 305 process, the corpus may contain four 
types of documents 405): image 425), text 420), motion, 
415 and mixed type 410). 
0.076 An image document 425 either contains no 
detectable meaningful text spans, or is a document 225 of 
an image file type (such as GIF, JPG, TIFF) and for user 
specified, or other reasons, no successful attempts at optical 
character recognition were made during the intake process. 
0077. A text document 420 contains only character 
data; this includes both documents 225 that have no text 
styling and those that do have text styling (Such as the usage 
of more than one font, or bolding/italicizing/underlining, or 
similar); this also includes spreadsheet and other kinds of 
fielded or structured documents 225 that do not contain 
any image data. 
0078. A motion document 415 is a classification applied 
to any document 225 whose presentation is a stream of 
data delivered to the user over a fixed amount of time. In 
present technology, examples include two-dimensional 
Video content, audio content, vector graphics-based anima 
tion programs, or any other stream of data generally viewed 
as a continuous stream, any resolution and encoding. The 
method of redaction 305 for motion documents 415 as 
described below can be extended in a straightforward man 
ner to any future motion reproductions which project into a 
space of dimensionality greater than two. Similarly, any 
motion documents 415 containing representations of the 
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electromagnetic spectrum which fall outside of what is 
commonly accepted to be detected by unaided human senses 
would fall into this category. 

0079 A mixed type document 410) may contain two or 
more of image data, text data, and/or “motion’ data. This is 
commonly the case because of an object embedded in the 
document 225 or attached to it (for example, a graphic of 
a flowchart in a Microsoft Word document, or a wav file 
attached to an email). 
The System 

0080 FIG. 45 illustrates one embodiment of a redaction 
system. The redaction system 4500 is designed to interact 
with a corpus of documents 4505). Although the corpus of 
documents 4505 are shown here as part of the system, they 
may be external, Stored on a separate device, or distributed 
over multiple devices. In one embodiment, the corpus of 
documents 4505 is not particular to the redaction system. 
In one embodiment, the corpus of documents 4505 is 
stored in a distributed database structure. In one embodi 
ment, the corpus of documents includes various types of 
documents, including but not limited to: text documents, 
image documents, motion documents, and mixed-type docu 
mentS. 

0081. The system includes a user interface 4510). The 
user interface 4510) is an integrated user interface which 
enables to redaction of various types of documents. In one 
embodiment, the user interface may be a client application, 
thick interface, which distributes many of these functional 
ities to the user's system. In another embodiment, the user 
interface may be a server-based application with a thin 
interface. In one embodiment, the thin interface is available 
through a web browser application. 

0082) The user utilizes redaction definition logic 4515 
to define a redaction. In one embodiment, the obscuration of 
the data is performed in such a way that the document still 
denotes that data once existed in the redacted region, but 
assures that there exists no way in which to recover the 
original data. In one embodiment, the redaction maintains 
the format of the original document. In one embodiment, a 
redaction may have a scope outside of the single document. 
In that case, the user utilizes a pre-defined redaction Scope, 
from the available redaction scopes 4520), to perform a 
redaction beyond the single document. In one embodiment, 
an authorized user may define redaction scopes, and add 
them to the available redaction scopes 4520). 
0083. An automatic pre-redaction system 4570) is 
applied to the corpus of documents 4505), in one embodi 
ment. This system performs analysis on the documents to 
determine potentially applicable redactions prior to the 
documents being made available to the user. Depending on 
the settings of the automatic pre-redaction system 4570). 
these redactions may be suggested to the user through the 
user interface 4510), or applied automatically to the docu 
ment without prior user intervention. 

0084. In one embodiment, the system further includes a 
jurisdictional database 4580), which includes the redaction 
rules for one or more jurisdictions. A user, through user 
interface 4510 indicates the jurisdiction(s) applicable to 
the matter. In one embodiment, jurisdictional rules are used 
by automatic pre-redaction system 4570). In one embodi 
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ment, jurisdictional rules are also used by redaction appli 
cation logic 4525 to create redacted documents in accor 
dance with local rules. 

0085. Some or all of the redactions, in one embodiment, 
are applied to the document(s) immediately. In one embodi 
ment, redaction application logic 4525 applies the redac 
tion to all documents in the corpus 4505), including docu 
ments currently being edited by others. 

0086. In one embodiment, production tracker 4540) 
interacts with redaction application logic 4525 to ensure 
that new redactions are not applied to data that has been 
previously produced. The production tracker 4540) is not 
particular to the redaction system. If a redaction is being 
applied to/removed from previously-produced data, in one 
embodiment, the production tracker 4540 alerts an admin 
istrator or other authorized user. The authorized user can 
apply the redaction forward going, apply a clawback to 
attempt to retrieve the errant documents and replace them 
with corrected versions, or refuse to apply the Suggested 
redaction. 

0087. In one embodiment, watermarking logic 4545 
adds a watermark to produced documents. The watermark 
may include Bates numbers, redaction reasoning, etc. 

0088 Redaction log 4530 tracks each redaction added 
by a user, as well as each redaction applied automatically 
due to the configuration of the automatic pre-redaction 
system 4570). In one embodiment, redactions which are 
later rescinded, deleted, or not implemented, are also tracked 
in redaction log 4530). Redaction log 4530) enables an 
administrator to review redactions. This may be used to 
evaluate the efficiency and correctness of redactions by 
various reviewers. 

0089. In one embodiment, audit trail 4535 tracks each 
interaction with the corpus of documents 4505), not just 
redactions; as such, audit trail 4535) is not particular to the 
redaction system. Audit trail 4535 may also be used to 
evaluate reviewers and reverse decisions. 

0090. In one embodiment, de-duplication logic 4555) is 
used to remove duplicate documents from the corpus 4505). 
In one embodiment, a pointer to the original copy of the 
document remains, when the duplicate is removed. The 
de-duplication ensures that each identical copy of a docu 
ment is handled the same way. The de-duplication system is 
not particular to the redaction system. 

0091. In one embodiment, the corpus of documents 
4505 may include embedded documents. Embedded docu 
ments are references to other documents which may be 
outside the corpus itself. Embedded document handler 
4560 handles such embedded documents in various ways, 
as described in more detail below. 

0092. In one embodiment, the system enables a user to 
migrate a corpus 4505), or subset of a corpus, to create a 
new corpus. Migration logic 4565 handles this migration. 
However, certain redactions may have settings which do not 
permit migration, or certain types of redaction reasons may 
not apply to the migrated corpus. Migration logic 4565) 
flags these instances, in one embodiment, for the attention of 
an administrator. 
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The Process 

0093. With respect to preparing the document 225 for 
the usage in the redaction component, the intake component 
105 of the process system builds an index. One embodi 
ment of how the index is built is described in the Socio 
logical Data Mining Application. The building of indexes is 
commonly understood in the field of Information Retrieval. 
0094) Documents 225 which do not present themselves 
in an electronic format are converted to an electronic format. 
In one embodiment, text documents 420 are converted to 
an electronic image via conventional means of document 
scanning. The scanned documents are then processed into 
text using any type of OCR technology. Image data is 
scanned as well. Motion data is converted via conventional 
means to a digital format. 
0095 One embodiment of the processing component is 
described in Sociological Data Mining Application. 

0096 Documents 225 may contain textual information 
which is not otherwise displayed during their viewing by 
regular applications; we will refer to this information as 
metadata 2115). Most document formats have metadata 
2115; for example: a field defining the author's name, user 
comments (as found in document editors), speaker notes (as 
found in presentation tools), and the related notion of 
tracked changes within a document 225 (as found in 
editors). The intake component 105 creates and maintains 
a reference to this metadata 2115 in the index, including its 
type, thus allowing it to be available for redaction 305 even 
if not part of the normally visible part of the document 225). 
In one embodiment, all such metadata 2115 is redactable. 
0097. For text documents 420), in one embodiment, the 
range of redaction 305 of text within the document 225 
is specified in three manners. It is specified in three different 
manners to allow for redundant checks of data integrity. The 
three manners are: token range, as derived from the text 
tokenizer, character range, which takes into account the 
character encoding of the document 225; and byte range, 
which defines the range over the raw bytes of the document 
225). In one embodiment, in the event that any of these 
three methods disagree with each other, the redaction 305 
fails, and an error notification is sent to the administrator(s). 
0098. For motion documents 415, in one embodiment, 
redaction 305 ranges are specified by the starting and 
ending timestamp of the interval to be redacted. 
0099 For image documents 425 a page number within 
the document, a layer number within that page, and a closed 
path defining a polygonal region within the page's layers 
pixel space is stored. 

0100 For mixed type documents 410 illustrated in FIG. 
10, storage of the redaction 305 depends upon which type 
of data is being redacted within the document 225). From 
a document 225 representation perspective, the sections 
860 of the document 225 which are contiguous text and 
contiguous image (or motion) data are identified uniquely 
and distinctly, and are stored for subsequent use 1005). The 
basic image and text redaction 305 storage types are 
augmented with information stating to which document 
section 860 they pertain. These distinct contiguous ele 
ments can be the basis for a within-document-scope redac 
tion 305). In one embodiment, each data type in a mixed 
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type document becomes a distinct child entity, since it is 
displayed using different components, and produced in a 
different manner. 

Document De-Duplication and the Impact of this on Redac 
tions and Production 

0101. It is common that multiple copies of the same 
document 225 are present in the corpus. The recognition of 
the equivalence of two instances of a document 225 as the 
same document 225 and noting of such in the built index. 
is referred to as “de-duplication’; this can be done by any 
number of well known means, including the use of MD5 
hashes. One embodiment of de-duplication is described in 
the Sociological Data Mining Application. 

0102) In one embodiment, redactions 305 are per 
formed on the corpus Subsequent to the de-duplication 
process being performed. In-one embodiment, if one copy of 
a particular document 225 is redacted, all copies are 
redacted, in the event they are ever produced (and presuming 
that the redaction 305 has not been deleted or disabled). 
0103) A concrete example of the implications of this is 
shown in the following example. Given a document 225). 
referred to as 'A', and two different emails, B and 'C', each 
of which have 'A' as an attachment, a user redacts text spans 
within A. Note that it is immaterial how the user arrived at 
the process of redacting A: whether they were reviewing 
A directly and chose to redact, or were reviewing B and 
chose to redact B's attachment A, or some other route of 
review. Should the user later choose to produce B and C. 
both of these emails will be produced with their attachment, 
A, redacted. In one embodiment, individual copies of 
documents 225 can be excluded from being redacted, 
should there ever be any situation in which this is necessary 
or desirable. In one embodiment, Such exclusion may only 
be specified by an administrator, or designated user. 

0104 Some embodiments may indicate redaction meta 
data 2115; including but not limited to the name of the user 
who performed the redaction 305), when it was performed, 
and for what matter 220). This ensures, for example, that if 
a user sees a pre-redacted document (that is, one that has 
been redacted by the system due to a Supra-document scope 
redaction prior to the first user review), he or she can 
determine the user and reasoning for that redaction. In one 
embodiment, if the user does not change the pre-redacted 
document his or her name is not attached to that redaction. 
In another embodiment, his or her name is attached to the 
redaction, to indicate that another reviewer has seen the 
redaction and agreed with it. 
Documents with Dynamic Content 
0105. One important complicating factor in the redaction 
305 of native electronic documents 225 is the fact that 
some documents 225 may contain dynamic, or variable, 
content. Examples of dynamic content include, but are not 
limited to, formulas in spreadsheets which reference the 
content of other cells, current date or document 225 
modification date in word processing, OLE objects, and 
external documents 1105 linked within a document 225). 
0106 The case of embedded or linked documents 225: 
External documents 1105 linked to a document 225 
undergoing intake can be defined by one of the following 
categories. 1) The external document 1105 is present in the 
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collected corpus currently undergoing intake and can still be 
easily located via an absolute or relative path. 2) The 
document 225 is in the corpus, but requires additional 
effort to locate. 3) The external document 1105 is not 
present in the collected corpus, but is still accessible and 
presumably static; for example: a PDF file found publicly 
available on the Washington Post web site. 4) The external 
document 1105 is not present in the collected corpus, but 
is still accessible, but some of the document's 225 content 
may have been altered since the last modification of the 
containing document 2255) The external document 1105 
is notable to be located, whether because it is not present in 
the collected corpus, or because it refers to a publicly 
available location but is no longer at that location. These 
cases are illustrated in FIG. 11 

0.107. In one embodiment, documents 225 which are 
external 1105 to the corpus but are still extant are auto 
matically downloaded by the system and indexed. If they are 
publicly available documents 225 in one embodiment, 
they are considered not available for redaction 305). Unless 
it can be ascertained that the content of the document 225 
is unchanged from its state at the time of its original 
inclusion in the parent document 875), in one embodiment, 
a visual stamp 1215 or other indication 1220 will appear 
to remind the user that there is no guarantee that the content 
is the same as, or even similar to, what it was at that time. 
0.108 Means of ascertaining whether or not the document 
225 content is static include, but are not limited to, 
ontological 1305 or clustering-related 1310 approaches 
to identify the document 225 content type as static (for 
example, a form that has been filed with the SEC), rule 
based knowledge that indicates documents 225 on a certain 
site are static, or the source last modified date. This is 
described in FIG. 13. Documents 225 which are simply no 
longer available will be so noted in production logs. 
0.109. In one embodiment, automated attempts may be 
made to search the corpus for internal documents 225 
whose linked path is for some reason no longer correct. 
These attempts may include, but are not limited to: Searching 
for the document 225 by continually subtracting compo 
nents of the path/filename combination 1405; searching for 
files having the document 225 name (including temporary 
cache files and auto-saved backups); rule-based approaches 
1410 that indicate where to look for certain kinds of 
documents 225, and allowing the user to specify a direc 
tory mapping where appropriate. In one embodiment, the 
paths of missing internal documents 225 are noted and 
compiled into a report with the aim of identifying missing 
directories or file shares that still must be collected, or which 
was deleted. This is illustrated in FIG. 14. 

0110. In one embodiment, the user can access the quasi 
metadata 2115 of such documents 225 in order to view 
information. By “quasi-metadata, we mean metadata that is 
added to the item by the system in order to characterize it 
properly for visualization and other purposes. Such quasi 
metadata may include, but is not limited to: whether or not 
it is known to the be the exact contemporaneous content, or 
is being presumed to be—and if so, why—whether it came 
from within the corpus or was accessed from Some public 
Source and if so, which Source. In one embodiment, this is 
depicted in FIG. 12. The exact implementation of accessing 
this in the user interface 110 may vary with the embodi 
ment. 



US 2007/0030528A1 

0111 Subsequently, at production time, various options 
exist to deal with the linked documents 225). This is 
illustrated in FIG. 16. In one approach, a document 225 
undergoes freezing, or is frozen, on intake for purposes 
of redaction 1605). This means that all linked documents 
225 which are present in documents 225 are made static 
at the moment of intake. If the user has chosen frozen 
intakes, the production component 115 will produce the 
version of the external document 1105cached during 
intake. If the user has chosen not to freeze intakes, then the 
production component 115 will give preference to produc 
ing the version of the external document 1105 which is 
available at the time of production; should it no longer be 
available, the version cached during intake will be used. 

0112 Case of variable data: Variable data includes all 
dynamic content which may change over time, such as 
formulas in spreadsheets which reference the content of 
other cells, current date or document 225 modification date 
in word processing documents and OLE objects. 

0113. Different embodiments may take somewhat differ 
ent approaches to it. In one embodiment, the system requires 
prior knowledge of the existence of the different possible 
types of dynamically updating objects associated with that 
document format, while others will (optionally) automati 
cally take Snapshots of any non-ASCII, non-image-based 
document on Subsequent days or varying certain likely 
variables and compare them, with the aim of automatically 
identifying anything that changed, and hence must be 
dynamically updating in nature. 

0114 Documents 225 with dynamic content encoun 
tered during intake will have that content classified as such, 
and its existence stored as part of the data compiled while 
building the index during intake, as shown in FIG. 17. The 
recognition of such dynamic 1705 content is highly appli 
cation-dependent; it is well known that certain applications 
Support specific kinds of dynamic content. Some common 
examples of this include, but are not limited to: a spread 
sheet cell that is calculated based on an operation involving 
the content of two other cells (in one embodiment, the cell 
has that calculation performed during intake and its contents 
replaced with that concrete resultant value); a text span 
representing the last modification time stamp for a Microsoft 
Word document (in one embodiment, such a time stamp is 
captured, its underlying variable definition is deleted, and 
the text of the captured date is inserted in the deleted space). 
When the user then reviews a frozen document 225 for 
redaction 305), they are presented with a document 225 of 
completely static text. In one embodiment. Such documents 
225 will be annotated with a visual indicator when viewed 
within the system to inform the user that “freezing 
occurred. 

0115) In another approach the underlying dynamic vari 
able markup is not removed from the document 225 as 
shown in FIG. 15. When a user then reviews such a 
document 225, they are presented with indicators 1505 in 
the user interface 110 that denote the presence of an 
underlying dynamic variable. The user is allowed to redact 
the actual variable markup itself. In the case of a formula in 
a spreadsheet, the redaction 305 of a formula will naturally 
break its calculation at production time. In one embodiment, 
the application warns the user of this, and gives them the 
opportunity to proceed despite this, cancel, specify a single 
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value, or individual values to fill in the appropriate cells, or 
use a system-provided mechanism to indicate that the cells 
have also been redacted. In yet another approach, the 
dynamic token is replaced by its name; for example, “DY 
NAMIC DATE TOKEN 1805 instead of a specific date in 
the case of a dynamically updating date token. 
User Interface—End User 

Redaction User Interface 

0.116) The system provides a user interface through 
which, amongst other things, users may view, review, and 
redact documents 225 in a corpus. One embodiment of 
such a user interface is described in the Sociological Data 
Mining Application. One embodiment of Such a user inter 
face is described in concurrently filed patent application Ser. 
No. entitled “An Improved Method And Apparatus 
For Sociological Data Analysis, filed on the same date as 
the present application. Through a user interface 110), the 
user is able to define redactions 305 both on an individual 
instance basis and against any broader scope 210 defined 
or selected by the user (depending on the level of permis 
sions granted to that particular user.) 
0.117) In addition to providing the ability to automatically 
redact an arbitrarily large number of documents 225 with 
a single redaction specification 205, the user interface 
110 combines different kinds of redaction 305 (e.g. 
pixel-based VS. character-based) not just within the same 
system, but within the same window. This provides an ease 
of use benefit for the user, and makes the process more 
efficient, especially in the case of documents 225 that are 
of mixed content type. 
0118. In one embodiment, the user interface has three 
different interaction modes with the user. This is in part to 
help avoid user information and visual overload by having 
too many tools active or visible at the same time. 

0119) “Add mode. In this mode, which in one 
embodiment is the default, the user is able to view the 
document 225 and its current redactions 305 as well 
as define new redactions 305 

0120 “Add-review mode”. After a selection has been 
made for redaction 305 in the add mode, the user 
interface enters "add-review mode’. This is the mode in 
which the user is editing a new redaction 305 having 
just been created in the Add mode, and it allows for the 
editing of all redaction 305 attributes that that user 
has permission to edit. This is also the mode in which 
individual instances of a redaction 630 may be over 
ridden by the user. 

0121) “Edit mode”. The last mode type is the edit 
mode; in this mode, the user is able to select existing 
editable redactions 305 and modify or delete them. 

0.122 The user interface 110 displays redacted regions 
2025 as colored areas of possibly varying degrees of 
translucency, depending on the current configuration set 
tings. In one embodiment, the color of these areas corre 
sponds to either the category 510 of the redaction 305), or 
the redaction reason 505), depending on a user preference. 
However, in other embodiments, the color can also be used 
to represent other dimensions, including but not limited to: 
indicating the author of the text or the scope 210 of 
redaction 305). In other embodiments, borders around the 
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redaction 305 (for example, varying line thicknesses, pat 
terns, and colors) are used in a similar manner, allowing two 
meta-data properties of the redactions 305 to be visible 
concurrently. In one embodiment, how many dimensions to 
use concurrently can be configured, since use of too many 
visual cues in a small area of the screen can be very 
distracting to the user, and may not be advisable in certain 
lighting and other conditions. Still other embodiments allow 
the font color of the text to also be used as an indicator. In 
one embodiment, the user interface 110 provides user 
configurable preferences which allows the user to define 
whether the redacted regions 2025 should be rendered as 
translucent (showing the underlying document 225 infor 
mation) or opaque (not showing the underlying document 
225 information), or some intermediate setting for editing 
purposes. For motion documents 415), the redacted regions 
2025 are rendered over the timeline view 2715 for the 
document 225). 
0123. In one embodiment, the user interface 110 fea 
tures include: 

0.124. A tear-away panel. This panel may be optionally 
separated from the main window and in one embodi 
ment may automatically be separated depending on the 
available screen real-estate. 

0.125 Certain individual controls, including but not 
limited to: a button which brings up the system pref 
erences panel for that user, an indicator that displays the 
current "editor interaction mode, an “exit' button, and 
a button to save the current redactions 305). (Note that 
Some embodiments have an auto-save feature; how 
ever, in most of these embodiments, it is up to the 
administrator whether or not to enable this feature.) 

0.126 Attributes Button which brings up a panel to 
allow the user to change which redaction 305 
attributes are visualized, as well as how they are 
visualized (for example, that all redactions 305 of a 
particular category 510 will show up with a green 
fill). In one embodiment, this panel will contain a 
legend which dynamically updates. Some embodi 
ments may also feature "quick toggle” buttons, so that 
with a single click, display an alternate attribute which 
have been pre-configured by the user. 

0.127 Redaction 305 editing controls: these depend 
on document 225 content type and are detailed further 
on. These allow for all types of redaction 305 editing 
that the current user is permitted, including multiple 
Selections, and redactions of Supra-document scope 
615). These controls also permit the editing of existing 
redactions 305 including their scope. 210 

0.128 Controls to view or hide different kinds or all 
available document 225 meta-data. 

0129. In one embodiment, a “hint” button 2110), which 
when clicked provides the user with information about any 
content within the current document 225 (or if applicable, 
one of its sub-documents 430) that might be a likely 
candidate for redaction 305). In one embodiment, this is a 
two-state button, where one state indicates that such content 
exists within the document 225 and the other indicates that 
no such content exists as shown in FIG. 21. 

0130 Methods of identifying likely candidates for redac 
tion 305 as illustrated in FIG. 19 include, but are not 
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limited to: text spans or images that have elsewhere been 
redacted by users (past Some threshold, or at all), or are 
slight variations (as determined by Levenshtein edit distance 
or otherwise) on such redactions 305), or are pending 
redaction 305 by a redaction 305 request of supra 
document scope 615). In one embodiment, controls are 
provided which allow the user to see all or part of documents 
225 in which such previous redactions 305 have 
occurred. 

0131) There are other user interface 110 behaviors 
which are present in one embodiment, and are not specific 
to a particular document 225 format. 

0.132. In one embodiment, the selection of existing redac 
tions 305 involves switching to the edit mode and then 
clicking on one or more redactions 305). In other embodi 
ment, clicking on an existing redaction instance 305 is 
sufficient to change the mode to "edit.” The selection mecha 
nism logic allows the selection of a redaction 305 by 
clicking on the redaction 305), the selection of multiple 
redactions 305 by holding down the shift key while 
selecting redactions 305), and the de-selection of all cur 
rently selected redactions 305 by clicking on space that has 
either no redaction instance 305 in it or a not-currently 
selected redaction instance 305 in it in this latter case, the 
formerly not-currently-selected redaction instance 305 
then becomes selected. Alternative mappings of Such selec 
tion types may be used. 

0133. In one embodiment, holding the mouse over an 
existing redaction 305 will display a floating box which 
lists the redaction category 510), and reason 505 and/or 
description 820), if they exist. In one embodiment, the user 
may specify other redaction 305 attributes to appear in the 
mouseover. Some embodiments may also provide button 
alternatives, or display alternatives, as well. 
0.134. An entire page, in the case of image documents 
425), or an entire document 225 in the case of text and 
mixed type documents 410), may be selected for redaction 
305 by the editing industry standard Ctrl-a key press. Some 
embodiments may also provide button alternatives as well. 

0.135 Further, most document 225 types have the 
notion of granularity of a section'860; for example, a 
worksheet in a spreadsheet, a slide in a presentation, a 
paragraph or any kind of structured element in a text 
document 420 or a page in a multiple page image docu 
ment 425). In one embodiment, when the user is working 
with a document 225 which has multiple sections 860), an 
entire section 860 may be selected for redaction 305 by 
Alt-clicking in that section 860), by selecting a button 
provided for this purpose, or by another method. Such 
sections 860 may be used as redaction scopes 210), both 
within the current document 225), and also in a supra 
document scope 615 context. 
Working With Image Documents 

0.136. When working with an image document 425), or 
a document 225 which contains one or more images, in one 
embodiment the user interface 110 automatically appears 
with image manipulation tools 2005), as illustrated in FIG. 
20 including but not limited to bidirectional Zoom and drag, 
a redaction 305 tool which allows polygonal region defi 
nition, and action tools (including but not limited to: rotate 
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image, select-whole-area of the current page, and select 
whole-area of all pages within the document 225). 
0137 The following description applies only to image 
related redaction 305). In one embodiment the user inter 
face 110 features a main image viewing area which dis 
plays the current page within the image document 425. In 
one embodiment, the default initial Zoom on to the image is 
100%. It is in this central viewing 2030 area which the 
tools can act. In one embodiment, the user interface features 
a scrollable display of “thumbnails’ 2010 (scaled down 
versions of an image) for every page within the image 
document. 2015). In one embodiment, if the page has more 
than one image layer, the thumbnail is the composite of 
layers rendered in the correct Z-order for the page. 

0138. In one embodiment the user interface 110 features 
a display of the thumbnail 2010 of the current page being 
manipulated. In one embodiment, this thumbnail display 
presents the user with a possibly translucent colored rect 
angular region representing the region of the image currently 
viewed in the main viewing area 2030. 
0.139. In one embodiment, when the user chooses to 
rotate a page within the image document 425), that rota 
tional display is mirrored in the thumbnails 2010 of the 
image within the user interface 110). In one embodiment, if 
the page has more than one image layer, the rotation is 
applied to all layers on that page. 

0140. In one embodiment, when the user chooses to 
rotate a page within the image document 425), and the main 
image viewing area is displaying a Subsection of that page, 
the view of that subsection is maintained through the rota 
tion. If the exact view is mathematically unable to be 
maintained due to unequal width and height of the viewing 
area and the Subsection displaying certain border areas of the 
image, the closest overlapping region will be maintained. 

0141. The administrator may request that the ability to 
define Supra-document redactions 615 for image docu 
ments 425 be enabled for some or all users, or groups of 
users. In one embodiment, the actual process that applies the 
redaction 305 to all documents 225 across the corpus will 
be performed asynchronously. However, in another embodi 
ment, it is immediate, or as requested by the user. In one 
embodiment, until all redaction instances 215 have been 
performed, documents 225 that will have the redaction 
305 that are being viewed by any users of the system have 
the redaction(s) 305 rendered on the fly, thereby changing 
the reviewer's view. In one embodiment, a notation of why 
this redaction was made is displayed to a reviewer whose 
current view is changed through the on-the-fly redaction. 
Note that prior to the context of actual production, “applying 
the redaction 305es means modifying the representation of 
document 225 that will be shown in the user interface such 
that in future it will appear with the redactions 305 visually 
represented as specified in the current configuration. When 
actually produced, the documents 225 will be truly 
redacted, which is to say that the redacted portions are 
completely obscured. However, since this is rarely desirable 
prior to the production, redactions 305 are usually depicted 
in a manner that still allows the user to see the “redacted 
COntent. 

0142. In one embodiment, Supra-document scope redac 
tions 615 on images are supported by hashing the image. 
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Hashing images in order to match identical documents is 
known in the art. Alternative image identification schemes 
may be used. 
0.143. In one embodiment the user is able to define a 
redaction region 2025 that overlaps a pre-existing redac 
tion region 2025. This is necessary in some instances; for 
example, redactions 305 with different underlying reasons 
505 could overlap somewhat with one another, and in such 
instances, attorneys often prefer to maintain the logical span 
of each redaction 305 as well as the double redaction 
305). This may also be useful if in certain productions, one 
or more of the redaction reasons 505 do not apply. 
Working with Text Documents 
0144. The following section pertains to working with 
documents 225 that contain text content only. 
0145 When working with a text document 420 user 
interface 110 similarly features a main text panel view 
area, as illustrated in FIG. 21. In one embodiment, this main 
text panel view area may have different rendering displays 
of the text depending on the file type of the original text 
document 420). For each supported file type, an effort is 
made to mirror the normal or native user experience and 
format. For example: 

0146 If the file type of the original text document 
420) is a spreadsheet or other structured document, 
this view area replicates the standard view of the 
spreadsheet as a two-dimensional grid of cells contain 
ing text content. 

0.147) If the file type of the original text document 
420) is a plain presentation document 225, this view 
area replicates the slide's layout and ornamental char 
acter usage. 

0.148. Note that in one embodiment, the user interface 
110 instead utilizes the WINDOWS OPERATING SYS 
TEM technology of COMPONENT OBJECT MODEL 
(COM) to embed a MICROSOFT OFFICE application, such 
as WORD or EXCEL, within the user interface 110 itself. 
A copy of the original document 225 received on intake is 
loaded inside the relevant application; in conjunction with 
the appropriate template code, the user is able to redact the 
information in the truly original format of the document 
225). 
0149. In one embodiment, the user selects a text span to 
redact by click-drag selecting document text 420 with their 
mouse. This action is designed to replicate the selection 
process which a user would experience in many commonly 
used text-centric applications used by office workers. Alter 
native modes of selection may be used. 
0150. In one embodiment, when adding a new redaction 
305), a redacted span of text is not allowed to overlap, 
neither partially nor entirely, with a span of text which 
already has any kind of redaction 305 defined for it. For 
example, in the sentence “I love to eat haggis', if "haggis’ 
already has a redaction 305 defined for it, a user will not 
be able to redact "eat haggis'FIG. 22. In situations where a 
user wishes to be able to specify more than one category 
510), and/or reason 505), and/or description 820 per 
redaction 305 in these embodiments, the system can be 
configured to allow the specification of multiple redaction 
305 reasons 505 in order to provide this functionality. In 
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another embodiment. Such overlap is allowed. In one 
embodiment, when a document 225 with overlapping 
redactions 2205 is produced, the overlap will not be 
visually evident; by default, the last redaction 305 applied 
will appear to be in effect. If one of the redactions 305 is 
subsequently deleted or disabled, the portion redacted by the 
second (or Nth) redaction 305 would remain redacted. In 
another embodiment, the overlap in the produced document 
225 may be indicated with a separate joint reason 505 
code, or else a change in color or fill pattern of the redaction 
305). Likewise, in the user interface 110), some embodi 
ments will visually make clear the overlap while others will 
not. 

0151. Once the click-drag selecting process has finished 
(when the user releases their mouse button), in one embodi 
ment, the system automatically searches the entire document 
225 for all instances of the selected text span, or other 
specification. In one embodiment, the search may utilize a 
wildcard, or a fuzzy match. It then highlights, in the main 
text panel view area, all found instances with a user 
specified highlighting color, and changes the interaction 
mode to add-review mode. In one embodiment, the display 
has a “navigate to next instance' button. Some embodiments 
may require the user to specify a “whole document” or 
greater scope 210 for the redaction 305 for any additional 
instances of the text span to be highlighted; in others, 
whether or not to do this is a global user preference. If the 
redaction scope 210 selected is greater than whole docu 
ment 225 in one embodiment, a job will be added to a 
queue to be performed asynchronously, at a system-deter 
mined time. However, in other embodiments, it may begin 
immediately, or when requested by the user. 

0152. When the user is presented with the instances of the 
redactions 215 in add-review mode, she may choose to 
exclude one or more instances from being redacted 2305). 
The excluded status is represented visually by the back 
ground of the excluded instance changing to a different 
color; in one embodiment, the default color used is red to 
help denote that a redaction 305 action is being stopped, as 
shown in FIG. 23.The user may re-include the instance 215 
by clicking on it again, with the visual indication being the 
background changing back to its original color. 

0153. In one embodiment, in add-review mode, the nor 
mal background of the text viewing area (often white) 
changes to a different user-specified color to remind the user 
that the add review mode is on. 

0154 When adding a new redaction 305), or editing a 
pre-existing redaction 305), the user may (depending upon 
their level of permissions) be able to specify a redaction 
305 of whole document 225), or of supra-document, 
scope 615). In one embodiment, only administrator users 
can define new scopes 210 which are arbitrary sets of 
documents 225). However, in one embodiment, all scopes 
210 defined by the administrator become available for use 
by all users with the correct permissions to see and use them. 
In one embodiment, some or all scopes 210 may only be 
available for redactions 305 with certain properties. In the 
event of a Supra-document scope redaction 615 specifica 
tion by the user, in one embodiment the system will auto 
matically query the data repository in order to provide the 
user with a count of the number of documents 225 that 
would be impacted by this action. 
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0.155. In one embodiment, should conflicts arise, such as 
an instance of the supra-document redaction 615 overlap 
ping a pre-existing redaction 305 in a given document 
225, and overlapping redactions 2205 are not allowed for 
the matter 220 at hand, a detailed notification will be sent 
to the pre-configured administrator(s). In one embodiment, 
the user is warned prior to sending the notification, so to give 
the user a chance to modify the redaction 305 to remove 
the problem. 

0.156. In one embodiment when selecting redactions 
305), all redactions 305 of the same text-category 510 
reason 505 triplet may be selected by Alt-clicking on a 
single redaction 630 instance of that type; in other embodi 
ments, other behaviors may be configured instead. Some 
embodiments may also offer buttons that select different 
combinations of redactions 305). 
0157. In edit mode, the normal background color of the 
text viewing area may change to a user-specified color as a 
visual cue that the interaction mode has changed. 
0158. In edit mode, the user may also override any 
redactions 305 of supra-scope that have impacted the 
current document 225 one or more times, presuming that 
the user has the permissions to do so. 
0159. In some embodiments, controls are provided which 
allows the user to extend a redaction 215 so as to cover the 
whole phrase, sentence, paragraph or section of the docu 
ment. 

Text Documents that are Spreadsheets 

0.160) Selection of text for redaction 305 can consist of 
a subset or the entirety of a single cell's text contents FIG. 
24. In one embodiment, a part of a cells contents may be 
redacted. 

0161 Selection of text 310 for redaction 305 can also 
consist of a continuous series of cells, where continuity is 
defined by laying out the two dimensional grid of cells as a 
one dimensional series of cells, by concatenating row by 
row, examining the rows left to right and the grid top to 
bottom 2405). The first and last cell of a multiple-cell 
selection may contain a Subset of those cell's text contents, 
as long as the inclusion of the Subsets obey the continuity. 
In one embodiment, the cells to redact may also be specified 
by properties other than relative location, including but not 
limited to: cell format or other styling characteristics, work 
sheet, and controlling formula. To help Support this last 
feature, Some embodiments Support the automatic highlight 
ing of all cells that are wholly or partially influenced by a 
currently selected formula 2410). Note that in one embodi 
ment, formulas are treated as are other types of metadata 
2115 and quasi-metadata 2115), which is to say that they 
may be redacted at any scope 210 desired. Since such a 
redaction 305 may have unwanted consequences, the sys 
tem, in one embodiment, indicates such consequences to the 
user. In one embodiment, the system may require acknowl 
edgement of the consequences prior to accepting the redac 
tion 305). 
0162 Spreadsheets created by certain applications, for 
example MICROSOFT EXCEL, can contain hidden cells, 
columns, and sheets. The presence of these within a given 
document 225 is noted by the document intake process, 
and is therefore known by the user interface. In one embodi 
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ment the previously hidden data is rendered in a user 
configured style differing from the style of the normal 
spreadsheet rendering so as to alert the user to its meaning. 
“Constructed Text Documents 

0163. It is often necessary to extract data from an appli 
cation that is not end-user in nature. Some common 
examples of such systems include but are not limited to: HR 
records systems, expense reporting systems, and database 
applications that contain customer or product information. 
Such applications do not inherently have the notion of a 
“document’, as this is an end-user concept. Nevertheless, 
courts (and others) often demand data from Such sources, 
and some of this data may need to be redacted. 
0164. Because the system supports the notion of scoped 
redactions 210), all scope 210 -related information is 
determined for such data prior to it being available for 
redaction 305). If scope 210 related data cannot be 
determined, in one embodiment only individually performed 
redactions 215 are allowed. “Scope-related information 
means defining the boundaries of a document, and defining 
any potential Subsections of a document. For example, one 
can decide that the data extracted from 2 different database 
tables 2510 should be merged to create a single virtual 
“document'2505 but that records with a certain attribute 
ought to be considered to be in a separate section 860 of 
this document for purposes of defining redaction 305 
scopes as shown in FIG. 25. 
Instant Messages and Other No-Boundary Cases 
0165 Instant Messages (IM’s) represent a different type 
of situation in which no neat or a priori obvious document 
boundaries exist. An instant message conversation occurs 
between a user and a destination party. That destination 
party consists of one or more users, where most instant 
messaging programs refer to a conversation with a single 
user destination party as a “chat, and a conversation in 
which the destination party is more than one user as a group 
chat. 

0166 Most client-side instant messaging programs allow 
the functionality of saving the text of conversations as 
transcripts. Depending upon the specific instant messaging 
program, these transcripts of conversations with a specific 
destination party may consist of one file, or many files 
separated in whatever way that particular program happens 
to determine what a session is. Further, such behavior might 
in some instances be arbitrarily determined by the user, in 
terms of what he or she chooses to save versus not. Addi 
tionally, there are enterprise products which log and archive 
all instant messages within a corporation. These products 
likewise may make different file or session boundaries from 
one another. Since some sessions may be saved—and in 
inconsistent ways—by more than one system or method, one 
embodiment of the system will de-duplicate content of this 
format text block by text block. One example of such 
de-duplication 2610 is described in the Sociological Data 
Mining Application. 

0167. In order to deal with external inconsistencies in the 
treatment of instant messages, in one embodiment all files or 
records which relate to conversational format data types 
which lack clear beginning and end boundaries are repro 
cessed by the Sociological processing engine. One embodi 
ment of this reprocessing is described in the Sociological 
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Data Mining Application. In other embodiments, other ses 
sion splitting techniques may be applied. These include, but 
are not limited to different types of clustering approaches 
that could factor in the time stamps between each commu 
nication, pragmatic tagging indicators, topic 720 ?topic 
drift analysis, division by date boundary, division by user 
selection period of “dead time' between subsequent com 
munications, and the addition or dropping off of participants 
in a group chat session. The system ensures that a consistent 
approach is taken to determining boundaries so that mean 
ingful and consistent redaction scopes 210 for this kind of 
data format can be defined as shown in FIG. 26. 

Working with Motion Documents 
0168 By their nature, motion documents 415 can be 
thought of as a mapping of Some kind of data to a finite 
length time frame. Most commonly, this time frame is 
considered to start at a relativized time Zero. This common 
ality between motion document 415 types which is the 
mapping of data to time allows the control of the presenta 
tion of motion documents 415 to be governed by a time 
transport device, for example the basic "play”, “rewind', 
“fast forward”, “pause' and “stop” controls on a VCR. 
These types of controls provide a user with some way to 
navigate to a specific instant in time contained within the 
finite length time frame, and to begin rendering of the data 
for the user's experience, as well as a way to stop and/or 
pause that rendering. This shown in FIG. 27. 
0169. When working with motion documents 415), in 
one embodiment the user interface presents the user with a 
timeline view, 2715), FIG. 27. The timeline view 2715) 
features a linear scale representation of the time frame which 
the motion document's 415 data spans. For example, if the 
motion document 415 contains only audio data, the data 
representation is shown as rendered waveforms; if the 
motion document 415 contains video and audio data, the 
data representation shown is a video playback window, 
similar to what a user of a personal computer would expect 
to see when playing video files 2720). In some embodi 
ments, both a view for the rendered waveforms and a video 
playback window would be provided, utilizing the same 
X-axis of time. 

0170 In one embodiment, where audio content is 
involved that can be converted from speech to text 2730). 
the user interface 110 offers a transcript-style view 2735 
of the text with selectable or “hot” vertically placed time 
markers 2710 indicating time span 2715). 
0171 In some embodiments, all of the different available 
views of the data, for example, speech to text transcript, 
rendered waveform and video, have a model-view-controller 
(MVC) relationship to one another. So, for example, navi 
gating to a particular point in time in one of these views will 
cause all of the other views to reset themselves to viewing 
the selected point in time. 
0172. In one embodiment, the timeline view 2720 is the 
user's main point of interaction to define and select redac 
tions 305). Further, in one embodiment: 

0.173) In add mode, the user is able to select regions for 
redaction 305 by click-dragging across a time span 
which they wish to redact. The region is considered 
selected, and the user interface 110 is placed into 
add-review mode. 
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0.174. In add-review mode: the user may specify any 
relevant attributes for the new redaction including but 
not limited to style of redaction. 

0.175. In edit mode, the user is able to click on a 
pre-existing redacted 305 region’s representation in 
the timeline view 2720; once clicked on, that region 
is considered selected 2705). 

0176). When a region is selected, the user is then able to 
render (often referred to in common language as play with 
most common motion document 415 types) the data by 
clicking on the “play' button 2725; the user may stop 
rendering by clicking on the “stop’ or “pause' button 
2725). In one embodiment, when there is no particular 
region, nor time marker, selected, the user may start the 
rendering of the entire motion document from the earliest 
data point by clicking on the play' button, and may stop the 
rendering by clicking on the “stop’ or “pause” button. 
0177. In one embodiment, the timeline view 2720 has a 
concept of time markers2710 which may be selected and 
positioned by the user to demarcate key intervals of interest. 
In one embodiment, a starting time marker 2710 represents 
the place within the data from which rendering would start 
were the user to click on the “Play”2725 button with no 
regions selected. 
0178 The user is able to place the starting time marker 
2710 anywhere within the document's 225 time frame by 
dragging it to the desired location. Other time markers 
2710 may be used for other purposes, such as highlighting 
intervals of interest for others users. 

0179 If the motion document 415 has speech content, 
in one embodiment the system will perform a speech to text 
transformation and index the results in a manner Such that 
the linkage of the utterances to time is preserved 2730). 
Similarly, motion data may be originally inputted to the 
system with an accompanying speech to text transcription 
that has been performed by another system. If speech-to-text 
transformation is performed, the user interface 110 can 
offer the user the ability to search within the text 2805), as 
shown in FIG. 28. In one embodiment, the result of the 
search, should one or more spans be found containing the 
search items, is the user interface 110 being placed into 
add-review mode, and some portion(s) of the document 
225 rendered as potential redactions 305). Which portions 
depend on the embodiment; different embodiments will 
exhibit different behaviors, including but not limited to: 
presuming the whole stream/layer should be redacted, pre 
Suming that everything from that round of the person 
speaking that contained the to-be-redacted items should be 
redacted, and presuming that anything within the same 
sentence (if sentence boundaries are detectable) should be 
redacted. In one embodiment, the result of a search is the 
placement of a time marker 2710 at each location where 
the search terms are identified. The user then may select a 
redaction 305). 
0180. In the event that it is certain tones or frequencies 
that should be redacted, some embodiments allow the direct 
input of which frequencies or tones are to be redacted. In one 
embodiment, the user can specify a still image, either by 
selection from within the motion document, or by importing 
the image from a separate document or stand alone file, and 
the system will try to match all individual frames within the 
motion document to the still image for purposes of defining 
one or more redactions. 

12 
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Styles of Redaction 

0181. There are several supported styles of redaction 
2110 on a motion document 415). The style used on any 
given matter is chosen by the user. In one embodiment, for 
document 225 production in litigation, the available redac 
tion 2110 styles may take into consideration the rules in the 
relevant jurisdiction. 

0182 Supported styles include FIG. 29, but are not 
limited to the following. 

0183 Removal of the to-be-redacted data, which 
results in the data following the redaction 2910 being 
shifted in time to the beginning of the redacted window. 

0.184 Removal of the data, but followed by the inser 
tion of a standardized segment of data for the appro 
priate length of time, repeating or being truncated as 
necessary to fill the necessary interval of time. Alter 
nately, the data following the redacted 2905) data may 
be shifted in time to immediately follow in the inserted 
segment, if the segment is only to be inserted once—or 
if it exceeds the length of the redacted interval. The 
kinds of data appropriate to insert necessarily depends 
on the motion document 415 type. For example, for 
an audio document, a specified tone or a voice record 
ing; for an audio-less video document, a held video 
frame with a rendering of “Content Redacted'. 

0185. Replacement of the data, with 'empty data the 
data following the redacted data is not shifted in time. 
What data constitutes empty data depends on the 
motion document 415 type. Examples would include: 
for an audio document, empty data would be Zero 
frequency, Zero-amplitude signals (commonly called 
'silence'); for an audio-less video document, empty 
data would be data whose rendering result would be 
video frames featuring only black pixel data. 

Motion Documents Containing Multiple Media Assets 

0186 Certain types of motion documents 415), for 
example a two-dimensional video files of the DIVX format, 
are able to contain one or more video streams, and one or 
more audio streams. When the system handles a document 
225 of this type, the user interface 110 allows the user to 
select which streams to view and then potentially edit. In one 
embodiment by default, the user is presented with the 
streams that are defined to be "standard” for that data type, 
but is nonetheless alerted to the presence of any other stream 
data within the document 225). 
0187. Similarly, certain types of motion documents 415 
contain separate layers. Some examples of this include: 
many file formats used by the motion picture industry to 
feature pre-rendered scene layout; audio data containing two 
audio tracks (commonly called “stereo); many file formats 
used in home theaters and found on modern film home 
releases, for example on DVDs. Further, file formats con 
taining audio channels of unspecified, higher than two, 
number are used by the recording and radio industries, as 
well as the motion picture and television industries. These 
formats are used to contain many audio tracks prior to final 
mixing down to a delivery format of Smaller channel count 
and potentially including audio and commentary tracks in 
multiple languages. 
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0188 In the case where the system is working with a 
motion document 415 containing more than one layer of 
data the user is alerted to the presence of multiple layers of 
data and the user interface 110 allows them to select which 
layers to edit. In one embodiment, in which a motion 
document contains multiple audio channels, changing 
between audio channels changes the presentation of the 
transcripted text in documents where the transcription is 
available; the specific content of this channel transcription is 
document dependent, but examples from present technology 
include alternate languages to the main audio track, and 
commentary about the main audio and/or video track(s). 

Working with Mixed Type Documents 

0189 When working with a mixed type document 410), 
the text of the document 225 is displayed along with the 
custom UI widgets 3005 to represent any embedded or 
attached sub-documents 430). An example of a document 
225 that has subdocuments is pictured in FIG. 30. 
Examples of sub-documents 430 include but are not lim 
ited to embedded graphic images and attachments refer 
enced by the original document. When the reviewer opens a 
mixed type document, the main document—the non-archi 
Val root document is rendered first in the main view. Its 
subdocuments are made visible via buttons as described 
below. 

0190. In one embodiment the custom UI widgets 3005 
are rendered to resemble a flat bordered button which 
contains a thumbnail image of the associated Sub-document 
430). If the sub-document 430 is a multi-page attachment, 
in one embodiment this thumbnail 2010 is of the first page 
and the number of pages within the document 225 is 
rendered on the thumbnail 2010). In one embodiment, 
mouseovers may display the specific attributes of the sub 
document 430). 

0191 In one embodiment, the action of the custom UI 
widgets 3005) is to switch the main view 2030 to the view 
that supports the associated sub-document's 430 document 
type, as shown in FIG. 31. In one embodiment, a translucent 
view 3115 of the document containing sub-document is 
present to the user. These views contain an additional button, 
the action of which is to switch back to the original main 
view 3010). However, in one embodiment, a control is 
provided which tiles the main viewing area 2030 in order 
to simultaneously view at least some portion of the original 
main view 2030), while viewing the sub-document 430 as 
shown in FIG. 32. In one embodiment, the system may 
create as many tiles 3205 as necessary to view the 
requested number of Sub-documents 430), and main docu 
ment, simultaneously, 3205). In still other embodiments, 
clicking on one of these buttons will spawn a new window 
in order to display the correct type of view for the sub 
document, FIG. 33, 3305). 
0.192 The views for sub-documents 430 are virtually 
identical to the afore-described displays for text and image 
documents 425; in one embodiment the two differences are 
the return to original view button, and the fact that in one 
embodiment the panel background is rendered as slightly 
translucent allowing the original document 225 view to be 
seen underneath the sub-document 3305 view. 
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Working with Dynamic Content in Text Documents and 
Mixed Type Documents 
0193 In one embodiment, a document 225 which has 
one or more documents 225 linked externally results in the 
user interface 110 displaying the document 225 as a 
mixed type document 410 as shown in FIG. 34. This is due 
to the fact that the subdocument 430 may have different 
properties than the parent document 875), even if it is of the 
same data format. For example, should the external docu 
ment 1105 not be in the corpus, the subview containing the 
external document 1105 will not allow redactions 305). In 
one embodiment, this fact will be visually indicated by 
methods including but not limited to: slightly graying out, 
3405 that content or its frame, putting an advisory warning 
message at the top 3410), and/or other indicators. 
0.194. A document 225 that has dynamic text and which 
has not been frozen on intake, in one embodiment, features 
highlighting or Some other indicator for any content that is 
dynamic. The user clicking on this rendering is presented 
with a panel on which they are able to view and redact the 
underlying dynamic variable markup. 
Assisted Searching in Text Documents and Text Sections of 
Mixed Type Documents 
0.195. In one embodiment a sub-panel is available which 
offers pre-defined text searches 3505 to the user as shown 
in FIG. 35. In one embodiment, these searches are based on 
regular expressions, but are presented to the user with a 
simple and descriptive name. For example, a pre-defined 
search may be “Redact all SSNs, which is a very common 
application due to HIPAA issues. In one embodiment, such 
pre-defined searches may be user-defined. In one embodi 
ment, these searches may be dynamically loaded with each 
launch of the system. 
0196. A search panel, as shown in FIG. 35, is available to 
search the present document (and if so configured, concur 
rently its children or subdocuments) for a particular text run 
or other specification to redact. In one embodiment this 
search panel is able to Support regular expressions directly 
for advanced users who wish to avail themselves of this 
functionality. The system will select all matching text runs 
in the document and place the user interface 110 into 
add-review mode. Should the application not be configured 
to allow overlapping text redactions 2205), the matching 
process will only select text runs that do not overlap with, 
nor are contained by, pre-existing redactions 305). In one 
embodiment, the user is informed of Such pre-existing 
redactions 305), if the user is authorized to see them. In one 
embodiment, an appropriate report on redactions 305 that 
were disallowed for this reason are automatically generated 
and sent to the appropriate pre-configured user(s), typically 
an administrative user. 

0.197 Due to the use of ontologies and other categoriza 
tion mechanisms, in one embodiment the system is able to 
provide the user with a set of Suggested items for redaction 
305 that have not yet been redacted (and have not been 
overridden, or had redactions 305 disallowed on them.) 
One embodiment of the ontology and categorization mecha 
nism that makes this possible is described in the Sociologi 
cal Data Mining Application. 
0198 The mechanism used is configuration-dependent, 
and varies with the type of underlying mechanism being 
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relied upon. For example, if there is a simple ontology of 
names that all belong in the same category, the user can 
reasonably ask the system to make an inference that if other 
users have proposed at least 2 of the names in this list for 
redaction 305), all names on the list should likewise be 
proposed for redaction 305—or simply redacted. If the 
latter, in one embodiment, an administrator reviews the 
proposed redactions 305 before approving or rejecting 
them; rejected redactions 305 will not be executed. 
Editing and Deleting Redactions 
0199. In one embodiment, if a redaction 305 has 
already been produced at least once, the user will not be able 
to delete the redaction 3615 as shown in FIG. 36. This is 
true at both the specification 205 and the instance level— 
this last, since it is quite possible that multiple copies of the 
same document 225 will be produced for the same matter 
220). However, if the user wishes, in one embodiment, the 
redaction 305 may be disabled. 
0200. If a user does not have the permission(s) needed to 
be allowed to modify the redaction 305), the user will not 
be able to edit the redaction 305). 
Redaction Scope of Subdocuments 4301 
0201 It is increasingly common that documents in a 
corpus have subdocuments 430). Examples of subdocu 
ments 430 include but are not limited to the following: 
with email documents, these subdocuments 430 are usu 
ally attachments to the email; with presentation documents, 
these subdocuments 430 generally are embedded graphics, 
or external referenced documents; with text documents 
420), these subdocuments 430 are usually embedded data 
from other applications such as drawing applications or 
spreadsheet applications. 
0202 With documents 225 such as these, it is largely a 
matter of preference as to how a local or “this document 
only” redaction 305 is applied to the subdocuments 430 
of a document on which the local redaction 305 is defined. 
Therefore, most embodiments allow the user to specify the 
desired default behavior for different broad categories of 
applications. For example, email programs, or word pro 
cessing ones as well for specific applications such as 
MICROSOFT OUTLOOK. The more detailed specification 
will override the more general one in case of a conflict. In 
one embodiment, individual users may be able to determine 
their preferences. In another embodiment, an administrative 
user sets it globally. 
User Interface Administrator 

0203. It can be expected in most instances that there will 
be one or more users of the system who are designated as 
being administrators. These special users will be responsible 
for monitoring and correcting the actions of other users, and 
more powerful actions including but not limited to the 
performance of global redactions 305 definition of valid 
redaction scopes 210 for a matter, redaction migrations 
3905 between matters, and assigning user permissions may 
optionally be reserved only for them. 
0204 For these reasons, it is very important for such 
users to have a good overview of the redactions 305 that 
are pending as well as those that have already been executed. 
0205. In one embodiment, the administrative user inter 
face 110 offers the user the ability to search for redactions 
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305 based on any attribute including but not limited to a) 
of the user who created the redaction 305), b) the docu 
ments that the redaction 305 is associated with, and c) of 
the redaction 305 itself. 
Defining Redaction Scope 
0206. One of the most important administrator responsi 

bilities is defining the redaction scopes 210 that will be 
made available to the users and determining which users 
may avail themselves of which scopes 210). An adminis 
trator may decide to permit only single instance redactions 
215). This means that each instance of a redaction 215 
must be performed manually by the user. An administrator 
may individually allow, or disallow, any of the standard or 
generic redaction scopes 210). These include, but are not 
limited to: whole available corpus, all documents 225 of a 
specific type, all documents 225 relating to particular 
custodian(s) or actor(s), all items in the same discussion 
715), all items in related discussions 715), all items that are 
determined to be of the same category by means of whatever 
categorization method(s) are in use as described in the 
Sociological Data Mining Application. Additionally, arbi 
trarily complex scopes 210 may be defined by the admin 
istrator. This may be done by combining some of the above 
types of specification, as well as other methods, including 
but not limited to: using the system query language to query 
for documents 225 that will be defined to be of that scope 
210), or directly inputting a list of documents. 225 
0207. It is also important to note that some redaction 
scopes 210 may be defined to only impact one or more 
sections 860 of a document 225). This is especially useful 
when working with very long documents 225 that are 
broken up into different clearly designated sections 860). 
For this purpose, a section 860 can be anything that is 
either extractable from the document format, or which can 
be programmatically defined, including the decomposition 
of the mixed type documents 410 into different contiguous 
sections 860 so as to have each section 860 contain only 
homogeneous content, for example image-only. Note that 
Such within-document scopes may be defined to apply only 
to the current document, or also to all other documents 225 
for which this scope 210 definition exists. 
0208. In one embodiment, the administrators have the 
ability to reserve the use of certain redaction scopes 210 
for only certain trusted users or groups of users. The 
administrator may also determine that redactions of certain 
scopes 210 require human approval prior to execution. 
This can be done either as a static attribute of the scope 210 
definition itself, or on a global basis; for example, if any of 
the instances of redactions 215 that are associated with a 
particular scope 210 impact any documents 225 with 
properties as specified by the administrator, then either just 
these particular documents 225, or all redaction instances 
215 associated with this scope 210 will similarly require 
human approval. In this event, a special stage of workflow 
is implemented for this purpose as described in the Socio 
logical Data Mining Application. Note that administrators 
could also apply the same requirement to individual or 
manually performed redactions 305 if they chose to do so. 
0209. In one embodiment, the administrator may decide 
that all redaction instances 215 of a specific redaction 
scope 210 should be displayed as completely opaque, or in 
Such a fashion as to not allow certain users to see the 
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underlying text. This may be desirable to protect potentially 
highly sensitive data such as trade secrets from the eyes of 
untrusted users. In this mode, in Some embodiments, users 
without the appropriate permissions will be able to see no 
information about the redaction 215 whatsoever. In some 
embodiments, the redaction instance 215 simply does not 
appear at all for untrusted users, since selecting content for 
redaction calls extra attention to it as being potentially 
important. 

Mixed Production States of Redactions 

0210. It is very often the case that there is more than one 
production run during the lifespan of a matter. This can 
easily create the situation where, for a given Supra-document 
redaction definition 205), some documents which have 
been affected by the redaction 305 have been produced, 
while other documents 225 which have been affected by 
the same redaction 305 definition have not yet been 
produced. In addition, there are some circumstances in 
which more than one copy of the same document 225 is 
produced for the same matter 220), as well for different 
matters 220 that might share a full or partial set of 
redaction 305 instructions. 
0211 The user interface 110 offers the administrative 
user the ability to review all mixed production state redac 
tions 305 (that is, redactions which have already been 
produced at least once.) From this review mode, the user 
may specify that the redaction 305be disabled, which is to 
say disallowed for one or more of the remaining, not yet 
produced, documents 225 or optionally for any copies of 
already produced documents 225 that might have to be 
produced again, for example because a complete set of data 
must now additionally be produced for a new custodian. In 
one embodiment, when new data is added to the system, a 
report is automatically generated about the impact of exist 
ing Supra-document redactions 615 on this new data, 
presuming that such redactions 305 have been defined. 
Viewing the History of Redactions Across the Corpus 

0212. The user interface 110 provides the user with a 
display of the history of each redaction 305 which may be 
configured to include some or all of the available attributes 
of a redaction 305 as shown in FIG. 37. This view allows 
the user to see an audit trail, 3705 for each redaction 305), 
which consists of a list of sequential actions taken that 
involve the particular redaction 305), either at the abstract 
205 specification or individual instance 630 level. 

0213 If a given redaction 305 is of the local document 
(or lesser) scope 210), the user is presented with informa 
tion as to whether the associated document has been pro 
duced 3725), and if so how many times, for which matters 
220), as well as whether the document 225 is scheduled 
to be produced again. In one embodiment, additional infor 
mation may be included. 

0214) If a given redaction 305 is of any scope 210 
greater than local the user is presented with information 
concerning all documents 225 which have been affected by 
this redaction 3710), and what their current workflow 
state(s) are, including whether or not they have been pro 
duced 3725). (Note that in one embodiment a document 
may only be in one workflow state, but once in the state of 
“producible' may be produced as many times as is necessary 
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to meet Subpoena or other obligations.) as described in the 
Sociological Data Mining Application. 

0215. If a given redaction 305 is of any scope 210 
greater than local the user is presented with information 
concerning which of the affected documents 225 had the 
redaction 305 individually overridden on them by the user; 
that is, the user is presented with information about the 
action (time, date, and user) which resulted in a global 
redaction 305 being disabled for a specific document 
225. Analogous information is presented in the case where 
the document 225 has been produced without the redaction 
305 because the redaction 305) has been disabled. 
Assisting the Migration of Redactions Between Matters 

0216. It is often the case that a corpus is relevant to more 
than one matter 220. It is also often the case that the 
jurisdiction for one matter 220 is not the same as a second 
matter 220 and, further, that the governing jurisdictions 
often have differing rules concerning what are admissible 
redaction 3815 categories 510 and reasons 505 as 
shown in FIG. 38. 

0217 For this reason, the system supports the notion of 
jurisdiction-specific rules 3110 that may be reused again 
and again. In some embodiments, when the user enters a new 
matter into the system, she must specify a jurisdiction for it. 
In one embodiment, the appropriate jurisdiction-specific 
rules 3110 are automatically associated with the new 
matter. 

0218. When a user has more than one related matter 220 
to deal with, and wishes to perform a full or partial migration 
3905) of redactions 305 from one matter to the next, for 
the purposes of this application we will refer to the corpus 
for the matter 220 from which the redactions 305 are 
being migrated as the originating corpus, and the corpus 
for the matter 220 to which the redactions 305 are being 
migrated as the destination corpus. (Note that since the 
exact same corpus can be needed even for two largely 
unrelated matters 220, the originating and destination 
corpus may be one and the same. Similarly, there may be 
multiple destination corpora.) 

0219. The system is able to facilitate the migration 3905 
of the redactions 305 from the originating corpus to the 
destination corpus by obeying a rule set 3110 as shown in 
FIG. 39. In some embodiments, the system is able to 
facilitate the migration 3905 of the redaction groups 
3825 from the originating corpus. This rule set may in fact 
be a combination of numerous rule sets, for example one to 
do with the specific jurisdiction, and another to deal with the 
specific requirements of a particular matter 220), and so on. 
In the event of a conflict between these rule sets 3110), the 
administrator(s) are notified of the issue when they try to 
merge the rule sets 3110). (In one embodiment, the user can 
also explicitly request a conflict check.) In addition, redun 
dant redaction specifications 205 will be automatically 
identified. These include but are not limited to redaction 
specifications 205 that were independently created for 
different matters 220), but which are logically identical to 
one another, or the case in which one specifies a logical 
subset of the other. Similarly, completely redundant defini 
tions of redaction scope 210 will be detected, and the 
administrator will be asked to select the one to keep. This is 
important, since over time, the number of redaction-related 
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specifications 205 defined in the system can become quite 
sizable. (Note that these same functionalities exist and may 
be utilized outside the context of migration 3905), however 
this use case adds enough complexity that these tools are 
likely to be of greater use.) 
0220) The rule set 3110 is defined by the user, and in 
one embodiment may be dynamically loaded. In one 
embodiment, the rule set itself is written in a scripting 
language, while in others canned templates for the rules are 
available in the user interface 110; in still others, the rules 
may be expressible in natural language terms, for example 
“replace redaction category X with redaction category Y. 
0221) In one embodiment, redactions 305 which cannot 
be migrated at all because the rule set does not allow it, (for 
example because a redaction reason 505 which was 
allowed in the first matter is not allowed with the second 
matter) are flagged in a report and the user overseeing the 
migration 3905) is given the opportunity to make any 
modifications to either the rule set 3110 or the redaction 
305 that they feel are appropriate. 
0222. In one embodiment, the system can be configured 
to alert specific users to all redactions from the originating 
corpus before they are applied to the destination corpus. 
Similarly, “what if reports can be run to determine the 
effects of migrating a particular set of redactions 305). In 
this fashion, the “receiving administrator can individually 
approve or reject each redaction 305). If the scope 210 
associated with a Supra-document redaction 305 in the 
originating corpus does not exist in the destination corpus, 
the user is alerted and no migration 3905 of such redac 
tions 305 is allowed. In one embodiment, a report is 
available that flags any significant changes in the relative or 
absolute proportion of different redactions 305 by a large 
number of different possible attributes, including but not 
limited to: reason 515), category 510), document 225 
type, document 225 content type, and actor 520). 
Supra-Document Redaction Impact Modeling 

0223. It is often the case that users will want to pose a 
what if or hypothetical question to the extent of what 
impact a supra-document redaction 850 will have on the 
corpus—for example how many documents 225 would be 
impacted, and how many of those documents 225 have 
already been produced as shown in FIG. 40. 
0224. The system provides the user with a user interface 
110 which allows the hypothetical application of one or 
more supra-document redactions 305 on a selected corpus. 
After posing the query, the user is presented with a list of all 
documents 225 impacted by the hypothetical redaction 
305). In one embodiment, this list can be grouped and 
sorted by key attributes in order to help the user quickly get 
an idea of not just the number but also the kind of documents 
225 affected, and the number of redactions 305 per 
document 225. These may include, but are not limited to: 
actors involved, topics 720 contained in the document 
225, and document type as shown in FIG. 40, block 4005). 
In the event that the specification was an expression of some 
type, for example, a wildcard, the different actual text spans 
that were redacted as a result of the redaction 305 within 
the particular document 225). 
0225. Each document 225 listing displays information 
including but not limited to: whether that document 225 
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has been produced or not, how many times if it has been 
produced, and for which matters 220), or, if it is currently 
scheduled to be produced, when the planned date(s) and 
time(s) of production are. Additionally, other non-produc 
tion-related attributes of the document 225 may be listed, 
including but not limited to: actors involved, topics 720 
contained in the document 225, languages contained in the 
document 225, and document type 405). 
0226 Each document 225 listing displays the number 
of instances 215 of the redacted text span or other object 
within that document 225, and, depending on configura 
tion, this may include their child documents 625). 
0227. In one embodiment, each document 225 listing 
features a UI widget 3005 whose action launches a viewer 
for that document 225 in order to facilitate the actual 
viewing of it 
0228. In one embodiment, each document 225 listing 
features a UI widget 3005) whose action globally allows or 
disallows the application of the Supra-document redaction 
850 on that document 225). 
Redaction Log 
0229 While in one embodiment the system can generate 
a traditional style redaction log in which there is no notion 
of anything other than individually executed redactions, 
there are also advantages to having a redaction log that does 
capture and illustrate information about Supra-document 
scope redactions 615. 
0230. In one embodiment, the “internal' redaction log 
3910 is divided into two sections: one for individually 
performed redactions 305), and one which covers all redac 
tions 305 of broader scope 210). For each of the latter, all 
instances of redactions 305 are presented underneath the 
basic description of the redaction 305 (what exactly 
appears here may be configured by the user.) grouped by 
document 225 —in the event that there is more than one 
redaction instance 215 within the same document 225). 
Further sorting, for example, by custodian, or by whether the 
redaction 305 is enabled or disabled is user-configurable. 
In one embodiment, there is a production count displayed for 
both the redaction specification 205 and for each indi 
vidual redaction instance 215; in addition, the background 
color of the display can be used to indicate the primary 
distinction of whether or not the redaction 305 has been 
produced at least once. 
0231 Redaction specifications 205 which have been 
disabled will still appear with their associated redaction 
instances 215 (if any), but can be filtered from the display 
by the user, and if displayed, the disabled status will be 
clearly visually indicated through being grayed out, dis 
played in red, or via Some other means. Deleted redactions 
3615 may be treated likewise in one embodiment. 
0232. In one embodiment, instances in which the indi 
vidual redaction instance 215 was either disallowed or 
overridden still appear, but may be filtered out of the display 
by the user. If they do appear, in one embodiment their status 
is indicated by either being grayed out, or portrayed in red, 
however other embodiments may handle this differently. 
0233. In one embodiment, the administrator can manage 
redactions 305 directly from the redaction log window 
4005 as shown in FIG. 40. In many of these embodiments, 
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clicking on a redaction instance 215 (or the header area 
allocated for the redaction specification 205) will bring up 
a panel that allows all available actions to be performed on 
the redaction 305), including but not limited to: deletion, 
undeletion, disabling, enabling, or changing some attribute 
of it. In one embodiment there is a printer-friendly version 
available via button click that will print only the content and 
not the controls. 

0234. In addition, reports are available in one embodi 
ment which provide a breakdown and comparison of redac 
tion 305 statistics between the single redactions 215 and 
others of broader scope 210). These statistics include but 
are not limited to: redaction category 510), redaction reason 
505), document 225 type, document 225), content type, 
language, actors 520 or custodians related to the redacted 
document 225 redacted content type (i.e. image vs. text. 
vs. sound) and topics 720 present in the redacted docu 
ments 225). 
Other Administrative Tools 

0235. In one embodiment, the administrator may specify 
that certain items are never to be redacted under any 
circumstances—or at least not without administrator 
approval. This is a very useful tool in "faux friend' situa 
tions, in which two actually distinct names or things may 
appear to be quite similar to one another, but in which one 
should be redacted, but the other should not (or must not) be. 
Things the administrator may choose to preclude redactions 
305 on include, but are not limited to: specific text spans, 
specific images, specific document 225, instances, specific 
document 225 content types (for example, certain types of 
recognizable reports), specific categories of document 225). 
(however identified), or documents 225, that relate to 
certain actors 520 or custodians. 
0236. In scenarios in which at least some individual or 
manual redactions 305 are being performed, in one 
embodiment the administrator may request a report on items 
which have already been reviewed by a user who had the 
opportunity to redact them and did not but which have 
contents which are very similar to documents which have 
been redacted as shown in FIG. 41, 4105). The adminis 
trator can specify both the measure of “similar and whether 
there is some threshold number of times that a user must 
have manually redacted the item in question in order for it 
to appear on the report. Measures of “similar include, but 
are not limited to: conformance to the same regular expres 
Sion, match via any kind of fuzzy matching mechanism 
(often used to correct OCR errors) and match of a proper 
noun that appears in the same list or ontology as other proper 
nouns which have been redacted. 

0237. In order to better monitor the accuracy and con 
sistency of the redactions 305 performed by users, the 
administrator can request reports from the system which list 
the number of redactions 305 of different scopes 210 by 
each user, as well as what percentage of all items that they 
reviewed they redacted, as well as any potential consistency 
issues as described above. These reports may also include 
information about any redaction 305 requests by this user 
that were overturned subsequently by another user or which 
were disallowed by the administrator. 
0238. Other available reports are more redaction-in 
stance-centric in nature, and provide both overall statistics 
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and detailed information including but not limited to: what 
percentage of the time specific text spans (or specific 
images) were redacted, which Such items were redacted the 
most frequently, both manually and automatically via 
broader redaction scopes 210), which document 225 
types, items belonging to which actors 520 or custodians, 
which document 225 content types (e.g. specific reports) 
and in which languages. 
Production Component 
The Effect of Editing Redactions on Production 
0239 Disabling a redaction 3615 means that future 
documents—or copies of already produced documents 
225 that would have been redacted are not redacted. In 
one embodiment, the redaction 305) still shows up in the 
system, though marked as disabled. The system further 
includes record of any documents 225 that have already 
been produced at least once with the redaction 305), as well 
as the accompanying context of the productions. Production 
context may include, but is not limited to: date, matter 
produced for, custodian produced for, and document author. 
In one embodiment, any documents already produced with 
the redaction 3610) may be automatically re-produced 
without it. In one embodiment, if possible the system will 
execute a transaction with a shared data repository to replace 
a document 225 with modified redaction statuses with the 
original, a sort of automated clawback. This enables some 
one who had inadvertently produced a completely privileged 
document or a document that is missing at least one redac 
tion, to ensure that Such documents are returned, or replaced 
with the correct one (in the latter case), by prior agreement. 
Increasingly, in complex cases all produced documents— 
regardless of who produced them—are put in a single large 
repository for purposes of reducing cost. In one embodi 
ment, the system allows redactions 305 to be added to a 
document 225 that has already been produced. In one 
embodiment, a redaction 305 may be disabled in the 
context of one matter 220), but left in effect for other 
matters 220. 
Production of Documents “To-Bitmap 
0240 Text 420 and mixed documents 410 have the 
option of being produced as a bitmap image file. In one 
embodiment, the bitmap is a TIFF (Tagged Image File 
Format) file. Alternate file formats may be used. Redacted 
text spans viewed in this version of produced document will 
have rendered black pixel regions similar to those found in 
the produced redactions on image documents 425. The 
method performed to achieve this task is a several step 
process, one embodiment of which is described below. 
0241. In one embodiment, the process of producing the 
final redacted bitmap image file utilizes a custom font 
library; a diagram of this process can be seen in FIG. 43. 
0242. In one embodiment, the process of producing the 
final redacted bitmap image file utilizes word token region 
detection; a diagram of this process can be seen in FIG. 42. 
0243 A temporary image file representing the original 
document without redactions is created 4305; we will refer 
to this as image document I, which will contain 1-P pages 
of images. 

0244. In one embodiment, a map is created between 
relative token number and redaction category; the semantic 
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meaning of this map is to be able to say “the first three 
tokens encountered which have been redacted are of redac 
tion category X; the next five are of category Y: ...”. We will 
refer to this map as Mr. and discuss its usage in the 
“Region Condensation and Category String Rendering sec 
tion below. 

Production Utilizing Custom Font Libraries 

0245. The system creates and maintains a library of 
common font families which are identical to the public 
standard of the font families with the one difference that the 
custom font Switches the foreground and background colors. 

0246. In one embodiment, in the process of creating an 
image of the redacted form of the document 225, a 
transforming and imaging process 4310 is performed on a 
temporary copy of the original document 225). In this 
process, for each token in a redacted range, the custom font 
associated to the document-specified font for the text in the 
token is used to render the characters of the token; the 
custom font is not used to render white space between tokens 
of a continuous redaction range So as to preserve token 
boundaries. 

0247 A temporary image document 4315) is produced 
using this method which we will refer to as I. 

0248 For each of the P pages in the image documents 
425), an image XOR operation is performed between each 
page of II and the corresponding page of 12, producing 
I4320). This operation produces black pixel rectangular 
regions, (Ö. . . . . Ö), and is demonstrated in FIG. 44. 

0249 From I, a map is created of a one-to-one relation 
ship between redacted token and pixel space bounds 4325: 
we call this map MTPS and discuss its usage in the “Region 
Condensation and Category String Rendering section 
below. 

Production Utilizing Word Token Region Detection 

Redaction Via Pixel Space Boundary Preserving Character 
Mapping 

0250) A native redaction 305 is performed on the origi 
nal document 225 for all of its redacted text spans 4205). 
In this native redaction, each redacted character is replaced 
based on a mapping function. An example of this mapping 
can be seen in FIG. 42. 

0251 This mapping function takes four arguments and 
can be written as: 

where c is the character to be replaced, c is the character 
immediately preceding c, c is the character immediately 
following c, F is the font used to render that character in the 
document 225 and c' is the resulting character used to 
replace c in the redacted document 225. 

0252) This function performs, in essence, a minimization 
function. Let B be a function that produces a two dimen 
sional bounds (width and height) in standard pixel space 
rendering a character k given font F, and any kerning 
concerns due to c and ca: 
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and let D be a distance metric weighting more heavily on the 
first element of the pair (w.h): 

D((w, h), (w2, h))=d 
0253 Lastly, let C be the set of all characters of the 
character space in which c sits and let C be that set with the 
element c removed, and given that: 

B(C, C, C, F)=(wo, ho) 
0254. In this case, c', produced by it, can be clarified as: 

CaF),(wo, ho))>din 
0255 The greater purpose of this function is to ensure 
that a redacted document 225 contains the same paragraph 
layout as the original document 225 with respect to the 
bounding box location of each word in the rendered-to 
image version of each document 225); for example, if the 
layout for a given document's paragraph includes line 
justification, and there is not an attempt made to use a 
function similar in effect to this character mapping function, 
then it is entirely likely that a redacted word will be longer 
or shorter than the original to the extent that the justification 
results in pushing another word to the following line, or 
pulling a word to the current line from the following line. 
0256 Temporary image document 4210 is produced 
from this native character-mapping-redacted document, and 
we will refer to the image produced in this step as I. 
Defining the Best Metric for Distance Between Points 
0257 First, let us consider the space generated by B. This 
is the positive valued space of 9, specifically: 

Whe B, b=(wh) west, w0.heSR.h>0 
0258 If we consider the metricized version of this space 
in which the metric is the common Euclidean metric, then 
for the rest of this section, when we speak of “Euclidean 
distances', we refer to the idea in which the distance 
between two points is the distance of those points in this 
specific metric space; for simplicity, we will write this 
metric as D. 
0259. In consideration of determining the exact class of 
metrics employed by , we are concerned in developing 
metrics on the space generated by B Such that the metric 
allows us an increasingly more precise examination of the 
space between two points Ao and A as the “Euclidean 
distance' between A and A approaches 0, and we are 
equally interested in the metric producing little difference in 
the space as the “Euclidean distance' between A and A 
goes to infinity. A less mathematical phrasing of this would 
be that given two points produced by B, if they are suffi 
ciently different, we don't care about them and can be 
considered to be generally ignorable, while if they are 
Sufficiently similar, we are highly interested in knowing very 
precisely how similar, and more importantly, being able to 
obviously order other similar points in relation. 
0260 Labeling any metric which belongs to the desired 
family of metrics as D, we can write this preceding 
statement in a more mathematically revealing fashion. 
Given points Ao and A in the space generated by B, we 
desire that 

D(AoA)-soo when DE(AoA)<<1 
and that 

D(AoA)->0 when DE(AoA)-eo 
0261) While this gives a some what contrary depiction to 
a traditional metric space (in Some sense: it is the inverse of 
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a traditional metric space), it is otherwise clear that we are 
describing logarithmic behavior, and thusly that the class of 
metrics in which we are interested can be chiefly character 
ized as logarithmic metrics. 
Text Reading Direction and Region Detection 

0262 For each of the P pages in the image document I, 
a region detection process 4215) is performed to detect the 
boundaries of words. This process relies on the reading 
direction information derived during the page rotation detec 
tion phase, and font information, if any exists, from the 
original document 225; using this information as hints, the 
region detection process replicates in the rendered pixel 
space, the action of the corpus-wide text tokenizer in the 
character space. 
0263. Region detection acts by employing a character 
recognition process as is commonly understood in the field 
of Optical Character Recognition. The error rate, albeit low, 
is presented by this process in the form of misidentified 
characters and is therefore negligible in our usage; the 
reason for this is that we are not using the process to 
perfectly identify the characters in the text, for we already 
possess the original text, but rather to get accurate pixel 
space locations of token boundaries. 
0264. Given the known token content and token progres 
sion through the document 225), we are able to take the 
pixel-space-to-character relation produced by the region 
detection to create a pixel space map of each bounding box 
for all rendered tokens on a given page. 
0265. In the exception case in which region detection is 
unable to detect the runs of text contained in a given image 
page, the document 225 being produced is flagged for 
further human quality control and the production to bitmap 
process is halted for the document 225). 
Calculating and Rendering Redacted Areas 

0266 For each of the P pages in the image documents 
425), an image XOR operation 4220) is performed 
between each page of I and the corresponding page of 
I-4225). 
0267 Grouping the pixels produced in the XOR opera 
tion by the regions defined during the region detection 
phase, a set of redaction regions, (Ö. . . . . Ö), in pixel space 
are defined 4230), where m equals the number of tokens 
redacted on the current page of the document being pro 
cessed. The pixels in all of the redaction regions, (Ö. . . . 
Ö), are converted to black pixel data. We will refer to the 
image generated by this process as I4320. 
0268 A map is created of a one-to-one relationship 
between redacted region and pixel space bounds 4325; we 
call this map Mrs and discuss its usage in the "Region 
Condensation and Category String Rendering section 
below. 

Region Condensation and Category String Rendering 

0269. Regardless of which embodiment has been utilized 
to reach this step, this process 4330 has at its disposal I, 
an image version of the original document 225 Ik, an 
image having the same page count as I but containing only 
black pixel data in the exact redacted region rectangular 
bounds, and maps MTR and MTPs. 
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0270. Using Mr. and Mrps, we calculate a new map. 
which transforms between pixel space and redaction cat 
egory 510 string; we refer to this map as Mrs. 
0271 For each of the P pages in the image document I 
the contained redaction regions, (Ö, ..., 6), are examined. 
0272 Spatially neighboring elements of (8, . . . , 6) 
with the same redaction category are condensed into 
regions, (6', . . . , 8'), with Messe being transformed to 
M" in order to maintain the correct mapping, and where 
psm. Two regions, A and B, are considered to be spatially 
neighboring if there is only white pixel data contained in the 
pixel space between them. 
0273 Altering the same page in the 11 image document 
(425), all detected regions (6', . . . , 8') are converted to 
black pixel data, to produce an image document IE4335). 
Rendering of Redaction Category String 
0274. Using MPs, each instance of a redaction cat 
egory 510 string in the map is rendered 4340 to its 
associated pixel space location in the image document I. 
0275. The default font for the string is a sans seriffont, 
sized at 14 point; a sans seriffont is chosen because the less 
decorative nature (as compared to a serif font) of the font 
makes it more easily read in its scaled versions. 
0276. In one embodiment, if the bounds of the redaction 
category 510 string rendered in the default font will not fit 
within the bounds of its associated redacted region, a pro 
portion maintaining Scaling transform will be performed on 
the string rendering Such that the rendering fits entirely 
within the associated redacted region. 
0277. In another embodiment, if the scaling is such that 
the resulting font size is less than 6 point, the redaction 
category string will be modified to feature a trailing ellipsis, 
truncating the string as necessary so that it is able to be 
rendered within the redacted region while not having its font 
size become less than 6 point. 
0278. At the completion of the rendering of every 
instance contained in M's, the image document, 
I-4345) is considered to be completely produced and ready 
for verification 4350). 
Verification of Non-To-Bitmap Produced Documents 
0279 For text documents 420), or mixed type docu 
ments 410), in which all instances of a given text span (and 
variations, depending on the redaction 305 definition) were 
scheduled to be redacted, most embodiments will perform a 
verification involving OCR. 
0280. In such embodiments, the produced document 
225 is imaged by standard means. The image document 
425 created is then subjected to standard methods of 
optical character recognition to produce a text representation 
of the document 225; the resulting text representation is 
then indexed. 

0281. A search for the text span which was to have been 
redacted is then performed against the resultant index to 
assure that it does not exist—or at least does not exist within 
any scope 210 where it no longer should. In addition to the 
case of catching any erred redaction of spans of text within 
the original document 225, this also will catch cases in 
which a user manually missed a redaction 305), for 
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example, an embedded image object or subdocument 430 
contains the text span but was not noticed by the user during 
their review of the document 225). Some embodiments may 
also look for partial matches or redacted text, in order to try 
to trap any cases in which a redaction 305) was somehow 
displaced, and hence part of the text that should have been 
redacted was not. 

Verification of To-Bitmap Documents 
0282 Text detection is performed using standard meth 
ods of optical character recognition on the image. I; the 
derived text is cleansed of all paragraph breaks and tab 
formatting resulting in one continuous text run. 
0283 The original document 225 text is then redacted 
in a text only realm; the redacted text spans are simply 
deleted, as opposed to being transformed into masking 
characters. This redacted text document 420 is then also 
cleansed of all paragraph breaks and tab formatting resulting 
in one continuous text run. 

0284. The validity of the To-Bitmap produced document 
225 is then verified by comparing the two continuous text 
runs to assure that there is no text in the produced image that 
does not also occur in the text-only-realm redacted docu 
ment 225). 
Watermarking Produced Images 
0285 Produced images, whether images because that was 
their format on intake, or because the production component 
was specified to run To-Bitmap, have the option of being 
watermarked prior to the completion of the production 
process. Common watermarking text includes but is not 
limited to Bates numbering, as well as descriptions of 
privilege. 
Conclusion 

0286. In the foregoing specification, the invention has 
been described with reference to specific exemplary embodi 
ments thereof. It will, however, be evident that various 
modifications and changes may be made thereto without 
departing from the broader spirit and scope of the invention 
as set forth in the appended claims. The specification and 
drawings are, accordingly, to be regarded in an illustrative 
rather than a restrictive sense. 

We claim: 
1. A method comprising: 

enabling a user to define a redaction of a part of a 
document in a corpus of documents, the redaction 
definition including a scope defining a range of docu 
ments in the corpus to which the redaction applies. 

2. The method of claim 1, wherein a document is any type 
of information that has been committed to a permanent 
electronic medium. 

3. The method of claim 2, wherein each document has a 
document type, and document types include one or more of 
the following: text documents, image documents, motion 
documents, and mixed type documents. 

4. The method of claim 3, wherein a document may 
include metadata, and the metadata is available for redac 
tion. 

5. The method of claim 2, wherein a document is data 
extracted from a database, the method further comprising: 
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defining boundaries of one or more documents from the 
data extracted from the database; and 

defining-any potential Subsections of the one or more 
documents. 

6. The method of claim 1, wherein the redaction scope is 
a defined subset of the corpus. 

7. The method of claim 1, wherein the redaction has a 
category associated with it, the category defining a reason 
for the redaction. 

8. The method of claim 7, further comprising: 
automatically assigning a reason to a redaction based on 

a set of rules. 
9. The method of claim 1, wherein the redaction has a 

content associated with it, the content specifying what was 
redacted. 

10. The method of claim 9, further comprising: 
automatically generating a redaction description. 
11. The method of claim 9, wherein the content com 

prises, for a Supra-document image specification a hash 
value to represent an image or image portion redacted. 

12. The method of claim 9, wherein the content com 
prises, for an image document, a page number, a layer 
number, and a closed path defining a polygonal region. 

13. The method of claim 9, wherein the content com 
prises, for a motion document, a starting and ending time 
stamp of an interval to be redacted. 

14. The method of claim 1, further comprising: 
adding each non-ephemeral interaction with the redaction 

to an audit trail. 
15. The method of claim 1, further comprising: 
performing de-duplication on the corpus of documents, 

prior to applying the redactions. 
16. The method of claim 15, further comprising: 
de-duplicating content on a text block by text block basis 

for no-boundary documents. 
17. The method of claim 15, further comprising: 
propagating the redaction to copies of a redacted docu 

ment. 

18. The method of claim 1, further comprising: 
identifying items having linked documents; and 
attempting to acquire and cache copies of embedded 

documents, to ensure that any referenced embedded 
documents can also be produced and redacted. 

19. The method of claim 18, further comprising: 
enabling a user to freeze the document, so that during 

production the cached copy of the embedded docu 
ments are produced by preference. 

20. The method of claim 1, further comprising: 
identifying a document including variable data; and 
classifying the document as having variable data. 
21. The method of claim 20, further comprising: 
enabling the user to freeze the variable data at intake, so 

that during production values of the variable data will 
be identical to the values at the intake. 

22. The method of claim 1, further comprising: 
providing a single user interface for redaction, the single 

user interface capable of handling documents of two or 
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more of the following types: text documents, image 
documents, motion documents, and mixed-type docu 
mentS. 

23. The method of claim 1, further comprising: 
for a spreadsheet document, enabling redaction of part of 

a cell. 
24. The method of claim 23, further comprising: 
enabling the user to select a plurality of cells for redac 

tion. 
25. The method of claim 24, wherein the selection is 

based on one or more of the following: manual selection of 
cells, cell attributes. 

26. The method of claim 1, wherein redaction comprises 
one or more of the following: removal of data, removal of 
data and insertion of segment of alternative data of a same 
length, and removal of data and insertion of empty data of 
the same length. 

27. The method of claim 1, further comprising: 
upon receiving a redaction edit, determining whether the 

document being redacted has been produced; and 
alerting a user that the document has been previously 

produced. 
28. The method of claim 27, further comprising: 
when an agreement regarding clawback exists, replacing 

the previously produced document with an incorrect 
redaction with a newly, correctly redacted document. 

29. The method of claim 1, further comprising: 
enabling a migration of redactions from an originally 

redacted corpus to a destination corpus. 
30. The method of claim 29, further comprising: 
flagging any redactions that were selected for migration 

and which cannot be migrated, based on a set of rules. 
31. The method of claim 1, further comprising: 
presenting a user interface to enable what-if modeling of 

redactions, to indicate without actually saving the 
redactions. 

32. The method of claim 31, further comprising: 
identifying naturally occurring groups of documents 

within a particular set that are indicated as affected by 
the what-if modeling. 

33. The method of claim 1, further comprising: 
maintaining a redaction log, the redaction log config 

urable to enable a user to view redaction history in 
various ways. 

34. The method of claim 33, wherein the redaction log 
enables a user to correct mistakes, alter redactions, and track 
reviewer performance. 

35. The method of claim 1, further comprising: 
watermarking image documents after redaction. 
36. The method of claim 1, further comprising: 
providing an option to disable a redaction, after the 

redaction has been made, with respect to one or more 
matterS. 

37. The method of claim 1, further comprising: 
utilizing redundant verification to verifying that text con 

tent was successfully redacted. 
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38. The method of claim 37, wherein the redundant 
verification comprises performing optical character recog 
nition (OCR) on the redacted text content; and 

verifying that none of the redacted text is present. 
39. The method of claim 1, further comprising: 
permitting a user-configurable display of redactions to 

indicate different attributes of the redaction. 
40. The method of claim 39, further comprising: 
displaying redacted data with a transparency setting, 

wherein the transparency setting is completely opaque 
for certain redactions. 

41. The method of claim 1, further comprising: 
performing analysis on items being displayed to deter 

mine content that should likely be redacted, whether or 
not a user has redacted it. 

42. The method of claim 41, further comprising: 
providing a redaction hint when the analysis indicates that 

content on the items should be redacted. 
43. The method of claim 41, further comprising: 
comparing the analysis to actual reduction decisions by a 

reviewer, to check for reviewer consistency. 
44. The method of claim 1, further comprising: 
providing controls to redact an entire document section 
when the document section contains any redactions, 
with a single selection. 

45. The method of claim 44, wherein a document section 
comprises one of the following: phrase, sentence, paragraph, 
document section, entire document. 

46. The method of claim 1, further comprising: 
dividing no-boundary content, including instant message 

transcripts, into sessions to enable redaction. 
47. The method of claim 1, further comprising: 
providing a first view and a timeline view to display a 

motion document, to enable tracking along a timeline; 
and 

providing a model-view-controller So when a user navi 
gates to a particular point in time in one of the views, 
all of the other views reset to the particular point. 

48. The method of claim 47, further comprising: 
providing an audio-to-text transcript view, when audio 

data is part of the motion document. 
49. The method of claim 1, further comprising: 
for mixed type documents, displaying a root document, 

and custom UI widgets to represent a Sub-document. 
50. The method of claim 49, wherein the custom UI 

widget to represent a sub-document comprises a button 
which contains a thumbnail image associated with the 
Sub-document. 

51. The method of claim 49, further comprising: 
providing a tiling option, which displays the root docu 

ment and at least one Sub-document simultaneously. 
52. The method of claim 1, further comprising: 
providing a tool enabling an administrator to specify that 

certain items cannot be redacted without approval from 
the administrator. 
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53. The method of claim 1, further comprising: 
requesting a jurisdiction identification for a newly created 

matter including one or more document; and 
automatically applying a rule set associated with the 

jurisdiction for the analysis. 
54. The method of claim 1, wherein a document is 

produced as a bitmap image file, in which a redacted region 
appears as a region of black pixel data, the method further 
comprising: 

creating a temporary image file representing an unre 
dacted version of the document; 

creating a temporary image file representing a redacted 
version of the document utilizing custom fonts in 
rendering which result in foreground and background 
colors of the redaction regions being an inverse of the 
foreground and the background colors of fonts used for 
the non-redaction regions; 

performing XOR operations between corresponding sec 
tions in the temporary image files of the unredacted and 
the redacted documents. 

creating a mapping between redacted token and the pixel 
space bounds of the redacted token, thereby creating 
the region of black pixel data. 

55. The method of claim 54, further comprising: 
creating a mapping between redacted token and a redac 

tion category: 
using the created mappings to render a name of the 

redaction category on the black pixel data region rep 
resenting the associated redacted token. 

56. The method of claim 54, further comprising: 
condensing neighboring regions of black pixel data to 

create larger contiguous regions of black pixel data. 
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57. The method of claim 1, wherein a document is 
produced as a bitmap image file in which a redacted text 
appears as a region of black pixel data, the method com 
prising: 

creating a temporary image file representing an unre 
dacted version of the document; 

creating a temporary image file representing a redacted 
version of the document utilizing a character transpo 
sition on the redacted text that is calculated to match 
rendered bounds of the unredacted version of the text; 

using a region detection process which accounts for page 
orientation and text reading direction to produce a pixel 
space representation of relevant text tokens on any 
given page of the document; 

performing XOR operations between each corresponding 
section in the image files of the unredacted and 
redacted documents; and 

grouping the differences produced by the XOR operations 
into the detected token regions, filling the affected 
token regions with black pixel data, and creating a 
mapping between redacted token and the pixel space 
bounds of the redacted token. 

58. The method of claim 57, further comprising: 
condensing neighboring regions of black pixel data to 

create larger contiguous regions of black pixel data. 
59. The method of claim 57, further comprising: 
creating a mapping between redacted token and a redac 

tion category: 
using the created mappings to render a name of the 

redaction category on the black pixel data region rep 
resenting the associated redacted token. 
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