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realizing the contents protection procedure between devices 
that are not connected to the same network are disclosed. A 
relay device and a communication device are so configured 
that between a device/service? sub-unit on the second net 
work and a device on the first network which are a pair that 
is carrying out transmission or reception of contents to be 
protected, a device on the first network or a device/service/ 
Sub-unit on the second network can carry out the contents 
protection procedure while recognizing the target of the 
contents protection procedure as the relay device, so that 
there is no need for a device on the first network or a 
device/service? sub-unit on the second network to account for 
the other network that is connected via the relay device. 
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FIG.7 S601 
RECOGNIZE THAT MPEG DECODING/DISPLAY 
SUB-UNIT EXISTS IN RELAY NODE 102 (S502) 

S602 
ESTABLISH ISOCHRONOUS CHANNEL lix ON 1394 
BUS USING AV/C PROTOCOL & SEND COMMAND 
"CONNECT THIS TO THE ABOVE SUB-UNIT & 
DISPLAY" TO RELAY NODE 102 (S503) - 

S603 
SEND ENCRYPTED MPEG VIDEO THROUGH 
ISOCHRONOUS CHANNEL #x (S506) 

S631 
RECEIVE AUTHENTICATION TARGET QUERY. 
STORE DESTINATION NODE, SUB-UNIT, ETC. OF #x, 
& NOTIFY SUB-UNIT THAT IS TRANSMITTING DATA 
TO #x, TO RELAY NODE (S523,S524) 

S604 
RECEIVE AUTHENTICATION REQUEST (S509) 
(INTERPRETED AS BEING RECEIVED FROM MPEG 
DECODING/DISPLAY SUB-UNIT OF RELAY NODE) 

S605 
OBTAIN B'S AUTHENTICATION FORMAT (DEVICE 
CERTIFICATE) (Bcert) & EXTRACT Baid, ETC. 

S606 
SEND OWN AUTHENTICATION FORMAT (DEVICE 
CERTIFICATE) (Acert), ETC. 
TO MPEG DECODING/DISPLAY SUB-UNIT OF RELAY 
NODE ALONG WITH Bdid (S510) 

S607 
RECEIVE PACKET 513 (INTERPRETED AS BEING 
RECEIVED FROM MPEG DECODING/DISPLAY 
SUB-UNIT OF RELAY NODE) 

-S608 
CHECK TAMPERING, CHECK Bcert & 
CALCULATE AUTHENTICATION KEY Kauth 
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FIG.8 

S609 
TRANSMIT AUTHENTICATION & KEY EXCHANGE 
PROCEDURE 514 TO MPEG DECODING/DISPLAY 
SUB-UNIT OF RELAY NODE 

ENCRYPT MPEG VIDEO BY USING KEY K 

TRANSMIT ENCRYPTED MPEG VIDEO MPEG VIDEOK 
THROUGH ISOCHRONOUS CHANNEL #x (S518) 

S610 

S611 
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FIG.9 

S701 

RECEIVE RADIO NODE CONFIGURATION INFORMATION 
(S501) (CONFIRM THAT RADIO NODE HAS 
AUTHENTICATION FORMAT) 

S702 
PROXY CONFIGURATION OF RADIO NODE 
CONFIGURATION (SUB-UNIT INFORMATION) AS OWN 
SUB-UNIT (OF RELAY NODE). REGISTER 
CORRESPONDENCE INTO PROXY TABLE (S502) 

S703 

ADVERTISE THE ABOVE PROXY SUB-UNIT 
CONFIGURATION TO EXTERNAL (THROUGH IEEE 1212 
REGISTER, AV/C PROTOCOL., ETC.) (ADVERTISED AS 
ONE THAT HAS AUTHENTICATION FORMAT) (S502) 

S704 
RECEIVE AV/C COMMAND (S503) (INPUT STREAM 
FROM ISOCHRONOUS CHANNEL #x INTO MPEG 
DECODING/DISPLAY SUB-UNIT) 

S705 
CHECK NODE TO WHICH AV/C COMMAND SHOULD 
BE ACTUALLY ISSUED BY REFERRING TO PROXY 
TABLE 

S706 
RESERVE ISOCHRONOUS CHANNEL #y OF RADIO 
SECTION 
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FIG.10 (R) 
S707 

CONNECT ISO SIGNAL TRANSMISSION & RECEPTION 
UNIT (THAT RECEIVES ISOCHRONOUS CHANNEL #x) 
204 WITH RADIO ISO SIGNAL TRANSMISSION & 
RECEPTION UNIT (THAT TRANSMITS ISOCHRONOUS 
CHANNEL #y)205. MAKE IT POSSIBLE TO OUTPUT 
INPUT SIGNAL FROM 1394 I/F TO RADIO SECTION 
(S504) 

S708 
NOTIFY DATA TRANSMISSION, TO RADIO NODE 
THROUGH RADIO ISOCHRONOUS CHANNEL #y (S505) 

S709 
FORWARD SIGNAL TRANSMITTED FROM 
TRANSMISSION NODE THROUGH ISOCHRONOUS 
CHANNEL #x, TO ISOCHRONOUS CHANNEL #y OF 
RADIO SECTION (S506,S507) 

S731 
RECEIVE AUTHENTICATION QUERY, STORE 
DESTINATION NODE, SUB-UNIT, ETC. OF #y & 
NOTIFY SUB-UNIT THAT IS TRANSMITTING DATA 
TO #y, TO RADIO NODE (S521,S522) 

S710 
RECEIVE AUTHENTICATION REQUEST (WISH TO 
CARRY OUT AUTHENTICATION PROCEDURE WITH 
VIDEO TRANSMISSION SUB-UNIT) FROM RADIO NODE 
(S508) 

S732 
SEND AUTHENTICATION TARGET QUERY TO 
TRANSMISSION NODE IN ORDER TO INQUIRE 
SUB-UNIT THAT IS TRANSMITTING DATA TO Hy. 
AT THAT POINT, ALSO NOTIFY SUB-UNIT THAT 
RECEIVES DATA THROUGH #x (S523), & 
OBTAIN REPLY (S524) 
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FIG.11 

S711 
FORWARD THE ABOVE AUTHENTICATION REQUEST 
TO TRANSMISSION NODE 101 WITHOUT CHANGING 
CONTENTS, BY REFERRING TO PROXY TABLE 208 
(S509) 

S712 

RECEIVE AUTHENTICATION REQUEST 510 (WISH TO 
CARRY OUT AUTHENTICATION PROCEDURE WITH 
MPEG DECODING/DISPLAY SUB-UNIT) FROM 
TRANSMISSION NODE 

S713 
FORWARD THE ABOVE AUTHENTICATION REQUEST 
TO RADIO NODE 103 WITHOUT CHANGING 
CONTENTS, BY REFERRING TO PROXY TABLE 208 
(S5 1) 

S714 
FORWARD AUTHENTICATION & KEY EXCHANGE 
PROCEDURE PACKET 512 FROM RADIO NODE 103, 
TO TRANSMISSION NODE 101 WITHOUT CHANGING 
CONTENTS (S513) 

S715 
FORWARD AUTHENTICATION PROCEDURE PACKET 
514, EXCHANGE KEY, ETC. FROM TRANSMISSION 
NODE 101, TO RADIO NODE 103 WITHOUT CHANGING 
CONTENTS (S515,519) 

S716 
FORWARD ENCRYPTED MPEG VIDEO THAT IS 
TRANSMITTED FROM TRANSMISSION NODE THROUGH 
ISOCHRONOUS CHANNEL #x (S516), TO RADIO NODE 
103 THROUGH RADIO CHANNEL #y WITHOUT 
CHANGING CONTENTS (S517) 
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FIG, 12 

S801 

TRANSMIT RADIO NODE CONFIGURATION 
INFORMATION (S501) (NOTIFY THAT MPEG 
DECODING/DISPLAY FUNCTION EXISTS) (ALSO NOTIFY 
THAT RADIO NODE HAS AUTHENTICATION FORMAT) 

S802 
RECEIVE RADIO NODE CONTROL PACKET (S505) 
(THAT DATA WILL BE TRANSMITTED THROUGH 
RADIO ISOCHRONOUS CHANNEL #y IS NOTIFIED) 

S803 
RECEIVE ENCRYPTED DATA FROM RADIO 
ISOCHRONOUS CHANNEL #y (S507) 

S831 
SEND AUTHENTICATION TARGET QUERY TO RELAY 
NODE IN ORDER TO INQUIRE SUB-UNIT THAT IS 
TRANSMITTING DATA TO #y. AT THAT POINT, ALSO 
NOTIFY SUB-UNIT THAT RECEIVES DATA THROUGH 
#y (S521), & OBTAIN REPLY (S522) 

S804 
TRANSMIT AUTHENTICATION REQUEST TO 
RELAY NODE (S508) 

S805 
RECEIVE AUTHENTICATION REQUEST 511 (WISH TO 
CARRY OUT AUTHENTICATION PROCEDURE WITH 
MPEG DECODING/DISPLAY FUNCTION) (SOURCE BEING 
INTERPRETED AS RELAY NODE 102) 

S806 
TRANSMIT AUTHENTICATION & KEY EXCHANGE 
PROCEDURE PACKET 512 TO RELAY NODE (S512) 
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FIG.13 

RECEIVE AUTHENTICATION & KEY EXCHANGE 
S807 

PROCEDURE PACKET 515 (SOURCE BEING 
INTERPRETED AS RELAY NODE 102) 

S808 
CHECK TAMPERING, CHECK Acert & CALCULATE 
AUTHENTICATION KEY Kauth 

S809 
RECEIVE ENCRYPTED MPEG VIDEO THROUGH 
RADIO ISOCHRONOUS CHANNEL #y (S519) 

S810 
DECRYPT IT BY USING CONTENTS KEY K & 
EXTRACT MPEG VIDEO 

S811 
MPEG DECODING AT MPEG DECODING UNIT 

S812 
VIDEO DISPLAY AT DISPLAY UNIT 
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FIG.14 

DESTINATION NODE = RELAY NODE 

SOURCE NODE = RADIO NODE 

CONFIGURATION- 1 = 
MPEG DECODING/DISPLAY FUNCTION 

CONFIGURATION-2 = . . . . . . 

ATTRIBUTE-1 OF CONFIGURATION-1 = 
AUTHENTICATION FORMAT 
(AUTHENTICATION ORGANIZATION = . . . . . . ) 

ATTRIBUTE-2 OF CONFIGURATION-1 = 
MPEG UPPERBOUND BIT RATE 6Mbps 
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FIG.19 

DESTINATION NODE as RADIO NODE 

SOURCE NODE = RELAY NODE 

CONTROL CONTENT - DATA RECEPTION 

RADIO ISOCHRONOUS CHANNEL TO BE USED = 

DATA DESTINATION = 
MPEG DECODING/DISPLAY FUNCTION (ID=0) 

DATA SOURCE = 
VIDEO TRANSMISSION FUNCTION (ID=0) 
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FIG.23 
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FIG.26 

S2601 
RECOGNIZE THAT MPEG DECODING/DISPLAY SUB-UNIT 
EXISTS IN RELAY NODE 2102 

S2602 
ESTABLISH ISOCHRONOUS CHANNEL hy: ON 1394 BUS 
USING AV/C PROTOCOL & SEND COMMAND 
"CONNECT THIS TO THE ABOVE SUB-UNIT & 
DISPLAY" TO RELAY NODE 2102 

S2603 
SEND ENCRYPTED MPEG VIDEO THROUGH 
ISOCHRONOUS CHANNEL #x (CONTENTS KEY = K1) 

S2604 
RECEIVE AUTHENTICATION TARGET QUERY 
(CHANNEL #x) FROM (MPEG DECODING/DISPLAY 
SUB-UNIT OF) RELAY NODE 

S2605 
SEARCH TRANSMISSION SUB-UNIT OF CHANNEL #x & 
RETURN 'AUTHENTICATION TARGET IS VIDEO 
TRANSMISSION SUB-UNIT" AS AUTHENTICATION 
TARGET REPLY TO RELAY NODE 

S2606 
RECEIVE AUTHENTICATION REQUEST FOR VIDEO 
TRANSMISSION SUB-UNIT 

S2607 
OBTAIN B'S AUTHENTICATION FORMAT 
(DEVICE CERTIFICATE) (Bcert) 
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SEND OWN AUTHENTICATION FORMAT 
(DEVICE CERTIFICATE) Acert, ETC. 
(OF VIDEO TRANSMISSION SUB-UNIT) AS 
AUTHENTICATION REQUEST, TO MPEG 
DECODING/DISPLAY SUB-UNIT OF RELAY NODE 

S2608 

S2609 
AUTHENTICATION & KEY EXCHANGE PROCEDURE 
(CALCULATE AUTHENTICATION KEY Kauth) 

S2610 
TRANSFER EXCHANGE KEY & SEED TO RELAY NODE 

S2611 
ENCRYPT MPEG VIDEO BY USING CONTENTS KEY K1 

S2612 
SEND ENCRYPTED MPEG VIDEO THROUGH 
ISOCHRONOUS CHANNEL fix 
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FIG.28 START 
S2701 

RECEIVE RADIO NODE CONFIGURATION INFORMATION 
(CONFIRM THAT RADIO NODE HAS AUTHENTICATION 
FORMAT) 

S2702 
PROXY CONFIGURATION OF RADIO NODE 
CONFIGURATION (SUB-UNIT INFORMATION) AS OWN 
SUB-UNIT (OF RELAY NODE). 
REGISTER CORRESPONDENCE INTO PROXY TABLE 

S2703 
ADVERTISE THE ABOVE PROXY SUB-UNIT 
CONFIGURATION TO EXTERNAL (THROUGH IEEE 1212 
REGISTER, AV/C PROTOCOL., ETC.) (ADVERTISED AS 
ONE THAT HAS AUTHENTICATION FORMAT) 

S2704 

RECEIVE AV/C COMMAND (INPUT STREAM FROM 
ISOCHRONOUS CHANNEL #x INTO MPEG 
DECODING/DISPLAY SUB-UNIT) 

S2705 
REFER TO PROXY TABLE 

S27O6 
RESERVE QOS OF RADIO SECTION 

S2707 

CONNECT ISO SIGNAL TRANSMISSION & RECEPTION 
UNIT (THAT RECEIVES ISOCHRONOUS CHANNEL #x)2203 
WITH RADIO ISO SIGNAL TRANSMISSION & RECEPTION 
UNIT 2206. MAKE IT POSSIBLE TO OUTPUT INPUT 
SIGNAL FROM 1394 I/F TO RADIO SECTION 

S2708 
TRANSMIT RADIO NODE CONTROL PACKET TO 
RADIO NODE 
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RECEIVE DATA TRANSMITTED FROM TRANSMISSION 
NODE THROUGH ISOCHRONOUS CHANNEL #x & 
RECOGNIZE THAT IT IS ENCRYPTED DATA 

SEND AUTHENTICATION TARGET QUERY TO 
TRANSMISSION NODE THAT IS SOURCE OF DATA IN 
ORDER TO INQUIRE TRANSMISSION SUB-UNIT 
(ALSO NOTIFY THAT RECEIVING SUB-UNIT IS MPEG 
DECODING/DISPLAY SUB-UNIT AT THE SAME TIME.) 
ALSO SEND SOCHRONOUS CHANNEL NUMBER ix 

RECEIVE AUTHENTICATION TARGET REPLY FROM 
TRANSMISSION NODE. THE FACT THAT TRANSMISSION 
SUB-UNIT IS VIDEO TRANSMISSION SUB-UNIT IS 
ASCERTAINED 

712 
SEND AUTHENTICATION REQUEST TO VIDEO 
TRANSMISSION SUB-UNIT OF TRANSMISSION NODE 
(ALSO SEND AUTHENTICATION FORMAT 
(DEVICE CERTIFICATE) Bcert OF 

S2713 
RECEIVE AUTHENTICATION REQUEST FOR MPEG 
DECODING/DISPLAY SUB-UNIT 

S2714 
OBTAIN AUTHENTICATION FORMAT (DEVICE 
CERTIFICATE) Acert OF VIDEO TRANSMISSION 
SUB-UNIT OF TRANSMISSION NODE 

S275 
AUTHENTICATION & KEY EXCHANGE PROCEDURE 
(CALCULATE AUTHENTICATION KEY Kauth) 

S2716 
RECEIVE EXCHANGE KEY & SEED FROM 
TRANSMISSION NODE 
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-S2717 
CALCULATE CONTENTS KEY K1 

S2718 
RECEIVE ENCRYPTED MPEG VIDEO THROUGH 
ISOCHRONOUS CHANNEL fix & DECRYPT IT 

S2719 
RE-ENCRYPT THAT MPEG DATA BY USING 
CONTENTS KEY K2 

S2720 
SEND ENCRYPTED MPEG VIDEO BY ASSIGNING SID= 
USING RADIO FRAME 

S2721 

RECEIVE AUTHENTICATION TARGET QUERY FROM 
(MPEG DECODING/DISPLAY SUB-UNIT OF) RADIO 
NODE (SID= a ) 

S2722 
SEARCH TRANSMISSION SUB-UNIT OF SID= & 
RETURN "AUTHENTICATION TARGET IS VIDEO 
TRANSMISSION SUB-UNIT" AS AUTHENTICATION 
TARGET REPLY TO RADIO NODE 

S2723 

RECEIVE AUTHENTICATION REQUEST FOR VIDEO 
TRANSMISSION SUB-UNIT 

S2724 
OBTAIN D'S AUTHENTICATION FORMAT 
(DEVICE CERTIFICATE) (Dcert) 

S2725 
SEND OWN AUTHENTICATION FORMAT (DEVICE 
CERTIFICATE) Coert, ETC. 
(OF VIDEO TRANSMISSION SUB-UNIT) AS 
AUTHENTICATION REQUEST TO MPEG 
DECODING/DISPLAY SUB-UNIT OF RADIO NODE 
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FIG.31 

AUTHENTICATION & KEY EXCHANGE PROCEDURE 
(CALCULATE AUTHENTICATION KEY Kauth2) 

S2726 

S2727 

TRANSFER EXCHANGE KEY & SEED TO RADIO NODE 

S2728 

ENCRYPT MPEG VIDEO BY USING CONTENTS KEY K2 

S2729 
SEND ENCRYPTED MPEG VIDEO BY ASSIGNING SID= cy 
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FIG.32 

TRANSMIT RADIO NODE CONFIGURATION 
INFORMATION (NOTIFY THAT MPEG 
DECODING/DISPLAY SUB-UNIT EXISTS & CONFIRM 
THAT RADIO NODE HAS AUTHENTICATION FORMAT) 

S2802 
RECEIVE RADIO NODE CONTROL PACKET 

S2803 
RECEIVE ENCRYPTED MPEG VIDEO TO WHICH SID= 
IS ASSIGNED, USING RADIO FRAME 

S2804 

TRANSMIT AUTHENTICATION TARGET QUERY FROM 
MPEG DECODING/DISPLAY SUB-UNIT TO RELAY 
NODE (SID= g ) 

S2805 
RECEIVE "AUTHENTICATION TARGET IS VIDEO 
TRANSMISSION SUB-UNIT" AS AUTHENTICATION 
TARGET REPLY 

S2806 
TRANSMIT AUTHENTICATION REQUEST FOR VIDEO 
TRANSMISSION SUB-UNIT 
(CONTAINING AUTHENTICATION FORMAT (DEVICE 
CERTIFICATE) Dcert 

S2807 
RECEIVE AUTHENTICATION REQUEST FOR MPEG 
DECODING/DISPLAY SUB-UNIT CONTAINING 
AUTHENTICATION FORMAT (DEVICE CERTIFICATE) 
Ccert, ETC. OF VIDEO TRANSMISSION SUB-UNIT OF 
RELAY NODE 
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FIG.33 

AUTHENTICATION & KEY EXCHANGE PROCEDURE 
(CALCULATE AUTHENTICATION KEY Kauth2) 

S2808 

S2809 

RECEIVE EXCHANGE KEY & SEED FROM RELAY NODE 

S2810 

CALCULATE CONTENTS KEY K2 

S2811 

DECRYPT ENCRYPTED MPEG VIDEO THAT HAS BEEN 
TRANSMITTED WITH SID- Y ASSIGNED 

S2812 

MPEG DECODING & VIDEO DISPLAY AT DISPLAY UNIT 
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FIG.38 

SOURCE ADDRESS 
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FIG.39 

DESTINATION NODE 
= RADIO NODE 

SOURCE NODE 
= RELAY NODE 

CONTROL CONTENT 
= DATA RECEPTION 

SID TO BE USED - cy 

DATA DESTINATION = 
MPEG DECODING/DISPLAY 
SUB-UNIT (SUB-UNIT ID=0) 

DATA SOURCE = 
VIDEO TRANSMISSION 
SUB-UNIT (SUB-UNIT ID=0) 
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FIG.41 
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FIG.43 
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FIG.47 
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FIG.48 
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FIG.49 () 
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FIG.50 
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FIG.51 
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FIG.52 
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FIG.53 
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FIG.56 
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FIG.60 
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FIG.61 
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DATA TRANSMITTED FROM TRANSMISSION NODE. 
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FIG.62 
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FIG.64 
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RELAY DEVICE AND COMMUNICATION DEVICE 
REALIZING CONTENTS PROTECTION 

PROCEDURE OVER NETWORKS 

BACKGROUND OF THE INVENTION 

0001) 
0002 The present invention relates to a relay device for 
relaying data transfer between networks such as IEEE 1394 
buses and radio networks, and a communication device for 
carrying out communications through a network Such as 
IEEE 1394 bus and radio network. 

0003 2. Description of the Background Art 
0004. In recent years, the so called “digitalization of 
home AV environment' is attracting much attentions as 
exemplified by the beginning of the digital broadcasting and 
the sales of digital AV instruments. Digital AV data have 
Some excellent characteristics including the fact that various 
compression schemes are applicable, the fact that they can 
be processed as multimedia data, the fact that they are not 
degraded no matter how many times they are playbacked, 
etc., so that they are expected to have even wider use in 
future. 

0005. However, this digital AV technique has another 
aspect that "an illegal copy of contents can be made easily. 
Namely, for any digital contents, it is in principle possible to 
produce a copy with the same quality as the original, that 
will not degrade at all forever, by making “bit copy' so that 
the the so called “illegal copy problem arises. 

1. Field of the Invention 

0006. Some techniques for preventing this “illegal copy' 
are currently discussed, including “1394CP Content Protec 
tion system Specification” that is discussed by the CPTWG 
(Copy Protection Technique Working Group). In this tech 
nique, for contents (such as MPEG data for example) to be 
transferred between nodes connected to the IEEE 1394 bus, 
the authentication between the transmitting and receiving 
nodes is carried out in advance so as to enable the sharing 
of an encryption key (contents key), and the contents are 
Subsequently transferred by encrypting the contents such 
that the contents cannot be read by anyone except for those 
who have carried out the authentication procedure. In this 
way, a node that has not carried out the authentication 
procedure cannot ascertain the value of the contents key so 
that even if the transferred data (encrypted data) are obtained 
by Such a node, the encrypted data cannot be decrypted by 
Such a node. By making a rule that nodes that can participate 
in the authentication are only those nodes that are permitted 
by a prescribed authentication authority, it is possible to 
prevent an illegal node from acquiring the encryption key so 
that it is possible to prevent the illegal copy. 
0007. The IEEE 1394 bus is a network system having 
Some very excellent characteristics including the fact that its 
speed is 100 Mbps at least, the fact that the network itself is 
equipped with an automatic configuration recognition func 
tion, the fact that it has a QOS transfer function, etc., so that 
it has been established as the de facto standard of a network 
for home digital AV use. 
0008 However, because of these characteristics, the 
IEEE 1394 also give rise to various constraints in the case 
of “connecting the IEEE 1394 with other networks”. For 
example, in the case of connecting the IEEE 1394 bus with 
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a radio network or a public network, it is impossible to 
directly extend the IEEE 1394 protocol to the radio network 
or the public network, because these networks are not as fast 
as over 100Mbps in general and the automatic configuration 
recognition function of the IEEE 1394 cannot be directly 
extended to these networks so easily. For this reason. There 
are some propositions including a method in which a pro 
tocol conversion gateway is provided between the IEEE 
1394 and the other network such as radio network or public 
network So as to interconnect them, and a method using the 
so called proxy server for providing services on one network 
as services on the other network. 

0009. In the case of attempting to apply these methods to 
the 1394 copy protection described above, currently the 
copy protection technique is defined only for the IEEE 1394 
bus and currently there is no technique for extending this 
copy protection technique to the case of “connecting the 
IEEE 1394 with the other network. 

SUMMARY OF THE INVENTION 

0010. It is therefore an object of the present invention to 
provide a relay device and a communication device capable 
of extending the copy protection technique to not Just the 
IEEE 1394 but also the other network that is interconnected 
with the IEEE 1394. 

0011. It is another object of the present invention to 
provide a relay device and a communication device capable 
of realizing the contents protection procedure between 
devices that are not connected to the same network. 

0012. According to one aspect of the present invention 
there is provided a relay device, comprising: a first interface 
unit connected to a first network; a second interface unit 
connected to a second network; a proxy configuration unit 
for disclosing a device/service? sub-unit on the second net 
work as an own device/service/sub-unit provided on the 
relay device with respect to a first network side; a control 
command reception unit for receiving control command 
signals destined to the own device/service/sub-unit from the 
first network side; a control command transmission unit for 
transmitting signals corresponding to the control command 
signals received by the control command reception unit, to 
the device/service/sub-unit on the second network; a con 
tents protection information reception unit for receiving 
contents protection information destined to the own device/ 
service? sub-unit, from a device on the first network; and a 
contents protection information transfer unit for transferring 
the contents protection information received by the contents 
protection information reception unit to the device/service/ 
Sub-unit on the second network, without making any change 
in the contents protection information. 
0013. According to another aspect of the present inven 
tion there is provided a relay device, comprising: a first 
interface unit connected to a first network; a second interface 
unit connected to a second network; a proxy configuration 
unit for disclosing each device/service/sub-unit on the first 
network or the second network as an own device? service? 
sub-unit provided on the relay device with respect to respec 
tive another network side; a control command reception unit 
for receiving control command signals destined to the own 
device/service? sub-unit from a side of one network to which 
the own device/service/sub-unit is disclosed by the proxy 
configuration unit; a control command transmission unit for 
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transmitting signals corresponding to the control command 
signals received by the control command reception unit, to 
said each device/service? sub-unit on another network differ 
ent from said one network; a contents protection information 
reception unit for receiving contents protection information 
destined to the own device? service? sub-unit from a device on 
the first network or the second network; a contents protec 
tion information transfer unit for transferring the contents 
protection information received by the contents protection 
information reception unit to said each device/service/sub 
unit on said another network, without making any change in 
the contents protection information; a contents reception 
unit for receiving contents destined to the own device/ 
service/sub-unit and protected by a contents key obtained 
from the contents protection information, from a device on 
the first network or the second network; and a contents 
transfer unit for transferring the contents received by the 
contents reception unit to said each device/service? sub-unit 
on said another network, without making any change in the 
COntentS. 

0014. In this relay device, the contents protection infor 
mation can be information related to a contents protection 
procedure including an authentication and/or a key exchange 
between one device/service? sub-unit on the first network and 
another device? service? sub-unit on the second network. 

0.015 According to this aspect of the present invention, 
between “a device/service? sub-unit on the second network 
that is provided by the proxy configuration unit” and “a 
device on the first network” which are a pair that is carrying 
out transmission or reception of contents to be protected, for 
example, “a device on the first network” or “a device/ 
service/sub-unit on the second network that is provided by 
the proxy configuration unit can carry out the contents 
protection procedure while recognizing the target of the 
contents protection procedure as this relay device, so that 
there is no need for "a device on the first network' or “a 
device/service/sub-unit on the second network that is pro 
vided by the proxy configuration unit' to account for the 
other network that is connected via the relay device. Also, 
the relay device actually relays this procedure without 
changing its content, so that this contents protection proce 
dure can be carried out directly between “a device/service/ 
sub-unit on the second network that is provided by the proxy 
configuration unit' and “a device on the first network”. 
0016. Also, according to this aspect of the present inven 
tion, the contents to be protected can be delivered to the 
receiving side without changing their protection format, so 
that the contents can be delivered end-to-end in the protected 
form. 

0017 According to another aspect of the present inven 
tion there is provided a relay device, comprising: a first 
interface unit connected to a first network; a second interface 
unit connected to a second network; a proxy configuration 
unit for disclosing each device/service/sub-unit on the first 
network or the second network as an own device? service? 
sub-unit provided on the relay device with respect to respec 
tive another network side; a control command reception unit 
for receiving control command signals destined to the own 
device/service? sub-unit from a side of one network to which 
the own device/service/sub-unit is disclosed by the proxy 
configuration unit; a control command transmission unit for 
transmitting signals corresponding to the control command 
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signals received by the control command reception unit, to 
said each device/service? sub-unit on another network differ 
ent from said one network; a first contents protection unit for 
carrying out a contents protection procedure with respect to 
one device? service? sub-unit on the first network; a second 
contents protection unit for carrying out the contents pro 
tection procedure with respect to another device/service/ 
Sub-unit on the second network; a contents reception unit for 
receiving contents destined to the own device/service/sub 
unit and encrypted according to one of the first and second 
contents protection units; and a contents transfer unit for 
transferring the contents received by the contents reception 
unit to said each device/service/sub-unit on said another 
network, by encrypting the contents according to another 
one of the first and second contents protection units. 
0018. According to this aspect of the present invention, 
between “a device/service? sub-unit on the second network” 
and “a device on the first network” which are a pair that is 
carrying out transmission or reception of contents to be 
protected, for example, “a device on the first network” or “a 
device/service/sub-unit on the second network' can carry 
out the contents protection procedure while recognizing the 
target of the contents protection procedure as this relay 
device, so that there is no need for “a device on the first 
network' or “a device/service? sub-unit on the second net 
work' to account for the other network that is connected via 
the relay device. Also, the relay device terminates each 
contents protection procedure so that the contents protection 
procedure is carried out separately between "a device? 
service/sub-unit on the second network” and the relay 
device, and between the relay device and “a device on the 
first network’, for example, and therefore it becomes pos 
sible to carry out the contents protection end-to-end. 
0019. Also, according to this aspect of the present inven 
tion, data to be transferred are encrypted throughout the 
entire route between “a device on the first network' or “a 
device/service? sub-unit on the second network’, so that it 
becomes possible to prevent the illegal copy or the like. 
0020. In this relay device, the first contents protection 
unit and the second contents protection unit can use different 
encryption schemes or identical encryption scheme based on 
different key information. 
0021. Also, in this relay device, the contents reception 
unit and the contents transmission unit can be sealed within 
a single LSI. In this way, even though the non-encrypted 
contents data will flow between the decryption unit and the 
encryption unit, but it becomes possible to prevent the illegal 
copy by eavesdropping the contents data from there, by 
attaching a probe individually, for example. 

0022. Also, in this relay device, a first key information 
used in the contents protection procedure in the first contents 
protection unit and a second key information used in the 
contents protection procedure in the second contents pro 
tection unit can be set to be identical. In this way, the 
information notified from one network regarding a key of 
the encrypted data that are transferred to another network 
(key, seed, etc.) can be directly transferred to another 
network such that it becomes possible for a device on 
another network to reproduce the encryption key, so that 
there is no need for the decryption function and the re 
encryption function between the contents reception unit and 
the contents transmission unit, and therefore it becomes 
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possible to realize a considerable reduction of a cost and a 
faster processing speed for the relay device. 

0023. Also, in this relay device, the contents protection 
procedure in said another one of the first and second contents 
protection units can be carried out in units of contents/ 
services/sub-units, using a prescribed key information. In 
this way, it becomes possible to define a plurality of encryp 
tion keys between the relay device and a device on another 
network side, so that it becomes possible to transfer the 
encrypted data simultaneously, and it becomes possible to 
deal with the case where a plurality of encrypted data are 
transferred from a device on one network or the case where 
there are a plurality of devices on one network. 
0024. Also, this relay device can further comprise a 
configuration information reception unit for receiving a 
configuration information from one device/service? sub-unit 
on the first network or the second network, the configuration 
information indicating at least a presence or absence of an 
authentication format for said one device/service? sub-unit; 
and a configuration recognition unit for recognizing a con 
figuration of said one device/service/sub-unit according to 
the configuration information received by the configuration 
information reception unit. In this way, the proxy services to 
be configured by the proxy configuration unit can be con 
figured automatically, so that it becomes possible to realize 
the procedure up to the contents protection procedure in a 
plug-and-play fashion. 

0025. According to another aspect of the present inven 
tion there is provided a relay device, comprising: a first 
interface unit connected to a first network; a second interface 
unit connected to a second network; a first contents protec 
tion unit for carrying out a contents protection procedure 
with respect to one device/service/sub-unit on the first 
network; a second contents protection unit for carrying out 
the contents protection procedure with respect to another 
device/service? sub-unit on the second network; a contents 
reception unit for receiving contents destined to an own 
device/service/sub-unit on the relay device and encrypted 
according to one of the first and second contents protection 
units, from a device on one of the first network and the 
second network; and a contents transmission unit for trans 
mitting the contents received by the contents reception unit 
to a device? service? sub-unit on another one of the first 
network and the second network, by encrypting the contents 
according to another one of the first and second contents 
protection units; wherein a first key information used in the 
contents protection procedure in the first contents protection 
unit and a second key information used in the contents 
protection procedure in the second contents protection unit 
are set to be identical. 

0026. According to another aspect of the present inven 
tion there is provided a communication device, comprising: 
an interface unit connected to a network; a copy protection 
processing unit for carrying out a prescribed contents pro 
tection procedure including at least an authentication pro 
cedure and/or a key exchange procedure, with respect to 
another device/service? sub-unit on the network; a contents 
transmission unit for transmitting encrypted contents to 
which an address of the communication device is attached, 
either through a virtual channel on the network or by further 
attaching an identifier by which the encrypted contents can 
be uniquely identified by the communication device, to 
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another device on the network; a reception unit for receiving 
a query regarding a service/sub-unit/plug that is transferring 
the encrypted contents either through the virtual channel or 
by attaching the identifier, from said another device on the 
network; and a notification unit for notifying a service? sub 
unit/plug that is transferring the encrypted contents, to said 
another device on the network in response to the query. 

0027 According to another aspect of the present inven 
tion there is provided a communication device, comprising: 
an interface unit connected to a network; a copy protection 
processing unit for carrying out a prescribed contents pro 
tection procedure including at least an authentication pro 
cedure and/or a key exchange procedure, with respect to 
another device? service? sub-unit on the network; a contents 
reception unit for receiving encrypted contents to which an 
address of another device on the network is attached, either 
through a virtual channel on the network or in a form having 
an identifier by which the encrypted contents can be 
uniquely identified by said another device further attached 
thereto, from said another device; a transmission unit for 
transmitting a query regarding a service? sub-unit/plug that is 
transferring the encrypted contents either through the virtual 
channel or by attaching the identifier, to said another device 
on the network; and a reception unit for receiving a notifi 
cation regarding a service/sub-unit/plug that is transferring 
the encrypted contents, from said another device in response 
to the query. 

0028. According to this aspect of the present invention, it 
becomes possible to specify a Sub-unit or a plug that is 
transmitting or receiving the encrypted data that are trans 
ferred through a specific virtual channel, and it becomes 
possible to explicitly indicate that the authentication and key 
exchange regarding data transmitted or received from this 
Sub-unit (or plug) should be carried out in the Subsequent 
authentication and key exchange, so that it becomes possible 
to define a plurality of keys simultaneously even between 
the same nodes and therefore the exchange of a plurality of 
encrypted data becomes possible. 

0029. Else, according to this aspect of the present inven 
tion, it becomes possible to specify a sub-unit or a plug that 
is transmitting or receiving the encrypted data that are 
transferred with a specific identifier attached thereto, and it 
becomes possible to explicitly indicate that the authentica 
tion and key exchange regarding data transmitted or 
received from this sub-unit (or plug) should be carried out in 
the Subsequent authentication and key exchange, so that it 
becomes possible to define a plurality of keys simulta 
neously even between the same nodes and therefore the 
exchange of a plurality of encrypted data becomes possible. 

0030. According to another aspect of the present inven 
tion there is provided a communication device, comprising: 
an interface unit connected to a network: a contents transfer 
unit for transmitting or receiving encrypted contents with 
respect to another device on the network, through a flow 
identified by a set of a source address, a source port, a 
destination address, and a destination port; and a copy 
protection processing unit for carrying out a prescribed 
contents protection procedure including at least an authen 
tication procedure and/or a key exchange procedure with 
respect to said another device, using a prescribed logical 
port, in units of the flow. 
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0031. In this communication device, an identifier of the 
flow can be attached to information exchanged in at least a 
part of procedures included in the prescribed contents pro 
tection procedure. 
0032. According to this aspect of the present invention, it 
becomes possible to define different keys for different flows, 
and it becomes possible to explicitly indicate that the 
authentication and key exchange regarding data transmitted 
or received from this sub-unit (or plug) should be carried out 
in the Subsequent authentication and key exchange, so that 
it becomes possible to define a plurality of keys simulta 
neously even between the same nodes and therefore the 
exchange of a plurality of encrypted data becomes possible. 
0033 According to another aspect of the present inven 
tion there is provided a communication device, comprising: 
an interface unit connected to a network; a copy protection 
processing unit for carrying out a prescribed contents pro 
tection procedure including at least an authentication pro 
cedure and/or a key exchange procedure, with respect to 
another device on the network; and a contents transmission 
and reception unit for transmitting or receiving encrypted 
contents to which an address of a transmitting side device is 
attached, either through a virtual channel on the network or 
in a form having an identifier by which the encrypted 
contents can be uniquely identified by said transmitting side 
device further attached thereto, with respect to said another 
device; wherein at least one of an identifier of a service, a 
Sub-unit, a virtual channel, or a plug that carries out 
exchange of the encrypted contents, and an identifier by 
which the encrypted contents can be uniquely identified by 
said transmitting side device, is attached to information 
exchanged in at least a part of procedures included in the 
prescribed contents protection procedure. 
0034. According to this aspect of the present invention, it 
becomes possible to explicitly indicate that the authentica 
tion and key exchange regarding data transmitted or 
received from this sub-unit, plug, or virtual channel should 
be carried out in the authentication and key exchange, so that 
it becomes possible to define a plurality of keys simulta 
neously even between the same nodes and therefore the 
exchange of a plurality of encrypted data becomes possible. 
0035 Else, according to this aspect of the present inven 
tion, it becomes possible to explicitly indicate that the 
authentication and key exchange regarding data transmitted 
or received from this sub-unit or plug, or with the specific 
identifier attached thereto should be carried out in the 
authentication and key exchange, so that it becomes possible 
to define a plurality of keys simultaneously even between 
the same nodes and therefore the exchange of a plurality of 
encrypted data becomes possible. 
0036). According to another aspect of the present inven 
tion there is provided a relay device, comprising: a first 
interface unit connected to a first network; a second interface 
unit connected to a second network; a first copy protection 
processing unit for carrying out a prescribed contents pro 
tection procedure including at least an authentication pro 
cedure and a key exchange procedure, with respect to one 
device/service/sub-unit on the first network; a second copy 
protection processing unit for carrying out the prescribed 
contents protection procedure including at least an authen 
tication procedure and a key exchange procedure, with 
respect to another device/service/sub-unit on the second 
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network; a contents reception unit for receiving encrypted 
data containing specific contents from the first interface unit; 
a decryption unit for decrypting the encrypted data receiving 
by the contents reception unit, by using a contents protection 
key provided by the first copy protection processing unit, to 
obtain decrypted data; a conversion unit for converting the 
decrypted data into converted data in another coding format; 
an encryption unit for encrypting the converted data, by 
using a contents protection key provided by the second copy 
protection processing unit, to obtain re-encrypted data; and 
a contents transmission unit for transferring the re-encrypted 
data to the second interface unit. 

0037 According to this aspect of the present invention, in 
the case where it is required to transfer data to the second 
network in a data format different from the original data, as 
in the case where data to be transmitted through the first 
network are contents to be protected and the communication 
bandwidths of the first network and the second network are 
largely different, the conversion of the data format can be 
carried out by the conversion unit while the data to be 
transferred are encrypted throughout the entire route 
between a device on the first network to a device? service? 
Sub-unit on the second network, so that it becomes possible 
to prevent the illegal copy or the like at both sections (in both 
data formats). 
0038. This relay device can further comprise a proxy 
configuration unit for disclosing one device/service? sub-unit 
on the second network as one own device/service/sub-unit 
provided on the relay device with respect to a first network 
side, and transmitting to said one device/service? sub-unit on 
the second network an information having a content accord 
ing to information destined to said one own device/service? 
sub-unit that is received from a device on the first network 
side, while also disclosing another device/service? sub-unit 
on the first network as another own device/service? sub-unit 
provided on the relay device with respect to a second 
network side, and transmitting to said another device/ser 
vice? sub-unit on the first network an information having a 
content according to information destined to said another 
own device? service? sub-unit that is received from a device 
on the second network side, such that when the prescribed 
contents protection procedure between a device on one 
network among the first and second networks and a device? 
service/sub-unit on another network among the first and 
second networks is to be carried out, the proxy configuration 
unit carries out the prescribed contents protection procedure 
with the device on said one network by using one of the first 
and second copy protection processing units, while carrying 
out the prescribed contents protection procedure with the 
device/service/sub-unit on said another network by using 
another one of the first and second copy protection process 
ing units. 
0039. According to this aspect of the present invention, 
between “a device? service? sub-unit on another network” and 
'a device on one network” which are a pair that is carrying 
out transmission or reception of contents to be protected, “a 
device on one network' or “a device/service? sub-unit on 
another network can carry out the contents protection 
procedure while recognizing the target of the contents pro 
tection procedure as this relay device, so that there is no need 
for “a device on one network” or “a device/service? sub-unit 
on another network' to account for the other network that is 
connected via the relay device. Also, the relay device 
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actually terminates each contents protection procedure so 
that the contents protection procedure is carried out sepa 
rately between “a device/service/sub-unit on another net 
work” and the relay device, and between the relay device 
and “a device on one network', and therefore it becomes 
possible to carry out the contents protection end-to-end. 
0040 According to another aspect of the present inven 
tion there is provided a relay device, comprising: a first 
interface unit connected to a first network; a second interface 
unit connected to a second network; a first contents protec 
tion unit for carrying out a contents protection procedure 
with respect to one device/service/sub-unit on the first 
network; a second contents protection unit for carrying out 
the contents protection procedure with respect to another 
device/service? sub-unit on the second network; a contents 
reception unit for receiving contents destined to an own 
device/service/sub-unit on the relay device and encrypted 
according to one of the first and second contents protection 
units, from a device on one of the first network and the 
second networks; and a contents transmission unit for trans 
mitting the contents received by the contents reception unit 
to a device? service? sub-unit on another one of the first 
network and the second network, by encrypting the contents 
according to another one of the first and second contents 
protection units; wherein said one of the first and second 
contents protection units carries out an authentication and/or 
a key exchange with a device? service/sub-unit on said one of 
the first network and the second network by referring to a 
relationship between the contents reception unit and the 
contents transmission unit, when there is a request for a 
procedure of the authentication and/or the key exchange 
with respect to said another one of the first and second 
contents protection units. 
0041. Other features and advantages of the present inven 
tion will become apparent from the following description 
taken in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.042 FIG. 1 is a schematic diagram showing an exem 
plary overall configuration of a network according to the 
first embodiment of the present invention. 
0.043 FIG. 2 is a block diagram showing an exemplary 
internal configuration of a transmission node in the network 
of FIG. 1. 

0044 FIG. 3 is a block diagram showing an exemplary 
internal configuration of a relay node in the network of FIG. 
1. 

0045 FIG. 4 is a block diagram showing an exemplary 
internal configuration of a radio node in the network of FIG. 
1. 

0046 FIG. 5 is a sequence chart showing an exemplary 
overall sequence in the first embodiment of the present 
invention. 

0047 FIG. 6 is another sequence chart showing an exem 
plary overall sequence in the first embodiment of the present 
invention. 

0.048 FIG. 7 is a flow chart showing an exemplary 
operation procedure of a transmission node according to the 
first embodiment of the present invention. 
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0049 FIG. 8 is another flow chart showing an exemplary 
operation procedure of a transmission node according to the 
first embodiment of the present invention. 
0050 FIG. 9 is a flow chart showing an exemplary 
operation procedure of a relay node according to the first 
embodiment of the present invention. 
0051 FIG. 10 is another flow chart showing an exem 
plary operation procedure of a relay node according to the 
first embodiment of the present invention. 
0052 FIG. 11 is another flow chart showing an exem 
plary operation procedure of a relay node according to the 
first embodiment of the present invention. 
0053 FIG. 12 is a flow chart showing an exemplary 
operation procedure of a radio node according to the first 
embodiment of the present invention. 
0054 FIG. 13 is another flow chart showing an exem 
plary operation procedure of a radio node according to the 
first embodiment of the present invention. 
0055 FIG. 14 is a diagram showing an exemplary format 
of a radio node configuration information packet used in the 
first embodiment of the present invention. 
0056 FIG. 15 is a diagram showing an exemplary form 
of a proxy table used in the first embodiment of the present 
invention. 

0057 FIG. 16 is another diagram showing an exemplary 
form of a proxy table used in the first embodiment of the 
present invention. 
0058 FIG. 17 is a diagram showing an internal configu 
ration of a relay node as seen from a transmission node in the 
network of FIG. 1. 

0059 FIG. 18 is a diagram showing an internal configu 
ration of a relay node as seen from a radio node in the 
network of FIG. 1. 

0060 FIG. 19 is a diagram showing an exemplary format 
of a radio node control packet used in the first embodiment 
of the present invention. 

0061 FIG. 20 is a schematic diagram showing an exem 
plary overall configuration of a network according to the 
second embodiment of the present invention. 
0062 FIG. 21 is a block diagram showing an exemplary 
internal configuration of a transmission node in the network 
of FIG. 20. 

0063 FIG. 22 is a block diagram showing an exemplary 
internal configuration of a relay node in the network of FIG. 
20. 

0064 FIG. 23 is a block diagram showing an exemplary 
internal configuration of a radio node in the network of FIG. 
20. 

0065 FIG. 24 is a sequence chart showing an exemplary 
overall sequence in the second embodiment of the present 
invention. 

0066 FIG. 25 is another sequence chart showing an 
exemplary overall sequence in the second embodiment of 
the present invention. 
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0067 FIG. 26 is a flow chart showing an exemplary 
operation procedure of a transmission node according to the 
second embodiment of the present invention. 
0068 FIG. 27 is another flow chart showing an exem 
plary operation procedure of a transmission node according 
to the second embodiment of the present invention. 
0069 FIG. 28 is a flow chart showing an exemplary 
operation procedure of a relay node according to the second 
embodiment of the present invention. 
0070 FIG. 29 is another flow chart showing an exem 
plary operation procedure of a relay node according to the 
second embodiment of the present invention. 
0071 FIG. 30 is another flow chart showing an exem 
plary operation procedure of a relay node according to the 
second embodiment of the present invention. 
0072 FIG. 31 is another flow chart showing an exem 
plary operation procedure of a relay node according to the 
second embodiment of the present invention. 
0.073 FIG. 32 is a flow chart showing an exemplary 
operation procedure of a radio node according to the second 
embodiment of the present invention. 
0074 FIG. 33 is another flow chart showing an exem 
plary operation procedure of a radio node according to the 
second embodiment of the present invention. 
0075 FIG. 34 is a diagram showing an exemplary form 
of a proxy table used in the second embodiment of the 
present invention. 
0.076 FIG. 35 is another diagram showing an exemplary 
form of a proxy table used in the second embodiment of the 
present invention. 
0.077 FIG. 36 is a diagram showing an internal configu 
ration of a relay node as seen from a transmission node in the 
network of FIG. 20. 

0078 FIG. 37 is a diagram showing an internal configu 
ration of a relay node as seen from a radio node in the 
network of FIG. 20. 

0079 FIG.38 is a diagram showing an exemplary format 
of a radio frame used in the second embodiment of the 
present invention. 

0080 FIG. 39 is a diagram showing an exemplary format 
of a radio node control packet used in the second embodi 
ment of the present invention. 
0081 FIG. 40 is a schematic diagram showing an exem 
plary overall configuration of a network according to the 
third embodiment of the present invention. 
0082 FIG. 41 is a block diagram showing an exemplary 
internal configuration of a transmission node in the network 
of FIG. 40. 

0.083 FIG. 42 is a block diagram showing an exemplary 
internal configuration of a home gateway in the network of 
FIG. 40. 

0084 FIG. 43 is a block diagram showing an exemplary 
internal configuration of a reception node in the network of 
FIG. 40. 
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0085 FIG. 44 is a sequence chart showing an exemplary 
overall sequence in the third embodiment of the present 
invention. 

0086 FIG. 45 is another sequence chart showing an 
exemplary overall sequence in the third embodiment of the 
present invention. 
0087 FIG. 46 is a flow chart showing an exemplary 
operation procedure of a transmission node according to the 
third embodiment of the present invention. 
0088 FIG. 47 is another flow chart showing an exem 
plary operation procedure of a transmission node according 
to the third embodiment of the present invention. 
0089 FIG. 48 is a flow chart showing an exemplary 
operation procedure of a home gateway according to the 
third embodiment of the present invention. 
0090 FIG. 49 is another flow chart showing an exem 
plary operation procedure of a home gateway according to 
the third embodiment of the present invention. 
0.091 FIG. 50 is another flow chart showing an exem 
plary operation procedure of a home gateway according to 
the third embodiment of the present invention. 
0092 FIG. 51 is another flow chart showing an exem 
plary operation procedure of a home gateway according to 
the third embodiment of the present invention. 
0093 FIG. 52 is a flow chart showing an exemplary 
operation procedure of a reception node according to the 
third embodiment of the present invention. 
0094 FIG. 53 is another flow chart showing an exem 
plary operation procedure of a reception node according to 
the third embodiment of the present invention. 
0095 FIG. 54 is a diagram showing exemplary forms of 
a panel of a transmission node and a home page for 
transmission node control of a home gateway used in the 
third embodiment of the present invention. 
0096 FIG.55 is a schematic diagram showing an exem 
plary overall configuration of a network according to the 
fourth embodiment of the present invention. 
0097 FIG. 56 is a block diagram showing an exemplary 
internal configuration of a transmission node in the network 
of FIG.S.S. 

0098 FIG. 57 is a block diagram showing an exemplary 
internal configuration of a relay node in the network of FIG. 
55. 

0099 FIG. 58 is a block diagram showing an exemplary 
internal configuration of a radio node in the network of FIG. 
55. 

0.100 FIG. 59 is a sequence chart showing an exemplary 
overall sequence in the fourth embodiment of the present 
invention. 

0101 FIG. 60 is a flow chart showing an exemplary 
operation procedure of a transmission node according to the 
fourth embodiment of the present invention. 
0102 FIG. 61 is a flow chart showing an exemplary 
operation procedure of a relay node according to the fourth 
embodiment of the present invention. 
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0103 FIG. 62 is another flow chart showing an exem 
plary operation procedure of a relay node according to the 
fourth embodiment of the present invention. 
0104 FIG. 63 is a flow chart showing an exemplary 
operation procedure of a radio node according to the fourth 
embodiment of the present invention. 
0105 FIG. 64 is another flow chart showing an exem 
plary operation procedure of a radio node according to the 
fourth embodiment of the present invention. 
0106 FIG. 65 is a schematic diagram showing an exem 
plary overall configuration of a network according to the 
fifth embodiment of the present invention. 
0107 FIG. 66 is a flow chart showing an exemplary 
operation procedure of a relay node according to the fifth 
embodiment of the present invention. 
0108 FIG. 67 is a sequence chart showing an exemplary 
overall sequence in the fifth embodiment of the present 
invention. 

0109 FIG. 68 is another sequence chart showing an 
exemplary overall sequence in the fifth embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

First Embodiment 

0110 Referring now to FIG. 1 to FIG. 19, the first 
embodiment of a relay device and a communication device 
according to the present invention will be described in detail. 
0111 FIG. 1 shows an exemplary overall configuration of 
a home network at some home. To this home network, three 
nodes including a transmission node 101, a relay node 102. 
and a radio node 103 are connected, where the transmission 
node 101 and the relay node 102 are connected to a (wire) 
IEEE 1394 bus 104 while the relay node 102 and the radio 
node 103 are connected to a radio network. Note however 
that it is made possible to carry out communications among 
these three nodes by the method described below. 
0112 In this embodiment, the exemplary case where 
MPEG video transmitted from the transmission node 101 is 
relayed at the relay node 102 and transmitted to the radio 
node 103 via the radio section will be described. In this 
exemplary case, encryption of the MPEG video data trans 
ferred between the transmission node 101 and the radio node 
103 for the purpose of copyright protection (illegal copy 
prevention) will be considered. 
0113 Note that FIG. 1 shows three nodes, but any nodes 
other than these three nodes may also be connected (this also 
applies to all the other embodiments described below). 
0114 FIG. 2 shows an exemplary internal configuration 
of the transmission node 101. 

0115 The transmission node 101 is a device for storing 
the MPEG video data therein, which transmits the MPEG 
video data through the IEEE 1394 bus 104 according to the 
need. The transmission node 101 has a function for encrypt 
ing the MPEG video data to be transmitted whenever 
necessary, in order to prevent the illegal copying on the 
IEEE 1394 bus at a time of transmission. In addition, the 
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transmission node 101 also has a function for carrying out 
exchange of authentication data, encryption key, etc., with a 
receiving node of the MPEG video data. 

0116. As shown in FIG. 2, this transmission node 101 
comprises an IEEE 1394 interface 401, an AV/C protocol 
processing unit 402 for carrying out AV/C protocol process 
ing, a copy protection processing unit 403 for carrying out 
processing regarding the copy protection within the AV/C 
protocol, an ISO signal transmission and reception unit 404 
for transmitting and receiving data to be exchanged through 
isochronous channels among data transmitted and received 
through the IEEE 1394, an MPEG storage unit 406 for 
storing MPEG video data, and an encryption unit 405 for 
encrypting the MPEG video data by using an encryption key 
K given from the copy protection unit 403, and sending the 
encrypted MPEG video data to the ISO signal transmission 
and reception unit 404. Here, the copy protection unit 403 
has an authentication format (device certificate) Acert. 
0.117 Next, FIG. 3 shows an exemplary internal configu 
ration of the relay node 102. 

0118. The relay node 102 has a function for forwarding 
data (MPEG video data) received from the IEEE 1394 bus 
side to the radio section side, a function for providing 
functions of the radio node as a proxy server of the radio 
node with respect to a node on the IEEE 1394 bus side, and 
a function for providing functions of a node on the IEEE 
1394 bus side as a proxy server of a node on the IEEE 1394 
bus side (the transmission node 101 in this embodiment) 
with respect to a node on the radio section side. 

0119) As shown in FIG. 3, this relay node 102 comprises 
an IEEE 1394 interface 201, a radio interface 202, an AV/C 
protocol processing unit 203, an ISO signal transmission and 
reception unit 204, a radio ISO signal transmission and 
reception unit 205 for transmitting and receiving signals of 
isochronous channels on the radio section side, a 1394 bus 
configuration recognition unit 206 having a function for 
collecting a configuration information of a node on the IEEE 
1394 bus and advertising the own configuration information 
(such as information regarding functions that are provided 
by the own device) on the IEEE 1394, a proxy sub-unit 
configuration unit 207 for disclosing a node and services 
(sub-units) on the radio section side with respect to the IEEE 
1394 bus side as a proxy, accepting commands and the like 
for a node and services on the radio section side as a proxy 
and transmitting them to the radio section side by applying 
a protocol conversion according to the need, or disclosing a 
node and services (sub-units) on the IEEE 1394 side with 
respect to the radio section side as a proxy, accepting 
commands and the like for a node and services on the IEEE 
1394 side as a proxy and transmitting them to the IEEE 1394 
side by applying a protocol conversion according to the 
need, a radio section configuration recognition unit 209 
having a function for collecting a configuration information 
of a node on the radio section and advertising the own 
configuration information (Such as information regarding 
functions that are provided by the own device) on the radio 
section, a copy protection control/forward unit 210 for 
carrying out processing regarding the copy protection and 
transparently forwarding information to be exchanged 
regarding the copy protection processing across the 1394 
bus and the radio section, and a radio node control packet 
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transmission and reception unit 211 for transmitting and 
receiving control packets to be exchanged in the radio 
section. 

0120 Next, FIG. 4 shows an exemplary internal configu 
ration of the radio node 103. 

0121. In the radio section, there is no need to have the so 
called IEEE 1394 protocol (physical layer protocol, link 
layer protocol, etc.) activated, and arbitrary radio protocol 
such as the IEEE 802.11, radio LAN, etc., can be used, but 
in this embodiment, it is assumed that a radio network 
having the so called QOS function (isochronous communi 
cation function) is to be used. Note however that this 
embodiment is not limited to the case where the QOS 
function is required in the radio section. 
0122) In order for the radio node 103 that is not the so 
called IEEE 1394 node to carry out communications with a 
node (the transmission node 101 in this embodiment) con 
nected to the IEEE 1394 bus, the relay node 102 emulates a 
node and functions (sub-units) on the IEEE 1394 bus as 
mentioned above. Namely, from a viewpoint of the radio 
node 103, the relay node 102 functions as the so called proxy 
server for a node and functions on the IEEE 1394 bus side. 
The radio node 103 carries out communications by regard 
ing these node and functions on the IEEE 1394 side as 
functions of the relay node 102 but in reality the relay node 
102 carries out the necessary protocol conversion and data 
transfer. 

0123. As shown in FIG. 4, this radio node 103 comprises 
a radio interface 301, a radio node control packet transmis 
sion and reception unit 302, a copy protection processing 
unit 303, a radio ISO signal transmission and reception unit 
304, a decryption unit 305 for decrypting the received 
encrypted stream (MPEG video, etc.) by using the contents 
key K given from the copy protection unit 303, an MPEG 
decoding unit 306, and a display unit 307 for displaying 
video. 

0.124. As will be described below, the copy protection 
unit 303 of the radio node 103 has an authentication format 
(device certificate) Bcert, which is issued by the same 
issuance organization that issued the authentication format 
Acert of (the video transmission sub-unit of) the transmis 
sion node 101. 

0125 Next, the actual operation sequence for the entire 
MPEG video transmission after applying the copy protection 
will be described with references to an exemplary overall 
sequence shown in FIGS. 5 and 6, an exemplary flow chart 
for the transmission node 101 shown in FIGS. 7 and 8, an 
exemplary flow chart for the relay node 102 shown in FIGS. 
9, 10 and 11, and an exemplary flow chart for the radio node 
103 shown in FIGS. 12 and 13. 

0126 First, the radio node 103 notifies the own configu 
ration information to the relay node 102 (step S501). This 
notification may be carried out by providing an IEEE 1212 
register within the radio node and registering the own 
configuration information therein. The configuration infor 
mation indicates that the own node (radio node) has the 
MPEG decoding/display function, the authentication format 
(device certificate) for the authentication and key exchange 
purpose, etc. Here, the fact that this authentication format 
(device certificate) is a format defined by the specific copy 
protection organization, or the fact that it is the authentica 
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tion format (device certificate) for the copy protection of the 
IEEE 1394, may also be notified at the same time. 
0127 Now, the authentication will be described briefly. 
0128. When contents (data) such as movies or TV pro 
grams for which the copyright should be taken into consid 
eration are to be transferred on the network, these contents 
should be protected by the encryption, because the illegal 
copy would become possible if these data are eavesdropped 
on the network during data transfer. As a measure against the 
eavesdropping, the encryption of data to be transferred is 
effective. 

0129. Another problem is whether there is a possibility of 
transmitting data to someone untrustworthy. For example, 
even in the case of transmitting data in an encrypted form, 
data should not be transmitted in a form that enables the 
cryptoanalysis in the case where the destination node (which 
has a key for decrypting the encryption) is a malicious one 
(that has an intention to make the illegal copy). The authen 
tication is the measure against this problem. Namely, it is a 
mechanism which verifies that the receiving side is someone 
who does not commit any illegal act, before giving a key for 
decrypting the encryption to the receiving side (and the key 
for decrypting the encryption is given only to the receiving 
side node for which the above fact is verified). 
0.130 More specifically, data called “authentication for 
mat (device certificate)” are given in advance to those nodes 
(or sub-units) that are verified as “a node (or sub-unit) that 
does not commit any illegal act' by the authentication 
organization in advance. The fact that a node (or Sub-unit) 
has this “authentication format (device certificate)’ in a 
correct form implies that this node (or sub-unit) can be 
regarded as trustworthy (one that does not commit any 
illegal act). For this reason, the exchange of the authentica 
tion format (device certificate) is carried out between the 
transmitting and receiving nodes (or Sub-units) prior to the 
above described data transfer, and the key for decrypting the 
encryption (or data that is a seed for generating the key) is 
notified only in the case where the authentication format 
(device certificate) is verified as being in a correct form, and 
data encrypted by using that key are transferred on the 
network. 

0131 Now, the radio node 103 is given such an authen 
tication format (device certificate) from the authentication 
organization in advance, and has a "right to receive/playback 
encrypted data in appropriate form' Here, the authentication 
format (device certificate) possessed by the radio node 103 
is assumed to be “Bcert”. 

0.132. The radio node 103 may add the fact that the own 
node has the authentication format (device certificate), to the 
configuration information at a time of notifying the own 
configuration information at the step S501 of FIG. 5 (step 
S801). For example, as shown in FIG. 14, the configuration 
information may contain information that this radio node 
103 has the MPEG decoding/display function, that this 
function has the authentication format (device certificate), 
that this authentication format (device certificate) is issued 
by So and so issuance organization, etc. 
0133) Note that, as a method by which the relay node 102 
recognizes the configuration of the radio node 103, it is also 
possible to use a method in which the relay node 102 
transmits a packet for inquiring the configuration to the radio 
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node 103, and the radio node 103 responds to this query, 
instead of the above described method. 

0134) Now, the relay node 102 that received this con 
figuration information checks that the radio node 103 has the 
authentication format (device certificate) and the MPEG 
decoding/display function (step S701). 
0135) In order to notify that the radio node 103 has the 
MPEG decoding/display function to a node on the IEEE 
1394 bus side, the relay node 102 advertises this MPEG 
decoding/display function as the own Sub-unit of the relay 
node 102 to the IEEE 1394 bus side (step S502). More 
specifically, the relay node 102 registers that “the own node 
has the MPEG decoding/display function” in the IEEE 1212 
register, or returns a reply indicating that the own node has 
the MPEG decoding/display Sub-unit upon receiving a query 
regarding the Sub-unit configuration by the AV/C protocol 
(such that a node connected to the IEEE 1394 recognizes 
that this function exists in the relay node 102). 
0136. To this end, the relay node 102 has a proxy table 
208 inside the proxy sub-unit configuration unit 207. The 
proxy table 208 is a table registering the correspondence 
between a form in which the relay node 102 is advertising 
as a proxy and its actual substance, as shown in FIGS. 15 and 
16. 

0137 Here, the MPEG decoding/display function of the 
radio node 103 is advertised as the sub-unit of the relay 
node, as shown in FIG. 15 (steps S702, S703). 
0138. As a result, the structure of the relay node 102 as 
seen from the transmission node 101 appears as shown in 
FIG. 17 (step S601). 
0.139. The above description is directed to the IEEE 1394 
bus side, but the same relationship also holds in the radio 
section. Namely, the relay node 102 surveys instruments, 
services, sub-unit configuration, etc. on the IEEE 1394 bus 
side and provides their proxy services with respect to the 
radio section side. As a result, the setting as shown in FIG. 
16 is made and the structure of the relay node 102 as seen 
from the radio node appears as shown in FIG. 18. 
0140. Now, the transmission node 101 that recognized 
that there is an MPEG decoding/display sub-unit in the relay 
node 102 establishes an isochronous channel #x on the 1394 
bus and issues a command of “connect (a plug (a plug in the 
AV/C as specified by the 1394 TA, for example) for receiv 
ing) this isochronous channel #x with the MPEG decoding/ 
display sub-unit, and display the video' in the AV/C protocol 
(steps S503, S602), for the purpose of transferring the 
MPEG video to this sub-unit. The transmission node 101 
interprets that this sub-unit exists in the relay node 102 so 
that the destination of the command is the relay node 102. 
0141. The relay node 102 that received this command 
(step S704) interprets the received command packet, recog 
nizes that this command is a command with respect to the 
MPEG decoding/display sub-unit for which the proxy ser 
vice is provided by the own node, refers to the proxy table 
208, and recognizes that the substance to which this com 
mand is directed exists in the radio node 103 (step S705). 
0142 Consequently, in order to forward data received 
through the isochronous channel #x of the IEEE 1394 bus to 
the radio node side, the isochronous channel (ity) in the radio 
section is reserved (step S706), and the ISO signal trans 
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mission and reception unit 204 (that receives the isochro 
nous channel #X) and the radio ISO signal transmission and 
reception unit 205 (that transmits the isochronous channel 
ity) are connected, such that the input data (ISO data) 
entered from the 1394 interface 201 can be forwarded to the 
radio section (steps S504, S707). 
0.143. In addition, a command “data will be transmitted 
through the radio isochronous channel fly so that receive 
them, enter them into an MPEG decoder, and display the 
decoding result on a display' is transmitted to the radio node 
103 in a form of a radio node control packet (steps S505, 
S708). 
014.4 FIG. 19 shows an exemplary format of this radio 
node control packet. 
0145 As shown in FIG. 19, this packet has a content that 
urges the radio node 103 to transfer data (MPEG video) 
received through the radio isochronous channel ify to the 
MPEG decoding/display function and display them. In addi 
tion, information regarding the Sub-unit (the video transmis 
sion function of the relay node 102; actually, it advertises as 
having this function as a proxy for the transmission node 
101) that transmits this data (MPEG video) is also notified 
in this packet. (That is, the source of the data is notified in 
this packet.) 

0146 The radio node 103 that received this packet rec 
ognizes that data will be transmitted through the radio 
isochronous channel fly (step S802). The radio node 103 
recognizes the source of these data as the video transmission 
sub-unit of the relay node 102 (actually, the data source is 
the transmission node 101, as mentioned above). For this 
reason, information indicating that “the Source of data 
transmitted through this radio isochronous channel is the 
video transmission sub-unit of the relay node 102” may also 
be included in this radio node control packet. 

0.147. After that, the transmission node 101 transfers the 
encrypted MPEG video through the isochronous channel #x 
(steps S603, S506). The relay node 102 that received these 
data forwards them to the radio section, as has been set up 
previously (steps 709, S507). 

0.148. The relay node 102 can recognize that received 
data are encrypted data when the encrypted MPEG video 
data are received at the step S506, but it recognizes that there 
is a need to transfer them to the radio network side so that 
it forwards them as they are. It may also memorize the fact 
that the authentication and key exchange procedure is nec 
essary later on. 
0149. In this way, the encrypted MPEG video reaches to 
the radio node 103 (step S803). This MPEG video may 
contain a node ID of the relay node 102 as the source 
address. For this reason, the radio node 103 can recognize 
that this MPEG video has arrived from the relay node 102. 
but as the radio node 103 does not have the key K for 
decrypting the encryption (or data that is a seed for gener 
ating that key) at this point, it cannot decrypt the encryption 
and take out the original MPEG video in this state. At this 
point, the radio node 103 recognizes that the authentication 
procedure with the source of the MPEG video is necessary. 
0.150 Consequently, (the copy protection processing unit 
303 of) the radio node 103 transmits the authentication 
request to the source of the encrypted data. As already 
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mentioned above, the radio node 103 recognizes (a sub-unit 
with a Sub-unit type=video transmission Sub-unit and a 
sub-unit ID=b (where b=0) within) the relay node 102 as the 
Source of the encrypted data. 

0151. Also, as in S521 of FIG. 5, a query “A sub-unit with 
the sub-unit type=MPEG decoding/display sub-unit and the 
sub-unit ID=c (where c=0) is receiving the radio isochro 
nous channel ify at the radio node. Which sub-unit is 
transmitting the encrypted data to the radio isochronous 
channel fly?' may be transmitted to the relay node 102. In 
response, the relay node 102 returns a reply “A sub-unit 
ID=0 of the video transmission sub-unit is transmitting to 
the radio isochronous channeliy” (steps S522, S731, S831). 
In this way, the radio node 103 can recognize that the target 
of the authentication is the video transmission sub-unit of 
the relay node 102. 

0152. In this way, the destination of the authentication 
request is recognized and the authentication request is 
transmitted to (a sub-unit ID=0 of the video transmission 
sub-unit within) the relay node 102. In this transmission, the 
destination of the authentication request packet may be set 
as “(a sub-unit ID=0 of) the video transmission sub-unit of 
the relay node', or information indicating “(a sub-unit ID=0 
of) the video transmission sub-unit may be entered at 
arbitrary position in the authentication request packet so as 
to explicitly indicate that the authentication request target is 
(a sub-unit ID=0 of) the video transmission sub-unit. In the 
former case, it implies that the authentication and key 
exchange procedure is contained in each Sub-unit of the 
relay node. In the latter case, it implies that a specific 
processing unit provided in the relay node carries out the 
authentication and key exchange for all Sub-units collec 
tively. 

0153. At that point, the authentication format (device 
certificate) Bcert of the radio node 103 is attached to the 
authentication request (step S804, S508). This Bcert may be 
the authentication format (device certificate) of the MPEG 
decoding/display sub-unit of the radio node 103. Note that 
the copy protection processing unit may provide the authen 
tication format (device certificate) for each sub-unit ID 
instead of that for each sub-unit (each sub-unit type). 
0154) The relay node 102 that received the authentication 
request (step S710) refers to the proxy table 208 and 
recognizes that the request target of this authentication 
request is actually (a sub-unit ID=a (where a=0) of the video 
transmission sub-unit of) the transmission node 101. 
0155 The relay node 102 may transmit a query “A 
sub-unit ID=0 of the MPEG decoding/display sub-unit is 
receiving the isochronous channel #X at the relay node. 
Which sub-unit of the transmission node is transmitting the 
encrypted data to the isochronous channel #x?” to the 
transmission node 101 (steps S525, S631, S732). In 
response, the transmission node 101 returns a reply “A 
sub-unit ID=0 of the video transmission sub-unit is trans 
mitting to the isochronous channel #x' (steps S524, S631, 
S732). 
0156. In this way, when the partner of the authentication 
request is recognized, the authentication request received at 
the step S508 is forwarded to the transmission node 101 
without changing its content (by leaving Bcert, etc. 
unchanged). Namely, the relay node can transparently trans 
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fers the destination address, the authentication format 
(device certificate) of sub-units other than the sub-unit that 
is the destination of the authentication request, etc. 
0157 At a time of transferring the authentication request, 
the destination of the authentication request packet may be 
set as (a sub-unit ID=0 of) the video transmission sub-unit, 
or information indicating that Sub-unit may be entered at 
arbitrary position in the authentication request packet so as 
to explicitly indicate that the authentication request target is 
that Sub-unit, as mentioned above. 

0158 Here, by forwarding the authentication request 
without changing its content, the authentication request 
reaches to the transmission node 101 in its original form, so 
that the actual-authentication procedure will proceed 
between the transmission node 101 and the radio node 103, 
and moreover it is possible to carry out the above procedure 
without revealing information such as the value of the key 
that becomes apparent as a result of the authentication, with 
respect to the other nodes including the relay node 102. 

0159. The transmission node 101 that received the 
authentication request interprets this as the authentication 
request that comes from the MPEG decoding/display sub 
unit of the relay node 102 (step S604). Then, an ID (Bdid) 
for identifying the MPEG decoding/display sub-unit of the 
radio node 103 is extracted from Bcert (step S605), and 
using this, the similar authentication request is attempted 
with respect to the Source of the authentication request. 
However, the transmission node 101 is not aware that Bcert 
is the authentication format (device certificate) of the radio 
node 103 and regards it rather as the authentication format 
(device certificate) of (the MPEG decoding/display sub-unit 
of) the relay node 102. 
0.160 This authentication request contains the authenti 
cation format (device certificate) Acert of (the video trans 
mission sub-unit) of the transmission node 101 and Bdid. 
Here, the transmission node 101 interprets (the MPEG 
decoding/display sub-unit of) the relay node 102 as the 
source of the authentication request (step S509), so that the 
relay node 102 also becomes the destination of this authen 
tication request (steps S606, S510). 
0161 The relay node 102 that received this (step S712) 
refers to the proxy table 208, recognizes that the actual 
request target of this authentication procedure is (the MPEG 
decoding/display function of) the radio node 103, and for 
wards this authentication request to the radio node 103 
without changing its content (by leaving Acert, etc. 
unchanged) (steps S511, S713). The source of this authen 
tication request is the relay node 102. 

0162 The radio node 103 that received this interprets that 
it is the authentication request that comes from the video 
transmission sub-unit of the relay node 102 (step S805). 
Then, an ID (Adid) for identifying the video transmission 
sub-unit of the transmission node 101 is extracted from 
Acert, and the remaining procedure necessary for the 
exchange of the authentication key is attempted with respect 
to the source of the authentication request. Note that, in this 
case, the radio node 103 is not aware that Acert is the 
authentication format (device certificate) of the transmission 
node 101, and regards it rather as the authentication format 
(device certificate) of (the video transmission sub-unit of) 
the relay node 102. 
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0163 As the remaining procedure necessary for the 
exchange of the authentication key, the radio node 103 
transmits a authentication and key exchange procedure 
packet to (a node that is interpreted by the radio node as) the 
Source of the authentication request. In this authentication 
and key exchange procedure packet, a key exchange initial 
value, a signature, a device ID (Adid) of (the vide transmis 
sion Sub-unit of) the transmission node that was contained in 
Acert, etc., are contained (step S806). Here, the radio node 
103 is interpreting (the video transmission sub-unit of) the 
relay node 102 as the source of the authentication request 
(step S511) so that the relay node 102 also becomes the 
destination of this authentication request. 

0164. The relay node 102 that received this refers to the 
proxy table 208, recognizes that the actual request target of 
this authentication procedure is (the video transmission 
sub-unit of) the transmission node 101, and forwards this 
authentication procedure packet to the transmission node 
101 without changing its content (steps S513, S714). The 
source of this packet is the relay node 102. 

0165. The procedure similar to this is also carried out 
along the direction of transmission node 1014 relay node 
102-eradio node 103 (steps S514, S515, S609, S715, S807). 

0166 Each of the transmission node 101 and the radio 
node 103 that received this authentication procedure packet 
carries out the tampering check as to whether or not the 
received packet has been altered, the check as to whether or 
not the authentication format (device certificate) sent from 
the partner is a correct one, etc., and derives the common 
authentication key Kauth using the given value. This com 
mon authentication key Kauth is a key to be shared between 
(the video transmission Sub-unit of) the transmission node 
and (the MPEG decoding/display function of) the radio 
node, and it becomes possible to share this key Kauth 
without revealing it to anyone other than these two (the 
transmission node 101 and the radio node 103) at this point 
(steps S607, S608, S808). 

0167 Using this authentication key Kauth, it becomes 
possible to calculate the contents key K for actually carrying 
out the MPEG stream encryption. The detailed procedure for 
this calculation will be omitted here, but it may be made 
such that the calculation of the contents key K becomes 
possible by separately sending a value of the exchange key 
or the seed from the transmission node 101 to the radio node 
103 as in the copy protection scheme (5C scheme) of the 
IEEE 1394 (steps S518, S519). 

0168 In this way, the value of the contents key K can be 
shared between (the video transmission sub-unit of) the 
transmission node 101 and (the MPEG decoding/display 
function of) the radio node 103. 
0169. The transmission node 101 encrypts the MPEG 
video to be transmitted by using the contents key K at the 
encryption unit 405 (step S610), and transmits this to (the 
MPEG decoding/display sub-unit of) the relay node 102 
through the isochronous channel #x of the 1394 bus (steps 
S516, S611). 

0170 The relay node 102 transmits the encrypted MPEG 
video that is transmitted from the transmission node 101 
through the isochronous channel #X to the radio isochronous 
channel #y, from the ISO signal transmission and reception 
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unit 204 through the radio ISO signal transmission and 
reception unit 205 (steps S517, S716). 
0171 The radio node 103 that received this decrypts the 
encrypted MPEG video by using the value of the contents 
key K (step S809, S810). The decrypted MPEG video data 
are then decoded by the MPEG decoding unit 306 (step 
S811) and decoded data are playbacked at the display unit 
307 (step S812). 
0.172. In this way, even in the interconnected environ 
ment where the proxy node exists between the 1394 bus and 
the radio network, it is possible to carry out the authentica 
tion procedure and the key exchange procedure between 
nodes (the transmission node 101 and the radio node 103 in 
this embodiment) end-to-end, and moreover it is devised 
such that its content cannot be known by the other nodes 
including the relay node 102. Also, in the transfer of data 
that require the contents protection such as the actual MPEG 
Video, etc., data are encrypted throughout the entire route so 
that the copying is impossible and therefore the safe data 
transfer is possible. As a result, it becomes possible to carry 
out the data transfer that accounts for the copy protection 
even in Such an interconnected environment. 

0.173) Note that, in this embodiment, the authentication 
procedure, the encryption key exchange procedure, etc. are 
carried out in units of sub-units of the nodes, but it is also 
possible to carry out these in units of radio nodes. An 
example for carrying out these in units of nodes will be 
described in the second embodiment which can be applied to 
this embodiment as well. 

0.174 Also, in this embodiment, the procedure for the 
authentication and the key exchange is carried out after 
receiving the encrypted data, but this procedure may be 
carried out prior to the encrypted data receiving. For 
example, this procedure may be carried out at a time of 
activation of the device or corresponding application. 

Second Embodiment 

0175 Referring now to FIG. 20 to FIG. 39, the second 
embodiment of a relay device and a communication device 
according to the present invention will be described in detail. 
0176). In the first embodiment, the authentication proce 
dure and the key exchange procedure are directly carried out 
by the transmission node and the radio node. Namely, (the 
Video transmission Sub-unit of) the transmission node and 
(the MPEG decoding/display function of) the radio node 
directly carry out the mutual authentication, the encryption 
key exchange procedure and the encrypted data exchange. In 
this case, the relay node functions as a proxy of the MPEG 
decoding/display function of the radio node with respect to 
the transmission node, and as a proxy of the video trans 
mission Sub-unit of the transmission node with respect to the 
radio node, but in the above described authentication pro 
cedure and encrypted data exchange, the relay node simply 
forwards these data to a sub-unit or a function for which it 
is functioning as a proxy. 

0177. In contrast, in the second embodiment, an exem 
plary case of terminating the series of copy protection 
procedure, that is, the authentication procedure and the 
encrypted data exchange, at the relay node will be described. 
Namely, each copy protection procedure is closed between 
the transmission node and the relay node, and between the 
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relay node and the radio node. In other words, the relay node 
of this embodiment also provides the proxy services with 
respect to the transmission node or the radio node, but for the 
copy protection, the relay node itself has the authentication 
format (device certificate) and the relay node itself termi 
nates a responsibility for the encrypted MPEG data transfer 
in the 1394 bus section as well as the encrypted MPEG data 
transfer in the radio section. 

0178 FIG. 20 shows an exemplary overall configuration 
of a home network at some home, which is basically the 
same as in the first embodiment. 

0179 FIG. 21 shows an exemplary internal configuration 
of the transmission node 2101, which is also basically the 
same as in the first embodiment. 

0180 FIG.22 shows an exemplary internal configuration 
of the relay node 2102. Similarly as in the first embodiment, 
the relay node 2102 has a function for providing functions 
of the radio node as a proxy server of the radio node with 
respect to a node on the IEEE 1394 bus side, and a function 
for providing functions of a node on the IEEE 1394 bus side 
as a proxy server of a node (the transmission node 2101 in 
this embodiment) on the IEEE 1394 bus side with respect to 
a node on the radio section side. 

0181 Also, the relay node 2102 has a function for 
forwarding data (MPEG video data) received from the IEEE 
1394 bus side to the radio section side, but the relay node 
2102 of the second embodiment differs from that of the first 
embodiment in that the procedure related to the copy pro 
tection Such as authentication and data encryption, etc., is 
terminated at the relay node 2102 both in the IEEE 1394 bus 
section and in the radio section, an IEEE 1394 copy pro 
tection processing unit 2208 has the authentication format 
(device certificate) Bcert for the IEEE 1394 bus side, a radio 
section copy protection processing unit 2212 has the authen 
tication format (device certificate) Coert for the radio section 
side, and the encrypted data entered from the isochronous 
channel of the 1394 bus are processed by the sequence of 
reception at the ISO signal transmission reception unit 
2203->decryption at the decryption unit 2204->re-encryp 
tion of the decrypted MPEG video at the encryption unit 
2205->transmission as the radio isochronous signals at the 
radio ISO signal transmission and reception unit 2206. 
0182. The authentication format (device certificate) may 
be provided one for each IEEE 1394 interface or each radio 
section interface, or one for each Sub-unit (including proxy) 
(for each Sub-unit type). 
0183 Here, it is assumed that Acert and Bcert are the 
authentication formats (device certificates) that were issued 
by the same authentication organization (the authentication 
organization responsible for the IEEE 1394 copy protec 
tion), but the authentication formats (device certificates) of 
the radio section (CCert and Dcert to be described below) 
may or may not be issued by the same authentication 
organization, so that the authentication formats (device 
certificates) issued by a different authentication organization 
that is responsible for the radio section may be used. 
0184 Next, FIG. 23 shows an exemplary internal con 
figuration of the radio node 2103, which is basically the 
same as that of the first embodiment except that a copy 
protection processing unit 2303 has the authentication for 
mat (device certificate) Dcert for the radio section. 
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0185. Next, the actual operation sequence for the entire 
MPEG video transmission after applying the copy protection 
will be described with references to an exemplary overall 
sequence shown in FIGS. 24 and 25, an exemplary flow 
chart for the transmission node 2101 shown in FIGS. 26 and 
27, an exemplary flow chart for the relay node 2102 shown 
in FIGS. 28, 29, 30 and 31, and an exemplary flow chart for 
the radio node 2103 shown in FIGS. 32 and 33. 

0186 First, the radio node 2103 notifies the own con 
figuration information to the relay node 2102 (step S2501). 
The configuration information indicates that the own node 
(radio node) has the MPEG decoding/display function, the 
authentication format (device certificate) for the authentica 
tion purpose, etc. Here, the fact that this authentication 
format (device certificate) is an authentication format 
(device certificate) for the radio section may also be notified 
(step S2801). 
0187. The relay node 2102 that received this configura 
tion information checks that the radio node 2103 has the 
authentication format (device certificate) and the MPEG 
decoding/display function (step S2701). Similarly as in the 
first embodiment, the relay node 2102 advertises this MPEG 
decoding/display function as the own Sub-unit of the relay 
node 2102 to the IEEE 1394 bus side (step S2502), using the 
IEEE 1212 register or the AV/C protocol, etc. 
0188 To this end, the relay node 2102 has a proxy table 
2214 inside the proxy sub-unit configuration unit 2210. The 
proxy table 2214 is basically similar to that of the first 
embodiment, which is a table registering the correspondence 
between a form in which the relay node 2102 is advertising 
as a proxy and its actual substance, as shown in FIGS. 35 and 
36. 

0189 Here, the MPEG decoding/display function of the 
radio node 2103 is advertised as the sub-unit of the relay 
node, as shown in FIG. 34 (steps S2702, S2703). 
0190. As a result, the structure of the relay node 2102 as 
seen from the transmission node 2101 appears as shown in 
FIG. 36 (step S2601). 
0191). The above description is directed to the IEEE 1394 
bus side, but the same relationship also holds in the radio 
section, similarly as in the first embodiment. Namely, the 
relay node 2102 surveys instruments, services, sub-unit 
configuration, etc. on the IEEE 1394 bus side and provides 
their proxy services with respect to the radio section side. As 
a result, the setting as shown in FIG. 35 is made and the 
structure of the relay node 2102 as seen from the radio node 
appears as shown in FIG. 37. 
0.192 Now, the transmission node 2101 that recognized 
that there is an MPEG decoding/display sub-unit in the relay 
node 2102 establishes an isochronous channel #x on the 
1394 bus and issues a command of “connect (a plug for 
receiving) this isochronous channel #x with the MPEG 
decoding/display Sub-unit, and display the video' in the 
AV/C protocol (steps S2503, S2602), for the purpose of 
transferring the MPEG video to this sub-unit. The transmis 
sion node 2101 interprets that this sub-unit exists in the relay 
node 2102 so that the destination of the command is the 
relay node 2102. 
0193 The relay node 2102 that received this command 
(step S2704) interprets the received command packet, rec 
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ognizes that this command is a command with respect to the 
MPEG decoding/display sub-unit for which the proxy ser 
vice is provided by the own node, refers to the proxy table 
2210, and recognizes that the substance to which this 
command is directed exists in the radio node 2103 (step 
S2705). 
0194 Here, it is assumed that the radio section of FIG. 20 

is a QOS compatible radio LAN which is capable of 
transferring data up to the destination without any quality 
degradation Such as packet loss or delay as long as the 
prescribed procedure is followed. On this radio LAN, the 
data are transferred in forms of a radio frame having a 
format similar to the Ethernet frame, that is, a format of 
“source address, destination address, data” as shown in FIG. 
38. 

0.195 Here, in order to forward data received through the 
isochronous channel #x of the IEEE 1394 bus to the radio 
node side, the QOS set up in the radio section may be carried 
out, and the ISO signal transmission and reception unit 2203 
(that receives the isochronous channel ix) and the radio ISO 
signal transmission and reception unit 2206 (that transmits 
the radio frames with guaranteed QOS) may be connected as 
indicated by a dashed line in FIG. 22 (because the decryp 
tion cannot be carried out yet), such that the ISO input data 
entered from the 1394 interface 2201 can be forwarded to 
the radio section as it is (steps S2504, S2706, S2707). 
0196. In addition, a command “data will be transmitted 
through the radio frames so that receive them, and display 
the result on a display' is transmitted to the radio node 103 
in a form of a radio node control packet (steps S505, S708, 
S2802). For this control protocol, the IEEE 1394 AV/C 
protocol, IEC 61883 protocol, or their modifications may be 
used. As will be described below, in this embodiment, there 
is no concept of isochronous channel on the radio LAN but 
a field called source ID (SID) is provided in data to be 
transferred such that each node that is transmitting QOS data 
to the radio section can uniquely identify the QOS data that 
is being transferred, and this SID value can be used for the 
Judgement of the data flow, as in the isochronous channel of 
the IEEE 1394. FIG. 39 shows an exemplary format of this 
radio node control packet. The Source of this packet is the 
relay node 2102. 
0197) The radio node 2103 that received this packet 
recognizes that data will be transferred with QOS by having 
SID value of a attached thereto. 

0198 After that, the transmission node 2101 transfers the 
encrypted MPEG video through the isochronous channel #x 
(steps S2603, S2506). The contents key is assumed to be K1. 
This encryption key is derived as a function of the exchange 
key or seed to be described below. 
0199 Also, the frame for transmitting this encrypted 
MPEG video may contain “transmission node ID' for iden 
tifying the transmission node, besides the isochronous chan 
nel number. 

0200. The relay node 2102 that received these data rec 
ognizes that data are encrypted, refers to the “transmission 
node ID' contained in the received data for example, rec 
ognizes that this data is transmitted by the transmission node 
2101 (step S2709), and carries out the authentication target 
query with respect to the transmission node 2101 in order to 
ascertain “which sub-unit of the transmission node 2101 is 
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transmitting these data through the isochronous channel #x' 
(step S2507, S2710). At this point, the isochronous channel 
number (ix) through which data are transferred is described 
therein so that the transmission node 2101 can identify the 
Sub-unit that is transmitting data, and the own Sub-unit that 
received these data (the sub-unit ID=0 of the MPEG decod 
ing/display sub-unit of the relay node 2102 in this embodi 
ment) is also notified. This plays the role of notifying the 
authentication target as seen from the transmission node 
2101 

0201 Note that this authentication target query packet 
and the authentication target reply packet to be described 
below may have data encrypted or hashed by the private key 
of the authentication organization as an electronic signature, 
so as to be able to confirm the absence of alteration, etc. 

0202) Now, the transmission node 2101 that received the 
authentication target query (step S2604) recognizes that the 
Sub-unit that is receiving data transmitted to the isochronous 
channel #x is the MPEG decoding/display sub-unit of the 
relay node 2102, and notifies that the sub-unit that is 
transmitting data to the isochronous channel #X is the video 
transmission sub-unit (sub-unit ID=0), to the relay node 
2102 as the authentication target reply packet (step S2508, 
S2605). 
0203. In this way, the relay node 2102 can recognize that 
the Sub-unit that is transmitting data to the isochronous 
channel #X is the video transmission Sub-unit (Sub-unit 
ID=0) of the transmission node 2101 (step S2711). 
0204 The (MPEG decoding/display sub-unit proxy func 
tion of the) relay node 2102 that recognized that the sub-unit 
that is transmitting data to the isochronous channel #X is the 
video transmission sub-unit of the transmission node 2101 
then carries out the authentication request with respect to the 
video transmission sub-unit of the transmission node 2101. 
This authentication request is transferred along with the 
authentication format (device certificate) (Bcert) of the relay 
node or the MPEG decoding/display sub-unit of the relay 
node (steps S2509, S2606, S2607, S2712). This exchange of 
the authentication request and the authentication format 
(device certificate) is also carried out from (the video 
transmission sub-unit of) the transmission node 2101 with 
respect to (the MPEG decoding/display sub-unit of) the 
relay node 2102, similarly as in the first embodiment (steps 
S2510, S2608, S2713, S2714). The information regarding 
the Sub-unit is also exchanged at the authentication and key 
exchange in this second embodiment so that the key to be 
used can be made different even for communications 
between the same devices when the Sub-unit that is carrying 
out communication is different. 

0205 After completing the mutual authentication, these 
two nodes carry out the authentication and key exchange 
procedure similarly as in the first embodiment (steps 
S25111, S25112, S2609, S2715) so as to share the authen 
tication key Kauth1. Using this authentication key, the 
transmission node 2101 carries out the transfer of the 
exchange key or seed to the relay node 2102 (steps S2512. 
S2610, S2716), so that it becomes possible for the relay node 
2102 to ascertain the value of the contents key K1 (step 
S2717). 
0206. The MPEG video encrypted by using the contents 
key K1 that is transferred thereafter (via the isochronous 
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channel #x) (steps S2513, S2611, S2612) is decrypted at the 
relay node 2102 (steps S2514, S2718), re-encrypted by 
using the contents key K2 that is separately provided for the 
radio section (steps S2515, S2516. S2719), and transmitted 
to the radio node 2103 in a form that guarantees QOS on the 
radio section (steps S2517, S2720, S2803). At this point, the 
MPEG video passes through a path of the ISO signal 
transmission and reception unit 2203, the decryption unit 
2204, the encryption unit 2205, and the radio ISO signal 
transmission and reception unit 2206. 
0207 As described above, data may be transmitted by 
attaching a value unique at the relay node 2102 called Source 
ID such that the relay node 2102 can identify data that is 
being transmitted to the radio section side at this point. Here, 
this unique value is assumed to be C. Namely, the data with 
the value C. attached are data received from the isochronous 
channel #x of the IEEE 1394 (that are decrypted by using the 
contents key K1 and re-encrypted by using the contents key 
K2). The relay node 2102 is recognizing that data that are 
transmitted to the radio section by attaching the SID value 
C. are data transmitted from the proxy function of the video 
transmission Sub-unit on the radio section side of the own 
device. 

0208. The operation of the radio node 2103 that received 
these data are basically the same as the operation of the relay 
node 2102 that received the encrypted data as described 
above. 

0209 Namely, the radio node 2103 that received these 
data recognizes that data are encrypted, refers to the “source 
address' contained in the received data for example, recog 
nizes that this data is transmitted by the relay node 2102, and 
carries out the authentication target query with respect to the 
relay node 2102 in order to ascertain “which sub-unit of the 
relay node 2102 is transmitting these data by attaching the 
value C. thereto' (step S2518, S2804). 
0210. At this point, the SID value (C) with which data are 
transferred is described therein so that the relay node 2102 
can identify the Sub-unit that is transmitting data, and the 
receiving side sub-unit that received these data (the sub-unit 
ID=0 of the MPEG decoding/display sub-unit of the radio 
node 2103 in this embodiment) is also notified. This plays 
the role of notifying the authentication target as seen from 
the relay node 2102. 
0211 The relay node 2102 that received the authentica 
tion target query (step S2721) recognizes that the Sub-unit 
that is receiving data transmitted with the SID=C. is the 
MPEG decoding/display sub-unit of the radio node 2103, 
and notifies that the Sub-unit that is transmitting data by 
attaching the SID=C. thereto is the video transmission sub 
unit, to the radio node 2103 as the authentication target reply 
packet (step S2519, S2722, S2805). 
0212. In this way, the radio node 2103 can recognize that 
the sub-unit that is transmitting data by attaching the SID=C. 
thereto is the video transmission sub-unit of the relay node 
2102. 

0213) The (MPEG decoding/display sub-unit of the) 
radio node 2103 that recognized that the sub-unit that is 
transmitting data by attaching the SID=C. thereto is the video 
transmission sub-unit of the relay node 2102 then carries out 
the authentication request with respect to the video trans 
mission sub-unit of the relay node 2102 (steps S2520, 
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S2723, S2724, S2806). This authentication request is trans 
ferred along with the authentication format (device certifi 
cate) (Dcert) of the radio node (or the MPEG decoding/ 
display sub-unit of the radio node). This exchange of the 
authentication request and the authentication format (device 
certificate) is also carried out from (the video transmission 
sub-unit of) the relay node 2102 with respect to (the MPEG 
decoding/display sub-unit of) the radio node 2103 (steps 
S2521, S2725, S2807). 
0214. After completing the mutual authentication, these 
two nodes carry out the authentication and key exchange 
procedure (steps S2522, S2523, S2726, S2808) so as to 
share the authentication key Kauth2. Using this authentica 
tion key, the relay node 2102 carries out the transfer of the 
exchange key or seed to the radio node 2103 (steps S2524, 
S2727, S2809), so that it becomes possible for the radio 
node 2103 to ascertain the value of the contents key K2 (step 
S2810). 
0215 Note that, in the above description, the authentica 
tion and key exchange between the transmission node and 
the relay node, and the authentication and key exchange 
between the relay node and the radio node are carried out 
sequentially in this order, but their order may be reserved, or 
both of them may be carried out in parallel. 
0216) The MPEG video encrypted by using the contents 
key K1 that is transferred thereafter (steps S2525) is 
decrypted at the relay node 2102 (steps S2526), re-encrypted 
by using the contents key K2 that is separately provided for 
the radio section (steps S2527, S2528, S2728), and trans 
mitted to the radio node 2103 in forms of radio frames to 
which the SID=C. is attached (steps S2529, S2729). 
0217. This time, the radio node 2103 can calculate the 
content key K2 using the exchange key or seed acquired 
earlier, so that the received data are decrypted (steps S2530, 
S2811), and playbacked at the display unit 2307 (step 
S2812). 
0218. In this way, even in the interconnected environ 
ment where the proxy node exists between the 1394 bus and 
the radio network, it is possible to carry out the transfer of 
data that require the contents protection Such as the actual 
MPEG video, etc., in such a way that data are encrypted 
throughout the entire route so that the copying is impossible 
and therefore the safe data transfer is possible, as the 
authentication procedure and the key exchange procedure 
are carried out by the relay node and the transmission node, 
and by the relay node and the reception node, at their 
respective sections. As a result, it becomes possible to carry 
out the data transfer that accounts for the copy protection 
even in Such an interconnected environment. 

0219. Of course, there is a possibility of data copying at 
a portion where "raw MPEG data flows in the relay node 
2102, or more specifically between the decryption unit 2204 
and the encryption unit 2205, so that it is advantageous to 
provide a measure against the data copying at this portion 
(such as forming the decryption unit and the encryption unit 
as a single LSI, for example) so that the eavesdropping of 
data (illegal copying) by attaching a probe to this portion 
becomes practically impossible. 

Third Embodiment 

0220 Referring now to FIG. 40 to FIG. 54, the third 
embodiment of a relay device and a communication device 
according to the present invention will be described in detail. 
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0221 FIG. 40 shows an exemplary overall configuration 
of networks. In this embodiment. As shown in FIG. 40, in this 
third embodiment, an IEEE 1394 bus 6104 which is a home 
network of some home and a public network (which is 
assumed to be the Internet here as an example but may be a 
telephone network, etc.) 6105 are connected by a home 
gateway 61-2, and the exchange of data such as video data 
is to be carried out between a transmission node 6101 and a 
reception node 6103 after carrying out the authentication 
procedure and the encryption procedure. Here, it is assumed 
that (an access network portion of) the Internet 6105 has a 
very narrow communication bandwidth compared with the 
IEEE 1394 bus 6104 so that the video data (which are 
assumed to be MPEG2 video data as an example) exchanged 
on the IEEE 1394 bus cannot be transmitted directly because 
of the lack of bandwidth, and for this reason the transmission 
is to be carried out after applying the transcoding, that is, the 
code conversion from MPEG2 codes to MPEG4 codes, at 
the home gateway 6102. 
0222. In this third embodiment, similarly as in the second 
embodiment, the series of copy protection procedure, that is 
the authentication procedure and the encrypted data 
exchange, is terminated at the home gateway. Namely, each 
copy protection procedure is closed between the transmis 
sion node and the home gateway, and between the home 
gateway and the reception node. In this embodiment, the 
home gateway also provides the proxy services with respect 
to the transmission node or the reception node, but for the 
copy protection, the home gateway itself has the authenti 
cation format (device certificate) and the home gateway 
itself terminates a responsibility for the encrypted MPEG 
data transfer in the 1394 bus section and the radio section. 

0223 FIG. 41 shows an exemplary internal configuration 
of the transmission node 6101, which is basically the same 
as in the above embodiments. 

0224 FIG. 42 shows an exemplary internal configuration 
of the home gateway 6102. The basic configuration of the 
home gateway 6102 is the similar to that of the relay node 
of the second embodiment except that it has an Internet 
interface 6202 instead of the radio interface, a proxy home 
page creation unit 6210 instead of the proxy sub-unit con 
figuration unit, a home page creation and storage unit 6211, 
and an MPEG2/MPEG4 conversion unit 6214 between the 
decryption unit 6204 and the encryption unit 6205. Each of 
these differences will be described in detail below. 

0225. The home gateway 6102 has a function for pro 
viding functions of a node on the IEEE 1394 bus side as a 
proxy server of a node on the IEEE 1394 bus side (the 
transmission node 6101 in this embodiment) with respect to 
a node on the Internet side. The service provided by the 
transmission node 6101 (the video transmission service in 
this embodiment) is accessible through a home page pro 
vided by the home gateway 6102. Here, from a viewpoint of 
the reception node 6103, the service of the transmission 
node 6101 appears through the home page of the home 
gateway 6102 so that it may be interpreted as the service on 
the IP (Internet) that is provided by the home gateway 6102. 
0226. Also, similarly as in the second embodiment, the 
home gateway 6102 has a function for forwarding data 
(MPEG2 video data) received from the IEEE 1394 bus side 
to the Internet side, but the procedure related to the copy 
protection Such as authentication and data encryption, etc., 
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is terminated at the home gateway 6102 both in the IEEE 
1394 bus section and in the Internet section. An IEEE 1394 
copy protection processing unit 6208 has the authentication 
format (device certificate) Bcert for the IEEE 1394 bus side, 
while an Internet side copy protection processing unit 6212 
has the authentication format (device certificate) Ccert for 
the Internet section side, and the encrypted data entered from 
the isochronous channel of the IEEE 1394 bus are processed 
by the sequence of reception at the ISO signal transmission 
reception unit 6203->decryption at the decryption unit 
6204->transcoding of the decrypted MPEG2 video to 
MPEG4 video at the MPEG2/MPEG4 conversion unit 
6214->re-encryption of the MPEG4 video at the encryption 
unit 6205->transmission to the Internet side at the AV signal 
transmission and reception unit 6206. 
0227 Here, it is assumed that Acert and Bcert are the 
authentication formats (device certificates) that were issued 
by the same authentication organization (the authentication 
organization responsible for the IEEE 1394 copy protec 
tion), but the authentication formats (device certificates) of 
the Internet section (CCert and Dcert to be described below) 
may or may not be issued by the same authentication 
organization, so that the authentication formats (device 
certificates) issued by a different authentication organization 
that is responsible for the Internet section may be used. 
0228 Note that, in this embodiment, the authentication 
formats (device certificates) (Acert, Bcert, Ccert, Dcert) are 
provided one for each sub-unit (each Sub-unit type) or one 
for each Internet application, rather than one for each node 
(or network interface). Namely, different authentication for 
mats (device certificates) may be used by different Internet 
applications. Here, the flow indicates a series of data flow 
that is expressed by the set of (source address, source port, 
destination address, destination port) of the Internet. 
0229. Next, FIG. 43 shows an exemplary internal con 
figuration of the reception node 6103, in which a copy 
protection processing unit 6303 has the authentication for 
mat (device certificate) Dcert for the Internet, and which 
differs from the second embodiment in that interfaces (an 
Internet interface 6301, a control packet transmission and 
reception unit 6302, an AV signal transmission and reception 
unit 6304) are compatible with the Internet. Here, the control 
packet transmission and reception unit 6302 may be a packet 
transmission and reception module having TCP transport 
protocol while the AV signal transmission and reception unit 
6394 may be a packet transmission and reception module 
having UDP transport protocol. 
0230. Next, the actual operation sequence for the entire 
MPEG video transmission after applying the copy protection 
will be described with references to an exemplary overall 
sequence shown in FIGS. 44 and 45, an exemplary flow 
chart for the transmission node 6101 shown in FIGS. 46 and 
47, an exemplary flow chart for the home gateway 6102 
shown in FIGS. 48, 49, 50 and 51, and an exemplary flow 
chart for the reception node 6103 shown in FIGS. 52 and 53. 
0231 First, the home gateway 6102 collects the attribute 
and the configuration information of the transmission node 
6101, by reading the IEEE 1212 register of the transmission 
node 6101, for example (steps S6501, S6601, S6701, S6502, 
S6602, S6702). Through this, the home gateway 6102 
comprehends that the transmission node 6101 has the video 
transmission function, the panel function, and the authenti 
cation format (device certificate). 
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0232. On a basis of this, the home gateway 6102 creates 
a home page for the remote controlling of the transmission 
node 6101 (step S6503). Basically, a display screen similar 
to the control panel possessed by the transmission node 6101 
is created as "home page for transmission node control'. 
Control buttons and the like that are arranged on the home 
page are set in correspondence to buttons of the panel 
sub-unit of the transmission node 6101 and a list of corre 
spondences is described in a conversion table inside the 
proxy home page creation unit 6210. For example, when 
there is a button with a description of “playback” in the 
panel sub-unit of the transmission node 6101, a button with 
a description of playback is provided in the home page as 
well, and this relationship is described in the above men 
tioned conversion table. If a user of this home page presses 
this button, an interaction indicating that “the button is 
pressed with respect to the “playback” button of the panel 
sub-unit of the transmission node 6101 will be returned from 
the home gateway 6102. A part (a) of FIG. 54 shows an 
exemplary form of a panel possessed by the panel Sub-unit 
of the transmission node 6101, and a part (b) of FIG. 54 
shows an exemplary form of a corresponding home page for 
transmission node control created by the home gateway 
6102. 

0233. Now, when the reception node 6103 on the Internet 
accesses the home gateway 6102 through the Internet and 
requests a home page containing a control display screen for 
the transmission node 6101, this home page is sent to the 
reception node 6103 (steps S6504, S6801, S6703). Upon 
viewing this home page, Suppose that a user of the reception 
node 6103 pressed a button for requesting the video trans 
mission on the display screen (such as the “playbackbutton 
shown in a part (b) of FIG. 54, for example). As a result, an 
interaction indicating that “the playback button is pressed”. 
for example, is notified to the home gateway 6102 via the 
Internet using HTTP (steps S6505, S6802, S6704). 

0234. Before or after this notification, the determination 
of the IP flow by which the stream to be exchanged is to be 
transferred, that is the set of (source IP address, source port, 
destination IP address, destination port), the negotiation of 
the session control (coding scheme, authentication scheme), 
etc., are carried out between the home gateway 6102 and the 
reception node 6103 (steps S6505, S6705, S6803). For 
example, the coding scheme, the authentication scheme, and 
the port number are determined using RTSP (Realtime 
Transport Streaming Protocol), SDP (Session Description 
Protocol), etc. 
0235. On a basis of these processings, the home gateway 
6102 recognizes that the substance that carries out the video 
transmission is the video transmission Sub-unit of the trans 
mission node 6101, and issues commands for setting up an 
isochronous channel #x to be used for the data transfer and 
for requesting the video transmission to the video transmis 
sion Sub-unit, using the AV/C protocol, etc., with respect to 
the transmission node 6101 (step S6506). 
0236. In response, the encrypted MPEG video is trans 
mitted from the transmission node 6101 through the isoch 
ronous channel #x to the home gateway 6102 (steps S6507, 
S6603, S6604). After that, the authentication target query/ 
reply, the authentication request, the authentication and key 
exchange procedure, the exchange key/seed transfer, etc., 
are carried out by the procedure similar to that of the IEEE 
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1394 side of the second embodiment, such that it becomes 
possible for the home gateway 6102 to calculate the contents 
key K1 (steps S6508 to S6514, S6605 to S6611, S6706 to 
S6715). 
0237) Thereafter, the home gateway 6102 receives the 
encrypted MPEG video through the isochronous channel #x 
(steps S6515, S6612, S6613), and decrypts it into MPEG2 
Video by using the contents key K1 at the decryption unit 
6204 (steps S6516, S6517, S6716). Next, the extracted 
MPEG2 video is transcoded into MPEG4 video at the 
MPEG2/MPEG4 conversion unit 6214 (step S6518). This 
MPEG4 video is re-encrypted by using the contents key K2 
at the encryption unit 6205 (steps S6519, S6520, S6717, 
S6718), and converted into IP packets. In this case, IP 
packets in which the source IP address is C (IP address of the 
home gateway), the source port number is c, the destination 
IP address is D (IP address of the reception node) and the 
destination port number is d as determined by the earlier 
session control procedure are generated (steps S6521, 
S6719). 
0238 Upon receiving these IP packets, the reception 
node 6103 recognizes that the received data are encrypted 
(step S6804). The reception node 6103 recognizes that the 
home gateway 6102 is transmitting these data by referring to 
the IP header of the arrived packets, for example, and 
transmits the authentication request to the home gateway 
6102 (steps S6522, S6805). This authentication request 
packet may also be an IP packet. As the port number for the 
authentication request, a number allocated to the procedure 
for carrying out the authentication in advance may be used. 
At this point, the authentication request packet is transferred 
by attaching the flow ID (C. c. D. d) of the stream transfer. 
As a result, the home gateway 6102 can recognize the flow 
to which the authentication request is directed. Although not 
shown in the figure, this authentication request also contains 
the authentication format (device certificate) (for this 
stream) of the reception node, etc. Also, the fact that RTP 
(Realtime Transport Protocol) is used as the transport pro 
tocol, etc., may also be notified at the same time. 
0239 Upon receiving this authentication request, the 
home gateway 6102 recognizes that it is the authentication 
request for the flow (C. c. D. d), and returns the authenti 
cation request containing the authentication format (device 
certificate) for this flow, to the reception node (steps S6523, 
S6720 to S6722, S6806, S6807). At this point, this authen 
tication request contains the above described flow ID, etc. 

0240 Next, these two nodes carries out the authentication 
and key exchange procedure, the exchange key/seed trans 
fer, etc., using IP packets (steps S6524 to S6526, S6723, 
S6724, S6808 to S6810). As a result, it becomes possible for 
the reception node 6103 to generate the contents key K2. 

0241 Thereafter, when the MPEG4 data that are 
encrypted by using the contents key K2 are transmitted 
through the flow (C. c. D., d) (steps S6527 to S6533, S6725, 
S6726, S6811), these data can be decrypted by using the 
contents key K2 that is prepared as described above (step 
S6534). The decrypted MPEG4 data are decoded at the 
MPEG decoding unit 6306 (step S6812) and playbacked at 
the display unit 6307 (step S6813). 

0242. In this way, even in the environment where the 
home network and the Internet are interconnected, it is 
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possible to carry out the transfer of data that require the 
contents protection such as the actual MPEG video, etc., in 
Such a way that data are encrypted throughout the entire 
route so that the copying is impossible and therefore the safe 
data transfer is possible, as the authentication procedure and 
the key exchange procedure are carried out by the home 
gateway and the transmission node, and by the home gate 
way and the reception node. As a result, it becomes possible 
to carry out the data transfer that accounts for the copy 
protection even in Such an interconnected environment. 
0243 Similarly as in the second embodiment, there is a 
possibility of data copying at a portion where "raw MPEG 
data flows in the home gateway 6102, or more specifically 
between the decryption unit 6204, the MPEG2/MPEG4 
conversion unit 6214, and the encryption unit 6205, so that 
it is possible to provide a measure against the data copying 
at this portion, Such as sealing this portion within a single 
LSI, for example. 

Fourth Embodiment 

0244 Referring now to FIG. 55 to FIG. 64, the fourth 
embodiment of a relay device and a communication device 
according to the present invention will be described in detail. 
0245. In the first embodiment, the authentication and key 
exchange scheme in the case where the relay node is 
connected to both the IEEE 1394 bus and the radio network 
and the encrypted video data are to be exchanged between 
the transmission node on the IEEE 1394 bus and the radio 
node on the radio network has been described. In the first 
embodiment, the actual authentication and key exchange as 
represented by the exchange of the authentication format 
(device certificate), etc., is directly carried out between the 
transmission node and the radio node, and the relay node is 
provided in a form of transparently relaying these data. 
0246. In contrast, in this fourth embodiment, the authen 
tication and key exchange is carried out separately between 
the transmission node and the relay node and between the 
relay node and the radio node, as in the second embodiment. 
Here, however, unlike the second embodiment, this fourth 
embodiment uses a scheme in which the decryption and the 
re-encryption of the contents data at the relay node are 
unnecessary. Namely, the second embodiment employs a 
procedure in which the encryption in the IEEE 1394 section 
of the arrived data is decrypted and then re-encrypted for the 
radio section at the relay node, whereas this fourth embodi 
ment employs a scheme in which the encrypted data arrived 
from the IEEE 1394 bus side can be transferred directly to 
the radio network. 

0247 FIG.55 shows an exemplary overall configuration 
of a home network at some home, which is basically the 
same as in the second embodiment. 

0248 FIG. 56 shows an exemplary internal configuration 
of the transmission node 9101, which is also basically the 
same as in the second embodiment. The authentication 
format (device certificate) Acert is provided one for each 
node. 

0249 FIG. 57 shows an exemplary internal configuration 
of the relay node 9102. The authentication formats (device 
certificates) Bcert and Ccert are provided one for each 
network interface (Bcert for the IEEE 1394 side and Ccert 
for the radio network side). This relay node 9102 is similar 
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to that of the second embodiment except that the encrypted 
stream signals are directly exchanged between the ISO 
signal transmission and reception unit 9203 on the IEEE 
1394 side and the radio ISO signal transmission and recep 
tion unit 9206 on the radio network side (without going 
through the process of decryption/re-encryption). 
0250 FIG. 58 shows an exemplary internal configuration 
of the radio node 9103, which is also basically the same as 
that of the second embodiment. The authentication format 
(device certificate) Dcert is provided one for each node. 
0251 As in the previous embodiments, the relay node 
9102 has proxy service functions for services on the radio 
network with respect to the IEEE 1394 side and services on 
the IEEE 1394 with respect to the radio network side, but the 
details of these functions will be omitted here. 

0252) Next, FIG. 59 shows an exemplary overall 
sequence of this embodiment. Similarly as in the previous 
embodiments, the relay node is advertising the service 
(video transmission Sub-unit) provided by the transmission 
node as a proxy to the radio network side, and when (the 
Video decoding Sub-unit of) the radio node requests the 
service (MPEG video transfer request) with respect to the 
proxy function of the relay node, the relay node makes the 
actual video transfer request with respect to the video 
transmission Sub-unit of the transmission node that is pro 
viding the actual service. It is assumed that the actual video 
data are to be transferred in an encrypted form, through the 
isochronous channel #x on the IEEE 1394 and through the 
radio isochronous channel ify on the radio network. The 
details are the same as in the previous embodiments so that 
the detailed description will be omitted here. 
0253 FIG. 60 shows an exemplary operation procedure 
of the transmission node 9101, FIGS. 61 and 62 show an 
exemplary operation procedure of the relay node 9102, and 
FIGS. 63 and 64 show an exemplary operation procedure of 
the radio node 9103. 

0254. In this embodiment, the procedure basically fol 
lows the authentication and key exchange scheme called 
“5C Digital Transmission Content Protection Specification' 
which is the copyright protection scheme on the IEEE 1394. 
Note that this embodiment is directed to the case of carrying 
out the authentication and key exchange in units of nodes 
(the case of carrying it out in units of sub-units will be 
described in the fifth embodiment). 
0255. Now, the transmission node 9101 transfers the 
MPEG video that is encrypted by using the contents key K 
on the isochronous channel #x of the IEEE 1394 (steps 
S8501, S8601, S8701). The relay node 9102 that received 
this MPEG video transfers this MPEG video directly (leav 
ing the received MPEG video in a form encrypted by using 
the contents key K) to the radio isochronous channel fly on 
the radio network side (steps S8509, S8701). 
0256 The relay node 9102 that recognized that data 
received through the isochronous channel #X are encrypted 
then recognizes that there is a need to carry out the authen 
tication and key exchange with the transmission node 9101 
by referring to the transmission node ID field (SID field) of 
the CIP header of the arrived data, for example (step S8801), 
and transfers the authentication request packet containing 
the authentication format (device certificate) Bcert, to the 
transmission node 9101 (steps S8502, S8702). 
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0257) The transmission node 9101 that received this 
packet then transmits the authentication request packet con 
taining the authentication format (device certificate) Acert of 
the transmission node, to the relay node 9102 (Steps S8503, 
S8602, S8603, S8703). 
0258 Next, the authentication and key exchange proce 
dure is carried out such that the authentication key Kauth1 
is secretly shared between the transmission node 9101 and 
the relay node 9102 (steps S8504, S8505, S8604, S8704). 
0259. In the IEEE 1394 copyright protection scheme, the 
contents key K is calculated by a function J with three 
variables including the exchange key KX, the seed Nc, and 
the encryption control information EMI. Namely, K=J(Kx. 
Nc, EMI). Here, the EMI is a value that is always attached 
to the encrypted data to be transferred. Consequently, there 
is also a need for the transmission node 9101 to notify values 
of the exchange key Kx and the seed Nc to the receiving side 
(the relay node, as well as the radio node in the case of this 
embodiment). 
0260 For this reason, the transmission node 9101 trans 
mits this information to the relay node 9102, in a form of 
f(Kx. Kauth1) using the authentication key Kauth1 that is 
shared with the relay node 9102 and the known function f 
(steps S8506, S8605, S8708, S8709). The relay node 9102 
can calculate the value of KX from this value. Similarly, the 
value of the seed Nc is transferred from the transmission 
node 9101 to the relay node 9102 (steps S8507, S8606, 
S8710). At this point, the relay node 9102 has recognized the 
values of KX and Nc that are necessary in generating the 
contents key K for decryption. 
0261 Now, the similar procedure is also carried out 
between the relay node 9102 and the radio node 9103 (steps 
S8510 to S8513, S8705 to S8707, S8802 to S8804). This 
procedure is similar to the authentication and key exchange 
procedure between the transmission node 9101 and the relay 
node 9102 So that the details will be omitted here. Note here 
that encrypted data to be transferred on the radio isochro 
nous channel fly of the radio network may also be attached 
with address information, etc., by which the relay node 9102 
that is the source node can be identified. 

0262 Now, suppose that the authentication key Kauth2 is 
shared between the relay node 9102 and the radio node 
9103. In this embodiment, the relay node 9102 forwards the 
encrypted MPEG video directly to (the radio isochronous 
channel fly of) the radio network without decrypting it, so 
that there is a need for the relay node 9102 to notify the 
values of the exchange key Kx and the seed Nc that are the 
same as in the IEEE 1394 section, to the radio node 9103. 
(Conversely, if this can be notified, it becomes possible for 
the radio node 9103 to carry out the decryption. Here, it is 
assumed that the IEEE 1394 section and the radio network 
section are operated by the same contents protection policy.) 
Consequently, the relay node 9102 transmits the respective 
values of KX and Nc that are calculated from data received 
at the steps S8506 and S8507, to the radio node 9103 
similarly (steps S8514, S8515, S8709, S8711, S8805 to 
S8807). More specifically, the value of Kx is transmitted to 
the radio node 9103 by calculating f(Kx. Kauth2) using the 
value of the authentication key Kauth2, while the value of 
Nc is transferred as it is. 

0263. The radio node 9103 can recognize the values of 
KX and Nc by using the same procedure as the relay node in 

Aug. 30, 2007 

this way, so that it becomes possible for the radio node 9103 
to calculate the value of the contents key K using the similar 
function J (step S8516). 

0264. Thus, when the MPEG video that is encrypted by 
using the contents key K and transmitted from the transmis 
sion node 9101 is transferred up to the radio node 9103 as 
the relay node 9102 forwards it directly without carrying out 
the decryption (steps S8508, S8517, S8607, S8712, S8809), 
it can be decrypted by using the value of the contents key K 
that is calculated at the earlier step S8516 (steps S8518, 
S8810). Then, decoding, displaying, etc., of the MPEG 
video are carried out. 

0265. Note that this embodiment has been described by 
assuming that the radio isochronous channel is defined on 
the radio network and the encrypted MPEG video is trans 
ferred on this radio isochronous channel, but the similar 
scheme for forwarding the values of Kx and Nc from the 
relay node to the radio node is also applicable to the case 
where the QOS data transfer on the radio network transfers 
radio frames similar to the Ethernet as in the second embodi 
ment. 

0266. In other words, the decryption and the re-encryp 
tion at the relay node 9102 can be made unnecessary by the 
scheme of this embodiment, so that the fast packet transfer 
becomes possible and therefore the low cost relay node can 
be realized. 

0267. Note that, in this case, even if there is another node 
other than the transmission node 9101 on the IEEE 1394 
side, it is impossible to transmit the encrypted data (data 
having the same EMI, to be precise) that are encrypted by 
using another contents key from that another node to the 
radio node 9103 via the relay node 9102. In the mechanism 
adopted here, the contents key is basically to be determined 
by the transmission node 9101 of data so that there is a high 
probability for that another node to select another contents 
key. However, the contents key K is already uniquely 
defined between the relay node 9102 and the radio node 
9103. That is, only one contents key can be shared for the 
same EMI value between the relay node 9102 and the radio 
node 9103. Consequently, at most one contents key can be 
used between these two nodes so that even if data (encrypted 
by using another contents key) from another node are 
received, another contents key cannot be generated at a time 
of transferring data from the relay node 9102 to the radio 
node 9103 so that data cannot be decrypted. 

0268 Thus, in the case where there is a transmission 
request for the encrypted data that requires the use of another 
contents key with respect to a node (the radio node 9103 in 
the case of this embodiment) that is already transmitting 
encrypted data (the case where there is a service request with 
respect to the proxy service for another node of the IEEE 
1394, for example), the above noted contradiction can be 
prevented if the relay node 9102 refuses such a request. The 
similar effect can also be achieved if the relay node 9102 
conceals the other services (sub-units) to the radio node 
9103 (by interrupting the proxy service providing itself, or 
by interrupting the proxy service that is associated with the 
encrypted stream transfer, etc.) in the case where the 
encrypted data transmission with respect to the radio node 
9103 is already taking place. 
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Fifth Embodiment 

0269. Referring now to FIG. 65 to FIG. 68, the fifth 
embodiment of a relay device and a communication device 
according to the present invention will be described in detail. 
0270. The fourth embodiment is directed to the scheme in 
which the authentication and key exchange is carried out 
separately between the transmission node and the relay node 
and between the relay node and the radio node, and there is 
no need to carry out the decryption and the re-encryption at 
the relay node. 
0271 In contrast, this fifth embodiment is directed to the 
scheme in which there is also no need to carry out the 
decryption and the re-encryption at the relay node, but the 
authentication and key exchange on the radio network side 
can be carried out in units of Sub-units as in the second 
embodiment, so that a plurality of contents keys can be used 
between the same two nodes. According to this embodiment, 
the simultaneous reception of the encrypted data from a 
plurality of transmission nodes on the IEEE 1394 becomes 
possible. 

0272 FIG. 65 shows an exemplary overall configuration 
of a home network at Some home, which is basically similar 
to that of the fourth embodiment except that there are two 
transmission nodes (P and Q). 
0273. The internal configuration of each of the transmis 
sion nodes 9801 and 9811 is the same as in the fourth 
embodiment. 

0274 The internal configuration of the relay node 98.02 is 
also similar to that of the fourth embodiment except that the 
authentication and key exchange is to be carried out in units 
of nodes on the IEEE 1394 side while the authentication and 
key exchange is to be carried out in units of Sub-units on the 
radio network side. 

0275. The internal configuration of the radio node 98.03 is 
also similar to that of the fourth embodiment except that the 
authentication and key exchange is to be carried out in units 
of sub-units. 

0276 Note that the operation procedures of the transmis 
Sion nodes 9801 and 9811 and the radio node 98.03 are the 
same as in the fourth embodiment. Also, the operation 
procedure of the relay node 9802 in the case of relaying with 
respect to a single transmission node is basically the same as 
in the fourth embodiment. 

0277 As in the previous embodiments, the relay node 
9802 has proxy service functions for services on the radio 
network with respect to the IEEE 1394 side and services on 
the IEEE 1394 with respect to the radio network side, but the 
details of these functions will be omitted here. 

0278 Next, FIG. 66 shows an exemplary operation pro 
cedure of the relay node 98.02 in the case of relaying with 
respect to plural transmission nodes, and FIGS. 67 and 68 
show an exemplary overall sequence of this embodiment. 
Similarly as in the previous embodiments, the relay node is 
advertising the service (video transmission Sub-unit) pro 
vided by the transmission node as a proxy to the radio 
network side, and when (the video decoding sub-unit of) the 
radio node requests the service (MPEG video transfer 
request) with respect to the proxy function of the relay node, 
the relay node makes the actual video transfer request with 
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respect to the video transmission Sub-unit of the transmis 
sion node that is providing the actual service. It is assumed 
that the actual video data are to be transferred in an 
encrypted form, through the isochronous channel #X on the 
IEEE 1394 and through the radio isochronous channel fly on 
the radio network. The details are the same as in the previous 
embodiments so that the detailed description will be omitted 
here. 

0279. In this embodiment, the procedure also basically 
follows the authentication and key exchange scheme called 
“5C Digital Transmission Content Protection Specification' 
which is the copyright protection scheme on the IEEE 1394. 
0280. Now, the transmission node P 9801 transfers the 
MPEG video that is encrypted by using the contents key K1 
on the isochronous channel #x of the IEEE 1394 (steps 
S9201, S9301). Similarly as in the fourth embodiment, it is 
assumed that the contents key K1 is calculated by 
K1=J(Kxp, Ncp, EMI). The relay node 9802 that received 
this MPEG video transfers this MPEG video directly (leav 
ing the received MPEG video in a form encrypted by using 
the contents key K1) to the radio isochronous channel fly on 
the radio network side (steps S9209, S9301). 
0281) The procedure (steps S9202 to S9207, S9302) by 
which the relay node 98.02 makes the authentication request 
with respect to the transmission node P. carries out the key 
exchange, and obtains the exchange key Kxp and the seed 
Ncp is the same as in the fourth embodiment, so that the 
details will be omitted here. At this point, the relay node 
9802 has recognized the values of Kxp and Ncp that are 
necessary for decryption. 

0282. Now, the similar authentication and key exchange 
procedure is also carried out between the relay node 98.02 
and the radio node 9803 (steps S9210 to S9217, S9303). 
This procedure is similar to the authentication and key 
exchange procedure between the transmission node and the 
relay node in the second embodiment so that the details will 
be omitted here. Note here that the authentication target 
query, the authentication target reply, or the authentication 
request may be made by mounting thereon a Sub-unit ID, a 
channel number, or an identifier of a plug that will carry out 
transmission and reception of the encrypted data. In this 
way, it becomes possible for the relay node 98.02 or the radio 
node 98.03 to identify the encrypted data to which the 
authentication and key exchange procedure is directed, and 
it becomes possible to notify different keys for the encrypted 
data using different keys even in the authentication and key 
exchange between the same two nodes, as will be described 
below. In the case of including the channel number in the 
authentication request, the authentication target query of the 
step S9210 and the authentication target reply of the step 
S9211 become unnecessary. 
0283 Now, suppose that the authentication key Kauth1 is 
shared between the relay node 98.02 and the radio node 
9803. In this embodiment, the relay node 9802 also forwards 
the encrypted MPEG video directly to (the radio isochro 
nous channel #y of) the radio network without decrypting it, 
so that there is a need for the relay node 98.02 to notify the 
values of the exchange key Kxp and the seed Ncp, to the 
radio node 98.03. (Conversely, if this can be notified, it 
becomes possible for the radio node 98.03 to carry out the 
decryption.) Consequently, the relay node 9802 transmits the 
respective values of Kxp and Ncp that are calculated from 



US 2007/02015 11 A1 

data received at the steps S9206 and S9207, to the radio node 
98.03 similarly (steps S9216, S9217). More specifically, the 
value of Kxp is transmitted to the radio node 98.03 by 
calculating f(KXp, Kauth1) using the value of the authenti 
cation key Kauth1 (step S9216). 
0284. The radio node 98.03 can recognize the values of 
KXp and Ncp by using the same procedure as the relay node 
98.02 in this way, so that it becomes possible for the radio 
node 9803 to calculate the value of the contents key K1 
using the similar function J (step S9218). 
0285) Thus, when the MPEG video that is encrypted by 
using the contents key K1 and transmitted from the trans 
mission node P9801 is transferred up to the radio node 9803 
as the relay node 98.02 forwards it directly without carrying 
out the decryption (steps S9208, S9219), it can be decrypted 
by using the value of the contents key K1 that is calculated 
at the earlier step S9218 (steps S9220). Then, decoding, 
displaying, etc., of the MPEG video are carried out. 
0286 By the scheme of this embodiment, the decryption 
and the re-encryption at the relay node 98.02 also can be 
made unnecessary by the scheme of this embodiment, so that 
the fast packet transfer becomes possible and therefore the 
low cost relay node can be realized. 
0287 Now, the case where another transmission node Q 
9811 transmits data encrypted by using another contents key 
K2 with respect to the radio node 98.03 via the relay node 
9802 at the same time (steps S9221, S9229, S9304) will be 
considered. 

0288 Similarly as in the first half of this embodiment, the 
authentication and key exchange is carried out between the 
transmission node Q 9811 and the relay node 98.02 (steps 
S9222 to S9227) so that the relay node 9802 can obtain the 
respective values of the exchange key KXq and the seed Ncq. 
0289. In this embodiment, the authentication between the 
relay node 9802 and the radio node 9803 is to be carried out 
in units of Sub-units, so that if transmission and reception of 
the encrypted data are carried out between different sub 
units, a plurality of authentication and key exchange proce 
dures can be carried out between the relay node 9802 and the 
radio node 98.03. 

0290 Namely, similarly as in the first half of this embodi 
ment, the authentication and key exchange is carried out 
between sub-units that are different from those of the first 
half of this embodiment (steps S9230 to S9235, S9305). 
Then, the relay node 98.02 forwards the exchange key Kxq 
and the seed Ncq between the transmission node Q9811 and 
the own node (relay node 9802), to the radio node 9803 
(steps S9236, S9237, S9305, S9306). 
0291. The radio node 98.03 can recognize the values of 
Kxq and Ncq in this way, so that it becomes possible for the 
radio node 98.03 to calculate the value of the contents key K2 
using the similar function J (step S9238). 
0292. Thus, when the MPEG video that is encrypted by 
using the contents key K2 and transmitted from the trans 
mission node Q9811 is transferred up to the radio node 98.03 
as the relay node 98.02 forwards it directly without carrying 
out the decryption (steps S9228, S9229), it can be decrypted 
by using the value of the contents key K2 that is calculated 
at the earlier step S9238 (steps S9240). In other words, the 
simultaneous reception of the MPEG video data that are 
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encrypted by using two different contents keys (K1 and K2 
in this embodiment) becomes possible. 

0293) Note that the fourth and fifth embodiments have 
been described for an exemplary case of interconnecting the 
IEEE 1394 and the radio network, but the schemes of these 
embodiments are also applicable to the other network such 
as Internet. 

0294. Note also that the authentication and key exchange 
was carried out between certain sub-units in this embodi 
ment, but it is possible to carry out the authentication and 
key exchange between certain plugs. 

0295). As described, according to the present invention, it 
becomes possible to carry out the contents protection pro 
cedure for transmission and reception of contents to be 
protected, between devices that are not connected to the 
same networks. 

0296 Note that the present invention is equally appli 
cable to the case of data transfer in the direction opposite to 
that described in the first to fifth embodiments (the case f 
data transfer from the radio node to a node on the IEEE 
1394, for example). 

0297. Note also that the first to fifth embodiments have 
been described by focusing on only one of the contents 
transmission function and the contents reception function in 
the radio node or the node on the IEEE 1394, but the radio 
node and the node on the IEEE 1394 can be equipped with 
both of the contents transmission function and the contents 
reception function. 

0298) Note also that the authentication procedure and the 
key exchange procedure (the contents key sharing proce 
dure) are not necessarily limited to those described above, 
and the present invention is also applicable to the cases using 
various other methods. 

0299) Note also that the above embodiments have been 
described for the home network, but the present invention is 
also applicable to networks other than the home network. 

0300. It is also to be noted that the above described 
embodiments according to the present invention may be 
conveniently implemented using a conventional general 
purpose digital computer programmed according to the 
teachings of the present specification, as will be apparent to 
those skilled in the computer art. Appropriate software 
coding can readily be prepared by skilled programmers 
based on the teachings of the present disclosure, as will be 
apparent to those skilled in the software art. 

0301 In particular, each of the relay device and the 
communication device of the above described embodiments 
can be conveniently implemented in a form of a software 
package. 

0302) Such a software package can be a computer pro 
gram product which employs a storage medium including 
stored computer code which is used to program a computer 
to perform the disclosed function and process of the present 
invention. The storage medium may include, but is not 
limited to, any type of conventional floppy disks, optical 
disks, CD-ROMs, magneto-optical disks, ROMs, RAMs. 
EPROMs, EEPROMs, magnetic or optical cards, or any 
other Suitable media for storing electronic instructions. 
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0303. It is also to be noted that, besides those already 
mentioned above, many modifications and variations of the 
above embodiments may be made without departing from 
the novel and advantageous features of the present inven 
tion. Accordingly, all such modifications and variations are 
intended to be included within the scope of the appended 
claims. 

1-11. (canceled) 
12. A communication device, comprising: 
an interface unit connected to a network; 
a copy protection processing unit for carrying out a 

prescribed contents protection procedure including at 
least an authentication procedure and/or a key 
exchange procedure, with respect to another device/ 
service? sub-unit on the network; 

a contents transmission unit for transmitting encrypted 
contents to which an address of the communication 
device is attached, either through a virtual channel on 
the network or by further attaching an identifier by 
which the encrypted contents can be uniquely identified 
by the communication device, to another device on the 
network; 

a reception unit for receiving a query regarding a service? 
Sub-unit/plug that is transferring the encrypted contents 
either through the virtual channel or by attaching the 
identifier, from said another device on the network; and 

a notification unit for notifying a service? sub-unit/plug 
that is transferring the encrypted contents, to said 
another device on the network in response to the query. 

13. A communication device, comprising: 
an interface unit connected to a network; 
a copy protection processing unit for carrying out a 

prescribed contents protection procedure including at 
least an authentication procedure and/or a key 
exchange procedure, with respect to another device/ 
service? sub-unit on the network; 

a contents reception unit for receiving encrypted contents 
to which an address of another device on the network 
is attached, either through a virtual channel on the 
network or in a form having an identifier by which the 
encrypted contents can be uniquely identified by said 
another device further attached thereto, from said 
another device; 

a transmission unit for transmitting a query regarding a 
service/sub-unit/plug that is transferring the encrypted 
contents either through the virtual channel or by attach 
ing the identifier, to said another device on the network; 
and 
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a reception unit for receiving a notification regarding a 
service/sub-unit/plug that is transferring the encrypted 
contents, from said another device in response to the 
query. 

14. A communication device, comprising: 

an interface unit connected to a network; 

a contents transfer unit for transmitting or receiving 
encrypted contents with respect to another device on 
the network, through a flow identified by a set of a 
Source address, a source port, a destination address, and 
a destination port; and 

a copy protection processing unit for carrying out a 
prescribed contents protection procedure including at 
least an authentication procedure and/or a key 
exchange procedure with respect to said another 
device, using a prescribed logical port, in units of the 
flow. 

15. The communication device of claim 14, wherein an 
identifier of the flow is attached to information exchanged in 
at least a part of procedures included in the prescribed 
contents protection procedure. 

16. A communication device, comprising: 

an interface unit connected to a network; 

a copy protection processing unit for carrying out a 
prescribed contents protection procedure including at 
least an authentication procedure and/or a key 
exchange procedure, with respect to another device on 
the network; and 

a contents transmission and reception unit for transmitting 
or receiving encrypted contents to which an address of 
a transmitting side device is attached, either through a 
virtual channel on the network or in a form having an 
identifier by which the encrypted contents can be 
uniquely identified by said transmitting side device 
further attached thereto, with respect to said another 
device; 

wherein at least one of an identifier of a service, a 
Sub-unit, a virtual channel, or a plug that carries out 
exchange of the encrypted contents, and an identifier by 
which the encrypted contents can be uniquely identified 
by said transmitting side device, is attached to infor 
mation exchanged in at least a part of procedures 
included in the prescribed contents protection proce 
dure. 

17-19. (canceled) 


