wO 20217222601 A1 |0 00000 KRN0 0 0 00 O 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
04 November 2021 (04.11.2021)

(10) International Publication Number

WO 2021/222601 A1l

WIPO I PCT

(51) International Patent Classification:
GO6F 19/00 (2018.01)

(21) International Application Number:
PCT/US2021/029940

(22) International Filing Date:
29 April 2021 (29.04.2021)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

63/017,254 29 April 2020 (29.04.2020) UsS

(71) Applicant: LIFEQ B.V. [NL/NL]; Emmalaan 25, 107SAT
Amsterdam (NL).

(72) Inventor; and
(71) Applicant: OLIVIER, Laurence Richard [US/US]; 145
Staghound Court, Alpharetta, Georgia 30005 (US).

(72) Inventors: DELAUBENFELS, Tom; 1313 Oak St. NW,
Atlanta, Georgia 30310 (US). DU PREEZ, Franco;
5155 Oak Hill Terrace, Cumming, Georgia 30040 (US).
TERBLANCHE, Etienne; 105 Society Street, Alpharetta,
Georgia 30022 (US).

(74) Agent: WARENZAK, Matthew P. ¢t al.; Smith Gambrell
& Russell LLP, 1230 Peachtree Street, N.E., Suite 3100,
Promenade, Atlanta, Georgia 30309 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN,
KP,KR,KW,KZ,LA,LC,LK, LR, LS, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US,UZ, VC, VN, WS, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

(54) Title: EPIDEMIC MONITORING SYSTEM

N " Eoidernoloqy
Body area network E.pld.emology
. . =
’( Vobile device )| 101 102~ monitoring network

Dedictst ypocton Individual analysis

/[ et Ayeion _ |}100 ord
e (e
Questionnaire module | -
— | Anomaly model
csmnar
Visuolzation modile_J; module

=

Pro
R ~

107~
115 108-H L mode
o7 fl module
! S —
M-108 Populaion analysis
identification module
Mobile monitoring module
device J

Physiological sensors i

-
.

Y

Edamiclogy viow

/ L5109
|| e et g Popdalon vl
E Network communication -/ m
& modie ;
/
U *
i 100 410
s —/ Commurication
module for individual
-107 114 —, user
" Communication
108 module to
Epidemiokogy
. > moritoring network
""""""""""""""""" FIG. 1

(57) Abstract: Systems and methods for monitoring the spread of pandemic pneu-
monia using IOT technology is provided. Sensor data from wearable devices is uti-
lized to determine: a probability of developing complications from a pandemic for
an unexposed user using existing indicators of the wearer's health; the impact of
lockdown measures on health; a probability that a user exposed to the pathogen
experiences complications; and a probability of various disease stages for the user
including normal, asymptomatic, pre-symptomatic, symptomatic, complication de-
velopment and recovery is provided.
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EPIDEMIC MONITORING SYSTEM

Field of the invention

{8081} The invention relates to the tracking of tranamission, disease stages, vulnerability to
corapiications and impact of regulations to control the spread of a novel pathogen using location and

physiclogical data gathered by mobile sensors including wearables and GPS.

Background of the invention

{8002] Many government agencies across the planet seek to track the presence, spreading and impact of
novel diseases in order to mount an appropriate respouse 1 fime, Without exception, there s currently
alobal difficulty in quantifying the spread of disease that possesses pandemic potential. For example,
tracking the basic progression of a highly infectious disease through a population, via contact tracing
and other typical methods, is a labor tntensive process requiring significant buman resources and
coraprehensive logistical systems. As another example, successtul disease tracking etforts require new
infections 1o be discovered and recorded 1o a3 short a time as possible, either by direct confirmation
from clinical-standard tests or by the presumption of infection based on the cccurrence of applicable
syraptorns; this problem also requires significant humao and logistical resources within standard wedical
and public health systems. The aforementioned issues become increasingly problematic in
countries/jurisdictions which are resource-poor.

{8063} The problems described above pertains to the benefit of government bodies in charge of
epidernic management or otherwise. There are however also significant problems that individuals face in
a pandemic that s not solved by government or company policy adjustments or other interventions
actioned by the bodies. For example, there are smaller bodies that are responsible for the health of a
group of people, like an emplover. For an individual that is being monttored 1o an epidemic, an
important problem is to know when she becomes infected, so that she prevents family members,
coworkers and other individuals from contracting the disease. It i also important for ber to know which
of her family or loved ones are infected in order to provide support and prevent further spreading of the
infection among these individuals. Furthermore, it 1s important tor her 10 be able to monitor the health
status of individuals that need to access her living space, for example a caretaker for a parent residing at
the family home. When she or fanuly, remote or 1o the same hiving quarters, do become infected, 1 1s
important to be able to follow their level of health throughout the infection and to receive alerts when

there are signs of dangerous complications developing, such that she can provide the necessary support
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o these individuals. Beyond this, it is also important for her to know the risk of severe complications for
famuly and loved ones, based on their medical hustory, demographics and other health indicators ahead
of them contracting disease, to help regulate the level of exposure levels of individual family members.
Finally, another problem that the monttored individual faces, 18 how to control her behaviour to lower
the risk of spreading infection to the population at large and sumilarly 1o help wnform friends and family
as to the appropriate levels of caution in her area.

{8084] Therefore, there 18 a need for a solution that addresses the problerns wmentioned above.

SUMMARY OF THE INVENTION

{8065} The proposed solution, which will be described 1o detail forthwith, adds an approach leverages
accessible consumer electronic devices and established 10T technologies known to those skilled in the
art, in conjunction with learnings in domains of clinical care and epidemiclogy research which are
continucusly being tmproved. As an example, current estimates show that 20% ot US adults make use of
wearable devices, which 1s a significantly greater portion compared to the small fraction of wodividuals
entering the healthcare system on a day to day basis during a pandemic. Similar to the use of Amber
alerts on mobile phones, which lead to a coordinated community wide response o alerts, wearable and
other YOT body monitoring devices can be regulated to enable such functionality under the conditions of
a pandenyc. This provides a substantial advantage over the fragmeuntation over different healtheare
systems in different states. Furthermore, whereas information transfer from the aggregate of different
healthcare and emergency systems to government institutions tead to a substantal delay in imformation
transfer, the proposed solution can greatly augment the speed of information transfer. These methods
are sutficiently flexible to be applicable to both the US and other countries/jurisdictions, including those
which are corparatively resource-poor,

18006] One important consequence of the low coverage of individuals through the relaying of pandemic
information through the healthcare and emergency services is that the low density of information on
early symptoms prevents high resclutions geographic maps to be constructed for helping to locate the
origin and contacts for new cases. With a high coverage 10T syster, wearable and mobile devices
enabile pinpoint GFS coordinates associated with changes in physiclogy that can be used to track the
carly stages of an epidemic in high resolution allowing early action o suppress it

{B8087] In an aspect, the invention 1s directed at a2 method for providing continnous monitoring of a

popuiation for infectious disease that includes the steps of detecting anomaly associated deviations in
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IOT data-streams for 2 monitored individual and screening the deviations through communication with
the momtored individual to predict whether they were caused by confounding factors instead of a
disease. The anomaly associated deviations can include deviations in physiological and behavioral
datastreams, deviations derived from a companson between population data and current data of the
individual, and/or deviations derived from a comparison between historical data of the individual and
current data of the individual. Screening the deviations can include assessing factors including, but not
imtted to, alcohol consumption, heavy meals close to bedtime, sirenuous exercise, and/or paychological
Stress.

[8008] In an aspect, the method can contact the monitored individual (o report the prediction of disease,
including informing the monitored individual of possible infection and a risk of developing
complications. The method can monttor several individuals, and combine anomaly associated deviations
i a discreet disease state space io provide predictions on the disease status and risk of developing severe
complications 1n case of infection for each monitored individual 1n order to control physical access to a
work site, discover new epidenics or new disease outhbreak botspots in existing pandemics, and/or
perform contact tracing to warn individuals of potential exposure. The contact tracing can be done over
the location history of multiple users and sends notifications through a communication module to users
that might have been exposed to a user with a confirmed or suspected infection. Historic ipcation data
used for contact fracing can be routed through likely establishments visited by users to compute the
likelihood of local contact between users using meta~information on establishments, exemplified by
having a low contact likelihood for an inferred gas stanon visit for two users compared to an inferred
visti to a gym. In addition, the historic pattern of inferred disease state transitions can be used to forecast
future patterns of disease states.

{8009} In an aspect, after screening the deviations to confirm causes by a disease, the avomaly
associated deviations may be used to predict transitions in a discreet disease state space for a monitored
individual using a quantitative model o predict ransitions. Tn an embodiment, the discrete disease state
space may include general health to describe general disease. The level of general health of the user is
determined to serve as a proxy for the risk of contracting severe complications during the disease. This
is done considering a subset of the following group of measures: heart health (through pulse waveform
analysis, heart rate vanability measures, and heart rate measures), respiratory health (through Sp02 and

breathing rate}, activity and fitness levels (through actigraphy and heart rate reserve changes, sleep



WO 2021/222601 PCT/US2021/029940

health (through total sleep time, duration of sleep stages, contimuity of sleep stages, and sleep quality
estimates from the preceding).

{8418} In other embodiments, the discrete disease state space can include multiple disease states to
represent alternative diseases or disease groups. In an aspect, the quantitative model is used to predict
fransitions in the discrete disease state space based upon said anomaly associated deviations, the 10T
data streams of the monitored individual (including measured behavior, estimated behavior, measured
physiology, and/or estimated physiology), and feedback related to the monitored individual, the
feedback including symptoms, disease status based on clinical test results, exposure, and/or confounding
factors, including alcohol consurnption, beavy meals close to bediime, strenuous exercise, and/or
physiclogical stress.

18011} In an aspect, the quantitative model can utilize epidemiological parameters known for diseases to
make {ransitions in the discrete disease state. The epideniiciogical parameters of the disease can tnclude
incubation time, symptomatic disease duration, a RO value of the disease, expected physiological
deviations, expecied behavioral deviations, or geospatial and temporal coordinates of the monitored
individual and publically avatlable estimates of disease prevalence at the location. The quantitative
maodel can also be trained on population data including documented cases of disease and fime of
fransitions in the disease state space.

{6012} In an aspect, the present invention is directed at a method of continuous monttoring of 2
popudation for infectious disease, the method including capturing, from mobile devices associated with
individuals, physiological signals associated with the individuals, time imformation, and location
nformation related to the mobtle device, comparing the captured physiological signals against historic
physiological signals associated with the individuals to identify anomalies, calculating anomaly
associated deviations from the identified anomalies, clustering the avoraly associated deviations into
similar groups at a population level, selecting anomaly groups based on infecticus disease knowledge,
screening the anomaly associated deviations of the selected anomaly groups on spatictemporal
correlation over the population level, and communicating potential epidemic findings if the
spatictemporal correlation meets threshold. In an aspect, the method can also include flagging the
anomaly associated deviations based on infectious disease knowledge after calculating anomaly
associated deviations.

{813} In an aspect, the invention 1s divected at a system for providing continuous monitoring of a

popuiation for infectious disease. The system includes a server with a network connection that allows
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comnrunication with a plurality of YOT devices associated with a plurality of individuals. The server
includes memory and processor that calls upon a disease stating module, an anomaly detecting module,
an anomaly sereening module, a probability assigning module, and a general communicable disease
state space. The server receives physiological data streams of the plurality of individuals vig the
network connection from the plurality of FOT devices. The processor can call upon the anomaly
detecting madule to detect anomalies in physiclogical data and the probability assigning module to
assign probabilities to the states in the disease state-space model based on the anomalies that pass the
screening The physiological data found in the physiological data streams is recorded from physislogical
systems, including the cardiovascular, pulrmonary, musculoskeletal, and neurological systems. The data
of that data streams can inchude heart health {pulse waveforny analysis, heart rate variability measures,
heart rate measures), respiratory health (SpQ2, breathing rate), activity and fitness {actigraphy and heart
raie reserve changes), and sleep health {(total steep time, duration and continuity of sleep stages, and the
guality of sleep).

{8014} In an aspect, the system can screen the anomalies based on pre~existing knowledge of general
changes in physiological signals for communicable disease and/or similarity in the nature and timing of
physiological deviations in a subgroup of the monutored population. Tn an aspect, the system includes a
timing module to gather information on the timing of anomalous evenis across multiple users. The
systent can also inchude a location module configured to gather information on the proximity of the users
of the system to one another. The system, correlating the location and time information via the disease
stating module, can filter for anomalies with a shared physiclogical deviation pattern among a subgroup
of the monitored population. The disease staling moduie can also be configured 1o personalize over ime
using physiological data from the respective individual. In an aspect, the system can include a
cormmmunication module that can notify a user and collect questiounaire responses from a user, which can
also take answers to the questionnaires to label physiclogical data as disease associated anomalies
supporting a transifion in the disease state space. The guestionnaire data can include subjective
indications of weilbeing exemplified by chills, fatigue and general malaise, as well as data that covers
exposure sk information, including but not linuted to local shelter in palace orders, family size and
occupation type and siatus. The disease state module can be personalized on a per individual basis with
the labelled data.

{8015] In an aspect, the server is configured to commumnicate data from vanious 10T devices with sinular

sensing capability, enabling the coliection of nermalized, cross device compatible physiclogical signals.
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In another aspect, the anomaly detection module makes use of a deep learning architecture that capiures
a low dimensional latent space represertation of a user’s physiclogical signals. The shared latent space
dimensions {as defined for VAE or GAN approaches mentioned} can be used to compare physiology
across multiple individuals In an aspect, the anomaly detection module’s latent space has been
constructed such that the latent space dimensions of one device architecture recording a particular
physiclogical signal, can be related to that of another device recording the same physiclogical signal.
18016] In an aspect, the anomaly detection module of the system i3 configured to gather anomalies
across a population of users to filter out deviations that are not common to a subgroup of users that are
temporally correlated. The anomaly sereening module can also filter for development of pneumonia by
using decreases i an SpO2 physiological signal or inereases in breathing rate signal to filter for
anomalies indicative of the development of pneumonia. The anomaly screening module can use changes
it heart rate to filter tor anomalies indicative of communicable disease onset or progression. Further, the
anomaly screening module can filter anomalies for a presymptomatic state in the disease state space
according to raised resting beart rate, lowered HRY, and/or lowered activity. In an aspect, the anomaly
screening module can filter anomalies for a symptomatic state in the disease state space according to
raised HR, lowered HRV, lowered activity and filness, and/or Arrhythimias patterns. In another aspeci,
the anomaly screening module can filter anomalies for a complication development state in the disease
state space according to patterns in: decreased SpO2 (indicating pneumonia progression), specifically
increased breathing rate for pneumonia, using oxygen therapy (bronchodilators, focused monitoring
carly to improve outcome), and arrhythmias (ndicating cardiac complication progression). Inn an aspect,
the anomaly screening module can filier anomalies for a recovery state in the disease state space
according 1o patterns in increased resting heart rate, increased HRY, and increased activity,

(8017} Inan aspect, the location module of the system determines the proximity of users by GPS data
using GPS capabilities in a wearable device, or other mobile device with such capacity capable of
networking with i1, such as a mobile phone. The location modale can also rely on coarse user proximity
data by using meta information associated with the wearable data such as the server from which the data
is received, for example the country trom which the data 1s sent. The location module can also rely on
user proximity data by using iocal networking information, exemplified but not limited to positioning
vig Wifi or Bluetooth signals.

{818} In an aspect, the sysiem can process data and the algorithmic discovery of anomalous events
takes place on a physiclogical data recording device, a2 companion device such as a smartphone, a cloud

O
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server or any other appropriate networked device depending on energy, processing and storage
constraints. In an aspect, the phvsiological information includes auditory data relevant to coughing, heart
sounds and breathing rate through appropriate mobile sensor technology exemplitied by a MEMS
moicrophone enabled sioart patch. The physiological information can melude data on the cardiovascular
system exemplified by PPG-derived heart rate, beart rate variability and Sp0O2.

186019} In an aspect, the disease state utilized by the system includes a presymptomatic state where the
user can be alerted to possible infection prior to experiencing symptoms. The disease state space can
include an asymptomatic state where the user can be alerted to possible infection without experiencing
symptoms through the course of the disease The disease staie space can include a symptomatic stage
where the user can be alerted to possible infection and where this can be confirmed or denied based on
medical tost results shared by the user. The disease state space can include a complication state where
the user can be alerted 1o the development of posaible complications, exemplified by preumonia due (o
ancrmalously low SpO2 readings from a roobile montoring device. The disease state space can include a
recovery staie where the user can be alerted to changes wo physiclogical signals indicative of either a
worsening of an improvement in physiological readings and where 3 user 15 alerted to physiological
readings that no longer deviate significantly from readings collected during a healthy state.

{8028} In an aspect, the system includes an epidemiclogy module that aggregates over a population of
users, information on disease states from the disease state module, anomalies with their associated
deviations in physiological signals and their iming. The epidemiology module can predict whether there
is evidence for an epidemic in the population that is being monitored based on a shared pattern of
physiological deviations across multipie users where physiological deviations of similar nature are
spatictemporally correlated and are evolving spatioternporally in a manner that fits a quantitative
eprdemiological wodel, exemplified by exponential growih 1o number of predicied symptomwatic cases in
time at correlated geographic locations,

{3021} These and other objects and advantages of the iovention will become apparent from the
following detatled description of the preferred embodiment of the invention. Both the foregoing general
description and the following detailed description are exemplary and explanatory only and are mtended
10 provide further explanation of the invention as claimed.

{60221 The accompanying drawings are included 1o provide a further understanding of the invention and
are incorporated 1n and constitute part of this specification, as well as illustrate several embodiments of

the invention that together with the description serve to explain the principles of the invention,
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Brief description of the drawings

{8023] FIG. 1 1s a block diagram indicating the different electronic devices that make up the system
{8024] FIG. 2 18 a series of operations cutlining how the components of the system can be applied
18028] FIG. 3 is a block diagram illustrating the system for discovering and monitoring epidemics in a
population of users wearing devices connected to the internet and capable of recording physiological and
teroporal information. Calculations to support this function take place predonunantly on a processor that
is connected to the internet and rather than part of the body wide network of the end user.

[8026] FIG. 4 1 the left half of a block diagrar (right balf 1n FIG 5) illustrating the system for
discovering and monitoring epidemics in a population of users wearning devices counected to the internet
and capable of recording physiological and temporal information. In this embodiment, emphasis i
placed on performing computation on devices in the user’s body wide network,

{8027} FIG. S is the right halt of a block diagram {left half in FIG 4) illustrating the system for
discovering and monitoring epidemics in a population of users wearing devices connected to the internet
and capable of recording physiolegical and temporal information. In this embodiment, emphasis is
placed on performing computation on devices in the user’s body wide network,

{8028] FIG. o shows a disease staging model for Covid-19 with all possibie states that constitutes the

disease state space, as well as the knowledge based screening rules in italics,

Definitions

BAN - Body area network

ECG - Electrocardiogram

GAN - Generative Adversanal Network

HMM - Hidden Markov Model

HRYV -~ Heart Rate Vanabihty

ICU - Intensive care unit

IOT - Internet of things

PPG - photoplisthysmography

sSpQ2 - percentage of oxygen saturated hemoglobin

YAE - variational auto-encodsr
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Betailed description

{0029 The invention presented provides a solution to the problers of automated discovery and
monttoring of epidemics using mobile technology to gather physiological signals across multiple mobile
devices. Human pathogens are a cause for epidemics, through the human disease states that they create.
For example, bubonic plague is a disease caused by a bacterial pathogen, Versinia pestis and it caused
the death of many millions between 1346 and 1353 AD. Communicable disease is caused by a
transmittable buroan pathogen and can be contrasted against non-commumcable diseases. Epidemics are
not necessarily caused by communicable diseases, but can also be non-communicable, for example the
obesity epidemic, where changes to the human diet and fifestyle bas resulted 10 a vapid increase 1 the
number of humans that are overweight to the point of being unhealthy.

{8030 The importance of montoring and early detection of epidemics can be understood considering
that there are many actions that can be taken by etther individuals or organizations and governments o
drastically change the course of an epidemic. The recent Covid-19 outbreak has been the cause for
applying aggressive measures 1o mit cifizen mobility across many countries globally, but the
detrimental impact on economies, including job losses, highlight the importance of applying these
measures as precisely and roeasured as possible to balance contatoment of the virus against the
economic downturn and reduction in general health due to fockdown regulations. High geospatial and
temporal resolution iformation on symptoms, disease onset and progression derived from wearable data
during such a pandemic can help to balance decisions impacting millions of Hives and trillions of dotlars.
This includes not only wWdentifving symptomatic cases, but also performing contact tracing to manage
pre~symptomatic cases.

{8031} While very early detection and contact fracing tn a monttored population can lead to novel
pathogens betng successfully contained, this becomes tncreasingly improbable as more become infected
This requires not only reactive measures o monitor a recognized epidemic but also proactive measures,
The disclosed wvention, which will be described in detai] forthwith, s intended to serve as an applicable
proactive measure when operating at large scale. Novel pathogens by definition require new processes
for establishing a diagnosis and diagnosing the first case requires ime consunung research while the
epidemic can reach an irreversible state. Automatically recognizing common physiological deviations
from baseline in a momtored population, where these deviations are also seen at correlated geographic
locations and tine points, can help to rapidly establish focus on a potential new epidemic and the

individuals affected.
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180321 107 monttors of human physiclogy are in widespread and increasing use. At the time of writing,
one in five Americans are using such a device The computing capabilities of these devices has also
increased substantially with smartwatches having powerful processing capabilities relative to the fitness
trackers that they are replacing. A key probler to solve that we address in the present tnvention, is{o
combing the analysis of data recorded for the same physiological signal across multiple devices of
disparate design. In an aspect, the present invention can leverage the use of universal software hibraries
for such devices {e.g., google wear OS or similar).

{8033} Independent of 2 new epidemic, the pre-existing dimensions of health of an individual can be
guantified through the collection of longitudinal physiological data. Lovgitudinal daia refers to any
pertinent measurements, signals, or other information types which are recorded with suitable frequency,
and over sufficiently extended {or indefinite) durations, such that natural variations in the physiology of
individuals betng monitored can be separated from variations that are indicative of disease onset and
recovery, e.g. on the scale of weeks to months {or longer). With Covid-19, cardiovascular, respiratory
and uvurune system bealth are known to strongly nfluence the probability of complication development
once an individual contracts the virus. We present as part of the system a solution o guantifving aspects
of health relevant to predicting the risk for an individual of developing complications should she
comrtract an infection. Said aspects would tyvpically include demographic information such as height,
weight, age and gender as well as health record data, including pre-existing conditions, but might also
include data obtained through existing 10T monitoring through wearables, for example, a person’s
resting heart rate value. There is clearly utility in having intormation on exposure risk handy for
individuals, their friends, family and colisagues as this information can help the individual and
cornmunity o most effectively protect those at the highest fevel of risk.

[8034] Aside from understanding the wilection status and risk for complication development,
recognizing signs of complication development in real time is of high importance for some diseases. In
the case of Covid-19 for example, mauy patieuts arrive at medical institutions for unrelated reasons such
as trauma, only for clinicians to discover that they suffer from advanced preumonia and exhibit
decreased oxygen saturation {Sp02) and tncreased breathing rate without them being aware of having
pneumonia. The current generation of wearable techoology ncreasingly includes the necessary
technology, in the form of red and intrared light and sensors to get predictions of SpO2, which are still
of dubious quality when taken on the wrist, Typical commercial wearable devices containing both

photoplethysmography (PPG) and tri-axial accelerometer sensors are suitable for detecting/indicating
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the presence of disease infection, e.g. Covid-19, via symptomatic changes in vital signs, which can be
tracked through these sensors using digital signal processing and machine learning approaches. We
disclose here a3 method for making use of these technologies to fundamentally contribute to tracking the
progression of infections as well as warning of signs of complication development. In resource-poor
settings or overwhelmed medical systemns, such capabilities can be of high value when round-the-clock
monitoring in ICU beds becomes fully occupied.

{8035] During an eprdemic, public health fevels suffer not only due to the disease caused by the
pathogen invelved, but also the lock-down regulations in place to control transmission. Measuring
health level decline under these conditions can help to provide valuable information on the wider impact
of reguiations and can help to balance between containing transmission and maintaining overall health
levels. Utilizing already established wearable device networks can help measure health levels during

lock~downs. This can be achieved through, for example, government mandated or opt-in mechanisms for

icading firmvware updates on devices to enable transfer of standardized algorithios and data transnussion
protocols, This could be analogous to the universal Amber Alert capability supported by a wide variety
of mobile phones. It might also be done at an employer level for examiple to better help enable risk
manageroent within a company where eroployees need to be 1o close proximity. It s also useful to
monitor the general health trajectory of individuals as they recover from an infection, in order to help
inform choices. Monitoring of the recovery trajectory can be done by accessing the individual’s
physiclogical data via the aforementioned methods and assessing their relevant vital signs using digital
sigial processing and machine learning approaches. By using these same techniques and technological
infrastructure, the system presented here can also help solve the problem of efficiently monitoring
epidemics on the population scale,

{8036 For an individoal being monitored within the system, the benefits can be manifesied through
direct interaction with a computer or mobile device connected to the internet, by which the individual
can receive notifications such as changes 10 their predicted disease status, or requests for additional
information/feedback which can help better establish, for example, a transition from an unintected o
infected state. Additional information/feedback requested of a monttored individual within the systerm
may be collected, fur example, via questionnaires perfaining to current symptoms and/or known
instances of exposure to infected individuals; this can be done using suitable 10T enabled devices such
as the individual’s own smart phone or personal computer, or alternatively through the user interface of

a suitable smart watch or other worn device, through software applications, web forms, email surveys,
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etc., which are part of the disclosed system. Additionally, a user might also recetve information not only
about their own data, but also about anonymized tindings from other users, globally or in their more
inmediate environment, as well as how their results compare to other relevant subsets of users. Beyond
the benefits of direct feedback to a momtored mndividual through the shaning of information, consented
thivd parties, such as employers or government organizations can also act to the benefit of the monitored
individual by, for example, changing office policy or local shelter in place regulations respectively.
{80371 The basic constituents of the sysierm proposed to discover and monttor novel epidemics are
shown in FI{z 1. In an embodiment, the system consists of a number of 10T devices, including a mobile
phone 101; a wearable device, termed Mobile Monitoring Device 100, which is capable of collecting
timestamped physiological data from sensors such as, but not limited to, PPG and accelerometers, and
fransmitting said physiclogical data off of the local device; g server, or combination of servers, hosting
the Epidemioiogy Monitoring Network 102 of the system, which recetves physiological data transmitted
from monttoring device(s) 100, etther via direct internet connection 105 or through the mobile phone

101 as a proxy. In the latter case, the Mobile Monttoring Device 100 must be enabled with aliernative
means {0 transmit data iocally {o the mobile phone 101, either through physical wired connections or via
wireless methods such as, but not limited to, commumcation through local srea networks or protocols
such as Bluetooth. Optionally, the system also provides an interface for consented third parties 103 o
see the population fevel results, potentially overlaid on a map i instances where individual mobile
monitoriog devices 100 and/or mobile phones 101 support the collection of geospatial data, e.g. through
GPS or location-specific network connectivity. When the Mobile Monitoring Device 100 18 a smarnt
watch that has both a direct internet connection 105 and suitable user interface, it 1s also possible to
move the entire tunctionality of the mobile phone 101 to the Mobile Monttoring Device 100, and to omut
the mobile phooe 101 system eutirely.

18038) In FIG. 1, the computational tasks of processing physiological data, finding anomalies, and
identitying possible transtfions into disease or recovery states are indicated with dashed outlines to show
that these modules can reside either in the Mobile Device 101, Mobile Monitoring Device 100, or
alternatively in the Epidemsiology Monitoring Network 102, These aliernative embodiments are also
described in more detat in FIG. 4 and FIG. S, Sumilarly, in one embodiment, the user interface for an
individual using the svstem on the Body Area Network (BAN} 104 (shown in FIG. 1) can be located on
the Mobile Monitoring Device 100, or alternatively on the Mobile Device 101, The BAN 104 may

contain multipte 10T devices, including mobile monitoring devices 100, which may be devices other
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than commercial wearable monitors ¢.g. smart watches. Examples of devices compatible with the BAN
164 include, but are not imited to) wearable devices other than commercial smart watches, such ag
paiches containing various physiclogical sensors (PP, electrocardiography, temperature, electrodermal,
etc. ), nearable devices e.g. video carmmeras or photodetectors in a monitored mdividual’s immediate
environment, which are capable of producing physiological measurements such as remote PPG or
temperature sensing; and /or ingestible sensors. In order o be compatible with the BAN 104, it s
desirable that the sensor-countaining device be capable of collecting and transmitting timestamped
physiological data from the monitored individual to embodiments of the HEpidemiology Monitoring
Metwork 102, either via divect internet connection 105 or through a mobile phone 101 a5 a proxy. In the
latter case, the Mobile Monitoring Bevice 100 must be enabled with alternative means to tranamit data
ipcally to the mobile phone 101, either through physical wired connections or via wireless methods such
as, but not lumited to, commumnication through local area networks or protocols such as Bluetooth.

{8839} In terms of more specific ernbodiments of the devices in the BAN 104, the Mobile Mowtoring
Device 100, can tale many forms considening only present technologies in the market. At a minimum,
such a device has the capability of recording a physioclogical signal and either processing it or sending it
directly via a network 105, or through proxy devices in the BAN 104 to the internet. Tn certain
embodiments, examples of the Mobile Monitoring Device 100 can include wrist worn wearable devices,
such as smartwatches and fitness trackers that have PPG capabilities as well as accelerometers to
measure actigraphy. Using data from the PPG and actigraphy, data can be extracted on human
physiology and behaviour and this can be further processed to estimate the occurrence of behaviours
which can be modified by the presence of infection, such as exercise and sieep, as well as the values of
vital signs, such as heart rate and breathing rate, via the modulating effect that it has on individual
heartbeats. Many other physiclogical and behavioral measuremenis relevant to the presence of infection,
and/or the recovery from infection, can be derived from compatible 07 monitors of human physiology.
Examples inchude, but are not lirmited to, vanous wdices of heart rate vanability, cumulative levels of
measured actigraphy throughout waking periods, deviations from normal routines established by
iongitudinal monitoring e.g. regular travel to/from work, nunther of steps taken per day, etc. Inn ancther
set of embodiments, the Mobile Monttoring Device 100 can be exemplified by wearable patches or other
devices capable of reading chemical markers through the skin, such as glucose monttoring patches. In
yet another embodiment, smart eyewear with PPG capability can serve as the Mobile Monitoring Device

100, from which heart rate, indices of heart rate variability, and various associated insights {(g.g. sleep
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and exercise periods) may be measured or inferred. In vet ancther embodiment, smart earphones with
PPG capability can serve as the Mobile Montoring Device 100, In yet another embodiment, mobile
electrocardiogram (ECG) monttors, avatiable in for example a paich form factor positioned on the chest
can serve as the Mobile Monitoring Device 100, In other embodiments, such wearable patches can make
use of auscultation to record heart and breathing sounds and serve as the Mobile Monitoring Device 100,
In yet another emboediment, ingestible physiological monitoring devices such as smart capsules can
serve as the Mobile Montioring Device 100 Additionally, the Mobile Monitoring Device 100 can also
be a nearable device, instead of a device worn on the body. For example, a nearable can include a
camers, which allows for remote PPG signal generation, or a weight scale, which can record weight and
other measurements known to be captured by such devices (body fat percentage, hydration Jevels, ete ).
To another such embodiment the Mobile Montoring Device 100 15 g smart steering wheel with touch
sensors that can measure accessible physiclogical signals exemplified by ECG, PPG and bicumpedance
measurernents. The overall system disclosed does not imply that a single Mobile Monttoring Pevice 100
should necessarily be used 1n all embodiments of the invention, with more devices covering a wider
space of relevant physiciogical signals being favored over single devices or single physiclogical signals.
fo an aspect, the system s configured to utthze any 10T device capable of capturing some physiological
data related 1o an individual.

{0040] The Mobile Device 101 1s an optional companion to the Mobile Monitoring Device 100
described above and can be a smartphone or laptop. In certatn embodiments, the Mobile Device 101
serves primarily 1o relay data and information between the Epdemiology Monitoring Metwork 102 and
the mobile monttoring device 101, and in other embodiments to perforn processing of the data from the
Mobtile Monitoring Device 100, In some embodiments, the Mobile Device 101 may also collect
additional information/fecdback from monttored individuals within the system, which can help better
establish, for example, transitions from an uninfected to infected state; this information/feedback may be
directly requested fror a monttored 1ndividual by the Epidemiology Monttoring Network 102, for
example, via questionnaires pertaining to current symptoms and/or known instances of exposure (D
infected individuals. Information/feedback requested from monttored individuals may be received
through software applications, web forms, email surveys, sic., which operate on the Mobile Device 101
as part of the disclosed systern. In other embodiments, the Mobile Device 101 can also be one or more
stationary devices capable of communicating with the tnternet, exemplified by network routers that can

communicate with both the Mobile Device 101 and the internet 105, The proximity measures
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component 113 on the Mobile Device 101 includes a range of methods to determine the proximity of
users to one another through means other than GPS, such as Bluetooth connectivity, MNear-Field
Communteation (NFC) and Wi-Fi connectivity for the user or multiple users making use of the system
in some embodiments and can help to localize the user while inside buildings, where GPS signal 18
compromised, but also to link to the specific establishments that might be visited inside a large tulding.
Knowing that an individual has been in the proximity of another user in this case is an essential piece of
information to perform contact tracing as part of wanaging an epidemic. The resolution of proamity
detection may be high, e.¢. capable of measuring proximity on the order of meters, or it may be
relatively lower, e g. capable of determning that two individuals were 1 the same buillding at the same
time; the former is preferable from the perspective of public contact tracing and establishing exposure
risk, but the latter 15 still of ment and can help inform decisions on the part of the montored mdividual,
consented third parties, and/or public health authorities. Sumilarly, knowing the timing of when a
montored person passed a smart object can provide valuable data on areas, like buildings that might
now be cousidered exposed if the person happens to harbor an infection predicted by the system, or
otherwise known fo the system via consented access to medical patient data. In addition 1o such local
information, this module cau also be used to embed 1nformation such as the country that the Mobile
Device 101 was in, which can still be of use aside from high resolution GPS data. In other embodiments,
the location imformation can also be requested and entered into the device 101 by a user of the svstem,
for example by typing an address.

{0041] The Interface for Third Party 103 15 an optional component that exposes population level
mformation 111 about a possible anomaly 0 a consented third party, such as an employer or a
government body in charge of epidemic management, which can provide services to users of the svstem
presented here, based on individual fevel information 112, In the case of an emplover, this could be to
require the employee to work from home on days of exposure, or to work from home on some days to
achieve a certain density of individuals that are known to not be exposed or possibly infected based on
predictions from the system. In some embodiments, this interface 103 is a web-site that can be displayed
in an internet browser on a laptop computer, wiuch visualizes the disease cases predicted by the system
at a geographic scale. Many other embodiments are possible for commumicating this information to said
third party through devices that can connect to the internet and display resulis. A module 1s also
specified 114 for communicating between the Third party 103 in some embodiments, where for

example, the Third party 103 might be a primary care provider that is consented by a user of the system
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0 share their medical record, or updates thereto with the epidemioiogy monitoring network 102 1o
improve accuracy of for the user or the systerm overall for novel epidemic discovery.

{8042} The interface to users 109, either through Mobile Monitoring and/or the Mobile devices 100, 101
in the BAN 104, or the Interface for Third party 103, have the elements necessary to relay information
that can directly beneftt monttored individuals in the ways described previously, e g. to alert them to
changes 1n their vital signs indicative of infection. More specific examples include, but are not limited
to, displaying to the wndividual wiormation on their inferred disease status in case of an epideric,
displaying notifications of new potential epidemics in their location, displaying information to the
individual which s relevant to their general health status prior to infection and subsequent risk of
developing severe disease complications, displaying notifications regarding the potential development of
severe disease complications, displaying information regarding changes to the user’s lovel of health
under local regulations published by relevant authorities intended to slow the progress of the disease,
displaying the nisk and disease status of other consented members of the system such as friends,
cotleagues and family. The imderface 109, does not only notify, share or visualize relevant information
tor the user, but also has the abtlity to perform queries that help to inform in more detail, what the most
likely disease state of the user roight be. A more detailed view on the purpose of this process s given
the detaiied description for FIGS. 3, 4 and 5.

{8043} Furthermore, in some embodiments the interface to users 109, either through devices 100 or 101
in the BAN 104, or the Interface for Third party 103, can also relay information about a monttored
individual to consented third parties who may have interest in the individual’s health state, e g the
individual’s physician. The same information can also be relayed 1o other counsented third parties whose
own health may be atfected by proximity to the monitored individual in the event they become infected,
e.g family members o the same household. These are but two non-limiiing examples o which problems
highlighted previously in the background section may be solved. The Epidemiclogy Monitoring
Network 102 may also contain a Conununication Module 116 for the purpose of communicating durectly
with monitored individuals in the systen; the purpose of communication can be {o query the monitored
individual as to symptoms experienced, convey notifications of potential infection or exposure to
infected individuals, suggest medical treatment based on detected development(s) of severs
complications, ete. A specific and particularly important function of the Communication Module 116 13
to allow monitored individuals with clinically-confirmed infection to report said information nto the

disclosed system, eliminating any probabilistic uncertainties associated with predictions of infection
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based on observed changes in the physiclogical data; this information can also be used {0 reinforce the
models which predict the presence of infection. Conversely, another specific and mmportant function of
the Communication Module 116 is to allow monitored individuals flagged for possible tnfection to be
prompted for feedback on potential contfounding factors not associated with infection, for example
alcohol consumpiion, recent intense exercise, and consumption of heavy meals; certain physiological
changes assaciated with these types of confounding factors {e.g. an increase in resting heart rate}, which
may otherwise be interpreted as infection syroptoms without additficval contexi,

{8044} The epidemiology monitoring network 102 can, in an embodiment, be hosted on one or multiple
cloud servers running various other components of the proposed invention, e.g. the anomaly detection
module 301, which is cutlined in FIG. 3 and will be described in detai] forthwith, In ancther
emthodiment, these various components of the Epidemiology Mounitoring Network 102 can alternatively
be hosted on the same devices comprising the BAN 104, or 3 subset thereof, as outlined in FIGS. 4 and
S, and can be computed on the same microcontrollers providing computation for the BAN 104, In vet
another embodiment, various compounents of the Epidemiclogy Monitoring Network 102 may be
arbitrarily spread across aforementioned cloud servers as well as devices comprising the BAN 104, in
any cormsbivation. In general, the corponents are designed to be platform independent, and possible
deployment configurations are limited only by the constraints of devices available, 1. e computational
power and/or available memory.

[8045] FIG 2. describes a method 200 performed by the aystem according to an aspect of the present
invention. In a first stage 201, physiological time series data 1« measured for an individual using a
Mobile Monttoring Device 100, This inchudes many different types of physiological signal by virtue of
the alternative Mobile Monttoring Device 100 embodiments already discussed, but from a physiological
point of view also includes data on the five vital signs (Heart rate, breathing rate, blood pressure, body
temperature and Sp(2) and other basic physiological processes like sleep, sieep stages, EE( activity,
EMG activity and actigraphy. The data s ime-stamped by the device 100 with the appropriate time
zone information in order to relate events observed on different monitored individuals in time. Time
zone mformation can be obtatned either from real-time knowledge of a monitored individual’s location
when either devices 100 or 107 divectly support such information {e.g. via GPS enablement), from
ipcation data entered 1ndo the epidemiciogy monttoring network system 102 by the monitored mdividual
{ie. through a user interface application on devices 100 or 101), or from location information which can

otherwise be established indirectly e g proximity of Mobile Device 101 o cellular network towers. In
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one embaodiment of the system, location data gathered from devices 100 ori01, or via other
aforementioned means, is also tnchuded o the BAN 104 for the monitored individual allowing data in
the BAN 104 to be spatially refated across multiple monitored individuals,

{8046 For a given monttored individual, some or all of the continuous physiological data collected by
Mobitle Monitoring Device 100 1s acerued and stored in any or all of the Mobile Monitoring Device 100,
Mgobile Device 101, or Epidemiclogy Monitoring Network 102, The accrued data may be “raw” data, or
dais which has been compressed by some reversible scheme, or statistical summaries of the “raw” data,
or some combination thereof. The duration of time spanned by the accrued data, or summaries thereof,
moay be any interval but will generally be on the order of days to months. In the secoud stage 202 of FIG.
2, physiological time series data measured in the present or intermediate term {e.g. within the last 24
hours} by the Mobile Monitoring Device 100 1s compared against the historical accrued data in order to
identify statistically significant deviaticus of mnterest, which will hereafter be referred to as
“Anomalies.” The identification of Anomalies ocours in the third stage 203 of FIG. 2. Anomalies may

be identified 1o tiroe series data by any applicable scheme knowu to those skilled 0 the ant

tion). Anomalies are generally defined as rare values. This

is best understood as rare with respect to some distribution from which the data was sampled. In terms
of human physiclogy, if we consider the parent distribution as data coliected from mainly healthy
individuals, data from individuals with disease or fime segments of that datafevents), would be rare and
thereby considered as anomalies with respect to the parent distribution of mostly healthy individuals. It
is also important to consider that data from an mdividual who moves through states of being healthy,
diseased and recovered, can generate her own parent distribution during the healthy state 10 help flag
fimes when the individual enters a diseased state. As a simple example, mean heart rate values measured
over 24 hour periods may be aggregated on a daily basis for a montored wndividual, and an Anomaly
might be defined as any 24 hour mean heart rate which is removed by more than (say) 10 beats per
minuie from the historic norm over a span of several months. As another simple example, continuous
hieart rate values may be accrued inte a histogram containing the statistics of all observed heart rate

vaiues of a span of several months; such a histograr can be used to obtain an erapirical Comulative

Distribution Function, eCDF, for the data

uon) and an Anomaly nught be defined as
any subsequent 24 howr mean heart rate value, which falls into either a very low or very high percentile

of the eCDF. Such values are comparatively scarce in the overall dataset. Many particular methods are
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available to those skilled in the art, for defining scarce values, for example Z-scores, Interquartile
Ranges, Bhattacharvya distances, etc.

{B8047] Dnfferent embodiments of the disclosed invention will contain difterent schemes for defining and
identifying Anomalies, depending on factors such as expected symptoms for diseases of interest. In an
intermittent stage 204 of FIG. 2, Anomalies cotncident with infectious diseases are screened and flagged
based on clinical knowledge of how said diseases manifest symptomaticaily. For example: it is known in
the clinical literature that fever is typically accompanied by an increase in resting heart rate, typically 6-
8 beats per minute for every degree Celsius above norm; thus, an abnormal and acute increaseina
mwonitored individual’s might-time average heart rate, compared agatnst historic norrus per stage 202,
would suggest that the monttored tndividual has developed a fever and subsequently trigger a tlagged
Anomaly in stage 204, This information can be directly conveyed to the monitored individual and/or to
consented third parties i stage 209 of FIG. 2. In stage 208 of FIG. 2, similar Anomalies from multiple
mmontored individuals can be clustered in the Epidemiology Monitoring Network 102 11 stage 206 of
FIG. 2, Anomaly groups which collectively indicate particular infectious diseases {based on established
clinical knowledge) may be aggregated; for example, fever Anomalies alone may indicate any number
of infectious diseases, but fever Anomalies iy conjunction with Anomalously fow Sp02 measurements
and Anomalously high breathing rate measurements may indicate Covid-19 infection, specifically.
{6048] In stage 207 of FIG. 2, monitored individuals clustered into specific Anomaly groups may be
screened for spatiotemporal proximity, which is to say that appropriately time stamped historic [ocation
data collected by the Mobile Montoring Device 100 and/or Mobile Device 101 {e g GPS or location-
specific network data) for the Anomalous monitored individuals may be cross-referenced in the
Emdemiology Monitoring Network 102, which looks for instances in which close proximity occurred
between Anomalous monttored 1ndividuals (1o instances in which an wtfectious disease may have been
spread between monitored individuals). In stage 208 of FIG. 2, a sufficient number/threshold of close-
proximity events identified by the Epdendology Monttoring Network 102 may indicate an emergent or
continuing epidemic, and this information may then be conveyed to affected monitored individuals {e.g.
those 1o the vicinity of the infectious discase outbreak) and/or consented and interested third parties e g
public health officials) in stage 209 of FIG. 2.

{0049] As described in FIGS. 3-5, the steady recording of physiological signals by the system allows for
the creation of models of the end-user’s physiology that can distinguish between typical patierns in the

user’s physiclogy, as well as spurious patterns that have not been observed and cannot be extrapolated
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from historic data, dubbed anomalies 203/204. Note that FIG. 3 specifically llustrates an embodiment in
which calculations supporting these functions take place predomunantly on processors external to a
monttored individual's Body Area Network 104, e.g. in cloud servers which communicate with the BAN
104 via IoT communication; FIGs 4-5 together tllustrate a separate embodiment in which the same
caiculations occur predominantly on devices {ocal to, or part of, a monitored individual’s BAN 104
Generally speaking, the embodiments of FIGS. 3-5 differ mainly 1n their implementation rather than
thetr function

{8058] For the most typical embodiment this process of buiiding such models 308 using said data (see
FEG. 3), will occur within the Epidemiology Monttoring Network 102, but in other embodiments this
can als0 occur on processors and storage medium of the BAN 104 Models as described here, are
effectively comparing the newly measured physiological signal in varving degrees of sophistication in
different emboduments against historic physiology for satd user 202, Deep learning approaches such as
autoencoders, general adversarial networks, support vector machines, and others known to those skilled
in the art bave added vew possibilities to the field of anomaly detection and modelling said recent
distribution of a system. In many instances these approaches are likely to outperform traditional
methods-- for example z-scores, Bhatiacharyya distances, and other methods based on moment statistics
-- with regards to the successful detection of Anomalies concurrent with an underlying cause {e.g.
disease infoction). This is particularly bikely in applications where large volurmes of data are available,
such as in continuous body monitoring with wearable devices, (One clear imitation of anomaly detection
methods in general 18 that there is no distinction between the types of anomalies that are detected. For
the present invention, based on FIG. 2, we want to leverage anomaly detection to help identify and
motor a novel epidemic across multiple users of the disclosed systern. In the process outlined 1n FEG 2,
the anomaly detection step is spphied to physiological data, vielding raw anomaly events 203, which are
segments of time series data that have been flagged by an Anomaly Detection Model 308, The model
308 may, in geveral, be any techmique or approach, or combination thereof, which can be used to screen
for instances of disease infection in monitored individuals within the Epidemiology Monitoring Network
102 using roeasured physiological data in conjunction with other information such as, but not limuted to,
geospatial data, symiptom reports from monitored users, known instances of disease cases within regions
of interest, ete. The model 308 may wncorporate mathematical or machine learming approaches for
automatic Anomaly detection, e.g. the exemplary deep learning approaches or statistical approaches

described previously, and will generally be programmed in such a way that Anomaly detections can be
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done automatically by the system. Prior to obtaining a sufficient amount of physiological data on a new
monttored wdividual within the system, the model 308 may apply a population-based model to the new
individual until such time that enough data can be accrued to build a robust individualized model.
{6051} As g first step, Anomaly associated deviagtions 309 in user physiology are calculated for each
Anomaly 203, describing the overall character of the cliservation, one example being an acute tnerease
in resting heart rate indicative of the onset of fever, as discussed previously above. These deviations can,
i one embodiment, siraply be the difference between the anomalous data segment and the mean values
for various physiological measurements considered {e.g. per the example above}; in other embodiments,
it can be a more sophisticated calculation making use of the detailed distribution calculated for the user
308 Such an anomaly mode] 308, whether it is simply an average value of the most recent data, a
probabilistic distribution or an encoder loss for a more sophisticated method such as a general
adversarial network or variational autoencoder, is conttnuously and automatically updated in stage 302
using new wearable data from the user 304 This process of continuous training is commonplace in
anomaly detection on time-series data.

16052] This invention can utilize an Anomaly Screening Maodule 310, which comprises multiple
screening layers: knowledge oriteria 311, fiming criteria 312, and location criteria 313 These layers
comprise the functional implementations of stages 206 and 207 as outlined in the flow diagram of FIG.
2. These layers in conjunction increase the likehihood of detecting anomalous deviations in collected
data which are most relevant to the outbreak or progression of a new epidenmic. The layers do not
necessartly have to be applied 1o the order specified and ernbodirnents with many different permutations
are possible.

{6033} In an aspect, in order to detect infectious disease outbreaks within a population, as well as
infections within specific moumtored individuals, all anomaly associsted deviations observed in a receunt
time-window for a monitored population within a region of interest {e.g. family unit, workspace, city, or
state} are clustered 1nto a set of groups by unsupervised machine learning methods 203, for example K-
means clustering, Gaussian mixture modeling, or other similar approaches known to those skilled tn the
art. These clusters can each be considered a potential disease associated cluster,

18054] The absiract stage 206 in FIG. 2, and 145 associated functional implemeniation 311 in FIG 3, are
imowledge tilters which are apphied to potential disease associated clusters identified in stages 205 and
315. The knowledge filters select Anomaly associated deviations in ine with what is expected from the

scientific liferature on how various infectious diseases manifest within populations, as well as in the vital
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signs of single infected individuals. How these diseases manifest, can be captured with a basic set of
epidemiclogical parameters described in the disease state space (FIG. 6), such as the incubation penod
of the disease, the vital signs affecied at each stage of the disease and the transmissibility of the disease.
Spatictemporal data on Anomalies arising 1o vital signs during an epidemic, provide vital information on
the nature of the infectious agent and can be cross-referenced against a database of known
epidemiological parameters of diseases to arrive at a subset of plausible disease types based on the data.
{B055] A basic example of 3 knowledge flter would be the expected wocubation time of a disease, 1 e
the length of time between exposure and the appearance of initial symptoms. Incubation times vary
widely between differeut diseases, with Covid-19 having an incubation period of several days, compared
t0 a much slower incubation period of several weeks to months for tuberculosis. As a2 more specific
example of the knowledge filter’s functionality: various chirucal surveys of Covid-19 patients have
produced prevalence rates for fever symptoms associated with tnfection; it a detected Anomaly cluster
contains mdications of fever at a similar rate to what is expected, then the confidence of g Covid-19
outbreak within the Avoraly cluster 13 1ncreased. Tn an exemplary embodiment of 206 and 311, a set of
knowledge criteria could be applied to various vital signs measured within a monitored population in
order to sereen for transitions from a bealthy state to an infected but pre-sympiomatic state for a giveo
disease type, e.¢. a blood borne bactertal infection, which will typically be associated with an increase in
resting heart rate, a decrease in high frequency heart rate varnability, and an increase in systolic blood
pressure. In another exemplary embodiment, a set of knowledge criteria could be applied to screen for
transitions from a symptomatic but stable stage to a degraded stage in which severe comphications are
developing, e g. in viral pusumonia for which severe complications are associated with a decrease in
Sp02, an wncrease in breathing rate, an increase in resting heart rate, and a decrease 1n the high
frequency component of beart rate varabihiy.

186056] The output of stages 206/311 i3 a sef of Anomaly associated deviations that are indicative of a
disease outbreak in populations or specific monttored tndividuals, termed potential disease associated
Anomalies. The subsequent abstract stage 207 in FIG. 2 has tis associated functional implementation in

stages

o

12 and 313 of FEG. 3, which in conjunction cluster potential disease associated Anomalies in
space and time by examining the assoctated (time stamped) location data. This allows for calculation of
the local geographic hotspot of a new cutbreak, using disease case timing and location, as known tu the
art of Epidemiology. This context ts also critical for wdentifying potential chusters which could otherwise
bie suitably explained by causes other than the outbreak of a disease, for example elevated resting heart
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rates chserved in monitored individuals whose collective location and physinlogical data suggest
participation in an athletic event, e.g. a public marathon (which would also account for anomalous, acute
increases in resting heart rate}.

{6037} In the abstract stage 208 and s functional implementation 314, all remaining potential disease
associated clusters are evaluated for statistical significance compared to a baseline model of
physiclogical variations in a healthy population. Significance tests known to those skilled in the art, for
example p-value tests, allow clusters ansing from frue outbreaks of disease to be more reliably separated
from geospatially correlated clusters arising due to random {or spurious) natural variations cbserved in
otherwise healthy populations.

{8058] To maintain clarity in communicating the operational steps of the invention disclosed, the
process for obtaining eptdemiologically relevant anomalies has been disclosed purely from the poiot of
view of obtatning a set of potentially disease associated Anomalies above. In paraliel to this process, the
disclosed system also makes use of a Disease Staging Module 319 tor racking explicitly the
probabilities of individual disease states as additional context for monttored ndividuals, This Disease
Staging Module 319 contains a definition of a disease state space, which 1s depicted in FIG. 6 for the
specific case of Covid-19. A disease siate space in this context refers o the set of values, or statistical
range of values, in the space of the input data which are consistent with individuals undergoing an active
infection {as established by a set of true positive reference data, or by a chinical understanding of the
expected symptoms, or some combination thereof), points outside these values may also be considered
as defining healthy, non-intected individuals. In general, a state space representation is a formalism well

nown to those modeliing dynamic sysiems 1y control engineering {hilps

’

ewtation). In mathematics and computer science, a finite-state machine
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tinite number of states and a finite number of transitions at each time step between such states.

{8059] In an aspect, disease state spaces are models that describe how an individual ransitions from
healthy, to exposed, to symptomatic, 1o recovered as a finite state machine. Only certain transitions are
possible - for example, tn FIG. 6 we show such a Prsease State Space for Covid-19 infection. It is not
posaible for tnstance 1o transition from Recovered 606 to Mortality 603 in a single step. In defining the
Disease State Space, we can clearly define the individual states based on clinucal knowledge ot a
disease, as well as logical transitions between these states and the timing of how an individual i3

expected to transition between these states; for example, the documented incubation period for a disease

23



WO 2021/222601 PCT/US2021/029940

provides a direct estimate on the time required to transition from an Exposed state if we modelled such,
0 a symptomatic state. With the disease state space defined, various statistical models can be built
which describe the numerteal probabilities of a person transttioning from one state 1o the next based on
the information pertaining to that individual at hand. One well known tramework to those skilled 1o the
art, for ¢reating such a State Transition model, is a probabilistic graphical model, with an explicit
example being a Hidden Markov Model {HMM), where the disease state space defines the states that are
tracked in the HMM s state vector, as well as the possible transitions between states captured in the
HMDM transition mairix. In order to obtain a fully trained HMM model in this example, data on
frausitions n the disease state space as well as contextual mformation such as physiological deviations
that atfect said transitions, form data that can be used to tratn the HMM. Algorithms for tratning such a

model with such data are available, see for example the Baum-Welch algorithm

{6068] In FIG. 6, the individual disease states are numbered 600, 601, 602, 603, 604, 603, 606 and 607.
It takes as input, screened anomaly associated deviations for a user {per stages 308 and 318}, which are
candidates for being disease related 318 and considers these together with a current estimate for the
user’s disease stafus 321, which can assume any of the values in the disease state space 321, Per above,
the system then determines whether a state transition is Hikely to have occurred based on the existing
probabilities for the state of the user, in conjunction with transition probabilities in fine with the
expected physiclogical changes at each stage, as established via existing knowledge of particular
infectious diseases under consideration. For example, the system can utilize any known new formal
mathematical frameworks for performing this computation. In one embodiment of the disclosed system,
a Hidden Markov Model (HMM) s utilized, where the hidden states correspond to the disease states in
FIG. 6, the transition probabilities correspond 1o the simianity between the knowledge based transitions
{e.g. 608} in the disease state space and the observed anomaly associated deviations in physiology. Asa
conerete example, for a user that s inittalized 1o the Healthy state 600, the probability of that state would
be | oon the first ime-step of the model and if an anomalous physiological deviation is recorded on the
next tirne-step of the model showing decreased heart rate variability and increased resting heart rate
{particularly during sleep), the HMM calcuiation would determine that the most likely end state would
be the Presymptomatic stage 601 by transitioning the user from Healthy to Presymptomatic. The role of

this step 1s firstly to maintain context over a larger time window to make decisions on the disease stage
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status of individual users, while also serving as the basis for communicating results to the user and o
third parties when enough certamnty is reached on the user aftaining a specific disease state transition.
{8061} The disease tracking capabnlities of the syatem, as described above, enables the aviomatic
detection of complication development, for example the development of severe preurnonia in the case of
a Covid-19 infection. To expand on this example: starting with the monitored individual that is perhaps
not aware they are developing significant complications, the systen antomatically detects associated
Anomalous vital signs in their data at stage 309; in the case of viral pneumonia, this is comumonly seen
as an abnormally tow value of 8p02 over the continuous span of hours of days. The disease status of
this individual in the Disease Staging Module 319 1g in all ikelibood already indicated a5 symptomatic,
as the system would most likely have detected other vital sign Anomalies consistent with infection such
as high resting heart rate (particularly during sleep) and lowered heart rate varigbility.

{B8062] As previously established, these Anomalous changes in vital signs are determined with
knowledge of how said values typically change in the presence of intection (as can be learned 1 chinical
studies and other references known to those skilled in the art), in comjunction with acquired knowledge
of the monitored individual’s historic norms pre-infection. Recurring Anomalies over muitiple days’
dats will add confidence to predictions of infection and help eliminate false positives which may arise
due to, for example, lifestyle behaviors e.g. alcchol consumption. Continuing with the current example,
the monitored individual’s SpO2 (as determined from data collected by their Mobile Monitoring Device
100} reaching an Anomalously and dangerously low value over a sustained period of time {e.g. days)
becomes detected as an anomaly event in 309; again here, the values are established as Anomalously
low with clinical knowledge in conjunction with acquired knowledge of the monitored individual's
fustoric pre-infection norms.

[8063] In the Eprdermclogy Module 316, this potential case of severe complication development is
compared against other confirmed or probable cases of Covid-19 infection recorded within the general
aystem, a significant statistical deviation in the exemplary individual’s vital signs with respect to those
i the wider infected population, particutarly one which is sustained over a period of several days or
ionger, will increase the confidence that severe complications are developing i this individual.
Guestionnaire information sent io the monitored individual via the Communication Module 116 may
confirm new symptoms consistent with the viral pneumonia, ©.g. a sensation of fightness 1o the chest
upon breathing. Further questionnaire exchanges may recommend that the user follow up with her

primary care physician to tmmediately evaluate thewr current condition.

)
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186064) The invention as disciosed in FIG. 3 focuses on a particular embodiment where the majority of
Anomaly identification and screentng takes place on the Epidemiology Monitoning Network 102
manifested in a cloud server, or comiination of servers, Alternative embodiments, as shown for example
in FIGs 4 and S jointly, can move a significant amount of the system’s functionality to the devices of the
Body Area Network 104, 1.e. the Mobile Monitoring Device 100 and/or Mobile Device 101, such that
the systems of the disclosed invention can operate in a decentralized manner {which can reduce
overbead costs associated with centralized cloud compuiation). In the comparatively decentralized
embodiment of FIGS. 4-5, the Anomaly Detection Model 308 operates locally in equivalent form 400,
but its parameiers are trained/calculated on a cloud server 501 which has access to population data and
other contextual information {e.g. symptom knowledge from new clinical studies) which updates
regularly and 1s therefore best served by a centralized server, or multiple servers. In this embodiment,
updated model parameters trained in stage 50T are commuuniesated to local model copies 400 by means of
IoT communication.

[80653] In addition to inferences made on physiological data regarding disease stage transitions, the
system also reaches out through the Communication Module 116 to users of the system: to gather
information on additional symptoms, 1w one embodument being through gquestions on symptoms such as
coughing, headaches and also subjective assessments of health such as the presence of chulls, coughs,
fatigue, difficulty breathing and general malaise. In some embodiments, the questionnaire also includes
confirmation of suffering from specific communicable disease at the time as determined by a medical

o
3

professional. Such data can be employed 11 some embodiments o train the anomaly model 302 to
recognize specific disease states i addition 1o normal and anomalous classes, while also being used to
fix the probability of specific disease states in the disease state space model at high certainty.

{8066} In embodunents where the disclosed system has access to location information via GPS 115 or
other proximity measures 113, the system can also be configured o perform contact tracing 322, This is
achieved by maliog use of recent geospatial location data for multiple users that have been withio a
threshold distance from an individual in the system who has either been predicted to enter a Diseased
state in according to the Disease Staging Module 319, and/or who has disclosed their current status as
being a confirmed posttive for communicable disease using the Communication Module 116 {see FIG.
). The process of contact tracing 1s defined at the time of writing as 13 “the process of wdentifying

persons who may have come into contact with an infected person {"contacts”} and subsequent collection

of further information about these contacts” (hip
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18067] Estimates of positive disease status via the Disease Staging Module 319 or disclosed disease
status, combined with geospatial data tor multiple individuals, provide the information requived for
performing the first step i contact tracing and additional information can be gleaned from follow-up
guestionnaires to users highlighted by the contact tracing exercise {1.¢. using the Comrmurication
Modhie 116, or other means such as phone calls or emails). An important goal of contact tracing ts o
alert exposed individuals as to their risk of developing a positive infection, so as to prevent further
fransmission i the presymptomatic stage which is known to be a crucial factor i the rapid spreading of
infectious diseases such as Covid-19. 1t is also possibie to not only take into account GPS coordinates,
but alse information on hikely establishments at these coordinates, such that the probability of contact at
for example a gym, which can might be given a default bigher transmissibility between individuals
compared to other establishments where patrons do not respire with the same intensity or where they do
not interact with 3o many pteces of shared equipment when compared to, for example, pumps at a gas
station, even if the sarne number of visitors enter and leave per time unit.

{8068} By virtue of having access to continuous physiological datastreams, the present invention also
provides the ability to track markers of general health that are indicative of the risk of complication
development prior to contracting an infectious agent 600, while also informing the trajectory of recovery
606 that a user of the system is experiencing. Additionally, such markers of general health are also
useiul to inform authorities in charge of lock-down regulations for controlling the spread of the
infections agent on the unintended negative health consequences of social isolation and closing
cstablishments such as gyms. In certain embodiments these general health markers are based on well-
Foown physiologieal sigoals, such as Resting Heart Rate, Resting Heart Rate during sleep, Heart rate
variability, Pulse waveform and Sp0O2, readily obtainable from PPG capable wearable devices, as well
as activity patterns and amount of exercise obtained when combined with sensors that can perform
actigraphy. Additionally, predictions of derived health metrics can also serve 1o inform a general health
prediction, for example Blological age (regression of physiological features aganst chronological age
for a population), sleep stages and sleep duration, acute and chronic stress.

[0069] Having thus described exemplary embodiments of the present invention, it should be noted by
those skilled in the art that the disclosures are exemplary only and that various other alternatives,
adaptations, and modifications may be made within the scope of the present invention. Accordingly, the
present invention is not limited to the specific embodiments as illustrated herein, but is only limited by

the following claims.

£
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CLAIMS

What 1s claimed:

I.

r

L

&,

A method for providing continuous montioring of a population for infectious disease, the method
COMPTISIng:
a. detecting anomaly associated deviations in IOT data~streams for a monitored individual,
wherein the anomaly associated deviations comprise:
1. deviations in physiological datastrearus;
it deviations in behavioral datastreams;
i, deviations dertved from a comparison between population data and current data of
the individual; or
tv. deviations derived from a comparison between historical data of the individual and
current data of the individual; and
b screening the deviations through communication with the mowtored individual to predict

whether they were caused by confounding factors instead of a disease.

The method of claim 1, wheretn the screening the deviations comprises assessing factors including
5 D o] el

alcohol consumption, heavy meals close to bedtime, strenuous exercise, or psychological stress.

The method of claim 1, wherein after screening the deviations to confirm causes by a disease, using
the anomaly associated deviations to predict transitions in a discreet disease state space for a

monitored individual using a quantitative model to predict transttions.

The method of claim 3, wherein the discrete disease state space iocludes general heslth to describe

general disease.

The method of claim 4, wherein the discrete disease state space further comprises multiple disease

states to represent alternative diseases or disease groups.

The method of claim 5, wherein the quantitative model 15 used to predict transitions in the discrete
disease siate space based upon said anomaly associated deviations, the 107 data streams of the

monitored individual, and feedback related to the monitored individual,

28
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9.

I
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The method of ¢laim &, wherein:

b

the 10T data streams comprise measured behavior, estimated behavior, measured
physiology, or estimated physiology; and
the related feedback of the monitored ndividual comprises symptoms, disease status based
on clinical test results, exposure, or confounding factors, wherein the confounding factors
Comprise:

1. comprise alcoho! consumption, heavy meals close to bedtime, strenuous exercise, or

physiological stress

The method of claim 7, further comprising using epidemiological parameters known for diseases

o malee transitions in the discrete disease state.

The method of claim 8, wherein the eprdenuological parameters of the disease comprises incubation

time, symptomatic disease duration, 3 RO value of the disease, expected physiclogical deviations,

expected behavioral deviations, or geospatal and temporal coordimates of the monitored individual

and publically available estimates of disease prevalence at the location.

. The method of claim 6, wherein the guantiiative model is trained on population data ncluding

documented cases of disease and time of transitions in the disease state space.

The method of claim 1, further comprising contacting the monitored individual to report the

prediction of disease,

. The method of claimy 11, wherein the report comprises wtormuog the monttored tndividual of

possible infection and a risk of developing complications,

. The method of claim 1, wherein the monitored individual comprises a plurality of monitored

individuals, further coraprising combining anomaly associated deviations for the plurality of

monitored individuals in a discrest disease state space o
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a. provide predictions on the disease status and risk of developing severe complications in case
of infection for cach monttored individual in order to control physical access to a work site;
b discover new eptdemics or new disease outbreak hotspots in existing pandemics; or

¢. perform contact tracing to warn individuals of potential exposure,

14. A method of continuous monitoring of a population for infectious disease, the method comprising;
a. capturing, from mobile devices associated with individuals, physiological signals associated
with the individuals, time information, and location information related to the mobile
device,
b. comparing the captured physiotogical signals against historic physiclogical signals

associated with the individuals to identify anomalies;

o

calculating anomaly associated deviations from the identified anomalies;

d. clustering the anomaly associated deviations into similar groups at a population level;
e. selecting anomaly groups based on infectious disease kuvowledge,

£ screening the anomaly associated deviations of the selected anomaly groups on
spatiotemporal correlation over the population level, and

commnnnicating potential epidemic findings if the spatictemporal correlation meets

threshold.

1o

15, The method of claim 14, wherein after calenlating anomaly associated deviations, flagging the

anomaly associated deviations based on infecticus disease knowledge.
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