(43) International Publication Date
11 December 2014 (11.12.2014)

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

WIPOIPCT

(10) International Publication Number

WO 2014/197641 A1l

(51

eay)

(22)

(25)
(26)
(30)

1

(72

74

31

International Patent Classification:
GO6F 1/26 (2006.01) GO6F 1/28 (2006.01)

International Application Number:
PCT/US2014/040967

International Filing Date:
4 June 2014 (04.06.2014)

Filing Language: English
Publication Language: English
Priority Data:

61/830,934 4 June 2013 (04.06.2013) US

Applicant: TRW AUTOMOTIVE U.S. LLC [US/US];
12025 Tech Center Drive, Livonia, MI 48150 (US).

Inventors: KATRAK, Kerfegar, K.; 9578 Amber Circle,
Kalamazoo, MI 49009 (US). YUSKA, Paul; 41875
Mitchell Road, Novi, MI 48377 (US).

Agent: DUGGAN, James, A.; MacMillan, Sobanski &
Todd, LLC, One Maritime Plaza, 5th Floor, 720 Water
Street, Toledo, OH 43604 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

(84)

BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

20147197641 AT |1 0000 101000 O 0

(54) Title: OPTIMIZED POWER SUPPLY ARCHITECTURE

Haeprse

Aattery Provestion

Y _BATT |

Brevagiin
Proteriion

RS R, A N
: V_RAET e ; £ampials) Fadar
i | asnmines ot | 1
- - I T
H #
: ] Husbapii i )
Lanws . at —H  power Supply |4 e sacr
Raparturs warning/ Cragisg o . N el .
Wmeringy dpidanee oot 1 Architecture 1 e -
F - o > } H -~ r
3 3
5 5y
5, : ; *3vy AN/ Plaxkay
H 3 Bus x2
T T 1
Enping Trans | | Steering Braking Fiyhrid Battery
Lontrol Control contrel Control Lontrot
- R Stperin H Braking
Lrging - Trangmission o & R o 5
Duvices Davicas

(57) Abstract: A power supply architecture provides for the efficient distribution and failsate monitoring of power in a microcon-
troller system. The power supply architecture incorporates various components with high integrity and diverse monitoring schemes
that allow the associated control processors to operate with high safety standards. The various embodiments provide an integrated

o method or apparatus for an electronic module safety architecture which includes diversity, time and space independence for power
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supplies for the various microprocessors and control communication buses.
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OPTIMIZED POWER SUPPLY ARCHITECTURE

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit of United States Provisional Application
No. 61/830,934; filed June 4, 2013; the disclosure of which is incorporated herein by

reference in its entirety.

BACKGROUND OF THE INVENTION
[0002] This invention relates in general to a power supply architecture that may be
used in a control system comprising one or more microprocessors and, in particular, to a
power supply architecture that provides for safety monitoring of the various supply
voltages associated with the power supply and/or peripheral components.
[0003] In automotive applications, the particular safety standards to which a
component or system must adhere are determined by a risk classification scheme known
as Automotive Safety Integrity Level (ASIL) and defined by the ISO 26262 Functional
Safety for Road Vehicles standard. This classification helps define the safety
requirements necessary to be in line with the ISO 26262 standard. The ASIL is
established by performing a risk analysis of a potential hazard by looking at the Severity,
Exposure and Controllability of the vehicle operating scenario. The safety goal for that
hazard in turn carries the ASIL requirements. There are four ASILs identified by the
standard: ASIL A, ASIL B, ASIL C, and ASIL D. ASIL D dictates the highest integrity
requirements on the product and ASIL A the lowest.
[0004] ASIL D refers to the highest classification of initial hazard (injury risk) defined
within ISO 26262 and to that standard’s most stringent level of safety measures to apply
for avoiding an unreasonable residual risk. ASIL D is noteworthy, not only because of
the elevated risk it represents and the exceptional rigor required in development, but
because automotive electrical, electronic, and software suppliers make claims that their

products have been certified or otherwise accredited to ASIL D.



WO 2014/197641 PCT/US2014/040967

SUMMARY OF THE INVENTION
[0005] This invention relates to a power supply architecture which incorporates
various components and high integrity and diverse monitoring schemes that potentially
enable one or more associated control processors to operate under ASIL D standards.
[0006] According to one aspect of the invention, a circuit for providing redundant
monitoring of an operating voltage V present at a predetermined point in an electrical
system comprises a voltage divider, a first monitor, and a second monitor. The voltage
divider is connected between the predetermined point and a ground. The voltage divider
defines a first intermediate node at a potential V1, that is less than the operating voltage
V. The voltage divider further defines a second intermediate node at a potential V2 less
than the potential V1. The first monitor is coupled to the first node and is operable to
detect a voltage fault or discrepancy in the level of the operating voltage V. The second
monitor is coupled to the second node and is operable to detect a voltage fault or
discrepancy in the level of the operating voltage V. A protection circuit may be
connected between the first intermediate node and the ground for limiting the voltages at
the first and second node within a predetermined safe operating range of the first and
second monitors. In addition, a third monitor may be coupled to one of the first and
second nodes and operable to detect a voltage fault or discrepancy in the level of the
operating voltage V. In certain embodiments, each of the monitors is coupled to the
respective first or second nodes via a low pass filter.
[0007] According to another aspect of the invention, a power supply architecture
comprises a first processor, a second processor, a first power supply, and a second power
supply. The first power supply is configured to supply a first group of operating voltages
to the first processor. At least a portion of the first group of operating voltages is also
coupled to monitoring inputs of both the first and second processors. The second power
supply is configured to supply a second group of operating voltages to the second

processor. At least a portion of the second group of operating voltages is also coupled to
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monitoring inputs of both the first and second processors. Each of the first and second
processors operates to monitor and evaluate the statuses of the portion of the first group
of operating voltages and also to determine whether any anomalies are present. Each of
the first and second processors operates to monitor and evaluate the statuses of the
portion of the second group of operating voltages and also to a determine whether any
anomalies are present. In one embodiment, the first processor discretely monitors and
evaluates the statuses of the portion of the first group and the second processor discretely
monitors and evaluates the statuses of the portion of the second group.

[0008] The power supply architecture, above, may also include a third processor and a
third power supply. The third power supply is configured to supply a third group of
operating voltages to the third processor,. At least a portion of the third group of
operating voltages is also coupled to monitoring inputs of the third processor. The third
processor operates to evaluate the statuses of the portion of the third group and to a
determine whether any anomalies are present. In another embodiment, the third
processor generates multiple core voltages that are connected to the monitoring inputs of
one of the first and second processors. One of the first and second processors may
operate to evaluate the statuses of the multiple core voltages and to a determine whether
any anomalies are present. In yet another embodiment, an over/under voltage circuit may
be coupled to receive the multiple core voltages from the third processor. The over/under
circuit is operative to generate digital status signals which in turn are supplied to the
monitoring inputs of one of the first and second processors. Additionally, one of the first
and second processors is operative to evaluate the statuses of the portion of the digital
status signals and to a determine whether any anomalies are present. In another
embodiment, the first and second processors may be located on a first circuit board, and
the third processor may be located on a second, separate circuit board, and the digital
status signal are transmitted therebetween.

[0009] According to still another aspect of the invention, a power supply architecture

comprises a first processor, a first power supply, and a first control section. The first



WO 2014/197641 PCT/US2014/040967

processor is partitioned into two MPU applications to define a first control section and
first monitoring section. The first power supply is configured to supply a first group of
operating voltages to the first processor. At least a portion of the first group is coupled to
monitoring inputs of the both the first control section and the first monitoring section.
The first control section and the first monitoring section are operative to evaluate the
statuses of the portion of the first group and to determine whether any anomalies are
present. In one embodiment of this power supply architecture, a second processor may
be partitioned into two MPU applications to define into a second control section and
second monitoring section. A second power supply may be provided for supplying a
second group of operating voltages to the second processor. At least a portion of the
second group of operating voltages may also be connected to monitoring inputs of the
second control section and the second monitoring section. The second control section
and second monitoring section are operative to evaluate the statuses of the portion of the
second group and to a determine whether any anomalies are present.

[0010] According to still yet another aspect of the invention, a power supply
architecture comprises a processor, a power management controller (PMC), and first and
second voltage regulators. The PMC is operable to supply a group of different operating
voltages to the processor. The first voltage regulator connected to supply a voltage V1 to
a first input of the PMC. The second voltage regulator is connected to supply a voltage
V2 to a second input of the PMC and to a memory associated with the processor. The
PMC is operable to generate a delayed enable signal to an enable input of the second
voltage regulator such that the memory of the processor is activated with a delay relative
to its core voltages.

[0011] According to yet another aspect of the invention, a power supply architecture
comprises a processor; a power management controller (PMC), and a voltage regulator.
The PMC is operable to supply a group of different operating voltages to the processor.
The voltage regulator is connected to supply a voltage V1 signal to an input of the PMC.

The processor is operative to monitor and evaluate the status of the voltage V1 signal to
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determine whether an anomaly is present. In one embodiment, the regulator may be a
first regulator and may include a second voltage regulator connected to supply a voltage
V2 signal to a second input of the PMC. The processor is also operative to monitor and
evaluate the status of the voltage V2 to determine whether an anomaly is present. In one
embodiment, the V1 and V2 voltage signals may be discretely monitored by the
processor. In another embodiment, the at least a portion of the group of operating
voltages supplied to the processor may also be coupled to monitoring inputs of the
processor. The processor may be operative to evaluate the at least a portion of the group
of operating voltages to determine whether an anomaly is present. In yet another
embodiment, the at least a portion of the group of operating voltages may be discretely
monitored by the processor. In addition, a third voltage regulator for supplying an
operating voltage V3 signal to a memory may be associated with the processor. Here, the
processor may also monitor the status of the V3 voltage signal to determine whether an
anomaly is present.

[0012] In yet another embodiment of the power supply architecture, above, the
processor may be a first processor that generates an output reference source signal and
the power supply architecture may include a second processor that is operative to monitor
and evaluate the output reference source signal to determine whether an anomaly is
present. Additionally, the output reference source signal of this embodiment may be
discretely monitored by the second processor.

[0013] According to another aspect of the invention, a power supply architecture
comprises a processor, a power management controller (PMC), and a voltage regulator.
The PMC is operable to supply a group of different operating voltages to the processor.
The voltage regulator is connected to supply an operating voltage to the PMC. The
processor is operative to monitor and evaluate at least a portion of the group of operating
voltages to determine whether an anomaly is present. In one embodiment, the at least a
portion of the group of operating voltages may be discretely monitored by the processor.

In another embodiment, the processor is a first processor that generates an output
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reference source signal and a second processor is provided that is operative to monitor
and evaluate the output reference source signal to determine whether an anomaly is
present. Here, the output reference source signal may be discretely monitored by the
second processor.

[0014] In yet another aspect of the invention, a power supply architecture for a vehicle
comprises a processor, a first communication bus connected between the processor and a
vehicle control system, and a first power supply for supplying a first operating voltage to
the first communication bus. A second communication bus is connected between the
processor and the vehicle control system. A second power supply, separate from the first
power supply, is configured to supply a second operating voltage to the second
communication bus.

[0015] Various aspects of this invention will become apparent to those skilled in the
art from the following detailed description of the preferred embodiment, when read in

light of the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0016] Fig. 1 is a block diagram showing one example of an operating environment
for a power supply architecture embodying the principles of the invention, wherein the
invention is utilized as a power supply with multiple vehicle control system.
[0017] Fig. 2 is a block diagram showing one example of the arrangement of
components which comprise the power supply architecture of Fig. 1.
[0018] Fig. 3 is a typical prior art circuit for providing redundant monitoring of an
operating voltage in an electrical system.
[0019] Fig. 4 is a simplified circuit for providing redundant monitoring of an
operating voltage in an electrical system, and embodying the principles of the invention.
[0020] Figs. Sa and Sb show circuits using the principles of Fig. 4 for monitoring the
switched battery and ignition voltages across three processors, 1A, 1B, and 2A, and

representing one example of section A of Fig. 2.
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[0021] Fig. 6a represents one example of section B of Fig. 2, wherein multiple supply
voltages from two independent power supplies are cross-monitored through diverse
analog and digital (discrete) methods.

[0022] Fig. 6b is similar to Fig. 6a, but showing additional details of the monitoring
of a 1.2V core voltage, and wherein the 1.2V core voltage has opposite analog/digital
routing than the rest of the outputs from the respective power supply.

[0023] Fig. 7a represents an alternate embodiment of Fig. 6a (Section B of Fig. 2),
wherein the analog and digital routing is switched.

[0024] Fig. 7b represents an alternate embodiment of Fig. 6b, wherein the analog and
digital routing is switched.

[0025] Fig. 8a and 8b represent alternate embodiments of Fig. 6a (Section B of Fig.
2), wherein each microprocessor 1A and 2A is partitioned into two MPU applications,
which enables each microprocessor to check itself (including its own 1.2V core voltage),
without memory corruption.

[0026] Fig. 9a represents one example of section C of Fig. 2.

[0027] Fig. 9b represents an alternate embodiment of Fig. 9a.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0028] This invention concerns various embodiments directed to the efficient
distribution and failsafe monitoring of power in a microcontroller system. While the
various embodiments are particularly suitable for use in vehicular applications (including
both automotive and truck), it will be readily appreciated that the invention and its
various embodiments can be used, either singly or collectively, in other control
applications having similar operating requirements. In one application, the inventions are
used in a Multiple ASIL Optimized Power Supply Architecture for an electronic control
module used for supervisory input processing (radar, camera, etc.) and output commands
(engine torque, transmission torque, steering angle or torque, brake commands or torque,

suspension commands, etc.) for driver assistance systems. The various inventions
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provide an integrated method or apparatus for an electronic module safety architecture

which includes diversity, time and space independence for power supplies for the varied

ASIL microprocessrors and vehicle communication buses.

[0029]

Referring now to the drawings, there is illustrated in Fig. 1 a block diagram

showing one example of an operating environment for a power supply architecture

embodying the principles of the invention, wherein the invention is utilized as a power

supply in a vehicle control system. Generally, referring to Fig. 1, the functional aspects

of the Multiple ASIL Optimized Power Supply Architecture of the electronic module

may be characterized as follows:

a.

includes two high integrity ASIL D compatible microprocessors (1A and 1B)
for supervisory input processing and output commands for driver assistance
systems.

receives the input processing and output command information from two or
more pairs of automotive communication buses (CAN, Flexray, etc.). These
communication buses transfer high integrity information. Each external bus
type has a complementary role if one of them is severed. As shown in Figs. 1
and 2, each communication bus receives power from a separate and
independent power supply.

includes one other high throughput processing microprocessor (microprocessor
2A) with external memory. The microprocessor 2A may have a quality
management (non-ASIL) hardware requirement. Alternatively, the
microprocessor 2A may have a higher level designation, such as ASIL B.
microprocessors 1A and 2A may be used predominantly for control and
microprocessor 1B may be used predominantly for checking microprocessor
1A and 2A.

in one alternative, a minimal set of functions microprocessor 1B is used for

control and for these functions microprocessor 1A is used for checking.
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f. providing independence between the 2 high integrity Automotive Safety
Integrity Level (ASIL D) microprocessors (1A and 1B) and the high
throughput processing quality management microprocessor (microprocessor
2A) with ASIL B monitoring for external microprocessor hardware.

[0030] The recently approved ISO 26262 safety standards have time and space
independence to be achieved for power supplies and their monitoring for the
microprocessors and varied vehicle communication buses - CAN, Flexray, etc.

[0031] Fig. 2 is a block diagram showing one example of the arrangement of
components which comprise the power supply architecture of Fig. 1, including Section A
(switched battery and ignition voltage monitoring), Section B (independent power
supplies and cross-monitoring between processors 1A and 1B) and Section C (power
management controller and processor 2A).

[0032] Fig. 3 shows a typical prior art circuit for monitoring the switched battery and
ignition voltages across two processors, A and B, embodying the principles of the
invention, and which represents Section A of Fig. 2. Switched battery voltage, which in
one embodiment may be on the order of 26.5V in an automobile, can be divided down to
an acceptable input level for a microprocessor. There may also be protection components
in place to protect the processor in the case of over/under voltage transients. Typically,
there exists a divider and a protection circuit for every processor that is monitoring the
switched battery input.

[0033] Fig. 4 represents an embodiment of a circuit for monitoring battery voltages
across two or more microprocessors having improved economy and reliability. In case of
using two monitoring processors, instead of having two separate voltage dividers, the
processors share three dividing resistors. This configuration still divides the voltage to a
safe level for the processors, but it also sets up a diverse configuration where the battery
voltage translates to different operational voltage ranges for each processor. For
example, processor A may read a full battery at 4.5+V, while processor B may read the

full battery at 2.5V, invoking algorithmic diversity. Another benefit of this topology is
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the ability to use one protection circuit, even while using two or more processors.
Because the protection circuit is placed at the first intermediate node of the dividing
resistors (near Processor A), it will protect any other processors from voltage transients
whether they are at that node or below that node.

[0034] Fig. 5a is the switched battery monitoring topology used by the invention.
Similar to Fig. 4, it uses one set of protection components. In addition to Fig. 4, there is a
third processor, and two of the processors share an operational voltage range at the first
intermediate node on the divider. The resistors leading to each processor isolate the
processors from each other, and they can also be incorporated in low-pass filters to
reduce noise.

[0035] Fig. 5b is an ignition voltage monitoring circuit, using the same topology as
Fig. 5a. Certain embodiment of the invention described herein can make use of this cost
effective circuit for both the battery and ignition voltages. To add further diversity to the
system, the reference points of processor 1A and 1B may be switched between Fig. 5a
and Fig. 5b. This allows each processor to have algorithmic diversity within itself,
reading battery voltage on one operational range while reading ignition voltage on
another. This results in improved failure mode detection.

[0036] Fig. 6a represents section B of Fig. 2, wherein multiple supply voltages from
two independent power supplies are cross-monitored through diverse analog and discrete
methods across two processors. For the sake of clarity, it should be noted that the
physical power supply inputs to the processors, which provide operational voltages rather
than monitored voltages, are not shown in Figs. 6a-9b. The illustrated lines represent the
monitored reference voltages of these supply voltages, and no significant power is
consumed through these illustrated reference lines. In Fig. 6a, a group of reference
voltages for processor 1A are monitored through analog-to-digital (A/D) inputs on a
second processor 1B. Simultaneously, the same voltages are sent to one or several
overvoltage/undervoltage (OV/UV) monitor(s), which calculate discrete pass/fail outputs

depending on the state of the power supplies. Processor 1A reads these outputs using

10
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digital (I/O) pins. Processor 1B uses precisely the same method, monitoring its own
supply through OV/UV monitor(s) and monitoring 1A’s supply through its A/D inputs.
This embodiment incorporates time and space diversity, where the independent power
supplies are monitored by two processors, both using analog (A/D) and discrete (I/0)
methods.

[0037] Fig. 6b is similar to Fig. 6a but shows additional details of the circuit. In Fig.
6b, a 1.2V core reference voltage is separated from the rest of the referenced voltage in
order to show that it is monitored in an opposite fashion. The same time and space
diversity exists for the 1.2V reference, but it is monitored as an analog signal by its own
processor and by a digital( or discrete) signal for the other processor. In one
embodiment, the processor monitors its own 1.2V core with a direct analog connection to
respond quickly to a failure, thus minimizing or eliminating a delay that could come from
the inter-processor bus. Another additional detail in Fig. 6b is the specified supply and
pull-up voltages for the OV/UV monitors. This applies to all OV/UV blocks in Figures
6a,b; 7a,b; and 8a,b. The discrete monitors used by 1A uses voltages from power supply
2, and the discrete monitors used by 1B uses voltages from power supply 1. This allows
the cross monitoring system to operate in a situation where one of the power supplies
fails completely.

[0038] Fig. 7ais very similar to Fig. 6a, except that all assignments of analog and
digital paths have been swapped between the supplies. Each processor now monitors its
own reference voltages using analog means and the other processor’s voltages through
discrete means.

[0039] Fig. 7b is very similar to Fig. 7a, but includes an inverted method of
monitoring the 1.2V core voltages. A similar embodiment was previously described in
Fig. 6b. However, the embodiment of Fig. 6b may represent certain advantages over the
embodiment of Fig. 7b.

[0040] Fig. 8a represents an alternate embodiment of the invention. Some processors

have the ability to run memory partition units, where partitions of the memory are

11
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separated, or otherwise segregated, in such a way that they cannot corrupt other
partitions. This opens up the possibility of using one microprocessor to represent two
microprocessors. Fig. 8ais a simplified memory partition unit application. Power supply
voltages do not cross from one processor to the other. However, they are diversely
monitored by two distinct partitions in each processor, which are represented by the
shaded portions of the processor blocks (grey and white).

[0041] Fig. 8b represents an alternate embodiment of Fig. 8a, where the 1.2V core
voltage is cross-monitored between processors, while the rest of the voltages are cross-
monitored between partitions in their respected processor. In certain environments, Fig.
8a may be a preferred arrangement because the same level of diversity can be
accomplished as Fig. 8b without transferring delayed monitor signals on an inter-
processor bus.

[0042] Fig. 9a represents section C of Fig. 2 and includes the function and monitoring
of microprocessor 2A. A power management controller (PMC) provides the necessary
core and peripheral voltages for 2A. Two switching regulators provide power to the
PMC. Regulator 1 turns on with a signal from V_BATT_SW, and the essential supplies
are provided to 2A. Some peripherals, such as DDR memory may require that their
power supplies be turned on after the processor’s core power supplies. To accomplish
this, a naturally delayed output from the PMC enables Regulator 2, which powers up a
dedicated regulator for the high-current DDR memory. The power supply voltages for
processor 2A are monitored only with a discrete method, and 2A does not include A/D
converters. Because 2A is located on a separate printed circuit board (PCB) than 1A and
1B, discrete signals are preferred for their immunity to noise, which could affect analog
signals. It is also preferred to limit the number of signals that must be passed from one
PCB to the other. For this reason, voltages that are not generated in 2A are monitored by
individual OV/UV monitors and read by 2A. Examples include core input voltages and

memory DDR memory voltages. Processor 2A generates operational voltages for its

12
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cores, as well as several peripheral voltages. These voltages are monitored by individual
OV/UYV processors and read by processor 1B, located on a separate PCB.

[0043] Fig. 9b is very similar to Fig. 9a, except that the OV/UV monitors no longer
exist as individual modules for each supply voltage. Instead, they are grouped into
collective monitors, which generate one or more discrete outputs based on the status of
several input voltages. Collective as well as individual voltage monitors should be
considered for the embodiment of section C. If packaging requirements allow for
additional signals to be transferred between PCBs, processor 1B could discretely monitor
all the supply voltages in section C, which is another embodiment to consider.

[0044] The principle and mode of operation of this invention have been explained and
illustrated in its preferred embodiment. However, it must be understood that this
invention may be practiced otherwise than as specifically explained and illustrated

without departing from its spirit or scope.

13
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What is claimed is:

1. A circuit for providing redundant monitoring of an operating voltage V
present at a predetermined point in an electrical system, the circuit comprising:

a voltage divider connected between the predetermined point and a ground, the
voltage divider defining a first intermediate node at a potential V1 less than the operating
voltage V and a second intermediate node at a potential V2 less than the potential V1;

a first monitor coupled to the first node and operable to detect a voltage fault or
discrepancy in the level of the operating voltage V; and

a second monitor coupled to the second node and operable to detect a voltage fault

or discrepancy in the level of the operating voltage V.

2. The circuit according to claim 1 and further including a protection circuit
connected between the first intermediate node and the ground for limiting the voltages at
the first and second node within a predetermined safe operating range of the first and

second monitors.
3. The circuit according to claims 1 and further including a third monitor
coupled to one of the first and second nodes and operable to detect a voltage fault or

discrepancy in the level of the operating voltage V.

4. The circuit according to claim 1 wherein each of the monitors is coupled to

the respective first or second nodes via a low pass filter.

14
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5. A power supply architecture comprising:

a first processor;

a second processor;

a first power supply for supplying a first group of operating voltages to the first
processor, at least a portion of the first group also coupled to monitoring inputs of both
the first and second processors;

a second power supply for supplying a second group of operating voltages to the
second processor, at least a portion of the second group also coupled to monitoring inputs
of both the first and second processors;

each of the first and second processors operates to monitor and evaluate the
statuses of the portion of the first group and to determine whether any anomalies are
present; and

each of the first and second processors operates to monitor and evaluate the
statuses of the portion of the second group and to a determine whether any anomalies are

present.

6. The power supply architecture according to claim 5 wherein the first
processor discretely monitors and evaluates the statuses of the portion of the first group
and wherein the second processor discretely monitors and evaluates the statuses of the

portion of the second group.

7. The power supply architecture according to claim 5 and further including:

a third processor;

a third power supply for supplying a third group of operating voltages to the third
processor, at least a portion of the third group also coupled to monitoring inputs of the
third processor; and

the third processor operates to evaluate the statuses of the portion of the third

group and to a determine whether any anomalies are present.

15
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8 The power supply architecture according to claim 7 wherein the third
processor generates multiple core voltages that are connected to the monitoring inputs of
one of the first and second processors, and wherein the one of the first and second
processors operates to evaluate the statuses of the multiple core voltages and to a

determine whether any anomalies are present.

0. The power supply architecture according to claim 8 and further including
an over/under voltage circuit coupled to receive the multiple core voltages from the third
processor, and operative to generate digital status signals which in turn are supplied to the
monitoring inputs of one of the first and second processors, and wherein the one of the
first and second processors is operative to evaluate the statuses of the portion of the

digital status signals and to a determine whether any anomalies are present.

10.  The power supply architecture according to claim 9 wherein the first and
second processors are located on a first circuit board, and the third processor is located on
a second, separate circuit board, and the digital status signal are transmitted

therebetween.

11. A power supply architecture comprising:

a first processor partitioned into two MPU applications to define a first control
section and first monitoring section;

a first power supply for supplying a first group of operating voltages to the first
processor, at least a portion of the first group coupled to monitoring inputs of the both the
first control section and the first monitoring section; and

the first control section and the first monitoring section operative to evaluate the
statuses of the portion of the first group and to determine whether any anomalies are

present.
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12. A power supply architecture according to claim 11 comprising:

a second processor partitioned into two MPU applications to define a second
control section and second monitoring section;

a second power supply for supplying a second group of operating voltages to the
second processor, at least a portion of the second group also connected to monitoring
inputs of the second control section and the second monitoring section; and

the second control section and second monitoring section operative to evaluate the
statuses of the portion of the second group and to a determine whether any anomalies are

present.

13. A power supply architecture comprising:

a processor;

a power management controller (PMC) operable to supply a group of different
operating voltages to the processor;

a first voltage regulator connected to supply a voltage V1 to a first input of the
PMC;

a second voltage regulator connected to supply a voltage V2 to a second input of
the PMC and to a memory associated with the processor;

the PMC operable to generating a delayed enable signal to an enable input of the
second voltage regulator such that the memory of the processor is activated with a delay

relative to its core voltages.
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14. A power supply architecture comprising:

a processor;

a power management controller (PMC) operable to supply a group of different
operating voltages to the processor;

a voltage regulator connected to supply a voltage V1 signal to an input of the
PMC; and

the processor is operative to monitor and evaluate the status of the voltage V1

signal to determine whether an anomaly is present.

15.  The power supply architecture according to claim 14 wherein the regulator
is a first regulator and including a second voltage regulator connected to supply a voltage
V2 signal to a second input of the PMC, and wherein the processor is also operative to
monitor and evaluate the status of the voltage V2 to determine whether an anomaly is

present.

16.  The power supply architecture according to claim 15 wherein the V1 and

V2 voltage signals are discretely monitored by the processor.

17.  The power supply architecture according to claim 14 wherein the at least a
portion of the group of operating voltages supplied to the processor are also coupled to
monitoring inputs of the processor, and wherein the processor is operative to evaluate the
at least a portion of the group of operating voltages to determine whether an anomaly is

present.

18.  The power supply architecture according to claim 14 wherein the at least a

portion of the group of operating voltages are discretely monitored by the processor.
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19.  The power supply architecture according to claim 15 and further including
a third voltage regulator for supplying an operating voltage V3 signal to a memory
associated with the processor, and wherein the processor monitors the status of the V3

voltage signal to determine whether an anomaly is present.

20.  The power supply architecture according to claim 14 wherein the processor
is a first processor that generates an output reference source signal and including a second
processor, and wherein the second processor is operative to monitor and evaluate the

output reference source signal to determine whether an anomaly is present.

21.  The power supply architecture according to claim 19 wherein the output

reference source signal is discretely monitored by the second processor.

22. A power supply architecture comprising:

a processor;

a power management controller (PMC) operable to supply a group of different
operating voltages to the processor;

a voltage regulator connected to supply an operating voltage to the PMC; and

the processor is operative to monitor and evaluate at least a portion of the group of

operating voltages to determine whether an anomaly is present.

23.  The power supply architecture according to claim 22 wherein the at least a

portion of the group of operating voltages is discretely monitored by the processor.

24.  The power supply architecture according to claim 22 wherein the processor
is a first processor that generates an output reference source signal and including a second
processor, and wherein the second processor is operative to monitor and evaluate the

output reference source signal to determine whether an anomaly is present.
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25.  The power supply architecture according to claim 24 wherein the output

reference source signal is discretely monitored by the second processor.

26. A power supply architecture for a vehicle comprising:

a processor;

a first communication bus connected between the processor and a vehicle control
system,;

a first power supply for supplying a first operating voltage to the first
communication bus;

a second communication bus connected between the processor and the vehicle
control system; and

a second power supply separate from the first power supply for supplying a second

operating voltage to the second communication bus.

20
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