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Description
METHOD FOR PROCESSING RADIO PROTOCOL IN MOBILE
TELECOMMUNICATIONS SYSTEM AND TRANSMITTER OF

MOBILE TELECOMMUNICATIONS
Technical Field

[1 The present invention relates to a radio protocol of a mobile communication system
and, more particular, to an apparatus and method for performing procedures
(protocols) of a PDCP layer and an RLC (Radio Link Control) layer in an the E-UMTS
{Evolved Universal Mobile Telecommunications System) which has evolved from
UMTS.

Background Art

[2] FIG. 1 is a network structure of an LTE (Long Term Evolution) system, the related
art mobile communication system. For the L'TE system, which has evolved from the
existing UMTS system, basic standardizations are ongoing in the 3GPP.

[3] An LTE network can be divided into an E-UTRAN (Evolved UMTS Terrestrial
Radio Access Network) and a CN (Core Network). The E-UTRAN includes a terminal
(or UE (User Equipment)), a base station (eNB (Evolved NodeB), and an access
gateway (aGW). The access gateway may be divided into a part that handles
processing of user traffic and a part that handles control traffic. In this case, the access
gateway part that processes the user traffic and the access gateway part that processes
the control traffic may communicate with a new interface. One or more cells may exist
in asingle eNB. An interface may be used for transmitting user traffic or control traffic
between eNBs. The CN may include the access gateway and a node or the like for user
registration of the UE. An interface for discriminating the E-UTRAN and the CN may
be used.

[4] FIG. 2 shows an cxcmplary structure of a control planc of a radio interface protocol
between the UE and the E-UTRAN based on the 3GPP radio access network standards.
FIG. 3 shows an exemplary structure of a user plane of the radio interface protocol
between the UE and the E-UTRAN based on the 3GPP radio access network standards.

[3] The structure of the radio interface protocol between the UE and the E-UTRAN will
now be described with reference to FIGs. 2 and 3.

[6] The radio interface protocol has horizontal layers comprising a physical layer, a data
link layer, and a network layer, and has vertical planes comprising a user plane
(U-plane) for transmitting data information and a control plane (C-plane) for
transmitting control signals. The protocol layers in FIGs. 2 and 3 can be categorized as

a first layer (L1), a second layer (L2). and a third layer (L3) based on three lower
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layers of an open system interconnection (OSI) standard model widely known in the
communication system. The radio protocol layers exist as pairs between the UE and
the E-UTRAN and handle a data transmission in a radio interface.

The layers of the radio protocol control plane of FIG. 2 and those of the radio
protocol user plane will be described as follows.

The physical layer, the first layer, provides an information transfer service to an
upper layer by using a physical channel. The physical layer is connected to an upper
layer called a medium access control (MAC) layer via a transport channel. Data is
transferred between the MAC layer and the physical layer via the transport channel.
The transport channel is divided into a dedicated transport channel and a common
channel according to whether or not a channel is shared. Between different physical
layers. namely, between a physical layer of a transmitting side and that of a receiving
side, data is transterred via the physical channel.

The second layer includes various layers. First, a medium access control (MAC)
layer serves to map various logical channels to various transport channels and performs
logical channel multiplexing by mapping several logical channels to a single transport
channel. The MAC layer is connected an upper layer called a radio link control (RLC)
layer by a logical channel. The logical channel is divided into a control channel that
transmits information of the control plane and a traffic channel that transmits in-
formation of the user plane according to a type of transmitted information.

An RLC (Radio Resource Control) layer, the second layer, segments or concatenates
data received from an upper layer to adjust the data size so as for a lower layer to
suitably transmit the data to a radio interface. In addition, in order to guarantee various
QoSs required by each radio bearer RB, the RLC layer provides three operation modes:
a TM (Transparent Mode); a UM (Unacknowledged Mode); and an AM
(Acknowledged Mode). In particular, the RLC layer (referred to as an ‘AM RLC
layer’, hereinafter) operating in the AM performs a retransmission function through an
automatic repeat and request (ARQ) function for a reliable data transmission.

A packet data convergence protocol (PDCP) layer of the second layer performs a
function called header compression that reduces the size of a header of an [P packet,
which is relatively large and includes unnecessary control information, in order to ef-
fectively transmit the 1P packet such as an 1Pv4 or IPv6 in a radio interface having a
smaller bandwidth. The header compression increases a transmission efficiency
between radio interfaces by allowing the head part of the data to transmit only the
essential information.

The RRC layer located at the uppermost portion of the third layer is defined only in
the control plane, and controls a logical channel, a transport channel and a physical

channel in relation to configuration. reconfiguration, and the release or cancellation of
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radio bearers (RBs). In this case, the RBs refer to a logical path provided by the first
and second layers of the radio protocol for data transmission between the UE and the
UTRAN. In general, the set-up (configuration) of the RB refers to the process of
stipulating the characteristics of a radio protocol layer and a channel required for
providing a particular data service, and setting the respective detailed parameters and
operation methods.

The respective radio protocol layers of the LTE are basically based on the radio
protocol layers of the UMTS. As described above, the radio protocol layers of the
UMTS have the substantially similar functions as those of the LTE. Here, a data
processing method of the AM RLC and the PDCP layers, among the second layer,
related to the present invention will be described in detail.

FIG. 4 illustrates the processing order in which a transmitting side of AM RLC and
PDCP layers of a UMTS receives data from an upper layer, processes the received
data, and transmits the processed data;

The order of processing the data received by the transmitting side of the AM RLC
and the PDCP layers of the UMTS from the upper layer will now be described with
reference to FIG. 4. An SDU (Service Data Unit) refers to data received from an upper
layer, and PDU (Protocol Data Unit) refers to data which has been received from an
upper layer, processed and then transmitted to a lower layer.,

The PDCP layer receives data (PDCP SDU). which is to be transmitted to a lower
layer, from an upper layer (S1). The PDCP layer compresses a header of the received
data (PDCP SDU) and transfers the same to the lower RLC layer. In this case, a header
compressor of the PDCP layer may generate a header-compressed feedback packet by
itself irrespective of the PDCP SDU. The header-compressed PDCP SDU or the
feedback packet includes PDCP PDUs which are transferved to the lower R1.C layer
(82).

‘When the AM RLC layer receives the RLC SDU, namely, the PDCP PDUs, it
segments or concatenates the PDCP PDUs in a fixed size. The AM RLC layer se-
quentially attaches an RLC sequence number (SN) to the segmented or concatenated
data blocks (S4). In this case, the AM RLC layer may generate RLC control PDUs by
itself irrespective of the RLC SDU. Here, the RLC SN is not added to the RLC control
PDUSs. In step S4 as shown in FLG. 4, the RLC PDUs include RLC SN-attached data
blocks or RLC SN-free RLC control PDUs. The RLC PDUs are stored in an RLC PDU
buffer (S5). This is for a re-transmission of the RLC PDUs that may be necessary later.

‘When the AM RLC layer transits or re-transmits the RLC PDUs, it performs
ciphering by using the RLC PDU SN (S6). In this case, because the ciphering uses the
SN, the SN-free RLC PDUs, namely, the RLC control PDUs, arc not ciphered. The
ciphered RLC PDUs or the non-ciphered RLC control PDUs are sequentially
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transferred to the lower MAC layer.

[19] In the LTE, the L2 protocol has a room to be improved in various aspects. In
particular, the PDCP layer and the AM RLC layer are expected to have the following
requirements.

[20] First, in forwarding or re-transmitting unconfirmed PDCP SDUs at handover,
the transmitting side forwards or re-transmits only SDUs that have not been received by a
receiving side. This is called a selective forwarding or re-transmission.

[21] Second, the size of the RLC PDUs is flexible according to a radio
environment at each transmission.

[22] Third, ciphering of the RLC PDU at every transmission or re-transmission is
prevented.

[23] These requirements cannot be satisfied by the related art UMTS L2 protocol,
so designing of a new L2 protocol is required for the LTE.

DISCLOSURE OF INVENTION
TECHNICAL SOLUTION

[24] Therefore, it is desirable to design a new L2 protocol in the LTE in an effort
to solve the technical problem of the related art UMTS L2 protocol.

[25] Namely, the present invention has evolved from the UMTS and provides a
new method of designing the structure of a second layer suitable for various requirements
of a new system by supporting a selective re-transmission during handover, supporting a
variable PDU size of an RLC, and reducing overhead in a ciphering process which is
performed whenever an RLC PDU is transmitted.

[26] Meanwhile, in forwarding or re-transmitting the unconfirmed PDCP SDUs
during handover (namely, the PDCP SDUs have not been successfully reccived by the
receiving side), in order to forward or re-transmit only the SDUs that have not been
successfully received by the receiving side, the PDCP SN should be explicitly added to
each PDCP SDU and transmitted, unlike in the related art in which the terminal and the
network implicitly manage the PDCP SN. Namely, the PDCP SN is explicitly used like
the RLC SN.

[27] The use of the explicit PDCP SN allows the upper PDCP layer, not the RLC
layer, to perform ciphering. Ciphering by the PDCP layer can be more advantageous in
terms of protocol operations because it can prevent the RLC layer from ciphering the

PDUs each time the PDU is forwarded or re-transmitted. In this case, the PDCP SDU
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received from an upper layer can be ciphered because the PDCP SN exists to correspond
to each SDU. However, there is no PDCP SN for an ROHC feedback packet which is
generated by the PDCP layer itself, so the ROHC feedback packet cannot be ciphered.
Thus, it is necessary to check whether the valid data (payload) part of each PDCP PDU
has been ciphered or not because, when the receiving side receives the PDCP PDUs, it
should discriminate ciphered data (namely, the pay load part of each PDU) and the non-
ciphered data (namely, the ROHC feedback packet) and decipher only the ciphered data.

[28] Thus, in the present invention, an indicator indicating whether the valid data
(payload) part of each PDCP PDU has been ciphered or not is provided in the E- UMTS
(Evolved Universal Mobile Telecommunications System). In addition, the indicator
serves to discriminate a non-ciphered ROHC feedback packet (namely, the packet
generated by the PDCP layer itself) and a ciphered valid data of a PDCP PDU.
Accordingly, the receiving side can instruct to decipher only the ciphered valid data of a
PDCP PDU.

[29] According to an aspect of the present invention, there is provided a mobile
communication transmitter comprising: a first SN (Sequence Number) setting module that
receives data from an upper layer and sets a first SN associated with the data; a header
compression module that compresses a header of the received data; a ciphering module
that ciphers the header-compressed data; and a second SN setting module that adds a
second SN to the ciphered data and transfers the second SN-added data to a lower layer.

[30] Preferably, the ciphering module or the second SN setting module adds an
indicator indicating whether or not the second SN-added data has been ciphered.

[31] Preferably, the mobile communication transmitter further includes a first
buffer.

[32] Preferably, the header compression module generates data by itself,
separately from the data received from the upper layer.

[33] Preferably, the data generated by the header compression module itself is not
ciphered by the ciphering module,

[34] Preferably, the data generated by the header compression module itself is
feedback data which is unrelated to the data received from the upper layer.

[35] Preferably, the data generated by the header compression module itself is an
ROHC (Robust Header Compression) feedback packet.
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[36] Preferably, the mobile communication transmitter further includes: a second
buffer that receives and stores the second SN-added data; a segmentation and
concatenation module that segments and/or concatenates the data stored in the second
buffer; a third SN setting module that adds a third SN to the segmented and/or
concatenated data; and a third buffer that stores the data to which the third SN has been
added by the third SN setting module.

[37] Preferably, the second buffer is an RLC (Radio Link Control) SDU (Service
Data Unit) buffer, and the third buffer is an RLC PDU (Protocol Data Unit) buffer.

[38] Preferably, the third SN added by the third SN setting module is an RLC SN.

[39] Preferably, the first buffer is a PDCP (Packet Data Convergence Protocol)
SDU (Service Data Unit) buffer, and the lower layer is an RLC layer.

[40] The present invention provides the structure and data processing method of
the second layer of the radio protocol to satisfy the conditions required by the above-
described LTE system.

[41] In addition, in the present invention, the ciphering process, one of the
essential functions of the LTE can be smoothly performed at the second layer.

[41a] Comprises/comprising and grammatical variations thereof when used in
this specification are to be taken to specify the presence of stated features, integers, steps
or components or groups thereof, but do not preclude the presence or addition of one or
more other features, integers, steps, components or groups thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

[42] FIG. 1 is a network structure of an LTE (Long Term Evolution) system, the
related art mobile communication system;

[43] FIG. 2 shows an exemplary structure of a control plane of a radio interface
protocol between a UE and an E-UTRAN based on the 3GPP radio access network
standards;

[44] FIG. 3 shows an exemplary structure of a user plane of the radio interface
protocol between the UE and the E-UTRAN based on the 3GPP radio access network

standards;
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[45] FIG. 4 illustrates the processing order in which a transmitting side of AM
RLC and PDCP layers of a UMTS receives data from an upper layer, processes the
received data, and transmits the processed data;

[46] FIG. 5 illustrates the structure of an L2 protocol and the processing order in
which the transmitting side processes data according to a first embodiment of the present
invention; and

[47] FIG. 6 is a view showing the data structure including indicators indicating
whether data has been ciphered or not and a data processing method of the PDCP
transmitting side.

MODE FOR THE INVENTION

[48] The present invention is applicable to an E-UMTS (Evolved Universal
Mobile Telecommunications System) which has evolved from a UMTS. However, the
present invention is not limited thereto and can be applicable to any communication
system and any communication protocol to which the technical idea of the present
invention can be applicable.

[49] The basic concept of the present invention is to design and define a radio
protocol and a data structure that can meet the above-described requirements, That is, in
the present invention, first, a PDCP layer ciphers data (i.e., a PDCP SDU) received from
an upper layer, generates an indicator for discriminating data that has been ciphered and
data that has not been ciphered (i.e., the ROHC feedback packet directly generated by the
PDCP layer), and transmits the ciphered data with the indicator to a lower layer (i.e., RLC
layer). Second, the PDCP layer defines a PDCP SN according to an algorithm for
ciphering the data, to perform ciphering.




WO 2008/114993 PCT/KR2008/001523

[50]
[51]

[52]

[53]

[54]

[55]

[56]

7

The construction and operation of the present invention will now be described.

FIG. 5 illustrates the structure of an L2 protocol and the sequential data processing
by a transmitting side according to a first embodiment of the present invention.

FIG. 5 shows the sequential order in processing and transmitting data which has been
received by the transmitting side of the RLC and PDCP layers in an LTE from an
upper layer. Among the terms used in the present invention, an SDU refers to data
received from an upper layer and PDU refers to data transmitted to a lower layer after
being received from an upper layer and processed.

The first embodiment of the present invention will now be described with reference
to I'lG. 5.

S11: As shown in FIG. 5, the PDCP layer receives data (PDCP SDUs) to be
transmitted to a lower layer, from an upper layer. The PDCP layer sets a virtual SN
(Sequence Number) with respect to each PDCP SDU. In this case, the PDCP SDU SNs
are sequentially set to discriminate the respective PDCP SDUs. The step S11 is
performed by a first setting module. In §11, the SNs are not actually added to the
PDCP SDUs but the respective PDCP SDUs are managed by sort of pointers (not
shown) which are discriminated by each different SN. For this reason, the SNs are
expressed as virtual SNs. Furthermore, this reason makes implicit expression in step
S11in FIG. § wherein each SN (i.e., virtual SN) of the PDCP SDUs is drawn by dotted
lines.

S12: The PDCP layer stores the respective PDCP SDUs in a PDCP SDU buffer. This
is for a source base station (i.e., source NodeB) to forward a PDCP SDU whose
reception has been unconfirmed by a terminal (UE) to target base station (i.e., a target
NodeB), or for the terminal to re-transmit a PDCP SDU whose reception has been un-
confirmed (i.e., for example in case a source NodeB may be not confirmed for a target
NodeB to successfully receive a PDCP SDU which has been transmitted from the
source NodeB) by the source NodeB to the target NodeB during handover. When the
PDCP SDUs are forwarded or re-transmitted during handover, only the PDCP SDUs
that have not been properly received by the receiving side according to a status report
of the RLC layer or the PDCP layer. This is called a selective forwarding/re-
transmission. The step 12 is performed by the PDCP SDU buffer. The virtual SN
setting process and the PDCP SDU buffering may be simultaneously performed. 1f the
PDCP layer does not support the selective forwarding/retransmission, the PDCP SDU
buffer may not be provided.

S13: A header compressor (or header compression module) sequentially performs
header compression on the PDCP SDUs. In this case, the header compressor may
generate a header compression feedback packet or a PDCP STATUS PDU, etc., which
are unrelated to the PDCP SDUS, by itself.

-10-
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$14: The PDCP layer sequentially ciphers the header-compressed PDCP SDUs. In
this case, the PDCP layer performs ciphering by using virtual PDCP SNs which were
set when the PDCP SDUs were stored in the buffer. Namely, the PDCP SNs act as
input parameters in a ciphering algorithm to serve to generate each different ciphering
mask for each SDU. The step S14 is performed by the ciphering module. Besides the
ciphering operation, the PDCP layer may perform a security function including an
integrity protection function. Also, in case of the integrity protection, the PDCP SDUs
are integrity-protected by using virtual PDCP SNs. The PDCP layer may include
packets generated by the PDCP layer itself, such as a feedback packet generated by the
header compressor itself and the PDCP STATUS PDU, etc., generated by the PDCP
layer itself. The feedback packet or the PDCP STATUS PDU, etc. are not ciphered
because they do not have any corresponding PDCP SDUs or any set virtual PDCP
SNs.

S15: The virtual PDCP SN (i.e.. the SNs set in step S11) corresponding to the re-
spective header-compressed and ciphered PDCP SDUs are attached to the PDCP PDU
headers to form PDCP PDUs. Namely, the virtual PDCP SNs (e.g., the SNs set in step
S11) corresponding to the respective SDUs are attached to the PDCP PDU headers of
the respective PDCP SDUs to form PDCP PDUs. Namely, when the PDCP PDUs are
transferred to the RLC layer, the virtual PDCP SN set in step S11 are explicitly
attached to the respective SDUs. The step S15 is performed by a second setting
module. In this case, because there is no virtual PDCP SN set for the feedback packet
generated by the header compressor itself or the PDCP STATUS PDU generated by
the PDCP layer itself, etc., the feedback packet or the PDCP STATUS PDU, etc.,
configure a PDCP PDU by itself without the PDCP SN. The PDCP layer transfers the
thusly configured PDCP PDUs to the lower R1.C layer.

S$16: Upon receiving the RLC SDUS, namely, the PDCP PDUs, from the PDCP
layer, the RLC layer stores them in the RLC SDU buffer. This is to flexibly support the
PDU size of the RLC layer.

S17: The RLC layer stores the RLC SDUs in the SDU buffer, and when a lower
MAC layer requests transmission of them at every transmission time, the RLC layer
segments and/or concatenates the RLC SDUs as many as required according to the
requested size. The step S17 is performed by a segmentation and concatenation
module.

S18: The RLC layer sequentially attaches RLC SNs to the segmented and/or con-
catenated data blocks. In this case, the RLC layer may generate an RLC control PDU
by itself irrespective of the RLD SDUs. The RLC SN-attached data blocks or the RLC
SN-free RLC control PDU constitute RLC PDUs. The step S18 is performed by a third

setting module.

-11-
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$19: Because the AM RLC layer supports re-transmission, the AMC RLC layer
stores the constructed RLC PDUs in an RLC PDU buffer. This is for a re-transmission
that may be necessary afterwards.

The PDCP SNs in steps S11 and S15 and the RLC SN in step S18 have different
properties as described above. Namely, the PDCP SNs are used for ciphering in the
PDCP layer and eventually used for forwarding or re-transmitting only the PDCP data
whose reception has not been confirmed by the receiving side. Meanwhile, the RLC
SN are used at the RLC layer and have a different purpose from that of the PDCP
SNs. That is, in the present invention, when the SDUs are received by the PDCP layer
from an upper layer, the PDCP SNs are attached to the SDUs, and when the PDCP SN-
attached SDU are transterred to the RLC layer, the RLC SNs are additionally attached
thereto. The RLC SNs are not practically related to the PDCP SNs in view of usage.

The ciphering performed in the PDCP layer by using the PDCP SN has been
described with reference to FIG. 5. There are two types of data that is transferred from
the PDCP layer to the RLC layer: the SN-added ciphered data; and the feedback packet
which is not ciphered with SN and generated by the PDCP layer itself. When the
transmitting side transmits the two types of data to the receiving side, the receiving
side should discriminate a ciphered one and a non-ciphered one to deciphering the
data, Thus, the present invention proposes a data structure having an indicator to dis-
criminate them as shown in FIG. 6.

FIG. 6 is a view showing the data structure including indicators indicating whether
data has been ciphered or not and a data processing method of the PDCP transmitting
side.

The ciphering indicator in the data structure as shown in FIG. 6 exists ahead of the
PDCP PDU header and informs whether the valid data part (payload) of the PDCP
PDU has been ciphered or not. In this case, because the transmitting side PDCP layer
ciphers the PDCP SDUs which have been received from an upper layer, by using the
PDCP SN, the transmitting side PDCP layer sets a value (which can be, for example,
binary digit *1” if a field of the indicator is 1 bit) indicating that the PDCP SDUs have
been ciphered, and in case of the packet generated by the PDCP itself, namely, the
ROHC feedback packet or the like, because it is not ciphered, the transmitting side
PDCP layer sets an another value (which can be, for example, binary digit ‘0’ if the
field of the indicator is 1 bit) indicating that the PDCP SDUs have not been ciphered.
If there exists a control PDU that has been generated by the PDCP layer itself, the
control PDU would not be ciphered, so the PDCP layer sets a value indicating that the
control PDU has not been ciphered.

When the payload part is the PDCP SDU, the ciphering indicator indicates that the
valid data (payload) part of the PDCP PDU has been ciphered. In this case, the
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presence of the PDCP SN used for the ciphering informs not only that the payload part
has been ciphered but also that the PDCP SN field exists.

This will be described with reference to FIG. 6.

As shown in FIG. 6, the sequential processes of S11 to S13 in FIG. 6 are the same as
those of S11 to S13 in FIG. 5. Accordingly, the description for the processes of S11 to
S$13 is the same as that for the processes of FIG. 5.

The processes of S14” and S15” will now be described.

$14’; The PDCP layer sequentially ciphers the header-compressed PDCP SDUs or
the packets (ROHC feedback packets) generated by the PDCP layer itself, and adds the
ciphering indicator indicating whether the data (i.e., the PDCP SDUs and the ROIIC
feedback packet) have been ciphered or not, to the header. Also, the PDCP layer may
perform a security function by including an integrity protection function in addition to
the ciphering of the PDCP SDUs. For the integrity, the PDCP layer integrity-protects
the respective PDCP SDUs by using the virtual PDCP SNs. In this case, the ciphering
indicator informs that the packets have been ciphered and integrity-protected. The
packets generated by the PDCP layer itself, namely, the header compression feedback
packets or the PDCP STATUS PDUs, etc. are not ciphered because they do not have
corresponding PDCP SDUs nor virtual set PDCP SNs, so the PDCP layer adds the
ciphering indicator indicating that the corresponding packets have not been ciphered,
to the headers of the packets.

S15°: The virtual PDCP SNs corresponding to the respective header-compressed and
ciphered PDCP SDUs are attached to the headers of the PDCP PDUs to form PDCP
PDUs. Namely, when the PDCP PDUs are transferred to the RLC Layer, the virtual
PDCP SNs are explicitly attached as PDCP SNs to the respective SDUs. The PDCP
SNs are attached only to the case where the valid data (payload) part has been
ciphered. Namely, the feedback packets or the PDCP STATUS PDUs, etc., generated
by the header compressor itself are not ciphered. so the PDCP SN are not added to the
feedback packets or the PDCP STATUS PDUSs, and the feedback packets or the PDCP
STATUS PDUs form the PDCP PDU by themselves. The PDCP layer transfers the
thusly configured PDCP PDUs to the lower RLC layer.

Meanwhile, the ciphering indicator may be added in the process of step S15°, not the
S14°. In this case, the PDCP layer should constantly recognize whether the valid data
(payload) have been ciphered or not. If the valid data (payload) have been ciphered, the
PDCP layer adds the ciphering indicators and the PDCP SN to the headers of the
PDCP PDUs. If the valid data (payload) have not been ciphered, the PDCP layer adds
only the ciphering indicators to the headers to form the PDCP PDUs.

The structure of the data processed in the PDCP layer according to the present

invention will now be described.
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As shown in FIGs. 3 and 6, the data structure of the PDCP PDU includes an SDU
which has been received from an upper layer (the SDU has undergone header com-
pression) (or payload), an SN field added in front of the SDU and in which a PDCP SN
is put, and an indicator added in front of the SN field and indicating whether or not the
SDU has been ciphered. Meanwhile, as shown in FIG, 5, the RLC SN field in which
the RLC SN is put is added in front of the PDCP SN field of the PDCP PDU
transferred to the RLC layer.

The mobile communication transmitter according to the present invention as
described with reference to FIGs. 5 and 6 will now be described.

The transmitter according to the present invention may be included in a terminal (or
UE, device, etc.) and a transmitting device of a base station.

The transmitter according to the present invention performs the configuration and
function as described with reference to FIGs. 5 and 6. Namely, the transmitter
according to the present invention includes: 1) the first SN setting module that receives
data (i.e., PDCP SDU) from an upper layer and sets a virtual SN associated with the
data; 2) the first buffer (i.e., the PDCP SDU buffer) that stores the received data; 3) the
header compression entity (e.g., the header compressor or an entity including the
header compressor) that performs header compression on the received data (e.g., PDCP
SDU); 4) the ciphering module that ciphers the header-compressed data; 5) the second
SN setting module that adds a second SN to the ciphered data and transmits the same
to the lower layer (i.e., the MAC layer). Here, the second SN setting module may be
included as an element in the header compression entity. The elements 1) to 5) process
the data of the PDCP layer.

In addition, the mobile communication transmitter according to the present invention
includes, as elements for processing the data of the R1.C layer, the second butter that
receives and stores the second SN-added data (i.e., the RLC PDU); the segmentation/
concatenation module that segments and/or concatenates the data stored in the second
buffer; the third SN setting module that adds a third SN to the segmented and/or con-
catenated data; and the third buffer that stores the third SN-added data (i.e., RLC
PDU).

The PDCP layer applied to the present invention should support the RFC 2507 (IP
Header Compression) and ROHC 3095 header compression protocol type.

Preferably, the RFC 3095 (ROHC) should be necessarily supported while the RFC
2507 may be additionally supported.

The invention being thus described, it will be obvious that the same may be varied in
many ways. Such variations are not to be regarded as a departure from the scope of the
invention, and all such modifications as would be obvious to one skilled in the art are

intended to be included within the scope of the following claims.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A mobile communication transmitter comprising:

a first SN (Sequence Number) setting module that receives data from an upper
layer and sets a first SN associated with the data;

a header compression module that compresses a header of the received data;

a ciphering module that ciphers the header-compressed data; and

a second SN setting module that adds a second SN to the ciphered data and

transfers the second SN-added data to a lower layer,
2. The transmitter of claim 1, wherein the ciphering module or the second SN
setting module adds an indicator indicating whether or not the second SN-added data has

been ciphered.

3. The transmitter of claim 2, wherein the indicator is added in front of an

SN field in the second SN-added data.

4, The transmitter of claim 1, wherein the header compression module

generates data by itself, independently from the data received from the upper layer.

5. The transmitter of claim 4, wherein the data generated by the header

compression module itself is not ciphercd by the ciphering module.
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6. The transmitter of claim 5, wherein the data generated by the header
compression module itself is feedback data unrelated to the data received from the upper

layer.

7. The transmitter of claim 6, wherein the data generated by the header

compression module itself is an ROHC (Robust Header Compression) feedback packet.

8. The transmitter of claim 1, wherein the first and second SNs are the same

PDCP (Packet Data Convergence Protocol) SNs.

9. The transmitter of claim 1, wherein the data received by the first SN setting
module from the upper layer is a PDCP SDU (Service Data Unit), and the second SN-
added data transferred by the second SN setting module to the lower layer is a PDCP

PDU (Protocol Data Unit).

10.  The transmitter of claim 1, further comprising:

a first buffer that stores the data received from the upper layer.

11. The transmitter of claim 10, further comprising:

a second buffer that receives and stores the second SN-added data;

a segmentation and concatenation module that segments and/or concatenates the
second SN-added data;

a third SN setting module that adds a third SN to the segmented and/or
concatenated data; and

a third buffer that stores the third SN-added data.
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12.  The transmitter of claim 11, wherein the second buffer is an RLC (Radio

Link Control) SDU buffer, and the third buffer is an RLC PDU buffer,

13.  The transmitter of claim 11, wherein the third SN added by the third SN
setting module is an RLC SN,

14, The transmitter of claim 1, wherein the first buffer is a PDCP SDU buffer,

and the lower layer is an RLC layer,

15, The transmitter of claim 1, wherein the lower layer is an RLC layer

operating in an AM (Acknowledged Mode).

16.  The transmitter of claim 1, wherein the first SN setting module, the header
compression module, the ciphering module and the second SN setting module belong to
an PDCP (Packet Data Convergence Protocol) layer.

17.  The transmitter of claim 11, wherein the second buffer, the segmentation
and concatenation module, the third SN setting module and the third buffer belong to an

RLC (Radio Link Control) layer.

18. A mobile communication transmitter substantially as hereinbefore

described with reference to Figures 5 and 6 of the accompanying drawings.

LG ELECTRONICS INC

WATERMARK PATENT & TRADE MARK ATTORNEYS
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18-




WO 2008/114993

PCT/KR2008/001523
1/3

[Fig. 1]
CN
aGW E-UTRAN
/ \
eNB | __ eNB
<
UE
[Fig. 2]
RRC « > RRC
RLC + > RLC
MAC « > MAC
PHY < PHY
UE E-UTRAN
[Fig. 3]
PDCP ¢ *  PDCP
RLC « > RLC
MAC « . MAC
PHY . , PHY
UE E-UTRAN

-19-




WO 2008/114993 PCT/KR2008/001523
213

[Fig. 4]

53 segmentation
‘concatenation

S5
retransmission

ciphering by
using RLC PDU SNs

S6

[Fig. 5]

Si1

S12 for forwarding /fretransmission

at handover

S13

ciphering by
using virtual SNs

setting SNs
RLC SDU buffering

segmentation/
concatenation

PDCP

S14

515

516 for Flexible RLC PDU size

S17

518 setting SNs
S19 RLC PDU buffering :Z;ransmissim

-20-




WO 2008/114993 PCT/KR2008/001523
33

[Fig. 6]
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