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(57) Abstract: A method is provided for restricting or enhancing broadcast content access on a per-subscriber basis across a pop-
&= ulation of subscribers, all of whom have a valid content access key to such content, without necessitating changes to the current
& standard schemes and protocols for distributing content access keys and broadcasting the traffic keys associated with the broadcast
data itself, and without trusting the application that processes the data. A method of handling a multimedia broadcast in a device
comprises receiving broadcast content in a media stream encrypted using a traffic key, receiving the traffic key encrypted using a
session key, and receiving broadcast attributes encrypted using the traffic key and the session key, wherein use of the media stream
by the device is controlled using the broadcast attributes and using an access policy in the device.
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RESTRICTION OF BROADCAST SESSION KEY USE BY SECURE MODULE

DECRYPTION POLICY

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This applicatidn claims the benefit of provisiqhal applicatioﬁ 60/752,060, filed

December 21, 2005.

BACKGROUND OF THE INVENTION
i. Field of the Invention

[0_(_]0;] _ The present invention relates to the secured broadcast of multimedia and data, |
and more speciﬁcaliy to methqu used to res_tricf access to said broadcasts on a

subscriber-by-subscriber basis even when all subscribers have valid content access keys.

‘2. Description of the Related Art
'[0003] : Restricting access to broadcast content is of paramount importance to content .
providers. However, current schemes ﬁsing broadcast session keys fail to provide
-flexibility to provide customized access to different content subscribers; they provide the
same lével .éccess to all éuthorized subscribers: for a specific sérvice, disallowing the

ability of content providers to limit or enhance that service to specific subscribers. It is

-1-



WO 2007/075633 PCT/US2006/048357

important to understand that in an environment where trénsmjttal of a broadcast sessipn .
key to the entire subsqriber population is an expensive and resourcé intensive 'operation,.
the ability to alter the behavior of a specific subscriber’s content session key in between
such global tré.nsmittals can be of significant value to the content provider. - Real life
examples of these types of subscribér specific limitéﬁons include limitiﬁg access to the '
broadcast content during specific times of day or based on a subscﬂber’§ 1ocgtion~, limited
access to content based on the content’s rating, or simply expiring a s'ubscri.ber’-s access to
the content before the -ﬁext general transmittal .of the seséion key.

[0004] Bfoa'dcast sessio.n keys are typically used to provide large gfanularity.ser\(ice
protection. The. distribution of broadcast session keys normally requireneach user to
undergo poiﬁt—to-point authentication with a subscription manager to éuthoxjée the user
and obtain the key. Due to the tfafﬁc démands of distributing broadce;st session keys ;co
the entire subscription bas;, session keys are distributed relatively infrequently.

[0005] . Session keys are often bundled with é rights object that describes how the
associated content can be used. Th-e rights object typically describe the entire content
o.bjec;t, be it a broadcgs't multimedia stream, a broadcasfc file, a data file, or s;)me other
content type. In the case of a multimedia stream, the rights 6bject is applicable for the
entire duration of the session k.ey.'

[0006] Rights objects are useful when all broadcast clients that 'receive,‘a stream are

trusted to execute the rights objcdt. However, this may not be thé case: a client may be
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executing a non-trusted application. To address this, a COmmqn architecture is to equip. _
broadcast clients with a secure modulé (SM) tha‘; shares a client—speciﬁc secret (CSS)
with the broadcast network infrés'h‘ucture. The session kéy-i; then encrypted using the
shared secret in so?he systematic fashion, in such a way that the application cannot itself
decryi)t tﬁe key.

. [0007] The media stream is encrypted with a rapidly varying traffic ic'ey which may be
valid for only a matter of seconds. The traffic key is enc_rypted with thé séssién kéy, and
typically broadcast separately from the_ medié stream. l\/.Iedia‘ stream packets are tagged
indicating which traffic ke}.r was ’ﬁsed to encrypt the packet. The broadc;ast client will. ask
the SM to decrypt the traffic key based on the encrypted session key the aiwplication has
access to. Sincé only the SM knows the CSS, it and it alone can decfypt the ‘trafﬁc key.

" The decrypted traffic kéy can thén be used to decrypt some set of media stream packets,
. typically on the oraer ofa hundreci or more before a new traffic key is required.

[0008] | The purpose ot; this mechanism is to eﬁsure that even if a traffic key is shared

by a rogue application to others, the key is valid for such a short 'p.eriod qf time that if

unlikély that it can be shared with another broadcast client such as g' set top box or mobile
device in a timely enough fashion to be of use to the unauthorized client. ‘

[0009] | However, this con;/entional mechanism does n.ot provide the capabilify to

restrict the use of session keys on a per-subscriber basis. A need arises for a technique
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that provides the capability to protect the broadcast content using traffic keys that offer

finer-grained control to that content in a tamper—pfoof manner.

Summary of the Invention
[0010] The present invention provides a technique for restricting or enhancing -
broadcast content access on a per-subscriber basis across.é population of subscribers, all of
whom have a valid content access key to such content, without necessitating changes to the
current standard schemes and protocols for distributing content access keys and
broadcasting the traffic keys associated with the broadcast data itself, and without trusting
- the z;pplication that processes the data. This is accomplished via two mechanisms. First, a
tamper proof, subscriber-specific access policy is transmitted at the time.a subscriber
obtains a broadcast access k?y. This policy may describe restrictions on use based on time,
"location, content rating, or other specifications that are pertinent to the broadcast channel.
Second, as the broadcast itself is transmitted, attributes about that broadcast are sent in a
tamper proof way along with, or embedded in, the traffic keys, and are used to determine if
the conditions set forth in the accesg policy are satisfied. Broadcast attributes correspond to .
2; specific traffic key such that an application on the receiving device can not alter the
broadcast attributes,‘ or use non-corresponding broadcast attributes to successfully decrypt

the traffic key. Additional device and user-specific profile data can be combined with the
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broadcast attributes to evaluate the access policy. Only if the-access.liolic.y is satisfied can.
the broadcast content can be yiewed by, or otherwise made avaiiable to the user.

[0011] A method. of viewing‘ a multimedia broadcast in a devicé comprises receiving
broadcast content in a media stream 'encrypted using a traffic key, receiving the traffic key
encrypted using a session key, and receiving broadcast attributes encrypted using the traffic
key and the session key, wher;in use of the media stream by the device 1s controlled .using
the broadcast attributes and using an access policy in the device.

[0012] The access policy may defme' .reétrictions on-use 'of the media stream. The
deﬁned”resu;ictions on viev.ving Qf the media stream may be on a subscﬁba—by~subscﬁber |
basis. The method may further comprise using the broadcast attributes to e\;éluate whether
the access po]iq'f is satisfied for a current broadcast content and prevehtiﬁg décryption of
the traffic key if the éécess poliéy is not saﬁsﬁed for the cﬁrrenf broadcast. Using the

. broadcast a;ttributes to evaluate whether the access policy is satisfied for a current Eroadcast‘
content rﬁay be based on .an age of a user of the device and on a rating of the broadcast

content. Using the broadcast attributes to evaluate whether the access i)olicy is satisfied for

a 'cﬁfrent broadc'ast content may be based on geographic area. Thé geographic area may
inciude at least one of ‘a city, a road, an airport, a public tfansportqtion temﬁnal, a sports

arena, an amusement park, a mﬁseum, and a public or private place of business.. Using the

broadcast attributes to evaluate whether tﬁe access policy is satisfied for a current broadcast

content may be based on a time of day. Usiﬁg the broadcast attributes to evaluate whether
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the access policy is satisfied for a current broadcast content may be based on additional data
included in ﬁe media stream. Using the broadcast attributes to evaluate whethef the access
policy is satisfied for a current broadcast content me;y be based on additional data included
in the broadcast confent that is only made available to selected membérs. - The additional
data may iﬁclude at least one of: fantasy sporting even information, spoxﬁng event
information, info;maﬁon related to characters or éciors playing those characters,
infonna_tioﬁ related to locations or props, information relafgd to writers? ‘direct.ors,
producers, or others involved in pfoduction of the broadcas£ content, commentary
concerning the broadcast content, and additional.lémguages for the broadcast content. Using
- the broadcast attributes to evaluate whether the access policy is satis.ﬁed for a current
b_r_qz.z.d(':ast -content is based on expiration information of a user subscription. Using the
broadcast attribu‘te’s.to evaluate whether the access policy is‘ satisfied for a current broadcast
content is based on allowing a user to.view a particular broadcast stream for only a specified
amount of tirme, which may be based on a count of a number of traffic keys decrypted.

[0013] The mgthod may m@er comprise using at least one of the broadcast attributes,
local device information, user Ipro.f;le information, and history information to evaluate .
whether the access ﬁolicy is satisfied for a Eurrent broadcast and preventing decryption of -
-the trafﬁ{:.'key'- if the‘access policy is not saﬁsﬁed for the current broadcast. The broadcast
may comprise data used by an application on the device. The (ievice may be a mobile

device capable of displaying or otherwise using the media stream. The session key and the
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access policy may be used to enable or restrict access to one or more related media streams. _
or broadcast channels, wherein rights for each related media stream .or broadcast channel
are different. The access policy roay be received and securely storcd in the dcvice, sucb that
the access policy can not be manipulated by applications on the device and cannot
subsequently be used to ciecrypt a media stream. The access policy may be made available.
to applications on the device for purposes including at least one of- dlsplaymg the access
policy to a user of the’ dev1ce or altenng a user interface by which the user galas access to
the media stream or broadcast channel or views the media su'eam or broadcast channel. The
access- policy may 1nclude at least one of a set of parameter values, a set of ranges of
parameter values, a set of regular expressions, a matching predicate, or a matching
algorithm.

[0014] ° The method -may further comprise encrypting the traffic key ﬁsing the broadcast
attnbutes wherein the broadcast attributes may be bound to the traffic key such that neither
the traffic kcy nor the broadcast attributes can be modified by any apphcatlon on the device
and result in successful decryptlon of the medla stream. The broadcast attnbutes whlch are
encrypted using the traffic key, may be bound the traffic key to the broadcast attributes such
that neither the traffic key nor the, broadcast attributes can be modified by any ai_:plication
on the dcvicc and result in sﬁccessful decryption of the media stream. The broadcast
attributes encrypted using the traffic key may be available to an application on the device

for purposes including modifying the user-interface based on the -broadcast attn'bute_s or
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otherwise informing the user of the. broadcast attribntes. . An application on the device may
be unable to usé non-corresponding broadcast attributes an.d.'trafﬁc keys to successfiilly
setisfy the access policy and decrypt the media. stream. The- broadcast attributes may be
embedded in the encryptect traffic key, and the broedcast attributes are not received
separately from the encrypted traffic key. The received broadcast attn'butes may include
metadata relating to the media stream, including at least one of a content type of the medla
stream, and a content rating of the media stream. The received broadcast attnbutes may
include network environment data, including at least one of as a broadcast tower location, a
time of day, network traffic information, and net;;vork status data.

- [0015] The method ‘may. further comprise using additional proﬁle information not
_ included with the media stream to determine whether the device can decrypt the received
traffic keys, wherein. the additional profile information tncludes at least one of: local
network environment data, including at least one of: a GPS location of the device, a quality
of service, a tirne Zone, a signel strength, and other local network environment data of the
device, device-specific data, including at least one of: an ability of the device to record a
medla stream, an ablhty of the deV1ce to retransnnt a media stream, and other device- .
specific capabilities, user—speaﬁc profile data, mcluding at least one of: a gender of a user
.of the dev1ce an age of the user of the device, and mterest of the user of the device, and

other data relatlng to a user of the device, and usage history of the dev1ce Including at least



WO 2007/075633 PCT/US2006/048357

one of: usage of a media stream or broadcast channel, usage of applications on the device,

and other data relating to how the device has been previously used.

Brief Descri[ition of the Drawings

[0016] | The details of the present invention, both as to its structurq and operation, can
best be understood by referrigg to the accompanying 'drawings,. in-wﬁi'ch like reference
numbers and designations refer to like elements. |
[0017] Fig. 1 is an exemplary ﬂoW diagrém illustrating a process by which a content
receiver securely obtains a.valid. session key a corresponding, tamper p.i'oof access policy
from a subscn'ption service.

[0018] Fig. 2 is an exemplary flow diagram 111ustrat1ng‘ a process by thch broadcast
content is encrypted thh changlng traffic keys so that rogue apphcatlons can not
: effectlvely share trafﬁc keys with other applications such that those other applications
gain acceés to the content:

[0019] Fig. 3 is an exemplary flow diagram illustrating a pi‘o.cess similar to that
shown in Fig. 2, with the exception being that the traffic keys are broadcast in the same -
stream as the media.

[0020] | Fig. 4 is an exemplary flow diagram illustrating a. process in which the

broadcast attributes are tamper-proofed by encrypting them with the session key and
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traffic key. The encrypted broadcast attn'butes are then sent along with the corresponding
traffic keys.

[0021] Fig. 5 is an exemplary flow diagram illﬁstratiné a-process by which broadcast
‘ at‘tribute'S are embédded within the traffic key itself.

[0022] Fig. 6 is an exemplary ﬂowl diagram illustrating a processv by yvhich the
broadcast attributes. ﬁe tamper-proofed by signing theﬁ with the traffic key. The signed
broadcast éttn'bptes are then sent along with the corresponding traffic keys. The
broadcast attﬁbutes themselves are sent in the clear.

[0023] Fig. 7 is :an exemplary flow diaéram illustrating a process by which an
- application calls the secure module to décrypt traffic keys by .providi.r-1g the associated
broadcast attributes. The secure module verifies that the broadc;ast attributes have not -
been altered and ﬁatch this specific ‘traffic key. Locgl profile data can be uéed in
conjunction with the verified broadcast attributes to determine if the access policy is
satisfied, and if ‘so, decrypté the traffic kéy and stores it where the application can access
it

.[0024]' Fig. 8 is an diagranﬂ iilustraiting an application of the present invention to -
restrict access of the broadcast to select ﬁsers based on individl_lal restriction policies,
.broadcast policy dat;a, and local device and user profile information.

[0025] fig. 9 is a block diagram of an exemplary broadcast. receiver in which the

present invention may be implemented.
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Detailed Description of the Inveﬂtidn

[0026] | The present invention ﬁrov_ides a technique for re‘sirigﬁng or enhancing
‘broadcast content access on a per-subscriber basis acroés a population of ;e.ubscribers,, all.of
whom have a valid content access key t‘o such content, w:ithout ne;:essitaﬁhg changes to the
current standard schemes " and “protocols for distribuﬁng content ac'céss. keys and
broadcasting the traffic keys associated with ﬁe broadcasx;. data; itself, and Wimout tnisting
the applicatibn that processés the data. This is accomplished via two me'chanisms.. First, 2
tamper proof, ‘subscriber-specific access policy is transmitted at the tim;a a subscriber
obtains a broadcast access key. This policy may describe restrictions on use based on time,
location, content rating; or other épeciﬁcétions that are pertjnént to the broadcast channel.
. Second, as the brc;adcast itself is transmitted, attributes about that broadcast are sent in a.
tamper pr;x')f way along with, or efnbedded in, the &afﬁc keys, and are used to determine if
the cbndiﬁons set forth in the access policy are satisfied. Broadcést aftﬁbutes_ correspond to
a spéciﬁc traffic key such that an application on the receiving device can not alter the '
broadcast attributes, or use non-correspohding broadcast attributes to. successfully decrypt
the trafﬁ..c key. Additional dev.ice and user-specific profile data .can be combined With the
broadcast attributes to evaluate fhé access policy. Only if the access ‘policy is satisfied can

the broadcast content can be viewed by, or otherwise made available to the user.
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[0027] A number of terms useful to understanding the present iﬁvéntion are described
as fo]lgws:

[0028] Access Policy (AP): The access policy is used to evaluate whether or not a
pérticular trafﬁ;:: key should be decrypted at the current time, given the inputs received from
the broadcast attnbutes (BA) and local profile data (LPD). An access pohcy may contain,
for example a set of parameter values or ranges, a set of regular expressions, a matching’
predlcate, or a mgtchmg algorithm explicitly specified in some language. '

[0029] B.roadcast‘ Attributes. (BA): Broadcast atttjbutes includes metadata concerning
the broadcast itself, such as content type, cont.ent rating or other data pertaining to the
" particular content being broadcast. Broadcast aftributes can a.lso.'include general network
~ environment data such as broadcast tower location, time of day, traffic information, or other
data related to the status of the network at thé time of brogdcast and applicable to one or
more subscribers in that network environment.

[0030] Eroadéasf Stream (BS): Used interchangeably with media stream.
[0031] Client Specific Secret (CSS) The client specific secret is an identifier that can
be used to uniquely identify every device in a network It is stored in the SM, and is known :
only to the SM and the service provider. The CSS 1s used to encrypt the SK at the service
-pro'vider,:and to decrypt the SK in the SM on the user’s device.

[0032] | .I.,'ocal Profile Data (LPD): Local profile: data includes local network

environment data, such as exact GPS location of the receiver, quality of service, time zone,
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signal strength, or other data related specifically to the local network environment of the.
device receiving the broadcast. LPD can also include devwe—spemﬁc ‘data, such as the
device’s’ability_tq record a broadcast, its ability to retransrmt-a. broadcast, or cther device-~
specific capaBilitics that may be of interest to the broadcaster of the content. LPD can alse
inclﬁde uscr—.si)eciﬁc proﬁle data, such as the user’s gender, age, interests,‘ or other data that
defines the user. Lastly, LPD vcan also include usage histcry of th‘e device, including csege .
of the broadcast channel, usage of certain applications on the device, or other cﬁaracteﬁsﬁcs |
the describe how the device has been previousiy used.

[0033) Media Stream (MS): . The media stream i; the actual content which the user.is |
receiving. This is tybically multimedia content such as audio and video, but 1s cah also refer.
to any data streaca that appl%cation on the user’s device can uee,_such as stock qc,otes, sports
play-by-play, traffic, weather and news.

[0034] Secure Module (SM): The secure module is a I;lece of hardware and/or software
on a device that securely .stores data and executes. certain computations. In the context of
this invention, it is a trusted mechaciem ueed' to allow or deny a user eccess to a particular
media stream by controlhng decryption of traffic keys. The secure module conta‘ms a client '
specific secret (CSS) that is known only to the SM and the service prowder No apphcatwn
on the dev1ce has direct access to the CSS.

[0035] Session Key (SK): The session key is used to allow users access to broadcasts

on a particular broadcast channel for a speciﬁed amount of time: Devices may initiate
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contact with the service provider to obtain a session key, or the set of all sepa;ately '
encrypted keys may be broadcast. In either case, this is a heaMeight opieration that is only
pgrformed as session keys expire.
[0036] | ‘Traffic Key (TK): Traffic keys are short-lived keys used ‘to decr);pt the
broadcast stream. Trafﬁc keys are broadcést with, or in parallel with the media stream (see
illustrations 2 and 3),.. and are encrypted using the sessic.)n key (SK). Thus, a vglid SK is
ngeded to sﬁccessfully decrypt a t},afﬁc, key. The decrypted trafﬁc key can then be use& to
decrypt the broadcast stream. -
[0037] . The present invention provides the capability for per-subscriber, per-session
filtering of a content stream, even when all subscribers have the same valid session key
(SK), by distributing an access. policy (AP), ‘which can vary by sﬁbscn'ber, to each
subscriber when they obtain the session key; The AP will then be usgd dynamically by
the SM to determine if a particular traffic key can be decrypted or not, allowing the policy
to a}“)ply at muc;h ﬁﬁer time gr.anularity than the session key lifetime. |
[0038] The AP must be distributed securely in such é way that the SM will nof use the
SK without .the corresponding‘ AP Applications are not pen.nitted to alter -the .rules :
specified by the AI; and subsequently use the altered AP to decrypt a traffic key (TK).
[0039] a There ar.e a number of mechanisms that may be used to méke the policy
tamperproof. For example, the client might receive at session key ciistribution time:

SK’ = Encrypted SK = E(SK,CSS) |

_14-



WO 2007/075633 PCT/US2006/048357

AP° = Enc@ted AP = E(AP,SK)
Where E(object, key) means the object is encrypted with the key SK’ and AP’ are passed
‘to the SM, which can recover the AP once.SK’ is decrypted. Smce the apphcatlon does
not have SK, it cannot forge AP’.
[0040] Any other mechanism that allows the SM to verify AP based on possess1on of
SK can be used to make the pohcy tamper—proof even 1f it is exposed to the application.
For example, the client receives the AP in the clear and a signature:

=E(SK,CSS) | |

-AP (ih the clear)

.APsig =H(AP + SK)
where H(obje.ct)' means a cryptographically secure hash and + i.ndica_tes‘copca‘tenation.
SK’, AP and'APsig are .pas‘sed to the SM, which can verify that AP is associated with SK.
. Since the appllcatlon does not have SK, it cannot forge APs1g |
[0041] In this manner, or after decryptlon by the SM, AP can optlonally be exposed to
the application so that it can use the information to display the rules to the subscriber, or
to alfer the user-interface of the application accessing the broacicast stream.
[0042] Note that in all of the above the SK itself néed not be gltered to sdpport this
scheme; 'it can be generated. using the standards already adopted for the.: broadcast

technology being used.
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10043]) Once acquired secprely, the AP provides sufficient infor:mation for a filter
policy to be applied. For example:

e a set of parameter values or renge's

e aset of.reguler expressions

e . a matching predicate

e a matchmg -a]gonthm exphcltly specified in some language

[0044] - F1g 1 illustrates the end-to-end process 100 by which a device obtains a

.broadeast session key and associated access pohcy. The access policy is tied to the
encrypted session key so as to tamper-proof the pohcy Any alteration of the policy by
" the application will result in a failure to successfully decrypt and store the session key.
. [0045] . In process 100, a broadcast receiver 102 includes an application 104, which
commenicates with Secure Module (SM) 106 and SuBscription Service 108 of the service
pfevider network to obtain the keys needed to decrypt broadcast content. When
application 104. detects that a new session key is (or will soon be) requireﬂ, it makes a
request to the service provider network, identifying the user or device. The identity of the .
f .user will be authenticated in stendard ways, which may involve the SM or may not. For -
exaniple, in step 1, application 104 sends .a request 110 for a Session Key (SK) to SM
-108. In step 2, SM 106 generates an encrypted Client-Specific Secret (CSS) 112 from
stored CSS 113, and transmits it to application 104. In step 3, apphcatlon 103 transmits a
request 114 for an SK along with the encrypted CSS to the Subscription Service 108 of
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the service provider network. Subscription Service 108 authprizes;the user, using .the.
CSS to. identify the user, generate an access policy (AP) specific to the user, tamper-
proofs the AP by encrypting it with SK;, and encrypts SK with tile .CSS. In step 4,
application 104 réceives' the Encrypted Session Kc;y (SK*) and" the Encrypted Access
Policy (AP’) 116 transrﬁitted from Subscription Service 108. In step 52, application 104
stores SK’ and AP’ in SM 166. SM 106 decrypts SK’ using thé CSS 113 (forming SK
118), decrypts AP’ using SK 118 (forming AP 120), and stores SK 118 and AP 120. If
AP has been altered, this decryption of .AP.’ qéing SK 118 .will fail.

[0046] Even though ev.ery subscriber will receive the same session key, this access
policy allows the service provider to better control the circumstances uncier which this
particular user can view, or.otherwise use, the broadcast. For examplé the access policy

for one subscriber can be as follows:

Only allow viewing of broadcast if:
e GPS location of the device is within a baseball park -

e Content rating of broadcast  is appropriate for those

aged under 21

e The user has been viewing the broadcast program for

' less than 30 minutes
[0047] Another subscriber with the same valid session key might have the following

access policy:
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only allow viewing of broadcast if:

e GPS location of the device is within a baseball park
[0048) In this example, .t].le second subscriber hés access to content ratings and has no
restn'ctién on viewing time.

[0049] Once the access policy for this particular subscriber has been generated, the
service provider ensufes,that an application on the subscriber’s device is uqablé to modify
the policy By encrypting the ac;:ess policy with the session key. Applications do not have
access to unencrypted session keys, and thils will not be able to decrypt and mc;dify access
policies. Nor will an SM that does not belong to the cc;rr.ect devicg.

[0050] Altem;':ttively, the encrypted session key and policy niay be broadcast
p_e.rihc__)_dica?'l.ly for every user. | |

[0051] The encrypted session key (SK”) and tamper-proof ac;cess policy (AP’ or AP
plus verification information. such as APsig) are transmitted to application on the
subscriber’s déVice that req{xested the session key. The application has no means to
decrypt either value and passes it on to the secure module. The secure module uses CSS
to decrypt SK’. Once decrypted, SK can be used to decrypt and/or-verify AP’. .Bofh SK .
and AP can be stored for future use by'th'e' secure .module. Oncé a session key is in use,
.the corresponding AP may be made public to applications running on the device so that
they"ca'n.op'tionally use it to display the policy to the user, or alter the Ul presented to the

user. For example, an application may display a “Content not appropriate for the current
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viewer” if the access policy mandates that only PG material can he viewed, but the.
current.material being received is tagged as PG-13.
~ [0052] The inputs. to the AP algorithm must tiepend on]y on information that is
-securely lmoWn to the SM at the time 'the TK decryption is requested. For example:
e ifthe SM has trusted and secure access to the time of day, the AP could specify .
that decryption 1s only tralid during specific time intewal(e)
e if the SM has tusted and secure access to the GPS location of the broadcast
receiver, the AP could specify that decryptlon is onIy vahd to a specific set of
-geographic locations
o ifthe SM has trusted and secure access to the broadcast receiver’s usage history or
user profile, the AP could specify that decryptlon is only valid when the content is
appropriate for the user of this particular receiver
. [0053] In some cases, the SM is purely an embedded storage and computation device
that has no secure access to profile data concerning the particular receiver in which it is
embedded. Information such as tnne of day or receiver location can not be obtained by
the SM and applied to the AP. In other cases, the information needed by the SM to check
agamst the access policy is dependent on the broadcast itself. Information such as content
type and content rating can not be known ahead of time, and can change depending on

what is currently being broadcast. Under these circumnstances, the 1nformat10n to be
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applied to the AP during TK decryption can be obtainéd from E‘t)_roadc:a_lst attributes
included with the broadeast of the TK itself. |

[0054] An example of a Media Stfeam (MS) ~Encry1'3ted With a Traffic Key (TK)
..broadca.st on a separate channel is shown in Fig. 2. In the example shown in Fig. 2, a
Media Stream (MS) 202 is sent using a TK 204. MS 202 is encrypted using TK 204 to
form MS’ 206, whﬂe.TK 204 is encrypted using the‘ SK to form TK® 208. MS’ is tagged
210 with én indication of the TK that was used to encrypt it. The TKs are'frequently
changed 212 to limit or eliminate the usefulness of} rogue applications sharing the TK
with others. Thus, a plurality of blocks of MS’ 214 are transmitted, each block tagged
- with an indication of the TK that was used to encrypt it. In addition, a plurahty of TK’s |
.216 are transmltted penodlcally on a separate channel, to be used to decrypt the
) coxresponding blocks of MS’.

[0055] An example of a Media Stream (MS) Encrypted With a Traffic Key (TK)
broadcast on.a.s'amé channel is shown in Fig. 3. In the example shown in Fig. 3", a Media
" Stream (MS) 302 is sent using a TK 304. MS 302 is-encrypted using TK 304 to form |
MS’ 306, while TK 304 is en.cry.p‘ted using the SK to form TK’ 308. The TKs are .
frequently changed 312 to limit or e]iminaté the usefulness of rogue applications sharing
-the TK with others. | Thus transmlssmn stream 314 is formed that includes a plurahty of
blocks of MS’, along with, for each block of MS’ 214, the K’ 1nclud1ng the TK that was

used.to encrypt the block.
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[0056] The broadcast at}libutes (BA) included with the TK nee;ds to be provided to.
the receiver in a. form that can not bé altered by an -application on the receiver aqd
subsequently used to decrypt the broadcast stream.. ‘Binding the broadc.;:lst attributes and
traffic key together can be used as a secure source: of dynamic data generated by the
broadcast network operator.

[005_7] As for SK and AP, the relationship between the TK and BA.can-be made |
tamper-proof in several ways. :One method involves encrypting the TK using ‘the SK and
the associated BA with TK and SK: -

"TK’ = E(TK,SK)
. BA’ '=E( E(BA,TK), SK )

[0058] An example of this, in which tamper-proof Broadcast Attnbutes (BA) are tied
to a specific trafﬁc key (TK), is shown in Fig. 4. In the example shown in F1g 4, a Media
. Stream (MS) 402 is sent using a TK 404 and BA 405. MS 402 is encrypted using TK 404 '
to form MS’ 406, TK: 464 is encrypted using thé SK to form TK’ 408, and BA 405 is
encrypted with the SK and TK 404 to form BA’ 409. The charéc;terisﬁqs of BA’ are
shown in block 412: BA 405 is encrypted with the SK and TK 404 such that the 3
application can not alter BA 405 and use it with the correspondmg TK 404. Furthermore
an apphcatlon can not use non- correspondmg TKs and BAs to decrypt the media stream.
BA can be made public for application use. The TKs are frequently changed to liniit or

eliminate the ﬁsefu]ness of rogue applicatioﬁs sharing the TK with others. Since BA:405
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is encrypted using the SK and the current TK, each time the TK is changed, a new BA’ is
generated. Thus, a plurality of blocks of MS’ 414 are transrhifted, each block tagged with
an indication of the TK that was used to encrypt 1t A piurality of TK’s are transmitted
peripdiéally on a separate channel, to be used to decrypt the corresponding blocks of MS’.
In addition, a plurality of BA’s are transmitted.
[0059] In another example, the BA is provided in the clear, with a signature:
TK = E(TK,SK)’
BA
BAsig = H(BA + TK)
- [0060] In this case (or if the SM exposes the decrypted BA), the BA are public and
~ can be used by the application such that, at its discretion and in combination with .the
known AP, display a message to the user explai‘ning why a content stream may hot be
available for viewing at this time. For example, “You are not allowed to view channel X
during prime-tél.ne hours. Please tune back in after 7:00 PM, or upgrade your subscription
now for unlimited access by pressing Upgrade beiow.” -
'[0061] . An example of this,. in.v.vhic'h the Broadcast Attributes (BA) are signeci with .
the Traffic Key (TK), is shown in Fig. 6. Iﬁ the example shown in Fig. 6, a Media Stream
-(MS) 6Q2~ is sent u;ing a TK 604 and BA 605. MS 602 is encrypted using TK 604 to
form MS’ 606, TK 604 is encrypted using the SK to form TK’ 608, and BA 605 is signed
Wiﬂ‘lj TK 604 to form BAsig 609. The characteristics of BA a'nd. BAsig are shown in
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block 612: If the application modifies BA 605 or‘BAsi‘g 609 or aftempts to use a non-
cotrespondmg TK 604 these mod1ﬁcat10ns or attempts will be detected and BA will not
be used. The TKs are ﬁ'equently changed to limit or ehmmate the usefulness of rogue
applications sharing the TK with others. Since BA '605 is encrypted using the SK and the
current TK, each time fhe ‘TK is changed, a new BA’ and a new BASig are generated.-
Thus, a plurality of blooks .of MS’ 614 are transmitted, eacl1 bloclc' tagged with an
indication of the TK that was used to encrypt it. A plurality of TK’s are tranémitted
periodically on a separate chanoel, to be uéecl to decrypt tlw corresponding blocks-of MS’.
In addifion a plurality of BA’s and BAsigs are tlransmitted

[0062] The mechamsms above involve modlﬁcatlon of the protocols for key
distribution sli ghtly, to add extra information to the broadcast of TK (an extra keystream
or modification of the TK' keystream ltsélf), In .circumstance.s where if is not desirable to
. change the way inl which the TK is distributed (perhaps to keep bandwidth usage down), a
‘third metllod involves eml)edding the BA within tﬁe TK:

TK’ = E(TKreduced + BA, SK)

{0063] An example of this, in which the Broadcast Attn'butes (BA) Embedded in the
Trafﬁc Key (TK), is shown in Fig. 5. In the example shown in Fig. 5, a Medla Stream~
(MS) 502 is sent using a TK 504 and BA 505. MS 502 is encrypted using TK 504 to
form MS’ 506, and TK 504 with embedded BA 506 is encrypted using the SK to form

TK’ 508. The characteristics of TK’ are: shown in block 512: Encrypted TK’ "'508
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contains the BA 506. The ernbedded BA 506 is tamper proof since it would require
modifying TK’, which would then prevent the suécegsful deér)fption of TK’. The TKs are
frequently phanged to limit or eliminate the usefulﬁess of rogue applications sharing the
TK with others. Thus, a plurality of blocks of MS’ 514 are transmitted, each block
tagged with an indication of the TK that was used to encrypt it. A pluraiity of TK’s are
transmitted periodicaﬁy on a separate channel, to be uééd to decfypt the corresponding
blocks of MS’. Each TK’ aléo 1;nc1udes an embedded BA 506. |
[0064] In this caée, the TKs may lose some randpmness, but the TK/BA can not be _
altered by the application to gain access to the 5rqadcast stream even if it knows how and
- where the BA are stored within the TK.
[0065] Note that a similar technique could be used for SK, though this is less
advantageous.
[0066] The broadcast network provider adds BA along with, or embedded in, the K
as it is distribut.ed. The BA may include environment data such as:

e - current date and time

e current time of day, perhaps something with ~low granularity such as “morning” or

“prime-time”,

e cell tower location broadcasting the media stream
[0067] - The BA may. include information specific to the broadcz;lst itself, such as:

e. parental control rating
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e blackout indicator
[0068] Trusted local information‘ can be made available to the secure module on thp
broadcast receiver to supplement; or replace, the broadcast BA. This information can be
broken up into f(;ur categories: local network environment, device profile data, user
profile data, and usage history. Examples of the local network envirdnmént include:
e GPS location | |
e signal strength
[0069] Examples of the device profile inciude:
e ‘ability to record broédcasts
~® ability to retransmit broadcasts
[0070] Examples.of the user profile include:
e age
e gender
e interests
- @ credit rating
[0071] | Examples of the usage history include:
* recent broédcasts received
¢ how long the current broadpast stream has been viewed

* recent applications used
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[0072] Fig. 7 illustrates a process by which an application 702 calls the secure module
704 to request 706 decryption of .encrypted traffic keys 708 by providing the encrypted
as.sociated.broadcast attributes 710. The secure médule 7-04‘ﬁrst decrypts the encrypted
~TK, TK’ 708, .using‘the uneﬁcrypted SK. The SM 704 then uses both the SK and newly
decfypted TK to decrypt or verify the BA. The unencrypted SK is only known to the SM,
meaning no applicatic;n on the device can decrypt th'e TK or BA in an attempt to modify
them and gain access to the content stream. If the applicaﬁoﬂ has altered the.BA, o'r is
:attempting .t’o use 'non—cc.)rrespor'lding BAs and TKs, decryption of the Ti( apé/or
verification of the BA will fail. After securely; obtaining thel BA, the SM 704 can apl;ly
- the attributes to the access policy (AP) 711. Additional local profile da.ta (LPD) 712 may
~ be obtained from trusted sources -714 by the SM 704 and used in co;ljuncﬁo;l with the BA
to evaluate the AP. If the BA and LPD satisfy the conditions set forth in the AP, th¢
&eérypted TK 716 or 718 is stored in a public location, such as public daté store 720, so
that applicatioﬁé 70;2 <;n the device can use it to decode 722 the encryﬁted media stream
724 -for the time period for which the TK is valid. If the BA was encrypted, the SM 716
ﬁay also decide to store the deéryéte;d BA 726 or 728 in a public location, such as public .
data store 720, so that applicaﬁons can usé them to display helpful information to the
user. |
[0073] An example of this process is shown in Fig. 8. In thié example there are two

APs defined previously:
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AP for user ‘1 802: Only allow viewing -of broadcast if:
e GPS location of the device is.withinAa baseball park
e Content rétiﬁg of broadcast iS*apéropfiate for those

aged'under 21
e The user haé been viewing the broadcast program for
less than 30 minutes

AP for user 2.804: .Only allow viewing of broadcast if:
*GPS location of the device is within "a b;aseball park’
[0074] Say that ~the broadcast stream contains a live baseball éarne, Where -
commercials are broadcast between innings. Some of the commercials are 'for Beér,
which are deemed inappropriate for.minors. The broadcaster can define a.' traffic key
whose period of v;ali‘dity coincides with the beer commercial.. The associated broadcast
attributes for this specific traffic key indicate that the material 1;s suitable only for 'those
aged 21 and above. The broadcast attributes for traffic keys ‘before and after the
commercial indicate that the material is suitable for all ages.
[0075] When receiying the beer commercial traffic key and associated broadcast
attributes, the application on each user’s device calls the SM to decrslpt the TK Since
both APs require that the device be ioéated within the ballpark, the SM obtains GPS
information from a local trusted source. The ac;cess policy rule, ‘.‘G]_?S location of

the device 1is within a baseball park” is really a simplification. for

-27-.



WO 2007/075633 PCT/US2006/048357

comparing the latitude and longitude Qf the device and' comparing it to set of well know

latitudes and longitudes for all ballparks where reception of the broadcast is allowed.

Assuming that both users are located within a bailpark, ﬁser 2’s 804 SM will approve

decryption of TK since the AP is satisfied. User 1°s 802 SM will approve the GPS

requirement, but will reject the TK since the rule “Content .rating of

broadcast is-aépropfiate for those.aged under 217 is not satisfied.

Assuming.that both ﬁe AP and BA are available to the'gpplication, the appl.ication ;:an

decide to show sométhing else during the beer commercial, or simply display a message

to the user indicating that the current broadca;st contains inappropriate material and to

" stand by.

~ [0076]  When receiving TKs after the beer commercial, user l’s 802 SM will approve

the “Content rating of broadc—a.ist _ is appropriate for those

a(jed under 21” rule. This leaves the last requirement of the AP to be satisfied,
“The user has been 'viewing the broadcast program for less

than 30 minutes”. The SM can kcép track of the length of time the user has been. .
viewing the content by counting the number of TK decryption requests. If the user has -
been viewing the broadcast for less than 30 minutes, the TKs are decrypted and made
-available to application for decoding the broadcast.

[0077] | Though similar subscriber control can be exerted at thé SK. granularity, this is
typically insufﬁcient due to the desire to have finer control service level protection on a
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per-subscriber basis.” It would be possible to modify the media stream itself to contair.
attributes concerning the broadcast whiéh could then be used to ﬁlfer,'subscn’ber access to
the broadcast, .but this method caﬁ not easily be made secure: The security module is not
be involved in media packet deéryption. Additionally, the overhead would be
significantly greater than the periodic traffic key associated processing, 'since each media
packet would need to be validated to ensure the access policy is éatisﬁed. This invention
describes an efficient method to use existing traffic ke;y decryption méthc;dologitj:s to
allow restriction of broadcast content on a suﬁscﬁber—by—éubscﬁber basis.

[0078] A number of api)licat_ions of this invention can be used to enhance the services
that can be made available by broadcasters to their subscribers:

e Broadcast channel preview. The broadcast channel content can be made freely
available to eve:iyone for é pe.riqd'of time after issuance c;f thé session key. The
restﬁc}tion r;olicy can indicate for how long a particular user can preview the -
cha;mnel before bging asked to subscribe to éontinue access to that channel. Either
the BA would contain the time, or the security module would ﬁave access to the
current time. A broadcast news channel would be an excellent fit for tl'us
application, allowing everyone access to view the channel for the first fe‘vi(
minutes, and then convérting them to paying subscribers by. offering coﬁtinued

access to that channel.
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e Broadcast event preview. For a particular broadcast channel', éach broadcast
event can be previewed for a si:eciﬁed peri;:od .of time. The restriction policy can
iﬁdicate for how long a particule;r user can preview an event before being asked to
subscribe to continue access to that évent. The BA could contain a value
.indicating for hovs'r long the current event has been broadcast. Broaddasting
sporting events. or-movies on a movie channel woﬁfd be natural fits, allowing
ever&one access to view each sporting event or movie f01; the first few minutes,
and then offeﬁng to convert them to paying subscribers for continued access to
that broadcast. Subscribers could be offered acc'ess to the one event or movie only,
or general access to all content offered by the channel. |

o Non-aligned prepaid time intervals. The broadcaster can offer subscription‘
periods that are not aligned with the transmittal of the session key associated with
that channel. Using current methods, if session keys are broadcast weekly, any
subscriber having acc.ess to that broadcast channel would get access for the full
lifetime of the session key, one week. If the bfoadcaster wanted to provide
subscriptions that started at a;ny time during the week, users whose subscriptions
expire in the middle of the week would continue to have access to the broadcast
content until 1‘:he beginning of the following week, when the next session key is
broaciéast. By way of this iﬁvention, access to the broadcasf channel can be.

revoked at the precise end of the subscription period even though the subscriber
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continues to have a valid session key. Thjs is accomplished by si)ecifying the
subscription end time in the restriction policy, and giving secure and trusted access -
for the current time to the eecﬁﬁty module, possibly by-providing the time in the

‘ trefﬁc key metadata.

Parental control.‘ The broadcaster can offer a service that deliveré content of
varying maturity level on the same channel. Parents can be given the ability to
block content that is of a maturity level inappropriate for the subscriber ﬁewing
the broadcast. .In this case, the resoicﬁon policy wo_uld oontain the aillov;rable '
content types. The tfafﬁc. key metadata fora particu]ar broadcast would eontair_l
the maturity level of the content during the period of time the traffic I;ey is valid.

" If the maturity level restriction is not met, the broadcast 01 just the portion of the
broadcast not meetmg the criterion would be blocked

Parental cont'rol —enhanced. The application described above can be enﬁanbed
to orovide, in a single broadcast, multiple maturity level versions of the same
broadcast without the need for multiple dedicated channels. %en showing
movies on a television channel that may have younger viewers, certain clips of the
movie may be cut, or “bleeped” out or language changed to suit the matunty level
of the audience. This often reduces the enjoyment of the broadcast for more
mature audiences. For many movies, the parts that must be edited repfesent.a
small portion of the overall movie, esﬁecially 111 circumstances where only the A'
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audio part of the movie needs modification to be suited to diff'erent maturity levels.
The extré’media that needs to be broadcast to suppoﬁ .Iﬁultip]e maturity levels is a
small delta to the overall broadcast, and can Be inclﬁded in the same stream. Two
traffic keys, along with the associated traffic key metadata can be used during the
. times where the movie would need to be bresent'ed differently to subscrib_ers of
varyiﬁg matul'i:cy levels. The application wou].d aﬁempt to decode the highest
matﬁrity ]evel first, and if denied, attempt to decode the l‘ess mature version of the
same .broadca.st;.
Event or time-of-day blackout. Broadcasters can offer different levels of service
to the sarme broadcast stream; allowing premium subscribers accéss to content that
is not available to regular subscribers. All subscribers t_o. a particular broadcast
steam would be allowed to view the stream except during special blackout periods,
which could be event related, or time of day related (for example, prime-time).
The restﬁction policy would signify if a i)articular subscriber is subject to
blackouts, and the traffic key metadata would contain a flag to indicaté if the
current content is subject to blackout. If both are true, the subscriber would not be
able to decode the broadcast, and an:.opportunity to up sell to that subscriber is
affordéd.
Limited time access to a broadcast channel.. Broadcasteré, or parents of minor

subscribers, may want to limit the amount of time a subscriber can view a
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broadcast channel over a parﬁcular period of time. For e;;amplé, the limit may be "
no more than 2 hours per day. In this case, the secure module would need to be
able to monitor the amouni: of time that the receiver’s device has viewed a
particﬁ]ér broadcast stream. This could easily be accomplished by a single counter
that gets incremented each tithe a traffic key is decoded, and can be reset given a
particular event (e.g., start of day).
Play'el‘/team/féntasy statistics for sporting events available only.'to premium
subscribers. Another application usiﬂg this invenﬁon v'vould be to enhance the
- experience for preﬁium subscribers for broadcast sporting events. Included in the
sporting event broadcast would be detailed team, player, and fantasyl;c.taﬁstics.
Only those with a premium subscription filter would be able to d.eco‘de. énd view
the additional st;atistics. The traffic key metadata Wpuid indicate if the media :
stream packet referenced contained premium statistics information, and only those
wi‘th the allow prémium content filter in the séssion key filter specification would
be allowed to decode and view the statistics.

These examples provide only a sample of the many applications that this’

invention allows. Numerous other applications can easily be envisioned 'using the

mvention herein described.

[0080] . A block diagram of an exemplary broadcast receiver 900, in which the present

invention may be implerhented, is shown in Fig. 9. Broadcast receiver 900 typicajly a
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programmed micro-computer or micro-controller.  Broadcast réc'éiver 900 includes
processor (CPU) 902, input/output circuitry 904,.n.e.twork adépter 906, and memory 908.
CPU 902 executes program instructions in order to. carry 6ut the functions of the present
invention. Typically, CPU 902 is a microprocessor, such as an INTEL PENTIUM®
processor, but may also be a minicomputér or mainframe computer processor. Although
in the example showﬁ in Fig. 9, broadcast receiver .900‘is a single processor system, the
present invéntion coniemplates implementation on a system or systems that provide mﬁlti-
processor, multi-tasking, multi-process, mu]ti-thread.computing, distributed computing,
and/or networiced cémputing, as well as implementétion on systems that piovide only
single processor, single thread computing. - Likewise, the - preseﬁt invention aiso
_contemplates embodiments that utilize a distributed implementation, in which broadcast
receiver 900 is implemented on a plurality of networked systems, which may be single-
processor computer systems, multi-processor corhputer systems, or a mix thereof.

[0081] Inpuf/output circuitry 904 provides the capability to input data to, or output
data from, computer system 900. For example, mput/output circuitry may include input
devices, such as keyboards, mi‘ce,- touchpads, trackballs, scanners, etc., output de\'rices,
such as video adapters, monitors, printefs, etc., and input/output devices, such as,
‘modems, -etc. Wil"eless adapter 906 interfaces computer system 900 with wire;less
network 910. Wireless network 910 may be any standard 'wireless-network, such as a Wi-

Fi network, or wireless network may be a private or proprietary network.
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[0082] Memory 908 stores program instructions that are exef:utéci'liy, and data that. are.
used and process'e& by, CPU 902 to ﬁerform the functions of Athg present inventioq.
Memory 908 -may include electronic memo'ry devices, such as rahdom—acéesé memory
(RAM), read-onle mermory (ROM), programmgble read-only memofy (PROM), .
electrically erasable programmable"read-only memory (EEPROM), ﬂash memory, etc.,
and electro-mechanical memc;ry, such as magnetic disk drives, tape drives, optical disk
drives, etc., which may use an integrated drive electronics (IDE) interface, or a variation
or enhancement thereof, such as enhanced .IDE -(EIDE). or l;ltra direct memory aé:cess
(UDMA), or a small compﬁter system interface (SCSI) based 'interfacé; ora variatiop or
eniaancement thereo.f, such as fast-SCSI, wide-SCSI, fast and wide-SCSI,..etc':, or a fiber
_channel—arbitratc:;:d loop (FC-AL) interface.

[0083] M;imory 90.8 includes appliéations 912, secure module 914, and operating
- system 916. Applications 912 include software that uses or is the destination for bfoadcast
content included in a -média stream. Secure module 914 is software (or in alternative
implementations, hardware) that securely stores data and performs cei'te-lin funptions, such as
allowing or denying a user access to a particular media stream by controlling decryption of
traffic keys. The secure module includes or uses Access Policy (AP) 918, Sessmn Key
(SK) 920, and Chent—Spemﬁc Secret (CSS) 922. Access Policy 918 is used to evaluate
whether or not a particular traffic key should be decrypted at the current tiﬁie, given the

mputs received from the broadcast a.ttributes: (BA) and local profile data (LPD). Session

-35-



WO 2007/075633 PCT/US2006/048357

key 920 is used to allow users access to broadcasts on a particular broadcast channel for a
specified amount of time. Client-Specific Secret. 922 is an 'idénﬁﬁer ti)at can be used to
uniquely identify every device in a network. Itis stofed in fhe SM, and is known only to the
SM and the service provider. Operating system 912 provides overall system functionality.

[0084] It is important to note that wﬂile the present invention has been dgscribed in
the context of a fully ﬁnctiorﬁpg data processing sy;ter_ﬁ, those of ordinary skill in the art
wil'l‘appxjec.iate that the processes of the present invention are capable of being distribﬁcd
in the form éf a computer.readable medium of instrucﬁons and a variety of forms and that
the present invention applies equally regardless of the particular type of signal bearing
- media actually used to carry out the disﬁbﬁtion.. Examples of éompufe_r readable media
_ include rgcordabl’é—type media such as ﬂdppy disc, a hard disk drive, RAM, and CD-
ROM's, as well as tr.;:lnsmission-type media, such as 'digital and analog communications
links.

[0085] Although specific embodiments of the present invention have been descﬁbed,
it will be understood'by those of skill-in the art that there are other embodiments that are .
equivalent to the.described erﬂbo&iment;. " For example, the present invention may be .
advantageously employed in scanning. oufgoing email messages, as well as incoming
email mqssagés. Ac;cordingly, it is to be understood that the invention is not to be limited

by the specific illustrated embodiments, but only by the scope of the appended claims.
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CLAIMS
What is claimed is:
1. . A method of handling a multimedia broadcast in a devicé comprising:
receiving broédcast content in a media stream encrypted ﬁsing a traffic key;
-receiving the traffic key encrypted using a session key; and
receiving broacicast attributes encrypted using thé traffic key and the session key,’
wherein usé of ﬂle media stream by the device is controlled using the broadcast atuibﬁtes

and using an access policy in the device.

2. The method of claim 1, wherein the access. policy defines restrictions on use of the

media stream.

3. The method of claim 2, wherein the defined restrictions on viewing of the media

stream are on a subscriber-by-subscriber basis.

4. The method of claim 1, further comprising:

using the broadcast attributes to evaluate whether the access policy is satisfied for a
current broadcast cox;tent; and

preventing decryption of the traffic key if the access policy is not satisfied for the

current broadcast content.
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5. The method of claim 4, wherein using the broadcast attributes to evaluate whether
the access policy is satisfied for a current broadcast content is based on an age of a user of

the device and on a rating of the broadcast content.

6. The method of claim 4, wherein using the broadcast attributes to evaluate whether

the access policy is satisfied for a current broadcast content is based on geographic area.

7. -The method of claim 6, wherein the geographic area includes at least one of a city, a -
road, an airport,' a public transportation terminal, a sports arena, an amusement park, a

museum, and a public or private place of business.

8. The method of claim 4, wherein using the broadcast attributes to evaluate whether

the access policy is satisfied for a current broadcast content is based on a time of day.
9. The method of claim 4, wherein using the broadcast attributes to evaluate whether

the access policy is satisfied for a current broadcast content is based on additional data

included in the media stream.
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10.  The method of claim 4, wherein using the broadcast attributes to evaluate whether
the access policy is satisfied for a current broadcast content is based on additional data

included in the broadcast content that is only made available. to selected members.

11. . The method of claim 10, wherein the additional data includes at least one of: fantasy
sporting even infonnaﬁon, sbo’rting event information, iﬁfbrmation related to characters or
actors p_laying those .characters., mformation related to locations or props, infonnaﬁon
related to writers, difectors, producers, or others involved in production of the broadcast
content, commentary concerning the broadcast content, .and additional languéges for the

- broadcast content.

12. The method of claim 4, wherein using the broadcast attributes to evaluate whether
_ the access policy is satisfied for a current broadcast content is based on expiration

information of a user subscription.

13.  The method of claim 4, wherein using the broadcast attributes to-evaluate whether _
the access policy is satisfied for a current broadcast content is based on allowing a user to
.view a particular broadcast stream for only a specified amount of time, based on a count of

a number of traffic keys decrypted.
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14. - The method of claim 1, further comprising:

using at least one of the broadcast attributeé, local device mformation, user profile
information, and histc;ry informaﬁén to evaluate whether the access policy is éaﬁ;ﬁed for a
current broa_déast content; and |

preventing decrypﬁon of the traffic key if the access policy is not satisfied for the

current broadcast content.

15.-  The method of claim 1, wherein the broadcast content comprises data used by an

application on the device.

16.  The method of claim 1, wherein the device is mobile device capable of displaying or

otherwise using the media stream.

17.  The method of claim 1, wherein the session key and the access policy are used to
enable or restrict access to one or more related media streams or broadcast channels,

wherein rights for each related media stream or broadcast channel are different.

18.  The method of claim 17, wherein the access policy is received and securely stored in
the device, such that the access policy can not be manipulated by applications 611 the device

and cannot subsequently be used to decrypt a media stream.
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19.  The method of claim 17, wherein the access policy is made available to applications
on the dewce for purposes 1nclud1ng at least one of dlsplaymg the access policy to a user of
the device, or altering a user interface by which the user gains access to the media stream or

broadcast channel or views the media stream or broadcast channel.

20.  The method of claim 1, wherein the access policy includes at least one of a set of
parameter values, a set of ranges of parameter values, a set of regular expressions, a

matching predicate, or a matching algorithm.

21, . The method of claim 1, further comprising encrypting thé traffic key using the
broadcast attributes, thereby binding the broadcast attributes to the traffic key such that
" neither the traffic key nor the broadcast attributes can be modified by any application on the

device and result in silccessﬁlldecrypﬁon of the media stream..

22.  The method of claim 1, wherein the broadcast attributes are encrypted using the .
traffic key, thereby binding them to the traffic key such that neither the traffic key nor the
-broadcast -attributes can be modified by any application on the device and result in

successful decryption of the media stream.
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23.  The method of claim 22, wherein the broadcast attributes encrypted using the traffic . ‘
key are available to an application on the device for purposes including modifying the user-
interface based on the broadcast attributes or otherwise informing the user of the broadcast

attn'butés.

24.  The method of claim 1, wherein an application .on the device is unable to-use non-
corresponding broadcast attributes and traffic keys to successfully sa{tisfy the access policy

and decrypt the media stream.

25.  The method of claim 1, wherein the broadcast attributes are embedded in the
encrypted traffic key, and the broadcast attributes are not received s'eparatgly' from the

encrypted traffic key.

26. The method of claim 1, wherein the received broadcast attributes include metadata .
relating to the media stream, including at least one of a content type of the media stream,

and a content rating of the media stream.

27. The method of claim 1, wherein the received broadcast attributes include network
environment data, including at least one of as a broadcast tower location, a time of day,

traffic information, and network status data.
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28.  The method of claim 1, further comprising:
using additional profile information not inclucied with the media stream to determine
' whether.the device can decrypt the received traffic keys, wherein the additional profile
information includes at least one of:
local network énviron;hent data, including at least one of: a GPS location of the’
device, a ciuality of service, a time zone, a signal strength, and othe1; local netwérk
environment data of the device;
device-specific data, including at least oﬁe of: an ability of the device to record a
-media stream, an ability of the device to retransmit a media stream, énd other device-
_ specific capabilities;
user-specific profile data, including at least one of: a gender of a user of the device,
an age of the user of the device, and interest of the user of the device, and other data relating ‘
to a user of the aevice; and
usage history of the device, including at least one of: usage of a media stream or

broadcast channel, usage of appiications on the device, and other data relating to how the

device has been previously used.
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Fig. 9
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