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An apparatus for Supplying document includes a storage unit 
configured to store therein a set of documents and an affilia 
tion within an organization paired up with one of the docu 
ments, a unit configured to receive a request for accessing the 
one of the documents, a unit configured to check an affiliation 
of a person who made the request, a unit configured to evalu 
ate a relationship between the checked affiliation and the 
stored affiliation paired up with the one of the documents in a 
tree structure representing a hierarchical structure of the orga 
nization with nodes of the tree structure representing affilia 
tions within the organization, a unit configured to ascertain a 
level of disclosure with respect to the one of the documents in 
response to the evaluated relationship, and a unit configured 
to control disclosing of the one of the documents according to 
the ascertained level of disclosure. 

13 Claims, 11 Drawing Sheets 
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1. 

CONTROL OF DOCUMENT DISCLOSURE 
ACCORDING TO AFFILATION OR 

DOCUMENT TYPE 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention generally relates to a document Sup 

plying apparatus for Supplying a document retrieved from a 
set of documents in response to a request, a document Sup 
plying system having Such document Supplying apparatus 
implemented therein, a program for causing a computer to 
perform the function of the document Supplying apparatus, 
and a machine-readable storage medium having such a pro 
gram embodied therein. 

2. Description of the Related Art 
Patent Documents 1 through 5 disclose examples of tech 

nologies for performing the automatic masking of letters or 
the like. 

Patent Document 1 Japanese Patent Application Publica 
tion No. 2001-142893 

Patent Document 2 Japanese Patent Application Publica 
tion No. 2002-259363 

Patent Document 3 Japanese Patent Application Publica 
tion No. 2002-2593.68 

Patent Document 4 Japanese Patent Application Publica 
tion No. 11-143871 

Patent Document 5 Japanese Patent Application Publica 
tion No. 2002-312362. 

Information that can be used to identify individuals or 
organizations. Such as the names, telephone numbers, mail 
addresses, or the like of individuals or organizations, needs to 
be handled with sufficient care since such information relates 
to privacy. In recent years, particularly, there has been a trend 
in which the sharing of information inside/outside organiza 
tions is advanced to improve the efficiency of business. This 
creates an environment in which information is easy to be 
distributed to third parties through the sharing of information. 

There is an increasing awareness that privacy and confi 
dential information need to be protected. Because of this, the 
sharing of documents including Such information is aborted 
in some cases. This may serve as a factor that hampers the 
trend toward the sharing of information. 

If the sharing of information is to be advanced, there may 
be a need to manually erase or mask sensitive portions that 
relate to privacy and confidential information. This increases 
costs, and may present a situation in which error by oversight 
OCCU.S. 

A technology for processing documents as image informa 
tion is known as a means to counter Such shortcomings. A 
means to mask sensitive portions in an image is sometimes 
provided in a scanner, a copier, etc., but requires a manual 
input for identifying the area to be masked. The trouble of 
manual labor still remains. 
A technology for processing sensitive portions as a unit of 

information, rather than as an image, is also known. For 
example, there is a technology for masking particular fields in 
table format data (e.g., Kanjou Bugyou Series by OBIC (reg 
istered trademark)), and also a technology for allowing an 
area to be specified at the time of document creation (e.g., 
Ichitaro by JUSTSYSTEM (registered trademark)). The use 
of such table format information, however, has a shortcoming 
in that other types of formats cannot be used. 
The technologies disclosed in Patent Documents 1 through 

3 are directed to the automatic masking of letters or the like. 
These technologies of Patent Documents 1 through 3 auto 
matically extract proper nouns from information by applying 
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2 
morphological analysis or the like, and process the extracted 
portions through the masking of letters or the like. In this case, 
no data about the users to whom the information is Supplied is 
given, so that the masking of letters is carried out indiscrimi 
nately with respect to all the users. The creator of the docu 
ment and trusted parties should be treated differently from 
third parties in terms of whether to mask the information. 
Despite this, these technologies described here cannot pro 
vide Such discriminatory treatment of parties. 

Patent Document 4 discloses a technology for applying 
blurring to a registered document based on profile informa 
tion that is carried by a party who is accessing the document. 
This technology can control the range of information disclo 
Sure according to the conditions of a party who is requesting 
the information. However, the party who is accessing the 
information needs to bear the trouble of carrying a profile. 
Further, no consideration is given to differences between the 
creator of the document, the person having registered the 
document, and third parties. 
The technology disclosed in Patent Document 5, on the 

other hand, determines whether to mask information by using 
information about the organization to which a person having 
registered the document belongs and by comparing this infor 
mation with information about the organization to which the 
creator of the document belongs. This technology utilizes 
information about organizations when determining whether 
to mask information. There is a need, however, to provide 
descriptions of all the members in advance belonging to the 
organizations to which information can be presented. This is 
cumbersome. 

Further, this technology defines expressions to be masked 
solely based on organizational information. This ends up 
treating all documents in the same manner, giving no consid 
eration to the types of documents. 

Accordingly, there is a need for a mechanism for easily 
controlling document disclosure levels according to a person 
who is requesting access. 

There is another need for a mechanism for easily control 
ling document disclosure levels according to the types of 
documents. 

SUMMARY OF THE INVENTION 

It is a general object of the present invention to provide a 
mechanism for easily controlling document disclosure levels 
that substantially obviates one or more problems caused by 
the limitations and disadvantages of the related art. 

Features and advantages of the present invention will be 
presented in the description which follows, and in part will 
become apparent from the description and the accompanying 
drawings, or may be learned by practice of the invention 
according to the teachings provided in the description. 
Objects as well as other features and advantages of the present 
invention will be realized and attained by a mechanism for 
easily controlling document disclosure levels particularly 
pointed out in the specification in Such full, clear, concise, and 
exact terms as to enable a person having ordinary skill in the 
art to practice the invention. 
To achieve these and other advantages in accordance with 

the purpose of the invention, the invention provides an appa 
ratus for Supplying document, which includes a storage unit 
configured to store therein a set of documents and an affilia 
tion (position) within an organization paired up with one of 
the documents, a unit configured to receive a request for 
accessing the one of the documents, a unit configured to 
check an affiliation of a person who made the request, a unit 
configured to evaluate a relationship between the checked 
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affiliation and the stored affiliation paired up with the one of 
the documents in a tree structure representing a hierarchical 
structure of the organization with nodes of the tree structure 
representing affiliations within the organization, a unit con 
figured to ascertain a level of disclosure with respect to the 
one of the documents in response to the evaluated relation 
ship, and a unit configured to control disclosing of the one of 
the documents according to the ascertained level of disclo 
SUC. 

According to another aspect of the present invention, a 
machine-readable storage medium having a program embod 
ied therein for causing a computer to Supply a document is 
provided. The program includes a program-code unit config 
ured to store a set of documents and an affiliation within an 
organization paired up with one of the documents, a program 
code unit configured to receive a request for accessing the one 
of the documents, a program-code unit configured to check an 
affiliation of a person who made the request, a program-code 
unit configured to evaluate a relationship between the 
checked affiliation and the stored affiliation paired up with the 
one of the documents in a tree structure representing a hier 
archical structure of the organization with nodes of the tree 
structure representing affiliations within the organization, a 
program-code unit configured to ascertain a level of disclo 
Sure with respect to the one of the documents in response to 
the evaluated relationship, and a program-code unit config 
ured to control disclosing of the one of the documents accord 
ing to the ascertained level of disclosure. 

According to another aspect of the present invention, an 
apparatus for Supplying a document includes a unit config 
ured to receive a request for accessing a document among a 
set of documents, an identifying unit configured to identify a 
document type of the requested document, a level indicating 
unit configured to indicate a predefined level of disclosure/ 
nondisclosure separately for each document type, and a unit 
configured to control disclosing of the requested document 
according to the predefined level of disclosure/nondisclosure 
corresponding to the identified document type in response to 
the request. 

According to another aspect of the present invention, a 
machine-readable storage medium having a program embod 
ied therein for causing a computer to Supply a document is 
provided. The program includes a program-code unit config 
ured to receive a request for accessing a document among a 
set of documents, a program-code unit configured to identify 
a document type of the requested document, a program-code 
unit configured to indicate a predefined level of disclosure/ 
nondisclosure separately for each document type, and a pro 
gram-code unit configured to control disclosing of the 
requested document according to the predefined level of dis 
closure/nondisclosure corresponding to the identified docu 
ment type in response to the request. 

According to at least one embodiment of the present inven 
tion, a decision as to the degree of disclosure for disclosing a 
document to a person requesting access is made based on the 
affiliation within an organization of the person requesting 
access. There is thus no need for the trouble of assigning 
document disclosure levels to all the members of the organi 
Zation, thereby providing a system that is easy to use. 
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4 
According to at least one embodiment of the present inven 

tion, further, the level of document disclosure can be easily 
controlled according to the types of documents. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other objects and further features of the present invention 
will be apparent from the following detailed description when 
read in conjunction with the accompanying drawings, in 
which: 

FIG. 1 is a functional block diagram showing a schematic 
configuration of a document Supplying system according to 
an embodiment of the present invention; 

FIG. 2 is a block diagram showing electrical connections 
within a server or client; 

FIG.3 is a flowchart showing a procedure performed by an 
organizational information registering unit provided in a 
document registering unit; 

FIG. 4 is a flowchart showing a procedure performed by a 
disclosure condition checking unit; 

FIG. 5 is a drawing for explaining an example of the tree 
structure of an organization registered in organizational hier 
archy information; 

FIG. 6 is a drawing for explaining an example of a disclo 
sure condition table; 

FIG. 7 is a flowchart of a process performed by a document 
Supplying unit, 

FIG. 8 is a functional block diagram of the document 
Supplying system according another embodiment of the 
present invention; 

FIG.9 is a flowchart showing a procedure performed by the 
disclosure condition checking unit and a masking unit; 

FIG. 10 is a drawing for explaining an example of docu 
ment-type-dependent masking information; 

FIG. 11 is a functional block diagram of the document 
Supplying system according to another embodiment of the 
present invention; 

FIG. 12 is a flowchart of a process performed by a docu 
ment registering unit; 

FIG. 13 is a flowchart of a process performed by a docu 
ment Supplying unit; and 

FIG. 14 is a drawing showing an example of a masking 
expression correspondence table. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

In the following, embodiments of the present invention will 
be described with reference to the accompanying drawings. 

FIG. 1 is a functional block diagram showing a schematic 
configuration of a document Supplying system 1 according to 
an embodiment of the present invention. The document Sup 
plying system 1 includes a server 2 serving as a document 
Supplying apparatus, clients 3, and a network 4 such as a 
LAN, through which the server 2 and the clients 3 are con 
nected to each other. 

In the document Supplying system 1, a creator of a docu 
ment (a person who registers the document, a person who 
manages the document) registers the document at one of the 
clients 3 with respect to the server 2 through the network 4. 
Then, a person who wishes to access the document registered 
in the server 2 accesses the document at one of the clients 3. 

FIG. 2 is a block diagram showing electrical connections 
within the server 2 or the client 3. As shown in FIG. 2, the 
server 2 or the client 3 includes a CPU 211 for performing 
various operations and centrally controlling each part of the 
apparatus, a memory 212 comprised of various ROMs and 
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RAMs, and a bus 213, through which the CPU 211 and the 
memory 212 are connected to each other. 
The buS 213 is connected to a magnetic recording device 

214 such as a hard drive, an input device 215 such as a 
keyboard and mouse, and a display device 216 through 
respective interfaces. The bus 213 is also connected to a 
communication interface 219 for communicating with a net 
work 201. As a record medium 217, various types of media 
such as an optical disk inclusive of a CD or DVD, a magne 
tooptical disk, or a flexible desk may be used. A record 
medium reading apparatus 218 may be an optical disc appa 
ratus, a magnetooptical disk apparatus, or a flexible disk 
apparatus, depending on the type of the record medium 217. 
The server 2 or client 3 reads a program 220 from the record 

medium 217 for installment in the magnetic recording device 
214. The program 220 may alternatively be installed through 
downloading from the network 201 such as the Internet. After 
such installment, the server 2 or the client 3 is ready to 
perform processes as will be described later. The program 220 
may be designed for execution on a predetermined OS. 
As shown in FIG. 1, the server 2 includes a document 

registering unit 11 and a document Supplying unit 12 imple 
mented by processes performed by the installed program 220, 
and further includes a document database 18 stored in the 
magnetic recording device 214. 
The document database 18 has a set of documents regis 

tered therein, which is comprised of a large number of docu 
ments turned into electronic data. 

The document registering unit 11 resisters a document and 
relevant information necessary for registration paired up with 
the document when the creator of the document (or a person 
who registers the document, or a person who controls the 
document) registers the document in the document database 
18. Such necessary information includes an identification of 
affiliation of the document creator as represented in a tree 
structure having as its nodes individual divisions of a particu 
lar organization Such as the organization running the docu 
ment Supplying system 1. Namely, such information includes 
the name of the affiliated division, for example, and also 
includes its hierarchical position in the organizational tree 
Structure. 

The registration of a division name and a hierarchical posi 
tion may be performed by acquiring the division name and 
hierarchical position from organizational hierarchy informa 
tion 14 that represents the tree structure as described above, 
and by registering them as information paired up with the 
document. When the division name and hierarchical position 
are registered as information paired up with the document, the 
division name may be extracted from the organizational hier 
archy information 14 as described here, or may be obtained 
without the use of the organizational hierarchy information 
14. In addition to the division name, the name of the docu 
ment creator, the document registering person, the document 
controlling person, etc., may be registered together with the 
document. 

The document supplying unit 12 checks the affiliation of 
the client 3 (i.e., its division name and hierarchical position) 
in response to a request for access to a document coming from 
the client 3. This check is performed by identifying the client 
3 that has requested access to a document, followed by look 
ing up the identified client in a table in which affiliations are 
registered in advance with respect to the respective clients 3. 

After this check, a disclosure condition checking unit 15 
evaluates the relationship between the affiliation of the person 
who has requested the access and the registered affiliation that 
is paired up with the requested document. 
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6 
A masking unit 17 then authorizes the disclosing of the 

requested document according to the level of the relationship 
between the affiliations evaluated by the disclosure condition 
checking unit 15, or permits or denies the disclosing of the 
document. Namely, the secrecy of the document may be 
removed in incremental steps according to the level of rela 
tionship between the affiliations, or the disclosing of the 
document may be permitted in one case and denied in another 
according to the level of relationship between the affiliations. 
These methods may be combined. A disclosure condition 
table 16 is used in determining how to treat the document in 
terms of the disclosing of the document according to the level 
of relationship between the affiliations. 

FIG.3 is a flowchart showing a procedure performed by an 
organizational information registering unit 13 provided in the 
document registering unit 11. When a document is to be 
registered in the document database 18, affiliation of the 
document creator or the like also needs to be registered as 
information paired up with the document. To this end, a check 
is made as to whether the person registering the document has 
ever registered a division name (step S1). This check can be 
done by searching a registered division name paired up with 
any documents that are registered in the document database 
18 and associated with the person registering the document. If 
there has been such registration (Yat step S1), the registered 
division name is presented to the person registering the docu 
ment at the client 3 (Step S2). As the person registering the 
document enters a predetermined input based on the determi 
nation that the presented division name is proper (Y at Step 
S3), information about the division name is registered and 
paired up with the registered document (step S4). 

If the person registering the document does not consent to 
the division name (or if there is no organizational information 
registered before) (Nat step S3), the person registering the 
document is requested to modify the division name (or enter 
a division name) (step S5). 

If there is no division name registered before by the person 
registering the document (Nat step S1), a check is made as to 
whether the organizational hierarchy information 14 is regis 
tered (step S6). If there is no organizational hierarchy infor 
mation 14 (or there is no corresponding organization) (Nat 
step S6), hierarchical levels in the division name entered by 
the person registering the document are separated by spaces 
or delimiters (e.g., “f”), thereby extracting the hierarchical 
position (step S7). If the organizational hierarchy information 
14 is registered (Yatstep S6), the hierarchical position in the 
organization represented by the organizational hierarchy 
information 14 is extracted based on the division name 
entered by the person registering the document (step S8). 
Following either step S7 or step S8, the hierarchical position 
of the division to which the person registering the document 
belongs is presented to the person registering the document 
(step S9). If the person registering the document consents to 
the presented hierarchical position within the organization (Y 
at step S10), the hierarchical position within the organization 
is also registered and paired up with the registered document 
(step S11). If the person registering the document does not 
consent to the presented hierarchical position within the orga 
nization (Nat step S10), the person registering the document 
is requested to modify the hierarchical position within the 
organization (step S12) The procedure then returns to step 
S10. 

FIG. 4 is a flowchart showing a procedure performed by the 
disclosure condition checking unit 15. When the relationship 
between the registered affiliation and the checked affiliation is 
evaluated with respect to the requested document in the tree 
structure having nodes representing the individual divisions 
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of the organization, the relationship to be evaluated is a dis 
tance between the affiliations as represented by the number of 
steps or the length of paths between the nodes of the tree 
structure. The organizational hierarchy information 14 is 
referred to so as to compare the checked affiliation of the 
person requesting access with the registered affiliation of the 
requested document (step S21). The disclosure condition 
table 16 is then referred to so as to determine a process to be 
performed with respect to the disclosing of the document 
based on the distance between these affiliations (step S22). 
This determines the level of disclosure of the document. This 
process is then performed (step S23), thereby authorizing the 
disclosing of the requested document according to the ascer 
tained level (or authorizes or denies the disclosing of the 
document). 
When the relationship between the registered affiliation 

and the checked affiliation is evaluated with respect to the 
requested document in the tree structure having nodes repre 
senting the individual divisions of the organization, a check 
may be made to determine whether the affiliation registered 
with respect to the requested document is the same as the 
checked affiliation of the person requesting access. If these 
affiliations are the same, the entirety of the document may be 
disclosed. If these affiliations are not the same, information 
relating to privacy or confidential items may be masked, or the 
entirety of the document may be prohibited from being dis 
closed. 
When the relationship between the registered affiliation 

and the checked affiliation is evaluated with respect to the 
requested document in the tree structure having nodes repre 
senting the individual divisions of the organization, a check 
may be made as to whether the checked affiliation of the 
person requesting access is Subordinate to the affiliation reg 
istered with respect to the requested document. If the affilia 
tion of the person requesting access is subordinate to the 
affiliation registered with respect to the requested document, 
the document is disclosed. Otherwise information relating to 
privacy and confidential items may be masked. In this case, 
the disclosure condition table 16 may not be used. 

In addition, when the person registering the document reg 
isters the document, organizational affiliations to which the 
document can be disclosed may be specified in advance and 
registered as information paired up with the document. 
Depending on whether the affiliation of a person requesting 
access is found among these registered affiliations, the dis 
closing or restricting of the document may be controlled. 

In the following, the process performed by the document 
supplying system 1 described above will further be described 
in detail. 

FIG. 5 is a drawing for explaining an example of the tree 
structure of an organization registered in the organizational 
hierarchy information 14. A tree structure 21 has AA Cor 
poration” as a top node (each node is represented by an open 
circle). Being subordinate to this top node, “Sales Headquar 
ter” and “Design Center are provided. Being subordinate to 
“Sales Headquarter”, “First Sales Division” and “Second 
Sales Division' are situated. Bing subordinate to “Design 
Center”, “First Design Division” and “Second Design Divi 
sion” are situated. Being Subordinate to “First Sales Divi 
sion”, “Sales Section 1’, “Sales Section 2', and “Sales Sec 
tion 3' are provided. 

In the tree structure 21 shown in the example illustrated in 
FIG. 5, the distance between affiliations, i.e., the number of 
steps or the length of paths between nodes, can be obtained by 
counting the number of nodes from the start node to the end 
node. For example, the distance from “First Design Division 
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8 
to “Sales Section 3” is “5”, and the distance from “Sales 
Section 3 to “Second Sales Division is “3. 

In the organizational hierarchy information 14, taking the 
tree structure 21 of an organization shown in FIG. 5 as an 
example, affiliation of each division or section is identified by 
using the division name and the hierarchical position. Here, 
the division name is a name indicative of a node Such as 
“Second Sales Division”, “Design Center, or “Sales Section 
1, and the hierarchical position is the information indicative 
of the position of the node in the tree structure 21. With 
respect to “Sales Section 1’, for example, the hierarchical 
position is the information indicating a node situated at a 
fourth hierarchical level from the top node, subordinate to 
“Sales Headquarter” at the second hierarchical level, and 
subordinate to "First Sales Division' at the third hierarchical 
level (i.e., not subordinate to “Design Center” and “First 
Design Division, for example). All the information 
described here is registered in the organizational hierarchy 
information 14 separately for each division or section. 

FIG. 6 is a drawing for explaining an example of the dis 
closure condition table 16. In the example shown in FIG. 6, 
the distance between an affiliation registered with respect to a 
requested document and the checked affiliation of a person 
requesting access in the tree structure having nodes represent 
ing the individual divisions of an organization is paired up 
with the process to be performed for the disclosing of the 
document with respect to the associated distance. In this 
example, if the affiliation of the person requesting access is 
the same as or subordinate to the affiliation registered for the 
requested document, the entirety of the document is dis 
closed. If these affiliations differ from each other only at the 
lowermost level in the tree structure of the organization, a 
masking process is applied to a predetermined portion of the 
document, and the document is disclosed. Otherwise, i.e., if 
the distance is large, the entirety of the document is kept from 
being disclosed. 

In the process shown in FIG. 3, the person registering the 
document may be the chief of the “First Sales Division” in the 
example shown in FIG. 5. In this case, the affiliation is “Sales 
Headquarter First Sales Division’. At step S7, the division 
names are separated by slashes as in “Sales Headquarter/First 
Sales Division', which is then registered at step S11. 

In the following, a description will be given of an example 
of accessing a document. In the example described above, the 
person registering the document registered with respect to the 
requested document is “Sales Headquarter/First Sales Divi 
sion'. 

In the flowchart of FIG. 7, if the affiliations are the same, 
i.e., if the affiliation of the person requesting access is also 
“Sales Headquarter/First Sales Division” (Yat step S31), the 
document is disclosed to the person requesting access without 
any masking process (step S32). 

If the affiliation of the person requesting access is subor 
dinate to the affiliation registered with respect to the docu 
ment (Y at step S31), e.g., if the affiliation of the person 
requesting access is “Sales Headquarter/First Sales Division/ 
Sales Section 3, the document is disclosed to the person 
requesting access without any masking process (step S32). 
The affiliation of the person requesting access may be 

different. That is, the affiliation of the person requesting 
access may be “Sales Headquarter/Second Sales Division'. 
In this case, the portion “Sales Headquarter is the same, but 
the subordinate level is different. Although this affiliation is 
not a subordinate level that affords a full disclosure, it differs 
only at the lowermost level (Y at step S33), so that the docu 
ment is disclosed with a predetermined masking process 
applied thereto (step S34). 
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In other cases (N at step S33), the document is not dis 
closed (step S35). 

In the following, masking applied to a document will be 
described. An example of a document registered in the docu 
ment database 18 may be as follows. 
Request for Decision 
Please make a decision with respect to the following pur 
chase. 
Objective: Achieve Safe and Smooth Sharing of Information 

within the Division 
Order to be Placed to: ABC Manufacturing 
Price: 1,000,000 yen 
Item to be Ordered: Document Supplying Apparatus 
When this document is masked for disclosing of the docu 

ment, the document will appear as follows, for example. 
Request for Decision 
Please make a decision with respect to the following pur 
chase. 
Objective: Achieve Safe and Smooth Sharing of Information 

within the Division 
Order to be Placed to: ABC Manufacturing 
Price: XXXXXX yen 
Item to be Ordered: Document Supplying Apparatus 

In this example, information about a monetary amount 
relating to a particular transaction is regarded not suitable for 
wide dissemination even within the same cooperate organi 
Zation. The portion indicating the monetary amount is thus 
masked as shown by “XXXXXX” 

Masking may be applied to the entirety of a relevant portion 
as illustrated above. Alternatively, part of a relevant portion 
may only be masked. If ABC Manufacturing is subjected to 
masking in the above example, a word at the end of the 
relevant portion may be left intact as in “XXX Manufactur 
ing'. A name may be changed to an initial, which is com 
prised of the first letter of the name (such an initial can be 
obtained based on the text data of the relevant letter portion. 
An expression may be modified to a generic expression by use 
of a thesaurus (e.g., modifying “ABC Manufacturing to 
“Manufacturing Industry”). Such thesaurus may be provided 
in the server 2, or may be provided at a remote cite that is to 
be accessed through a network Such as the Internet. An 
expression may be changed to a category name or a semantic 
classification name that indicates the meaning of the expres 
sion (e.g., modifying “ABC Manufacturing to “Manufac 
turer'). 

If the affiliation of the person requesting access is "Design 
Center, for example, this affiliation is completely different 
from affiliations to which access to the document is permit 
ted. In this case, thus, the entirety of the document is kept 
from being disclosed. 
As in the manner described above, the affiliation of a per 

son registering a document or the like that is given to the 
document by the person registering the document (or the 
creator or manager of the document) is checked with respect 
to the distance from the affiliation of the person requesting 
access in the tree structure 21, which is all that is necessary to 
control the permission/refusal of the disclosing of the docu 
ment and the extent to which the document is disclosed. In 
order to perform this process, there is no need for a cumber 
Some process Such as registering profile information in 
advance about all the members of an organization Such as a 
company using the document Supplying system 1. All that is 
necessary is to register information in advance about each 
division constituting the tree structure 21. Further, the proper 
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10 
control of information disclosure is achieved by using the 
relationship between a person registering a document and a 
person requesting access. 

In the following, a description will be given of another 
embodiment. 

FIG. 8 is a functional block diagram of the document 
Supplying system 1 according another embodiment of the 
present invention. The blocks having the same reference 
numerals as those in FIG. 1 have the same functions as those 
in FIG. 1, and a detailed description thereof will be omitted. 
Further, electrical connections within the server 2 or the client 
3 are the same as those shown in FIG. 2. 
The document supplying system 1 of FIG. 8 differs from 

that of FIG. 1 in that document-type-dependent masking 
information 31 is provided. The document-type-dependent 
masking information 31 is a table that defines what informa 
tion is masked separately for each document type registered 
in the document database 18. The document registering unit 
11 registers a document type as information paired up with 
the registered document. This may be done by a user by 
manually selecting a document type for registration. Alterna 
tively, the document registering unit 11 may mechanically 
determine a document type based on a character string Such as 
a title of the document, and registers the document type upon 
a consent from the person registering the document. 

FIG.9 is a flowchart showing a procedure performed by the 
disclosure condition checking unit 15 and the masking unit 
17. A document type is checked with respect to the requested 
document (step S41). Here, the type of the document may be 
ascertained based on a character string Such as the title of the 
document, for example. Alternatively, the document type 
may be registered together with the document data by the 
person registering the document at the time of document 
registration. A check is then made based on the document 
type-dependent masking information 31 as to whether the 
ascertained document type exists (step S42). If it exists (Yat 
step S43), masking is applied to Such portion of the document 
as specified in the document-type-dependent masking infor 
mation 31 (step S44). Alternatively, modification to another 
character string as previously described may be made. If the 
ascertained document type does not exist (Nat step S43), the 
entirety of the document, as it is, is disclosed without any 
masking (step S45). 

In this example, there is no need to identify the affiliation of 
the person registering the document and the affiliation of the 
person requesting access to the document. Because of this, 
the document registering unit 11 may not use the organiza 
tional hierarchy information 14, and may register document 
data without associating the data with the affiliation of the 
person registering the document. Further, the disclosure con 
dition checking unit 15 may be operable to check whether to 
mask the document only based on the document-type-depen 
dent masking information 31. Alternatively, the organiza 
tional hierarchy information 14 may additionally be used, so 
that a check as to whether to mask the document is made 
based on the distance between the affiliation of the person 
registering the document and the affiliation of the person 
requesting access to the document as well as the document 
type-dependent masking information 31. For example, the 
document may be masked only when the distance between the 
affiliation of the person registering the document and the 
affiliation of the person requesting access to the document 
warrants a masking process, and, at the same time, the docu 
ment type of the relevant document exists in the document 
type-dependent masking information 31. 

In the following, a detailed description of this embodiment 
will be given. 
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FIG. 10 is a drawing for explaining an example of the 
document-type-dependent masking information 31. In the 
example shown in FIG. 10, “Document Type' and “Masking 
Information' (i.e., a type, semantic, or category of informa 
tion to be masked) are registered as paired-up items. Based on 
these registered items, a check is made as to whether masking 
is applied and as to which information is to be masked in the 
document if masking is applied. All document types to which 
masking is applied are described in the document-type-de 
pendent masking information 31. 
An example of a document which is requested for access 

may be as follows. 
Request for Decision 
Please make a decision with respect to the following pur 
chase. 
Objective: Achieve Safe and Smooth Sharing of Information 

within the Division 
Order to be Placed to: ABC Manufacturing 
Price: 1,000,000 yen 
Item to be Ordered: Document Supplying Apparatus 

In this case, processing is performed as follows. 
It is possible to determine that “document type' is a 

Request for Decision based on the title or the like of the 
document (step S41). The document-type-dependent mask 
ing information 31 is then referred to so as to check whether 
the “Request for Decision' is registered as a “Document 
Type' (step S42). If it is not registered (N at step S43), 
masking is not necessary (step S45). Since “Request for Deci 
sion' exists as a “Document Type' in this example, "Masking 
Information' is checked to find that “Monetary Amount” and 
“Company Name” are registered. “Monetary Amount” and 
“Company Name” are then identified in the character strings 
of the document to be masked (step S44). Here, it is ascer 
tained that a character string Such as “yen' indicates a "Mon 
etary Amount', and a character String Such as “Manufactur 
ing indicates a “Company Name'. 
When the company name and monetary amount are 

masked in the document of this example, the document will 
appear as follows. 
Request for Decision 
Please make a decision with respect to the following pur 
chase. 
Objective: Achieve Safe and Smooth Sharing of Information 

within the Division 
Order to be Placed to: XXXXX 
Price: XXXXXX 
Item to be Ordered: Document Supplying Apparatus 
A further description will be given by taking the following 

document as an example. 
IT NEWS 

The Japan IT Association announced that projected PC sales 
exceeded the previous year's figure. A report prepared by the 
Association indicates that recovery of economy and the 
spread of broadband environment have largely contributed to 
the increase. Although investment in cooperate facilities 
remains roughly flat or is decreasing, an increase in the sales 
of PCs and peripherals for households appears to have con 
tributed to the increase. 

In this example, the person registering the document reg 
isters a “Document Type' as an item paired up with the 
document at the time of document registration. In this 
example, the document shown above is registered and paired 
up with the document type “Business Climate Outside Com 
pany’. The document-type-dependent masking information 
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31 is referred to in order to check whether “Business Climate 
Outside Company exists. Since there is no such entry in the 
document-type-dependent masking information 31, it is 
ascertained that masking of the document is unnecessary. The 
entirety of the document is thus disclosed as it is. 

In the manner as described above, the document Supplying 
system 1 is provided with the document-type-dependent 
masking information 31 that defines a level at which the 
disclosing of the document is permitted on a document-type 
specific basis, or that defines the permission or refusal of the 
disclosing of the document. Specifically, the document-type 
dependent masking information 31 in this example only 
includes document types to which masking is applied as 
previously described. The type of the document which is 
requested for access is identified, and the document-type 
dependent masking information 31 is referred to in order to 
ascertain a level of permission at which the document is 
disclosed, or to ascertain the permission/refusal of the dis 
closing of the document (only the presence/absence of mask 
ing in this example). According to this determination, the 
document is disclosed or kept from being disclosed (the pres 
ence/absence of masking is controlled in this example). 

According to the document Supplying system 1 of this 
embodiment, the disclosing and sharing of information can be 
achieved without indiscriminately masking all documents as 
the registered documents may include documents made by 
simply collecting outside information, to which masking may 
be unnecessary depending on the types of documents. The 
present embodiment thus achieves proper control of docu 
ment disclosure. 

Further, type of information that should be masked is reg 
istered as masking information separately for each document 
type registered in the document-type-dependent masking 
information 31. This helps to achieve masking of selected 
information on a document-type-specific basis. 

In the following, anther embodiment will be described. 
FIG. 11 is a functional block diagram of the document 

Supplying system 1 according to another embodiment of the 
present invention. The blocks having the same reference 
numerals as those in FIG. 8 have the same functions as those 
in FIG. 8, and a detailed description thereof will be omitted. 
Further, electrical connections within the server 2 or the client 
3 are the same as those shown in FIG. 2. 
The document supplying system 1 of FIG. 11 differs from 

that of FIG. 8 in that an organizational information registering 
unit 19 is provided in the document registering unit 11, and in 
that a masking expression correspondence table 41 is pro 
vided for the document database 18 in place of the document 
type-dependent masking information 31. 
The document registering unit 11 registers the affiliation of 

the person registering the document (or the creator or man 
ager of the document) as information paired up with the 
document at the time of document registration in the docu 
ment database 18 in the same manner as in the embodiment 
shown in FIG. 1. 
As shown in the flowchart of FIG. 12, expressions relating 

to privacy or confidential items subjected to masking are 
extracted from the text of the document to be registered at the 
time of document registration (step S51). The extracted por 
tions are replaced with the masking letters or other expres 
sions when the document is registered in the document data 
base 18 (step S52). Further, the expressions (original 
expressions) Subjected to masking and their positions in the 
document are registered in the masking expression corre 
spondence table 41 as information paired up with an identi 
fication (document ID) used for document registration (step 
S53). Here, the expressions relating to privacy or confidential 
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items subjected to masking may be extracted by finding “yen 
as an indicator of “Monetary Amount” and “XX Manufactur 
ing as an indicator of “Company Name”. Namely, the occur 
rence of Such a particular character string is taken as an 
indicator of an expression relating to privacy or confidential 
items. Such particular character Strings may be assigned in 
advance to be used for extraction of these expressions. 
When a request is made to access the document registered 

in the document database 18 in this manner, the disclosure 
condition checking unit 15 in the document Supplying unit 12 
checks the affiliation of the person requesting the access in the 
same manner as in the example shown in FIG.1, and evaluates 
the relationship between the checked affiliation and the affili 
ation registered with respect to the document. The disclosure 
condition checking unit 15 then determines whether to dis 
close the document and whether to mask the document if the 
document is to be disclosed in the same manner as in the 
example shown in FIG. 1. 
As shown in the flowchart of FIG. 13, if the document is to 

be disclosed without masking (Y at step S61), the original 
expressions and their positions within the document paired up 
with the document ID of the document in the masking expres 
sion correspondence table 41 are referred to, thereby synthe 
sizing the original expressions at the specified positions in the 
document (step S62). As a result, the document is returned to 
the masking-free, complete document as existed prior to the 
document registration, and this complete document is dis 
closed (step S63). That is, the original expressions are dis 
closed. If the document is to be disclosed with masking (Nat 
step S61), the document as registered in the document data 
base 18 with masking thereto is disclosed as it is, without 
using the masking expression correspondence table 41 (step 
S63). 

In the following, a detailed description of this embodiment 
will be further described. 

FIG. 14 is a drawing showing an example of the masking 
expression correspondence table 41. In this example, a docu 
ment ID and a position within the document are stored as 
paired up items. It should be noted that the masking expres 
sion correspondence table 41 may be stored as encrypted 
information because of its highly confidential nature. 
An example of a document which is to be registered may be 

as follows. 

Request for Decision 
Please make a decision with respect to the following pur 
chase. 
Objective: Achieve Safe and Smooth Sharing of Information 

within the Division 
Order to be Placed to: ABC Manufacturing 
Price: 1,000,000 yen 
Item to be Ordered: Document Supplying Apparatus 

Together with the document, the affiliation of the person 
registering the document or the like is also registered as 
shown in the example illustrated in FIG. 1. In this example, 
“Sales Headquarter First Sales Division' is registered as an 
affiliation, for example. Here, if a slash is uses as a delimiter 
between hierarchical levels, it should appear as “Sales Head 
quarter/First Sales Division'. 

In this example, information regarding a corporate name 
and a monetary amount is to be masked. Such masking is 
performed at the time of document registration, thereby pro 
ducing the following document. 
Request for Decision 
Please make a decision with respect to the following pur 
chase. 
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14 
Objective: Achieve Safe and Smooth Sharing of Information 

within the Division 
Order to be Placed to: XXX Manufacturing 
Price: XXXXXX yen 
Item to be Ordered: Document Supplying Apparatus 
This document is stored in the document database 18. 

In conjunction with this, the expressions prior to the mask 
ing are stored in the masking expression correspondence 
table 41 as follows. 

Document ID Position in Document Original 

1 119 
1 129 

ABC Manufacturing 
1,000,000 yen 

In this example, the position in the document is represented 
by the number of bytes from the start of the document. 
When a request for accessing the document is made, the 

disclosure condition checking unit 15 compares the checked 
affiliation of the person requesting access with the affiliation 
registered with respect to the document. If the affiliation of 
the person requesting access is “Sales Headquarter/First 
Sales Division/Sales Section 3, for example, this affiliation 
is subordinate to “Sales Headquarter/First Sales Division' for 
which access to the document is permitted. In the previous 
example that was described in connection with FIG. 1 
onwards, the entirety of the document can be disclosed in 
Such a case. It follows that the masking expression correspon 
dence table 41 is used to bring the registered document back 
to its original expressions that existed prior to the registration, 
and the obtained document is presented to the person request 
ing access. If the masking expression correspondence table 
41 is encrypted, for example, decryption is performed upon 
the determination by the disclosure condition checking unit 
15. If the affiliation of the person requesting access is “Sales 
Headquarter/Second Sales Division', this affiliation differs 
only in a division name at the last hierarchical level. In this 
case, recovery of the pre-registration original document by 
use of the masking expression correspondence table 41 is not 
made, and the masked document is disclosed as it is. 

In the manner as described above, documents registered in 
the document database 18 are masked prior to the registration 
in this embodiment. Compared with the embodiment shown 
in FIG. 1 onwards, thus, tighter control of information dis 
closure is achieved with respect to highly confidential busi 
nesses and documents. 

Further, the present invention is not limited to these 
embodiments, but various variations and modifications may 
be made without departing from the scope of the present 
invention. 
The present application is based on Japanese priority appli 

cation No. 2004-072665 filed on Mar. 15, 2004, with the 
Japanese Patent Office, the entire contents of which are 
hereby incorporated by reference. 

What is claimed is: 
1. An apparatus for Supplying a document, comprising: 
a machine readable storage medium configured to store 

therein a set of documents and a position within an 
organization of a person who registers one of the docu 
ments paired up with one of the documents; 

a unit configured to store the documents in the machine 
readable storage medium after removing one or more 
predetermined expressions from the documents; 
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a second storage unit configured to store therein the one or 
more expressions and locations thereof in the documents 
separately for each of the documents; 

a unit configured to receive a request for accessing said one 
of the documents; 

a unit configured to check a position within said organiza 
tion of a person who made the request; 

a unit configured to evaluate a positional relationship in a 
tree structure between the checked position within said 
organization and the stored position within said organi 
Zation paired up with said one of the documents, wherein 
the tree structure represents a hierarchical structure of 
the organization with nodes of the tree structure repre 
senting affiliations within the organization; 

a disclosure condition storing unit configured to store 
information defining a process to be performed with 
respect to a given relationship by pairing up the process 
with a relationship in the tree structure between the 
position checked by the unit configured to check a posi 
tion and the stored position; 

a unit configured to ascertain a level of disclosure with 
respect to said one of the documents in response to the 
evaluated relationship; and 

a unit configured to control disclosing of said one of the 
documents according to the ascertained level of disclo 
Sure, 

wherein when said one of the documents is disclosed in an 
entirety thereof according to the ascertained level of 
disclosure, said one of the documents is returned to an 
original thereof by synthesizing said one of the docu 
ments with the one or more expressions extracted from a 
second storage unit at the locations extracted from said 
second storage unit. 

2. The apparatus as claimed in claim 1, wherein the rela 
tionship is a total number of steps or a total length of paths 
between the nodes in the tree structure. 

3. The apparatus as claimed in claim 1, wherein the rela 
tionship indicates presence or absence of equality between 
the checked position and the stored position paired up with 
said one of the documents. 

4. The apparatus as claimed in claim 1, wherein the rela 
tionship indicates whether one position is Subordinate to 
another position among the checked position and the stored 
position paired up with said one of the documents. 

5. The apparatus as claimed in claim 1, wherein said one of 
the documents is disclosed in an entirety thereof, is disclosed 
with partial masking thereof, or is not disclosed at all accord 
ing to the ascertained level of disclosure. 

6. The apparatus as claimed in claim 1, further comprising 
a unit configured to identify the position within the organiza 
tion and store in said machine readable storage medium the 
identified position as paired up with said one of the docu 
ments at a time of storing said one of the documents. 

7. The apparatus as claimed in claim 1, wherein when said 
one of the documents is partially disclosed according to the 
ascertained level of disclosure, said one of the documents is 
disclosed with partial masking thereofor with replacement of 
one or more portions thereof by one or more letters. 

8. The apparatus as claimed in claim 7, wherein when said 
one of the documents is disclosed with replacement of one or 
more portions thereof by one or more letters, said portions are 
replaced with initials, generic expressions, or category 
aCS. 

9. A machine-readable storage medium having a program 
embodied thereon for causing a computer to Supply a docu 
ment, said program comprising: 
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16 
a program-code unit configured to store, in a storage unit, 

a set of documents and a position within an organization 
of a person who registers one of the documents paired up 
with one of the documents; 

a program-code unit configured to store the documents in a 
second storage unit after removing one or more prede 
termined expressions from the documents; 

a program-code unit configured to store in a second storage 
unit the one or more expressions and locations thereof in 
the documents separately for each of the documents; 

a program-code unit configured to receive a request for 
accessing said one of the documents; 

a program-code unit configured to check a position of a 
person who made the request; 

a program-code unit configured to evaluate a positional 
relationship in a tree structure between the checked posi 
tion and the stored position paired up with said one of the 
documents, wherein the tree structure represents a hier 
archical structure of the organization with nodes of the 
tree structure representing positions within the organi 
Zation; 

a program-code unit configured to store information defin 
ing a process to be performed with respect to a given 
relationship by pairing up the process with a relationship 
in the tree structure between the position checked by the 
program-code unit configured to check a position and 
the stored position; 

a program-code unit configured to ascertain a level of dis 
closure with respect to said one of the documents in 
response to the evaluated relationship; 

a program-code unit configured to control disclosing of 
said one of the documents according to the ascertained 
level of disclosure; and 

a program-code unit configured so that, when said one of 
the documents is disclosed in an entirety thereof accord 
ing to the ascertained level of disclosure, said one of the 
documents is returned to an original thereof by synthe 
sizing said one of the documents with the one or more 
expressions extracted from the second storage unit at the 
locations extracted from the second storage unit. 

10. The machine-readable medium as claimed in claim 9, 
wherein the relationship is a total number of steps or a total 
length of paths between the nodes in the tree structure. 

11. The machine-readable medium as claimed in claim 9, 
wherein the relationship indicates presence or absence of 
equality between the checked position and the stored affilia 
tion paired up with said one of the documents. 

12. The machine-readable medium as claimed in claim 9, 
wherein the relationship indicates whether one position is 
Subordinate to another position among the checked position 
and the stored position paired up with said one of the docu 
mentS. 

13. An apparatus for Supplying a document through a com 
puter network, comprising: 

a machine readable storage medium configured to store 
therein a set of documents and a position within an 
organization of a person who registers on of the docu 
ments paired up with one of the documents; 

a unit configured to store the documents in the machine 
readable storage medium after removing one or more 
predetermined expressions from the documents; 

a second storage unit configured to store therein the one or 
more expressions and locations thereof in the documents 
separately for each of the documents; 

a unit configured to receive a request for accessing one of 
the documents through the computer network; 
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a check unit configured to check a position of a person who 
made the request; 

an evaluation unit configured to refer to a memory unit that 
stores information about affiliation in the organization as 
a tree structure representing a hierarchical structure of 5 
the organization with nodes of the tree structure repre 
senting positions within the organization so as to evalu 
ate a positional relationship in the tree structure between 
the position checked by the check unit and the affiliation 
that is stored in the machine readable storage and paired 
up with said one of the documents requested for access; 

a disclosure condition storing unit configured to store 
information defining a process to be performed with 
respect to a given relationship by pairing up the process 
with a relationship in the tree structure between the 
position checked by the check unit and the position that 
is stored in the machine readable storage and paired up 
with said one of the documents requested for access; 

10 

15 

18 
a checking unit configured to ascertain a level of disclosure 

with respect to said one of the documents requested for 
access by referring to the disclosure condition storing 
unit according to the relationship evaluated by the evalu 
ation unit; and 

a unit configured to control disclosing of said one of the 
documents according to the ascertained level of disclo 
Sure, 

wherein when said one of the documents is disclosed in an 
entirety thereof according to the ascertained level of 
disclosure, said one of the documents is returned to an 
original thereof by synthesizing said one of the docu 
ments with the one or more expressions extracted from a 
second storage unit at the locations extracted from the 
second storage unit. 


