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DATA REPLICATION

BACKGROUND
[0001] Data replication is an important feature in modern data centers and

increases the reliability, fault tolerance, and availability of stored data. Today’s
enterprise networks rely on data replication for a variety of purposes, including
data backup, disaster recovery, data mining, archive functions, and others.
Data movement between virtual hosts has led to increased demand for
replication solutions within and between data centers.

DESCRIPTION OF THE DRAWINGS

[0002] Certain exemplary embodiments are described in the following

detailed description and in reference to the drawings, in which:

[0003] Fig. 1 is a block diagram of an example of a storage network;

[0004] Fig. 2 is a block diagram of an example of a replication data packet;
[0005] Fig. 3 is a block diagram of an example multicast based replication
configuration; and

[0006] Fig. 4 is a process flow diagram summarizing a method of replicating
storage operations;

[0007] Fig. 5 is a block diagram showing a non-transitory, computer-readable
medium that stores code configured to replicate storage operations.

DETAILED DESCRIPTION
[0008] The present disclosure describes techniques for replicating storage

data. In a typical data center, host systems are able to store data to one or
more networked storage arrays. In a data replication system, the data received
by the primary array is stored to the primary storage array and also replicated to
one or more secondary storage arrays.

[0009] The primary storage array connects to secondary storage arrays
through dedicated array ports. For every secondary storage array in the
replication setup, the primary storage array sends the same Input/Output (1/0)
and manages all the replication protocol used to manage both Synchronous and

-
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Asynchronous requirements. Therefore, the array based replication solutions
consume a great deal of network resources and are not scalable.

[0010] The replication techniques disclosed herein leverage the multicast
ability of the Ethernet network to duplicate a single input frame on a port to one
or more output ports using the network switch’s ability to duplicate frames. The
storage array offloads the duplication of data to the network thereby leaving the
storage array resources available to better serve the host applications executing
on the servers. Multicast in the network is less costly than the storage array
itself duplicating the 1/0 and sending multiple copies of the 1/0. This results in a
replication technique that is efficient and scalable. Additionally, the data
replication is handled by the primary storage array and is transparent to the host
applications.

[0011] Fig. 1 is a block diagram of an example of a storage network. The
storage network is generally referred to by the reference number 100. As
shown in Fig. 1, the storage network 100 may include data centers 102, which
may be geographically dispersed. Each data center 102 may include a number
of servers 104 operatively coupled by a communications network 106, for
example, a wide area network (WAN), local area network (LAN), virtual private
network (VPN), the Internet, and the like. The communications network 106
may be a TCP/IP protocol network or any other appropriate protocol. Any
number of clients 108 may access the servers 104 through the communications
network 106. Each server 104 may host one or more virtual machines or client
applications. The applications running on the server 104 are referred to herein
as host applications, and can include operating systems, file systems, database
applications, and others.

[0012] Each data center 102 may also include one or more storage arrays
110, each of which can include an array of storage devices, such as an array of
physical storage disks, an array of solid state drives, and others. The servers
104 may access the storage arrays 110 through a front-end network, which
includes a number of switches 112 coupled by data links. Communication
between the servers 104 and the storage arrays 110 can be accomplished
using any suitable communication protocol including, Ethernet, Fibre Channel
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(FC), Fibre Channel over Ethernet (FCOE), Internet Small computer System
Interface (iSCSI), and others. The front-end network is the primary storage
array access mechanism for host servers 104. The front-end network may be a
block based (Storage Area Network) SAN or a file system based Network
Attached Storage (NAS).

[0013] In some examples, the storage arrays 110 are also coupled together
through a backend network, which can be used for data replication. The
backend network can be an Ethernet network and includes the backend
switches 114. Data stored to the data storage systems 110 may be replicated
between the storage arrays 110 through the backend network using
synchronous or asynchronous replication. The two data centers 102 may be
communicatively coupled through a network 116, which uses Internet Protocol
(IP) over Ethernet.

[0014] Each server 104 can be configured to store data to one or more
storage arrays 110 within the corresponding data center 102. The storage array
targeted by the server 104 for storing data in the first instance is referred to as
the primary storage array for that server 104. Different servers 104 may be
configured to target a different storage 110 array as its primary storage array.
Each storage array 110 can also serve as a replication target for the other
storage arrays 110. Replication operations are handled by a replication agent
118. The replication agent 118 can include a master component and a listener
component as described further in relation to Fig. 3. The replication agent 118
may be implemented as hardware or as a combination as hardware and
software. For example, the replication agent 118 may be implemented as a
general purpose processor executing computer code, an Application Specific
Integrated Circuit (ASIC), and others.

[0015] When a primary storage array receives a data storage request from a
server 104, the I/O associated with the data storage request is replicated to one
or more secondary storage arrays in accordance with the replication
configuration that has been set up by a system administrator. Regardless of the
number of secondary storage arrays, the primary storage array only sends the
IO once as a network-assisted multicast operation. In addition, a TCP/IP based
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control path is also used for ensuring reliable delivery of data. The replication
may be file-level replication or block-level replication depending on the design of
a particular implementation.

[0016] Data replication in the storage system 100 is handled by the storage
arrays 110 and is transparent to the applications executing on the servers 104.
One or more of the storage arrays may be configured to replicate 1/0 received
from a server 104 to one or more associated storage arrays in accordance with
a configuration set up by a system administrator. Although only three storage
arrays 110 are shown, the system 100 can include several additional storage
arrays. For one or more of the storage arrays 110, the system administrator can
create a replication group, which identifies specific storage arrays 110 as
secondary storage arrays that are to receive replicated 1/0.

[0017] In some examples, the Internet Group Management Protocol (IGMP)
is used to configure the replication groups. The switches 114 are equipped with
a mechanism to process IGMP joins and register the endpoint as being a
member of the replication. IGMP snooping controls the flow of multicast
updates only to ports that have joined the group. This ensures that other ports
that are not in the replication path will not have packets forwarded to them by
the switch 114. Configuring replication groups via IGPM limits the multicast of
I/O replication data to the members of the replication group, thereby reducing
the possibility of packet flooding. Furthermore, any number of secondary
servers can be included within the replication group, which makes the
replication techniques described herein fully scalable.

[0018] In some examples, the replication groups are configured using virtual
local area network (VLAN) segregation. VLAN segregation can be used to
create isolated broadcast domains within the backend network. The replication
group can be configured as a segregated VLAN, such that multicast operations
would forward I/O packets to ports within the configured VLAN. In some
examples, IGMP replication groups may be configured within a particular VLAN.
[0019] The configuration of the storage network 100 is one example of a
network that can be implemented in accordance with the present techniques.
Those of ordinary skill in the art would readily be able to modify the described
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storage network 100 based on design considerations for a particular system.
For example, a storage network 100 in accordance with the present techniques
may include any suitable number of data centers 102 and each data center 102
may include any suitable number of physical servers 104 and any suitable
number of data storage systems 110.

[0020] Fig. 2 is a block diagram of an example of a replication data packet.
The replication data packet 200 is created by the primary storage array for
replicating data and is transmitted to the secondary storage arrays within a
replication group. The replication data packet 200 includes data 202, which is
the data to be replicated. The data 202 may correspond with a particular file or
storage block stored to the storage array. The replication data packet 200 also
includes a location identifier 204 that identifies the storage location of the data.
The location identifier may be file for file-level replication or a Logical Unit
Number (LUN) for block-level replication.

[0021] The replication data packet 200 also includes a Primary Array
identifier 206 that identifies the source of the replication data packet 200. In
some examples, the replication data packet 200 also includes Cyclical
Redundancy Check (CRC) value 208 that can be used by the secondary
storage array for integrity verification of the packet 200.

[0022] The replication data packet 200 also includes a tag 210. The tag 210
is used by the secondary storage array to enable the secondary storage array to
determine if a packet has been lost. The tag 210 is incremented for each
successive replication data packet 200 sent by the primary storage array. The
secondary storage array can use the tag 210 to re-order packets and to
determine if one or more transmitted packets failed to be received. If a packet
fails to be received after a time threshold, the secondary storage array can
request that the packet be resent using the control path established previously.
The request would identify the lost packet by its tag 210 and the primary storage
array would resend the packet to the requested secondary storage array.
[0023] Fig. 3 is a block diagram of an example multicast based replication
configuration. The example of Fig. 3 shows a server 104 coupled to a primary
storage array 300 through one of the switches 112 of the front-end network.

5-
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The primary storage array 300 can be any of the storage arrays 110 shown in
Fig. 1. The primary storage array 300 is associated with a replication group that
includes three secondary storage arrays. The secondary storage arrays 302
may be located in the same data center or geographically dispersed. Each of
the secondary storage arrays 302 may be one of the storage arrays 110 shown
in Fig. 1.

[0024] The primary storage array 300 is coupled to the secondary storage
arrays 302 through the switches 304 and 306. In some examples, the switches
304 and 306 are a part of a back-end network corresponding with the switches
114 of Fig. 1. In some examples, the switches 304 and 306 are a part of the
front-end network corresponding with the switches 112 of Fig. 1. Accordingly,
switch 112 and switches 304 and 306 may belong to the same switch fabric or
separate switch fabrics.

[0025] The server 104 may send data to the primary storage array 300 to be
stored. The data may be data produced by an application or virtual machine
executing on the server 104. For example, the data may be user data files that
a person might use in the course of business, performing a job function, or for
personal use, such as business data and reporis, Web pages, user files, image
files, video files, audio files, software applications, or any other similar type of
data that that a user may wish to save to storage.

[0026] Data sent for storage to the primary storage array 300 by the server
104 is automatically replicated by the primary storage array 300. The replication
process is managed by the primary storage array 300 without involvement of the
host applications executing on the server 104. The data replication process is
transparent to the server 104. The replication processes is managed in the
primary storage array 300 by a master replication agent 308, which
communicates with corresponding listener replication agents 310 executing on
each of the secondary storage arrays 302. When data is received at the
primary storage array 300, the master replication agent sends the 10-data with a
tag added via send Multicast socket (multicast replication group). Switches 304
and 306 multicast this data to all the listening secondary storage arrays in that
multicast replication group.
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[0027] During the configuration of the replication group, all end nodes in the
replication network, including primary storage array port and secondary storage
arrays ports register themselves into a multicast group by IGMP registration.
The registration establishes a data path between the master replication agent
308 of the primary storage array 300 and the listener replication agents 310 of
the secondary storage arrays 302. The configuration of the replication group
can be controlled by an administrator through a management program. For
example, the management program can be executing on a client device coupled
to the network 106 (Fig. 1). The management program can connect all listener
replication agents 310 to the master replication agent 308 by TCP/IP connection
and establish a control path in accordance with the replication group specified
by the administrator. Through the management program, the user can also
select a replication mode (Synchronous or Asynchronous) between the primary
storage array 300 and each secondary storage array 302. Each secondary
storage array 302 can use a different replication mode.

[0028] Inthe example shown in Fig. 3, there are three secondary storage
arrays 302. To replicate data to the three storage arrays 302, four members of
the switching network are registered in the multicast group. The four members
are labeled A through D. Member A is the source array on 304 and is the only
multicast traffic generator. Members B, C, and D are the three receiving
secondary arrays. The configuration of the replication group as shown in Fig. 3
is one example of a configuration that may be implemented in a storage
network. For example, additional members of the switch 304 can be included in
the multicast group, and fewer or additional members of the switch 306 can be
included in the multicast group. Additionally, the coupling between the primary
storage array 300 and the secondary storage arrays 302 can be achieved
through a single switch or multiple switches. Furthermore, any suitable number
of secondary storage arrays 302 may be included in the replication group,
including one, two, three, or more.

[0029] When data is received by the primary storage array 300 from the
server 104, the storage array’s master replication agent 308 commits the data to
local cache and/or stores the data to the disk or other storage media of the
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primary storage array 300. The master replication agent 308 then creates a
replication data packet such as the replication data packet 200 of Fig. 2. The
replication data packet includes the data to be replicated and the tag 210. The
master replication agent 308 sends this replication data packet over the
multicast data path. Copies of the replication data packet are automatically
created in the switches 304 and 305 as appropriate. For example, switch 306
would create three copies of the replication data packet, one for each output
port included in the multicast group. Thus, the primary storage array 300 can
issue the replication data packet once as a multicast operation and allow the
network components to create the relevant copies of the replication data packet.
[0030] Once the data is sent by multicast, all listening replication agents 310
receive the replication data packet. Upon receipt, the listening replication agent
310 commits the data to local cache and/or stores the data to a non-volatile
storage media, such as a hard disk. After storing the data to the storage media,
the listening replication agent 310 send a good status via the control path to the
master replication agent 308.

[0031] The master replication agent manages the replication process
differently depending on the replication mode. In synchronous replication, the
master replication agent 308 waits for a good status to be received for all of the
synchronous replication data packets, after which the master replication agent
308 sends a good status to the host running on the server 104. The good
status sent to the host confirms successful processing of the corresponding
storage |/O received from the host. In asynchronous replication, the master
replication agent 308 sends the good status for the host 1/0O without waiting for
the results of the replication operations.

[0032] If alistener replication agent doesn'’t receive one or more replication
data packets, the listener replication agent sends the relevant details to the
master replication agent 308 through the control path and asks the master
replication agent 308 to resend them. The master replication agent 308 will
resend the requested replication data packets to that particular listener
replication agent 310 by a unicast transmission, which will go to only that
particular listener replication agent 310.

8-
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[0033] Fig. 4 is a process flow diagram summarizing a method of replicating
storage operations. The method may be referred to by the reference number
400, and is performed by a controller residing on a storage device, such as one
of the storage arrays 110 shown in Fig. 1. For example, the storage device may
include an ASIC or other processor configured to perform the method 400. The
data replication process described herein is transparent to the host applications
that generate the data.

[0034] At block 402, a storage instruction is received from a host application
executing on a server. The storage instruction includes data to be stored to the
storage media of the storage device. For example, the storage media may be
any type of a non-volatile memory, including a hard disk or a solid state memory
such as flash memory. The data may be a file or a block of data to be stored to
one or more specific LUNs.

[0035] At block 404, the data is stored to the storage media. Although not
shown in block 404, the data may be first stored in a volatile cache memory and
stored to the storage media at a later time.

[0036] At block 406, a replication data packet is generated. In some
examples, the replication data packet includes the components shown in Fig. 2.
Each time a new replication data packet is generated, the tag included in the
packet is incremented so that no two replication data packets include the same
tag.

[0037] At block 408, the replication data packet is transmitted to a plurality of
secondary storage arrays via network assisted multicast. The replication data
packet is transmitted only once by the storage array. The network switches
generate copies of the replication data packet and route the copies to ports that
are registered in an Internet Group Management Protocol (IGMP) group.

[0038] At block 410, the storage array receives a request to resend a
dropped or corrupt packet. Block 410 will be performed, for example, if the
packet’s cyclical redundancy check fails or if the packet does not arrive at one of
the intended replication targets, as indicated by the tags received at a particular

secondary server.
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[0039] At block 412, replication data packet is resent to the secondary
storage array that requested the resending. The replication data packet is send
by a unicast operation that targets the specific secondary storage array that
issued the request.

[0040] It is to be understood that the process flow diagram of Fig. 4 is not
intended to indicate that the method is to include all of the blocks shown in

Fig. 4 in every case. Further, any number of additional blocks can be included
within the method, depending on the details of the specific implementation. In
addition, it is to be understood that the process flow diagram of Fig. 4 is not
intended to indicate that the method is only to proceed in the order indicated by
the blocks shown in Fig. 4 in every case.

[0041] Fig. 5is a block diagram showing a non-transitory, computer-readable
medium that stores code configured to replicate storage operations. The
computer-readable medium is referred to by the reference number 500. The
computer-readable medium 500 can include RAM, a hard disk drive, an array of
hard disk drives, an optical drive, an array of optical drives, a non-volatile
memory, a universal serial bus (USB) drive, a digital versatile disk (DVD), a
compact disk (CD), and the like. In some embodiments, the computer-readable
medium 500 stores code to be executed by a processor residing on a storage
array. The computer-readable medium 500 may be accessed by a processor
502 over a communication path 504.

[0042] As shown in Fig. 5, the various components discussed herein can be
stored on the computer-readable medium 500. A region 506 can include an 1/O
processing engine that processes I/0O requests received from a host applications
running on a server. For example, processing I/O requests can include storing
data to a storage drive in accordance with a storage instruction or retrieving
data from a storage drive and sending it to a host application that requested it.
A region 508 can include a master replication agent that manages the
replication of storage instructions as described above. A region 510 can include
a listener replication agent that receives replication data packets and process
them as described above. The master replication agent and the listener

10-
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replication agent may be components of the replication agent 118 shown in

Fig. 1.

[0043] While the present techniques may be susceptible to various
modifications and alternative forms, the techniques discussed above have been
shown only by way of example. It is to be understood that the technique is not
intended to be limited to the particular examples disclosed herein. Indeed, the
present techniques include all alternatives, modifications, and equivalents falling
within the scope of the following claims.

1-
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CLAIMS
What is claimed is:

1. A system compirising:

a server executing a host application;

a primary storage array communicatively coupled to the server; and

a plurality of secondary storage arrays to be configured as replication
targets for the primary storage array and coupled to the primary storage array
through a network;

wherein after receipt of a data storage request from the host, the primary
storage array is to send a replication data packet to the secondary storage

arrays via a multicast operation.

2. The system of claim 1, the secondary storage arrays to be
configured as a replication group by being registered as an Internet Group
Management Protocol (IGMP) group.

3. The system of claim 1, the secondary storage arrays to be
configured as a replication group by being configured as a Virtual Storage Area
Network (VSAN).

4, The system of claim 1, comprising a front-end network to couple
the primary storage array to the server, and a back-end network to couple the
primary storage array to the secondary storage arrays.

5. The system of claim 1, comprising a network to couple the primary
storage array to the server and to couple the primary storage array to the

secondary storage arrays.

6. The system of claim 1, the secondary storage arrays configured to

perform a combination of synchronous replication and asynchronous replication.

2-
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7. The system of claim 1, wherein the primary storage array is to
increment a tag and including the tag in the replication data packet, the tag used
by the secondary storage arrays for packet ordering and identification of
dropped packets.

8. The system of claim 1 wherein, after receipt of a request from one
of the plurality of secondary storage arrays to resend the replication data
packet, the primary storage array is to resend the replication data packet to the
one of the plurality of secondary storage arrays via a unicast operation.

9. A method of replicating storage instructions, the method
comprising:

receiving a storage instruction from a host application executing on a
server, the storage instruction comprising data to be stored;

storing the data to a storage media; and

replicating the data to a plurality of secondary storage arrays by including
the data in a replication data packet and transmitting the
replication data packet to the plurality of secondary storage arrays
via network assisted multicast;

wherein replicating the data is transparent to the host application.

10.  The method of claim 9, wherein transmitting the replication data
packet comprises transmitting the replication data packet once, and wherein the
switches in the network generate copies of the replication data packet and route
the copies to ports that are registered in an Internet Group Management
Protocol (IGMP) group.

11.  The method of claim 9, comprising incrementing a tag and
including the tag in the replication data packet.

12.  The method of claim 9, comprising receiving a request from one of
the plurality of secondary storage arrays to resend the replication data packet

13-
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and resending the replication data packet to the one of the plurality of

secondary storage arrays via a unicast operation.

13. A non-transitory, computer-readable medium, comprising code
configured to direct a processor to:

receive a storage instruction from a host application executing on a
server, the storage instruction comprising data to be stored;

store the data to a storage media; and

replicate the data to a plurality of secondary storage arrays by including
the data in a replication data packet and transmitting the
replication data packet to the plurality of secondary storage arrays
via network assisted multicast;

wherein the data replication is transparent to the host application.

14.  The non-transitory, computer-readable medium of claim 13,
comprising code configured to direct the processor to increment a tag and
include the tag in the replication data packet.

15.  The non-transitory, computer-readable medium of claim 13,
comprising code configured to direct the processor to receive a request from
one of the plurality of secondary storage arrays to resend the replication data
packet and resend the replication data packet to the one of the plurality of

secondary storage arrays via a unicast operation.
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