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RECEIVE DNS QUERY FOR A DOMAIN NAME FRoM A |/~ 210
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240 215
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e 220
TRANSMIT THE DNS QUERY TO ORIGIN DNS SERVER

|

RECEIVE, FROM THE ORIGIN DNS SERVER, AN |/~ 220
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230
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TRANSPARENT DNSSEC-SIGNING PROXY

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 62/159,212, filed May 8, 2015, which is
hereby incorporated by reference.

FIELD

Embodiments of the invention relate to the field of secure
network communications; and more specifically, to a trans-
parent DNSSEC-signing proxy.

BACKGROUND

Domain Name System Security Extensions (DNSSEC) is
a set of security extensions to DNS that provides a way for
authenticating DNS records. DNSSEC is defined by the
IETF in RFCs 4033, 4034, and 4035. Each answer from a
DNS SEC protected zone is digitally signed. DNSSEC
provides a way for DNS records to be trusted by whoever
receives them. DNSSEC uses public key cryptography to
ensure that DNS records are authentic. DNSSEC not only
allows a DNS server to prove the authenticity of the records
it returns, it also allows the assertion of “non-existence of
records”. The DNSSEC trust chain is a sequence of records
that identify either a public key or a signature of a set of
resource records. The root of this chain of trust is the root
key which is maintained and managed by the operators of
the DNS root.

Several record types are defined by DNSSEC including
DNS public key (DNSKEY), delegation signer (DS), and
resource record digital signature (RRSIG). The DNSKEY
record type is a public key used to sign a set of resource
records (RRset). The DS record type is a delegation signer
(a hash of a key). The RRSIG record type is a signature of
a RRset that shares name/type/class. The DNSKEY can be
classified into two roles, which can be handled by separate
keys or a single key. For example, a key signing key (KSK)
can be used to sign DNS KEY records. A zone signing key
(ZSK) can be used to sign all other records in the domain in
which it is authoritative for.

The set of all records of a given type for a domain name
is called an RRset. An RRSIG (Resource Record SIGnature)
is essentially a digital signature for an RRset. Each RRSIG
is associated with a DNSKEY. The RRset of DNSKEY's are
signed with the key signing key (KSK). All others are signed
with the zone signing key (ZSK). Trust is conferred from the
DNSKEY to the record though the RRSIG: if you trust a
DNSKEY, then you can trust the records that are correctly
signed by that key.

However, the domain’s KSK is signed by itself, making
it difficult to trust. The way around this is to walk the domain
up to the next/parent zone. To verify that the DNSKEY for
example.com is valid, you have to ask the .com authoritative
server. This is where the DS record comes into play: it acts
as a bridge of trust to the parent level of the DNS.

The DS record is a hash of a DNSKEY. The .com zone
stores this record for each zone that has supplied DNSSEC
keying information. The DS record is part of an RRset in the
zone for .com and therefore has an associated RRSIG. This
time, the RRset is signed by the .com ZSK. The .com
DNSKEY RRset is signed by the .com KSK.

The ultimate root of trust is the KSK DNSKEY for the
DNS root. This key is universally known and published. By
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following the chain of DNSKEY, DS and RRSIG records to
the root, any record can be trusted.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention may best be understood by referring to the
following description and accompanying drawings that are
used to illustrate embodiments of the invention. In the
drawings:

FIG. 1 illustrates an exemplary system according to some
embodiments described herein;

FIG. 2 is a flow diagram that illustrates exemplary opera-
tions according to some embodiments described herein; and

FIG. 3 illustrates an exemplary format of a computer
system that may be used according to some embodiments.

DESCRIPTION OF EMBODIMENTS

In the following description, numerous specific details are
set forth. However, it is understood that embodiments of the
invention may be practiced without these specific details. In
other instances, well-known circuits, structures and tech-
niques have not been shown in detail in order not to obscure
the understanding of this description. Those of ordinary skill
in the art, with the included descriptions, will be able to
implement appropriate functionality without undue experi-
mentation.

References in the specification to “one embodiment,” “an
embodiment,” “an example embodiment,” etc., indicate that
the embodiment described may include a particular feature,
structure, or characteristic, but every embodiment may not
necessarily include the particular feature, structure, or char-
acteristic. Moreover, such phrases are not necessarily refer-
ring to the same embodiment. Further, when a particular
feature, structure, or characteristic is described in connection
with an embodiment, it is submitted that it is within the
knowledge of one skilled in the art to effect such feature,
structure, or characteristic in connection with other embodi-
ments whether or not explicitly described.

In the following description and claims, the terms
“coupled” and “connected,” along with their derivatives,
may be used. It should be understood that these terms are not
intended as synonyms for each other. “Coupled” is used to
indicate that two or more elements, which may or may not
be in direct physical or electrical contact with each other,
co-operate or interact with each other. “Connected” is used
to indicate the establishment of communication between two
or more elements that are coupled with each other.

A method and apparatus for a transparent DNSSEC-
signing proxy is described. In one embodiment, a DNS
system proxy acts as a DNS proxy for one or more origin
DNS servers. The DNS system proxy can transparently sign
answers from the origin DNS server before sending the
results to the client.

FIG. 1 illustrates an exemplary system according to some
embodiments described herein. The client device 110 is a
device that queries DNS and may be a desktop computer, a
laptop computer, a smartphone, or other device that makes
DNS queries. The client device may include client programs
that access the Internet such as a web browser or email
application. For example, a user may input a domain name
into the address bar of their browser (e.g., http://example-
.com) to access that page, which causes the browser to make
a request for the IP address mapped to that domain name. It
should be understood that the use of the term “client device”
herein does not require that the device be an end-user client
device.
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The client device 110 makes DNS queries that are
received by the DNS proxy system 120 on behalf of the
origin DNS server 130. For example, the origin DNS server
130 may be the origin DNS server for the domain example-
.com. The DNS proxy system 120 may receive the DNS
queries for the domain example.com as a result of the name
server of the origin DNS server 130 being changed to point
to a server of the DNS proxy system 120. The DNS proxy
system 120 may be provided as a service and not owned
and/or operated by the origin(s) provided by the origin DNS
server 130. Although not illustrated in FIG. 1, the DNS
proxy system 120 may cache DNS responses and, if avail-
able in cache, will return those responses to the requesters
thereby saving bandwidth at the origin DNS server 130. If
the DNS response is not available in cache, the DNS proxy
system 120 queries the origin DNS server 130 to fetch the
proper DNS response and returns the result back to the
requester. This response is then cached so that it is available
to be returned when the next query for the record is received.

The DNS proxy system 120 may not have a complete
understanding of the zones provided by the origin DNS
server 130. For instance, the DNS proxy system 120 may
not, at the time of its request, know the type of records
available in the DNS records of the origin DNS server 130
for a particular domain name.

In the example shown in FIG. 1, the client device 110
transmits a DNS query 115 for an A record type for the
domain name example.com. This DNS query 115 is received
by the DNS proxy system 120. Assuming that the DNS
proxy system 120 does not have the appropriate DNS
response in its cache, the DNS proxy system 120 transmits
the DNS query 117 to the origin DNS server 130 for the
domain name example.com that requests the A record for the
domain name example.com. The origin DNS server 130
transmits a DNS response 119 that includes the DNS
response with the appropriate A record to the DNS proxy
system 120. The DNS response 119 is unsigned (not sup-
ported by DNSSEC). The DNS proxy system 120 receives
the response and, at operation 122, signs the DNS answer.
For example, the DNS proxy system 120 generates an
RRSIG record that includes the signature of the A record
returned by the origin DNS server 130. The DNS proxy
system 120 transmits the DNS answer 125 to the client
device 110 that includes the signed response (e.g., an A
record and an RRSIG record). The DNS proxy system 120
may cache the A record and the generated RRSIG record so
that it is available to be returned when the next query for the
record is received.

In one embodiment, the DNS proxy system provider
creates and manages the keys necessary to support the
signing of the resource records. For example, the DNS proxy
system 120 creates and manages the DNSKEY and DS
records for generating the signatures. The DNS proxy sys-
tem 120 may expose these keys to the origin DNS server
provider so that the origin DNS server can present the
DNSKEY and/or DS records to their customers if requested.

In one embodiment, this technique allows the DNS proxy
system provider’s customers (e.g., the owner/operator of the
origin DNS server 130) to not change anything in its settings
yet get the benefit of turning their unsigned answers into
signed ones seamlessly before sending them to the client. All
the zones hosted by the customer (owner/operator of the
origin DNS server 130) can be signed by the DNS proxy
system without the zone owner involvement (with the
exception for DS record insertion, if desired).

FIG. 2 is a flow diagram that illustrates exemplary opera-
tions according to some embodiments described herein. The
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operations of FIG. 2 will be described with respect to the
embodiment described in FIG. 1. However, it should be
understood that the operations of FIG. 2 can be performed
by embodiments other than those described with reference to
FIG. 1, and the embodiments described with reference to
FIG. 1 can perform operations other than those described
with reference to FIG. 2.

At operation 210, the DNS proxy system 120 receives a
DNS query for a domain name from the client device 110.
The DNS query may specify a particular resource record
type. Flow then moves to operation 215 where the DNS
proxy system 120 determines whether there is a DNS answer
available in its cache. If there is, then flow moves to
operation 240 where the DNS proxy system 120 returns the
cached DNS answer to the client device 110. If there is not,
then flow moves to operation 220 where the DNS proxy
system 120 transmits the DNS query to the origin DNS
server 130. Next, at operation 225, the DNS proxy system
120 receives, from the origin DNS server 130, an answer to
the DNS query that is unsigned. Next, the DNS proxy
system 120 signs the DNS answer at operation 230. For
example, the DNS proxy system 120 generates an RRSIG
record(s) that includes the signature of record set(s) returned
by the origin DNS server 130. The DNS proxy system 120
transmits the DNS answer 125 to the client device 110 that
includes the signed response. The DNS proxy system 120
may cache the returned record(s) and the generated RRSIG
record(s) so that it is available to be returned when the next
query for the record is received.

As illustrated in FIG. 3, the computer system 300, which
is a form of a data processing system, includes the bus(es)
350 which is coupled with the processing system 320, which
may be coupled with the optional cache 310, power supply
325, memory 330, and the nonvolatile memory 340 (e.g., a
hard drive, flash memory, Phase-Change Memory (PCM),
etc.). The bus(es) 350 may be connected to each other
through various bridges, controllers, and/or adapters as is
well known in the art. The processing system 320 may
retrieve instruction(s) from the memory 330 and/or the
nonvolatile memory 340, and execute the instructions to
perform operations described herein. The bus(es) 350 inter-
connects the above components together and also intercon-
nects those components to the display controller & display
device 370, Input/Output devices 380 (e.g., NIC (Network
Interface Card), a cursor control (e.g., mouse, touchscreen,
touchpad, etc.), a keyboard, etc.), and the optional wireless
transceiver(s) 390 (e.g., Bluetooth, WiFi, Infrared, etc.). In
one embodiment, the devices and/or the domain name
servers of the DNS systems described herein may take the
form of the computer system 300.

The techniques shown in the figures can be implemented
using code and data stored and executed on one or more
computing devices (e.g., client devices, servers, etc.). Such
computing devices store and communicate (internally and/or
with other computing devices over a network) code and data
using machine-readable media, such as machine-readable
storage media (e.g., magnetic disks; optical disks; random
access memory; read only memory; flash memory devices;
phase-change memory) and machine-readable communica-
tion media (e.g., electrical, optical, acoustical or other form
of propagated signals—such as carrier waves, infrared sig-
nals, digital signals, etc.). In addition, such computing
devices typically include a set of one or more processors
coupled to one or more other components, such as one or
more storage devices, user input/output devices (e.g., a
keyboard, a touchscreen, and/or a display), and network
connections. The coupling of the set of processors and other
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components is typically through one or more busses and
bridges (also termed as bus controllers). The storage device
and signals carrying the network traffic respectively repre-
sent one or more machine-readable storage media and
machine-readable communication media. Thus, the storage
device of a given computing device typically stores code
and/or data for execution on the set of one or more proces-
sors of that computing device. Of course, one or more parts
of an embodiment of the invention may be implemented
using different combinations of software, firmware, and/or
hardware.

While the flow diagrams in the figures show a particular
order of operations performed by certain embodiments of
the invention, it should be understood that such order is
exemplary (e.g., alternative embodiments may perform the
operations in a different order, combine certain operations,
overlap certain operations, etc.).

While the invention has been described in terms of several
embodiments, those skilled in the art will recognize that the
invention is not limited to the embodiments described, can
be practiced with modification and alteration within the
spirit and scope of the appended claims. The description is
thus to be regarded as illustrative instead of limiting.

What is claimed is:

1. A method in a proxy Domain Name System (DNS)
server, comprising:

receiving, from a client device, a DNS query for a domain
name as a result of a name server of a second DNS
server being changed to point to the proxy DNS server;

transmitting, to the second DNS server, the DNS query for
the domain name;

receiving, from the second DNS server, an answer to the
DNS query that is unsigned;

signing the received answer to the DNS query, wherein
the received answer to the DNS query includes a
resource record, and wherein signing the received
answer to the DNS query includes generating a
resource record digital signature (RRSIG) record that
includes a signature of the resource record wherein
signing the received answer to the DNS query includes
using a private zone signing key (ZSK) managed by the
proxy DNS server, and wherein the proxy DNS server
creates a DNSKEY record that includes a public ZSK,
the DNSKEY record further includes a public key
signing key (KSK), and further comprising signing the
public ZSK and the public KSK of the DNSKEY record
with a private key signing key (KSK), and the proxy
DNS server creates a delegate signer (DS) record from
the public KSK;

caching, at the proxy DNS server, the signed DNS answer,
wherein caching the signed answer includes caching
the resource record and caching the RRSIG;

transmitting, to the client device, the signed DNS answer;

receiving, from a second client device, a second DNS
query for the domain name;

determining that the signed DNS answer is cached; and

responsive to determining that the signed DNS answer is
cached, transmitting, to the second client device, the
signed DNS answer as an answer to the second DNS
query.

2. An apparatus, comprising:

a proxy Domain Name System (DNS) server including a
set of one or more processors and a set of one or more
non-transitory machine-readable storage mediums stor-
ing instructions, that when executed by the set of
processors, cause the set of processors to perform the
following operations:
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6

receive, from a client device, a DNS query for a domain
name as a result of a name server of a second DNS
server being changed to point to the proxy DNS
server;
transmit, to a second DNS server, the DNS query for
the domain name;
receive, from the second DNS server, an answer to the
DNS query that is unsigned;
sign the received answer to the DNS query, wherein the
received answer to the DNS query includes a
resource record, and wherein to sign the received
answer to the DNS query includes to generate a
resource record digital signature (RRSIG) record
that includes a signature of the resource record,
wherein signing the received answer to the DNS
query includes using a private zone signing key
(ZSK) managed by the proxy DNS server, and
wherein the proxy DNS server creates a DNSKEY
record that includes a public ZSK, the DNSKEY
record further includes a public key signing key
(KSK), and further comprising signing the public
ZSK and the public KSK of the DNSKEY record
with a private key signing key (KSK), and the proxy
DNS server creates a delegate signer (DS) record
from the public KSK;
cache, at the proxy DNS server, the signed DNS
answer, wherein to cache the signed answer includes
to cache the resource record and to cache the RRSIG;
transmit, to the client device, the signed DNS answer;
receive, from a second client device, a second DNS
query for the domain name;
determine that the signed DNS answer is cached; and
responsive to determining that the signed DNS answer
to the DNS query is cached, transmit, to the second
client device, the signed DNS answer as an answer
to the second DNS query.
3. Anon-transitory machine-readable storage medium that
provides instructions that, when executed by a processor of
a proxy Domain Name System (DNS) server, causes said
processor to perform operations comprising:
receiving, from a client device, a DNS query for a domain
name as a result of a name server of a second DNS
server being changed to point to the proxy DNS server;

transmitting, to a second DNS server, the DNS query for
the domain name;
receiving, from the second DNS server, an answer to the
DNS query that is unsigned;

signing the received answer to the DNS query, wherein
the received answer to the DNS query includes a
resource record, and wherein signing the received
answer to the DNS query includes generating a
resource record digital signature (RRSIG) record that
includes a signature of the resource record wherein
signing the received answer to the DNS query includes
using a private zone signing key (ZSK) managed by the
proxy DNS server, and wherein the proxy DNS server
creates a DNSKEY record that includes a public ZSK,
the DNSKEY record further includes a public key
signing key (KSK), and further comprising signing the
public ZSK and the public KSK of the DNSKEY record
with a private key signing key (KSK), and the proxy
DNS server creates a delegate signer (DS) record from
the public KSK;

caching, at the proxy DNS server, the signed DNS answer,

wherein caching the signed answer includes caching
the resource record and caching the RRSIG;
transmitting, to the client device, the signed DNS answer;
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receiving, from a second client device, a second DNS
query for the domain name;

determining that the signed DNS answer is cached; and

responsive to determining that the signed DNS answer is
cached, transmitting, to the second client device, the 5
signed DNS answer as an answer to the second DNS
query.



