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(57) An apparatus for monitoring an access point of
a premises is disclosed comprising processing circuitry
116 configured to receive indications of access point
events and first-region events. The indications of access
point events are obtained by processing output of an ac-
cess point sensor 112 configured to detect a state of the
access point. The indications of first-region events are
obtained by processing output of an environment sensor
114 configured to detect motion and/or presence of a
person within a field of view associated with the first re-
gion. The processing circuitry 116 is configured to deter-
mine a region from which the person caused an access
point event based on whether the access point event
occurred within a first time interval after a preceding
first-region event, and wherein the first time interval is
modifiable.
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Description
Technical field

[0001] The present invention relates to an apparatus
and method for monitoring an access point of a premises,
for example for premises security and/or for wellbeing or
care of one or more people within the premises.

Background

[0002] A premises may have multiple openable and/or
closable access points, for example doors and/or win-
dows. An access point may comprise any point in the
premises that may be used to access the premises,
whether or not it is intended as a point of entry. For ex-
ample, an openable window may not be intended to be
used to enter to the premises, but may provide a potential
access point to an intruder trying to enter the premises.
[0003] An access point may comprise two or more
parts. The two or more parts may comprise, for example,
a moveable part such as a door or window, and a fixed
part such as the corresponding door or window frame.
Alternatively, both parts may move, for example, two slid-
ing or folding doors that meet to close an access point.

[0004] An access point sensor may be used to detect
opening and/or closing of an access point. For example,
the access point sensor may comprise a magnetic sen-
sor. The magnetic sensor may be placed on a door or
window, and a corresponding magnet may be placed on
the door or window frame. Alternatively, the magnetic
sensor may be placed on the frame and the magnet may
be placed on the door or window. The magnetic sensor,
in combination with the magnet, may be used to identify
when the door or window is no longer in a closed state.
[0005] As an alternative to using a magnetic contact,
other types of sensor may be used to sense a signal that
is representative of opening or closing of a door or win-
dow. For example, electrical or optical contacts may be
used. However, it has been found that magnetic contacts
may be particularly well suited to such uses.

[0006] An intruder may seek to enter a premises by
opening a door or window. Another potential way to enter
the premises may involve the breaking of a window to
either assist in the opening of the window or to allow the
intruder to climb through the broken window. For exam-
ple, the intruder may climb through the broken window if
the window is not an openable window.

[0007] An access point sensor may alternatively or ad-
ditionally comprise a shock sensor that is useable to de-
tect a shock to the access point, for example, a shock to
the door or window or to the door or window frame. The
shock sensor may be used to detect the breaking of a
window. The shock sensor may be used to detect activity
that precedes an opening event, for example drilling
through a door. The shock sensor may be based on, for
example, an accelerometer, a piezoelectric sensor or an-
other vibration sensor. The shock sensor may be placed
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in any suitable location on or near an access point. For
example, a shock sensor may be placed on the openable
part of the door or window, or on a frame against which
the openable part is normally closed.

[0008] It has been found that systems having access
point sensors may sometimes produce false alarms. For
example, an access point sensor may be triggered by a
door that is opened by an authorised user (for example,
an inhabitant of the premises) rather by an intruder. The
door may be opened while an alarm is armed or the door
may be in an open state when the alarm is being armed.
The open state of the door and/or the opening of the door
may cause a false alarm to be issued.

[0009] Itis anaim of the invention to at least ameliorate
one or more of the above or other shortcomings of the
prior art and/or to provide a useful alternative.

Summary

[0010] In a first aspect of the present invention, there
is provided an apparatus for monitoring an access point
of a premises. The access point separates a first region
and a second region associated with the premises. The
apparatus comprising processing circuitry configured to
receive indications of access point events and first-region
events. The indications of access point events are ob-
tained by processing output of an access point sensor
configured to detect a state of the access point. The in-
dications of first-region events are obtained by process-
ing output of an environment sensor configured to detect
motion and/or presence of a person within a field of view
associated with the first region. The processing circuitry
is further configured to determine a region from which
the or a person caused an access point event, the region
comprising one of the first region and the second region.
The determining is based on whether the access point
eventoccurred within afirsttime interval after a preceding
first-region event. The first time interval is modifiable.
[0011] The first region may be located on an interior
side of the access point. The second region may be lo-
cated on an exterior side of the access point. The first-
region events may comprise interior events.

[0012] The processing circuitry may be further config-
ured to process instructions to modify the first time inter-
val.

[0013] The processing circuitry may be further config-
ured to determine a time difference between the access
point event and the preceding first-region event. The in-
structions to modify the first time interval may be depend-
ent on the determined time difference.

[0014] The instructions to modify the first time interval
may be further dependent on at least one further time
difference between a further first-region event and a fur-
ther access point event.

[0015] The at least one further time difference may
comprise a plurality of further time differences, each cor-
responding to a respective first-region event and respec-
tive access point event. The instructions to modify the
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first time interval may be dependent on a maximum time
difference of the plurality of further time differences. The
instructions to modify the first time interval may be de-
pendent on a minimum time difference of the plurality of
further time differences. The instructions to modify the
first time interval may be dependent on an average time
difference of the plurality of further time differences. The
instructions to modify the first time interval may be de-
pendent on a median time difference of the plurality of
further time differences.

[0016] The plurality of further time differences may
consist of a predetermined number of further time differ-
ences. The plurality of further time differences may con-
sist of time differences occurring within a predetermined
time period.

[0017] The processing circuitry may be further config-
ured to determine a false alarm event. The processing
circuitry may be further configured to modify the first time
interval in response to the false alarm event.

[0018] The determining of the false alarm event may
comprise determining that an access point event and a
preceding first-region event have occurred with a time
difference greater than the first time interval; processing
instructions to issue an alarm in response to the time
difference being greater than the first time interval; and
receiving a notification that the alarm is a false alarm.
[0019] The processing circuitry may be configured to
modify the first time interval in dependence on a time of
day. The processing circuitry may be configured to mod-
ify the first time interval in dependence on an armed or
unarmed mode. The processing circuitry may be config-
ured to modify the first time interval in dependence on a
location of the access point. The processing circuitry may
be configured to modify the first time interval in depend-
ence on a type of the access point. The processing cir-
cuitry may be configured to modify the first time interval
in dependence on a characteristic of an occupant of the
premises.

[0020] The modifying of the first time interval may com-
prise increasing the first time interval by a predetermined
increment. The modifying of the first time interval may
comprise decreasing the first time interval by a predeter-
mined increment.

[0021] The modifying of the first time interval may be
constrained by a maximum time interval. The modifying
ofthe firsttime interval may be constrained by a minimum
time interval.

[0022] The processing circuitry may be configured to
process further instructions for a further modification to
the first time interval only if a time greater than a prede-
termined delay window has elapsed since a most recent
modification of the first time interval. The processing cir-
cuitry may be configured to process further instructions
for a further modification to the first time interval only if a
time greater than a predetermined delay window has
elapsed since an event triggering a most recent modifi-
cation of the first time interval.

[0023] The processing circuitry may be configured to
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determine that the access point event was caused from
the first region if the access point event occurred within
the first time interval after the preceding first-region
event.

[0024] The apparatus may further comprise a trans-
mitter. The processing circuitry may be further configured
to instruct the transmitter to transmit a notification of a
first type in response to the determining that the access
point event was caused from the first region.

[0025] The processing circuitry may be configured to
determine that the access point event was caused from
the second region if the access point did not occur within
the first time interval after the preceding first-region
event.

[0026] The processing circuitry may be further config-
ured to instruct the or a transmitter of the apparatus to
transmit a notification of a second type in response to
the determining that the access point event was caused
from the second region.

[0027] The processing circuitry may be further config-
ured to determine that a threat has occurred in response
to the determining that the access point event was
caused from the second region.

[0028] The processing circuitry may be further config-
ured to instruct the or a transmitter of the apparatus to
transmit a notification of a third type in response to each
indication of a first-region event.

[0029] The processing circuitry is further configured to
instruct the or a transmitter of the apparatus to transmit
a notification of a fourth type in response to each indica-
tion of an access point event.

[0030] The processing circuitry may be configured to
instruct an action in response to the determining of the
region from which the access point event was caused.
[0031] The action may comprise an arming action. The
action may comprise a disarming action. The action may
comprise a triggering of an alarm. The action may com-
prise instructing a notification that an access point is
open. The action may comprise instructing a notification
that arming is not possible while the access pointis open.
[0032] The detected state may comprise an open state
of the access point. The processing circuitry may be fur-
ther configured to instruct the action in dependence on
the open state of the access point. The detected state
may comprise a closed state of the access point. The
processing circuitry may be further configured to instruct
the action in dependence on the closed state of the ac-
cess point.

[0033] The apparatus may have a first part and a sec-
ond part. The or a transmitter of the apparatus may be
configured to transmit signals from the first part of the
apparatus to the second part of the apparatus. The trans-
mitter may comprise a wireless transmitter.

[0034] The first part of the apparatus may comprise a
sensor device mounted at the access point. The second
part of the apparatus may comprise a control hub.
[0035] A first part of the processing circuitry may be
located within the first part of the apparatus. A second
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part of the processing circuitry may be located within the
second part of the apparatus.

[0036] The first part of the processing circuitry may be
configured to determine the region from which the or a
person caused an access point event. The first part of
the processing circuitry may be configured to instruct the
transmitter to transmit the notification of the first type to
the second part of the apparatus. The first part of the
processing circuitry may be configured to instruct the
transmitter to transmit the notification of the second type
to the second part of the apparatus. The first part of the
processing circuitry may be configured to instruct the
transmitter to transmit the notification of the third type to
the second part of the apparatus. The first part of the
processing circuitry may be configured to instruct the
transmitter to transmit the notification of the fourth type
to the second part of the apparatus.

[0037] The first part of the processing circuitry may be
configured to determine a time difference between the
access point event and the preceding first-region event.
The first part of the processing circuitry may be config-
ured to instruct the transmitter to transmit data compris-
ing the time difference to the second part of the appara-
tus. The first part of the processing circuitry may be con-
figured to transmit a notification of the third type with the
data comprising the time difference. The first part of the
processing circuitry may be configured to transmit a no-
tification of the fourth type with the data comprising the
time difference.

[0038] The second part of the processing circuitry may
be configured to perform the determining of the region
from which the person caused the access point event.
[0039] The first part of the processing circuitry may be
configured to instruct the transmitter to transmit the data
comprising the time difference only if a length of the time
difference is within a predetermined window.

[0040] The first part of the processing circuitry may be
configured to generate the indications of access point
events and interior events. Thefirst part of the processing
circuitry may be configured to instruct the transmitter to
transmit to the second part of the apparatus a first mes-
sage comprising an indication of an environment event.
The first part of the processing circuitry may be config-
ured to instruct the transmitter to transmit to the second
part of the apparatus a second message comprising an
indication of an access point event. The second part of
the processing circuitry may be configured to perform the
receiving of the indications of access point events and
interior events. The second part of the processing circuit-
ry may be configured to perform the determining of the
region from which the person caused an access point
event.

[0041] The firstmessage may comprise a firstidentifier
associated with the environment sensor. The second
message may comprise a second identifier associated
with the access point sensor. The second identifier may
be the same as the first identifier, such that there is a
common identifier in the first message and the second

10

15

20

25

30

35

40

45

50

55

message.
[0042] The second part of the processing circuitry may
be configured to associate the first message and the sec-
ond message in dependence on the common identifier.
[0043] A orthefirst part ofthe apparatus may comprise
the access point sensor. The first part of the apparatus
may have a surface for mounting the sensor device
against a first part of the access point.

[0044] The sensor device may comprise the access
point sensor. The sensor device may have a surface for
mounting the sensor device against a first part of the
access point. At least some of the indications of access
point events may be based on a separation between the
access point sensor and a component that is mounted
on a second part of the access point. The first part of the
access pointand the second part of the access point may
be relatively moveable. The apparatus may further com-
prise a further part comprising the component.

[0045] A orthefirst part ofthe apparatus may comprise
the environment sensor. The surface may be located on
an opposite side of the first part of the apparatus to a
lens of the environment sensor.

[0046] The sensor device may comprise the environ-
ment sensor. The surface may be located on an opposite
side of the sensor device to a lens of the environment
sensor.

[0047] The sensor device may have a width parallel to
a plane in which the access point lies. The access point
sensor may be at a location thatis at a middle of the width
of the sensor device. The environment sensor may be at
a location that is at a middle of the width of the sensor
device.

[0048] The access point sensor, the environment sen-
sor and the transmitter may be housed in a common
housing.

[0049] The state of the access point may comprise an
open state of the access point. The state of the access
point may comprise a closed state of the access point.
The state of the access point may comprise a vibrational
state of at least part of the access point. The detecting
of the state of the access point may comprise detecting
a parameter that changes with movement of at least one
part of the access point.

[0050] The parameter may be magnetic field. The ac-
cess point sensor may comprise a magnetic field sensor
mounted on a or the first part of the access point. The
magnetic field sensor may be configured to sense a mag-
netic field of a or the component mounted on a or the
second part of the access point.

[0051] The access point sensor may comprise a con-
tact sensor. The contact sensor may comprise a mag-
netic sensor configured to sense magnetic contact with
a magnetic element. The access point sensor may com-
prise an optical sensor. The access point sensor may
comprise an electrical sensor. The access point sensor
may comprise a shock sensor. The access point sensor
may comprise a vibration sensor. The access point sen-
sor may comprise an accelerometer.
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[0052] The environment sensor may comprise a pas-
sive infrared sensor.

[0053] The access point may comprise a door. The ac-
cess point may comprise a window. The access point
may comprise a gate.

[0054] In a second aspect of the invention, which may
be provided independently, there is provided a method
for monitoring an access point of a premises. The access
point separates a first region and a second region asso-
ciated with the premises. The method comprises receiv-
ing indications of access point events and first-region
events, wherein the indications of access point events
are obtained by processing output of an access point
sensor configured to detect a state of the access point,
and the indications of first-region events are obtained by
processing output of an environment sensor configured
to detect motion and/or presence of a person within a
field of view associated with the first region; and deter-
mining a region from which the or a person caused an
access point event. The region comprises one of the first
region and the second region. The determining is based
on whether the access point event occurred within a first
time interval after a preceding first-region event. The first
time interval is modifiable.

[0055] In a third aspect of the invention, which may be
provided independently, there is provided a memory
comprising instructions which, when executed by
processing circuitry, cause the processing circuitry to
perform the steps of: receiving indications of access point
events and first-region events, wherein the indications of
access point events are obtained by processing output
of an access point sensor configured to detect a state of
an access point of a premises, the access point separat-
ing a firstregion and a second region associated with the
premises, and the indications of first-region events are
obtained by processing output of an environment sensor
configured to detect motion and/or presence of a person
within a field of view associated with the first region; and
determining a region from which the or a person caused
an access point event. The region comprises one of the
first region and the second region. The determining is
based on whether the access point event occurred within
a first time interval after a preceding first-region event.
The first time interval is modifiable.

[0056] In a fourth aspect of the invention, which may
be provided independently, there is provided an appara-
tus for monitoring an access point of a premises. The
access point separates a first region and a second region
associated with the premises. The apparatus comprises
a first part of the apparatus comprising first processing
circuitry configured to receive indications of access point
events and interior events, wherein the indications of ac-
cess point events are obtained by processing output of
an access point sensor configured to detect a state of
the access point; and the indications of first-region events
are obtained by processing output of an environment
sensor configured to detect motion and/or presence of a
person within a field of view associated with the first re-
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gion. The first processing circuitry is further configured
to determine a region from which the or a person caused
an access point event. The region comprises one of the
first region and the second region. The determining is
based on whether the access point event occurred within
a first time interval after a preceding first-region event. If
it is determined that the access point event was caused
from the firstregion, the first processing circuitry is further
configured to instruct a transmitter of the first part of the
apparatus to transmit a notification of a first type. The
apparatus further comprises a second part of the appa-
ratus comprising second processing circuitry configured
to receive and process the notification of the first type.
[0057] The first part of the apparatus may comprise a
sensor device. The sensor device may be mounted at
the access point. The second part of the apparatus may
comprise a control hub.

[0058] The first processing circuitry may be configured
to determine thatthe access pointeventwas caused from
the first region if the access point event occurred within
the first time interval after the preceding first-region
event.

[0059] The first processing circuitry may be configured
to determine thatthe access pointeventwas caused from
the second region if the access point did not occur within
the first time interval after the preceding first-region
event.

[0060] Thefirstprocessing circuitry may be further con-
figured to instruct the transmitter to transmit a notification
of a second type in response to the determining that the
access point event was caused from the second region.
[0061] Thefirstprocessing circuitry may be further con-
figured to determine that a threat has occurred in re-
sponse to the determining that the access point event
was caused from the second region. The second
processing circuitry may be further configured to deter-
mine that a threat has occurred in response to receiving
the notification of the second type.

[0062] Thefirstprocessing circuitry may be further con-
figured to instruct the transmitter to transmit a notification
of a third type in response to each indication of a first-
region event. The first processing circuitry may be further
configured to instruct the transmitter to transmit a notifi-
cation of a fourth type in response to each indication of
an access point event.

[0063] The first processing circuitry may be configured
to instruct an action in response to the determining of the
region from which the access point event was caused.
The second processing circuitry may be configured to
instruct an action in response to receiving the notification
of the first type. The second processing circuitry may be
configured to instruct an action in response to receiving
the notification of the second type. The second process-
ing circuitry may be configured to instruct an action in
response to receiving the notification of the third type.
The second processing circuitry may be configured to
instruct an action in response to receiving the notification
of the fourth type.
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[0064] The action may comprise an arming action. The
action may comprise a disarming action. The action may
comprise a triggering of an alarm. The action may com-
prise instructing a notification that an access point is
open. The action may comprise instructing a notification
that arming is not possible while the access pointis open.
[0065] The detected state may comprise an open state
of the access point. The first processing circuitry may be
further configured to instruct the action in dependence
on the open state of the access point. The second
processing circuitry may be further configured to instruct
the action in dependence on the open state of the access
point.

[0066] The detected state may comprise a closed state
of the access point. The first processing circuitry may be
further configured to instruct the action in dependence
on the closed state of the access point. The second
processing circuitry may be further configured to instruct
the action in dependence on the closed state of the ac-

cess point.

[0067] The transmitter may comprise a wireless trans-
mitter.

[0068] The first part of the apparatus may comprise

the access point sensor. The first part of the apparatus
may have a surface for mounting the first part of the ap-
paratus against a first part of the access point. At least
some of the indications of access point events may be
based on a separation between the access point sensor
and a component that is mounted on a second part of
the access point. The first part of the access point and
the second part of the access point may be relatively
moveable. The apparatus may further comprising a fur-
ther part comprising the component.

[0069] The first part of the apparatus may comprise
the environment sensor. The surface may be located on
an opposite side of the sensor device to a lens of the
environment sensor.

[0070] The first part of the apparatus may have a width
parallel to a plane in which the access point lies. The
access point sensor and/or the environment sensor may
be at a location that is at a middle of the width of the first
part of the apparatus.

[0071] The state of the access point may comprise an
open or closed state of the access point. The state of the
access point may comprise a vibrational state of at least
part of the access point. The detecting of the state of the
access point may comprise detecting a parameter that
changes with movement of atleast one part of the access
point. The parameter may be magnetic field. The access
point sensor may comprise a magnetic field sensor
mounted on a or the first part of the access point. The
magnetic field sensor may be configured to sense a mag-
netic field of a or the component mounted on a or the
second part of the access point.

[0072] The access point sensor may comprise at least
one of a contact sensor, an optical sensor, an electrical
sensor, a shock sensor, a vibration sensor, an acceler-
ometer. The environment sensor may comprise a pas-
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sive infrared sensor.

[0073] The access point may comprise at least one of
a door, a window, a gate.

[0074] In a fifth aspect of the invention, which may be
provided independently, there is provided a sensor de-
vice for monitoring an access point of a premises. The
access point separates afirst region and a second region
associated with the premises. The sensor device com-
prises first processing circuitry configured to receive in-
dications of access point events and interior events,
wherein the indications of access point events are ob-
tained by processing output of an access point sensor
configured to detect a state of the access point; and the
indications of first-region events are obtained by process-
ing output of an environment sensor configured to detect
motion and/or presence of a person within a field of view
associated with the first region. The first processing cir-
cuitry is further configured to determine a region from
which the or a person caused an access pointevent. The
region comprises one of the first region and the second
region. The determining is based on whether the access
point event occurred within a first time interval after a
preceding first-region event. If it is determined that the
access point event was caused from the first region, the
first processing circuitry is further configured to instruct
a transmitter of the first part of the apparatus to transmit
a notification of a first type.

[0075] In asixth aspect of the invention, which may be
provided independently, there is provided a method for
monitoring an access point of a premises. The access
point separates a first region and a second region asso-
ciated with the premises. The method comprises: receiv-
ing, by first processing circuitry of a first part of an appa-
ratus, indications of access point events and interior
events, wherein the indications of access point events
are obtained by processing output of an access point
sensor configured to detect a state of the access point,
and the indications of first-region events are obtained by
processing output of an environment sensor configured
to detect motion and/or presence of a person within a
field of view associated with the first region. The method
further comprises determining, by the first processing cir-
cuitry, a region from which the or a person caused an
access point event. The region comprises one of the first
region and the second region. The determining is based
on whether the access point event occurred within a first
time interval after a preceding first-region event. The
method further comprises, if it is determined that the ac-
cess point event was caused from the first region, in-
structing by the first processing circuity a transmitter to
transmit a notification of a first type.

[0076] The method may further comprise receiving, by
second processing circuitry of a second part of the ap-
paratus, the notification of the first type, and processing,
by the second processing circuitry, the notification of the
first type.

[0077] Ina seventh aspect of the invention, which may
be provided independently, there is provided a memory
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comprising instructions which, when executed by
processing circuitry, cause the processing circuitry to
perform the steps of: receiving indications of access point
events and first-region events, wherein the indications of
access point events are obtained by processing output
of an access point sensor configured to detect a state of
an access point of a premises, the access point separat-
ing a firstregion and a second region associated with the
premises, and the indications of first-region events are
obtained by processing output of an environment sensor
configured to detect motion and/or presence of a person
within a field of view associated with the first region; de-
termining a region from which the or a person caused an
access point event, the region comprising one of the first
region and the second region, wherein the determining
is based on whether the access point event occurred
within a first time interval after a preceding first-region
event; and, if it is determined that the access point event
was caused from the first region, instructing a transmitter
to transmit a notification of a first type.

[0078] In an eighth aspect of the invention, which may
be provided independently, there is provided an appara-
tus for monitoring an access point of a premises. The
access point separates a first region and a second region
associated with the premises. The apparatus comprises
a first part of the apparatus comprising first processing
circuitry configured to receive indications of access point
events and interior events, wherein the indications of ac-
cess point events are obtained by processing output of
an access point sensor configured to detect a state of
the access point; and the indications of first-region events
are obtained by processing output of an environment
sensor configured to detect motion and/or presence of a
person within a field of view associated with the first re-
gion. The first processing circuitry is further configured
to determine a time difference between an access point
event and a preceding first-region event and to instruct
a transmitter to transmit data comprising the time differ-
ence to a second part of the apparatus. The apparatus
further comprises a second part of the apparatus com-
prising second processing circuitry configured to: use the
time difference to determine whether the access point
event occurred within a first time interval after the pre-
ceding first-region event; and determine a region from
which the or a person caused an access point event, the
region comprising one of the first region and the second
region, wherein the determining is based on whether the
access point event occurred within the first time interval
after a preceding first-region event.

[0079] The first part of the apparatus may comprise a
sensor device. The sensor device may be mounted at
the access point. The second part of the apparatus may
comprise a control hub.

[0080] The second processing circuitry may be config-
ured to determine thatthe access pointeventwas caused
from the first region if the access point event occurred
within the firsttime interval after the preceding first-region
event.
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[0081] The second processing circuitry may be config-
uredtodetermine that the access point eventwas caused
from the second region if the access point did not occur
within the firsttime interval after the preceding first-region
event.

[0082] The second processing circuitry may be further
configured to determine that a threat has occurred in re-
sponse to the determining that the access point event
was caused from the second region.

[0083] The second processing circuitry may be config-
ured to instruct an action in response to the determining
of the region from which the access point event was
caused.

[0084] The action may comprise an arming action. The
action may comprise a disarming action. The action may
comprise a triggering of an alarm. The action may com-
prise instructing a notification that an access point is
open. The action may comprise instructing a notification
that arming is not possible while the access pointis open.
[0085] The detected state may comprise an open state
of the access point. The second processing circuitry may
be further configured to instruct the action in dependence
on the open state of the access point. The detected state
may comprise a closed state of the access point. The
second processing circuitry may be further configured to
instruct the action in dependence on the closed state of
the access point.

[0086] The transmitter may comprise a wireless trans-
mitter.
[0087] The first processing circuitry may be configured

to instruct the transmitter to transmit the data comprising
the time difference only if a length of the time difference
is within a predetermined window.

[0088] The first part of the apparatus may comprise
the access point sensor. The first part of the apparatus
may have a surface for mounting the first part of the ap-
paratus against a first part of the access point. At least
some of the indications of access point events may be
based on a separation between the access point sensor
and a component that is mounted on a second part of
the access point. The first part of the access point and
the second part of the access point may be relatively
moveable. The apparatus may further comprising a fur-
ther part comprising the component.

[0089] The first part of the apparatus may comprise
the environment sensor. The surface may be located on
an opposite side of the sensor device to a lens of the
environment sensor.

[0090] The first part of the apparatus may have a width
parallel to a plane in which the access point lies. The
access point sensor and/or the environment sensor may
be at a location that is at a middle of the width of the first
part of the apparatus.

[0091] The state of the access point may comprise an
open or closed state of the access point. The state of the
access point may comprise a vibrational state of at least
part of the access point. The detecting of the state of the
access point may comprise detecting a parameter that



13 EP 3 846 144 A1 14

changes with movement of atleast one part of the access
point. The parameter may be magnetic field. The access
point sensor may comprise a magnetic field sensor
mounted on a or the first part of the access point. The
magnetic field sensor may be configured to sense a mag-
netic field of a or the component mounted on a or the
second part of the access point.

[0092] The access point sensor may comprise at least
one of a contact sensor, an optical sensor, an electrical
sensor, a shock sensor, a vibration sensor, an acceler-
ometer. The environment sensor may comprise a pas-
sive infrared sensor.

[0093] The access point may comprise at least one of
a door, a window, a gate.

[0094] In an ninth aspect of the invention, which may
be provided independently, there is provided a method
for monitoring an access point of a premises. The access
point separates a first region and a second region asso-
ciated with the premises. The method comprises receiv-
ing, by first processing circuitry of a first part of an appa-
ratus, indications of access point events and interior
events, wherein the indications of access point events
are obtained by processing output of an access point
sensor configured to detect a state of the access point,
and the indications of first-region events are obtained by
processing output of an environment sensor configured
to detect motion and/or presence of a person within a
field of view associated with the first region. The method
further comprises determining, by the first processing cir-
cuitry, a time difference between an access point event
and a preceding first-region event and instructing, by the
first processing circuitry, a transmitter to transmit data
comprising the time difference to a second part of the
apparatus. The method may further comprise using, by
second processing circuitry of the second part of the ap-
paratus, the time difference to determine whether the ac-
cess point event occurred within a first time interval after
the preceding first-region event; and determining, by the
second processing circuitry a region from which the or a
person caused an access point event, the region com-
prising one of the first region and the second region,
wherein the determining is based on whether the access
point event occurred within the first time interval after a
preceding first-region event.

[0095] In atenth aspect of the invention, which may be
provided independently, there is provided a memory
comprising instructions which, when executed by
processing circuitry, cause the processing circuitry to
perform the steps of: receiving indications of access point
events and first-region events, wherein the indications of
access point events are obtained by processing output
of an access point sensor configured to detect a state of
an access point of a premises, the access point separat-
ing a firstregion and a second region associated with the
premises, and the indications of first-region events are
obtained by processing output of an environment sensor
configured to detect motion and/or presence of a person
within a field of view associated with the first region; de-
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termining a time difference between an access point
event and a preceding first-region event and instructing
a transmitter to transmit data comprising the time differ-
ence.

[0096] In an eleventh aspect of the invention, which
may be provided independently, there is provided a mem-
ory comprising instructions which, when executed by
processing circuitry, cause the processing circuitry to
perform the steps of: receiving a time difference between
an access point event and a preceding first-region event;
using the time difference to determine whether the ac-
cess point event occurred within a first time interval after
the preceding first-region event; and determining aregion
from which the ora person caused an access point event,
the region comprising one of the first region and the sec-
ond region, wherein the determining is based on whether
the access point event occurred within the first time in-
terval after a preceding first-region event.

[0097] In a twelfth aspect of the invention, which may
be provided independently, there is provided an appara-
tus for monitoring an access point of a premises. The
access point separates afirst region and a second region
associated with the premises. The apparatus comprises
a first part of the apparatus comprising first processing
circuitry configured to: generate indications of access
point events by processing output of an access point sen-
sor configured to detect a state of the access point; gen-
erate indications of first-region events are obtained by
processing output of a environment sensor configured to
detect motion and/or presence of a person within a field
of view associated with the first region; instruct a trans-
mitter to transmit to a second part of the apparatus a first
message comprising an indication of a first-region event
and afirstidentifier associated with the environment sen-
sor; and instruct the transmitter to transmit to the second
part of the apparatus a second message comprising an
indication of an access pointeventand a second identifier
associated with the access point sensor, wherein the sec-
ond identifier is the same as the first identifier, such that
there is a common identifier in the first message and the
second message. The apparatus further comprises a
second part of the apparatus comprising second
processing circuitry configured to: receive the first mes-
sage and the second message; associate the first mes-
sage and the second message in dependence on the
common identifier; and determine a region from which
the or a person caused the access point event based on
a timing relationship between the first-region event and
the access point event, the region comprising one of the
first region and the second region.

[0098] The determining of the region from which the
person caused the access point event may be based on
whether the access point event occurred within a first
time interval after the first-region event.

[0099] The first part of the apparatus may comprise a
sensor device. The sensor device may be mounted at
the access point. The second part of the apparatus may
comprise a control hub. The first part of the apparatus
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may comprise the environment sensor and the access
point sensor. The sensor device may comprise the envi-
ronment sensor and the access point sensor.

[0100] The second processing circuitry may be config-
ured to determine thatthe access pointeventwas caused
from the first region if the access point event occurred
within the firsttime interval after the preceding first-region
event. The second processing circuitry may be config-
ured to determine thatthe access pointeventwas caused
from the second region if the access point did not occur
within the firsttime interval after the preceding first-region
event. The second processing circuitry may be further
configured to determine that a threat has occurred in re-
sponse to the determining that the access point event
was caused from the second region.

[0101] The second processing circuitry may be config-
ured to instruct an action in response to the determining
of the region from which the access point event was
caused. The action may comprise an arming action. The
action may comprise a disarming action. The action may
comprise a triggering of an alarm. The action may com-
prise instructing a notification that an access point is
open. The action may comprise instructing a notification
that arming is not possible while the access pointis open.
[0102] The detected state may comprise an open state
of the access point. The second processing circuitry may
be further configured to instruct the action in dependence
on the open state of the access point. The detected state
may comprise a closed state of the access point. The
second processing circuitry may be further configured to
instruct the action in dependence on the closed state of
the access point.

[0103] The transmitter may comprise a wireless trans-
mitter.

[0104] The first part of the apparatus may comprise
the access point sensor. The first part of the apparatus
may have a surface for mounting the first part of the ap-
paratus against a first part of the access point. At least
some of the indications of access point events may be
based on a separation between the access point sensor
and a component that is mounted on a second part of
the access point. The first part of the access point and
the second part of the access point may be relatively
moveable. The apparatus may further comprising a fur-
ther part comprising the component.

[0105] The first part of the apparatus may comprise
the environment sensor. The surface may be located on
an opposite side of the sensor device to a lens of the
environment sensor.

[0106] The first part of the apparatus may have a width
parallel to a plane in which the access point lies, and the
access point sensor and/or the environment sensor may
be at a location that is at a middle of the width of the first
part of the apparatus.

[0107] The state of the access point may comprise an
open or closed state of the access point. The state of the
access point may comprise a vibrational state of at least
part of the access point. The detecting of the state of the
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access point may comprise detecting a parameter that
changes with movement of atleast one part of the access
point. The parameter may be magnetic field. The access
point sensor may comprise a magnetic field sensor
mounted on a or the first part of the access point. The
magnetic field sensor may be configured to sense a mag-
netic field of a or the component mounted on a or the
second part of the access point.

[0108] The access point sensor may comprise at least
one of a contact sensor, an optical sensor, an electrical
sensor, a shock sensor, a vibration sensor, an acceler-
ometer. The environment sensor may comprise a pas-
sive infrared sensor. The access point may comprise at
least one of a door, a window, a gate.

[0109] In a thirteenth aspect of the invention, which
may be provided independently, there is provided a meth-
od for monitoring an access point of a premises. The
access point separates afirst region and a second region
associated with the premises. The method comprises
generating, by first processing circuitry of a first part of
an apparatus, indications of access point events by
processing output of an access point sensor configured
to detect a state of the access point; generating, by the
first processing circuitry, indications of first-region events
are obtained by processing output of a environment sen-
sor configured to detect motion and/or presence of a per-
son within a field of view associated with the first region;
instructing, by the first processing circuitry, a transmitter
to transmit to a second part of the apparatus a first mes-
sage comprising an indication of a first-region event and
a first identifier associated with the environment sensor;
and instructing, by the first processing circuitry, the trans-
mitter to transmit to the second part of the apparatus a
second message comprising an indication of an access
point event and a second identifier associated with the
access point sensor, wherein the second identifier is the
same as the first identifier, such that there is a common
identifier in the first message and the second message.
The method further comprises: receiving, by second
processing circuitry of a second part of the apparatus,
the first message and the second message; associating,
by the second processing circuitry, the first message and
the second message in dependence on the common
identifier; and determining, by the second processing cir-
cuitry a region from which the or a person caused the
access point event based on a timing relationship be-
tween the first-region event and the access point event,
the region comprising one of the first region and the sec-
ond region.

[0110] In a fourteenth aspect of the invention, which
may be provided independently, there is provided a con-
trol hub for monitoring a premises, the control hub com-
prising processing circuitry configured to receive mes-
sages from a plurality of peripheral devices comprising
a plurality of sensors. Each sensor is associated with an
identifier, and at least one identifier is common to at least
two of the sensors. The messages comprise a first mes-
sage comprising an indication of a first-region event, the
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indication of the first-region event having been obtained
by processing an output of an environment sensor con-
figured to configured to detect motion and/or presence
of a person within a field of view associated with an ac-
cess point, wherein the first message comprises a first
identifier associated with the respective environment
sensor; and a second message comprising an indication
of an access point event, the indication of the access
point event having been obtained by processing an out-
putof anaccess point sensor at the access point, wherein
the access point sensor is configured to detect a state of
the access point, and wherein the second message com-
prises a second identifier associated with the respective
access point sensor. The processing circuitry is config-
ured to determine that the second identifier is the same
as the first identifier, such that there is a common iden-
tifier in the first message and the second message; as-
sociate the first message and the second message in
dependence on the common identifier; and identify an
event at the access point based on a timing relationship
between the first-region event of the first message and
the access point event of the associated second mes-
sage.

[0111] In afifteenth aspect of the invention, which may
be provided independently, there is provided a method
for monitoring a premises, the method comprising: re-
ceiving by processing circuitry of a control hub messages
from a plurality of peripheral devices comprising a plu-
rality of sensors, wherein each sensor is associated with
an identifier, and at least one identifier is common to at
least two of the sensors. The messages comprise a first
message comprising an indication of a first-region event,
the indication of the first-region event having been ob-
tained by processing an output of an environment sensor
configured to configured to detect motion and/or pres-
ence of a person within a field of view associated with an
access point, wherein the first message comprises a first
identifier associated with the respective environment
sensor; and a second message comprising an indication
of an access point event, the indication of the access
point event having been obtained by processing an out-
putofanaccess point sensor atthe access point, wherein
the access point sensor is configured to detect a state of
the access point, and wherein the second message com-
prises a second identifier associated with the respective
access point sensor. The method further comprises de-
termining, by the processing circuitry, that the second
identifier is the same as the first identifier, such that there
isa common identifierin the first message and the second
message; associating, by the processing circuitry, the
first message and the second message in dependence
on the common identifier; and identifying, by the process-
ing circuitry, an event at the access point based on a
timing relationship between the first-region event of the
first message and the access point event of the associ-
ated second message.

[0112] Inasixteenth aspectoftheinvention, which may
be provided independently, there is provided a memory
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comprising instructions which, when executed by
processing circuitry, cause the processing circuitry to
perform the steps of: receiving messages from a plurality
of peripheral devices comprising a plurality of sensors,
wherein each sensor is associated with an identifier, and
at least one identifier is common to at least two of the
sensors; the messages comprising a first message com-
prising an indication of a first-region event, the indication
of the first-region eventhaving been obtained by process-
ing an output of an environment sensor configured to
configured to detect motion and/or presence of a person
within a field of view associated with an access point,
wherein the first message comprises a first identifier as-
sociated with the respective environment sensor; and a
second message comprising an indication of an access
point event, the indication of the access point event hav-
ing been obtained by processing an output of an access
pointsensor atthe access point, wherein the access point
sensor is configured to detect a state of the access point,
and wherein the second message comprises a second
identifier associated with the respective access point
sensor; determining that the second identifier is the same
as the first identifier, such that there is a common iden-
tifier in the first message and the second message; as-
sociating the first message and the second message in
dependence on the common identifier; and identifying an
event at the access point based on a timing relationship
between the first-region event of the first message and
the access point event of the associated second mes-
sage.

[0113] Features in one aspect may be applied as fea-
turesinany other aspect, in any appropriate combination.
For example, method features may be provided as ap-
paratus features or vice versa. Features of an apparatus
of one aspect may be provided as features of an appa-
ratus of another aspect. Features of a method of one
aspect may be provided as features of a method of an-
other aspect.

Brief description of the drawings

[0114] Embodiments will now be described by way of
example only, and with reference to the accompanying
drawings, of which:

Figure 1 is a schematic illustration of a system for
monitoring an access point of a premises in accord-
ance with an embodiment;

Figure 2 is an alternative view of the system of Figure
1, showing a field of view of an environment sensor;
Figure 3is aflow chartillustrating in overview a meth-
od of a first embodiment;

Figure 4 is aflow chartillustrating in overview a meth-
od of the first embodiment in greater detail;

Figure 5is aflow chartillustrating in overview a meth-
od of a second embodiment; and

Figure 6 is aflow chartillustrating in overview a meth-
od of a third embodiment.
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[0115] As used herein, except where the context re-
quires otherwise, the terms "comprises", "includes",
"has", and grammatical variants of these terms, are not
intended to be exhaustive. They are intended to allow for
the possibility of further additives, components, integers
or steps.

[0116] Figure 1andFigure 2 are schematicillustrations
of a system in accordance with an embodiment. The sys-
tem is configured to monitor an access point. In the illus-
trated embodiment, the access point comprises a door
102 and its corresponding doorframe or surround 104.
In other embodiments, the access point may comprise
any openable or breakable structure, for example a win-
dow or gate. The access point may further comprise any
corresponding frame or surround.

[0117] Figure 1 shows the system from a viewpoint fac-
ing the door 102. Figure 2 shows the system from a view-
point above the door 102.

[0118] The door 102 separates a first region 200 at an
interior side of the door 102, and a second region 202 at
an exterior side of the door 102. Coordinate axes are
shown, with x being horizontal along a plane of the door
102 when closed, y being vertical, and z being horizontal
perpendicular to the plane of the door 102 when closed.
[0119] The system comprises a first device 110 and a
second device 120. The first device 110 has a surface
111 for mounting the sensor device against a first part of
the access point, which in the embodiments of Figures
1 and 2 is the door 102. The second device 120 has a
surface 121 for mounting the second device 120 against
a second part of the access point. In the embodiment of
Figures 1 and 2, the second part of the access point is
the door frame 104.

[0120] In other embodiments, the first device 110 may
be mounted on the door frame 104 and the second device
120 may be mounted on the door 102. In further embod-
iments, the first device 110 may be mounted on any first
part of the access point, and the second device 120 may
be mounted on any second part of the access point. Any
suitable method of mounting the first device 110 and sec-
ond device 120 may be used.

[0121] Thefirstdevice 110 and second device 120 are
shown in exaggerated size in Figures 1 and 2 to increase
the clarity of the figures. The figures are not to scale.
[0122] Thefirst device 110 comprises an access point
sensor 112. In the embodiment of Figures 1 and 2, the
access point sensor 112 is a magnetic sensor which is
configured to sense magnetic field. The second device
120 comprises a corresponding magnet 122. The mag-
netic sensor 112 senses a magnetic field of the magnet.
The magnetic field sensed by the magnetic sensor 112
is dependent on the separation between the access point
sensor 112 and the corresponding magnet 122. A change
in the position of the door 102, for example from closed
to open, causes a change in the magnetic field that is
sensed by the magnetic sensor 112.

[0123] The first device 110 has a width w in the plane
of the door, which is parallel to the x direction when the
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door 102 is closed. The access point sensor 112 is po-
sitioned in the middle of the width w of the first device
110. Positioning the access point sensor 112 in the mid-
dle of the width w of the first device 110 may allow the
access point sensor 112 to be used in combination with
a magnet 122 that is positioned to either side of the ac-
cess point sensor 112.

[0124] In other embodiments, the access point sensor
112 may be, for example, an electrical or optical contact
sensor. The access point sensor 112 may be used in
combination with any suitable corresponding compo-
nent. For example, if the access point sensor 112 is an
optical sensor, the corresponding component 122 may
be a light source. The access point sensor 112 may be
positioned at or near the middle of the width w of the first
device 110 to allow the access point sensor 112 to be
used in combination with a corresponding componenton
a second device 120 that is positioned at either side rel-
ative to the first device 110.

[0125] In further embodiments, the access point sen-
sor 112 may additionally or alternatively comprise a
shock sensor, for example an accelerometer, a piezoe-
lectric sensor, or another vibration sensor. In some such
embodiments, the second device 120 may be omitted.
[0126] In cases where the access point sensor 112 is
used to detect an open/closed state of the access point,
the second device 120 may in some embodiments be
omitted. This may be the case, for example, where the
access point sensor 112 detects whether a door moves
to open or closed based on movement detected by an
accelerometer.

[0127] In further embodiments, the access point sen-
sor 112 may be mounted at any suitable position on the
first device 110. The first device 110 may be mounted at
any suitable position on the access point. In alternative
embodiments, the access point sensor 112 may not form
part of the first device 110. For example, the access point
sensor 112 may be connected wirelessly to the first de-
vice 110.

[0128] The first device 110 further comprises an envi-
ronment sensor 114. The environment sensor 114 is con-
figured to sense the motion and/or presence of a person
at or near a side of the door 102 that faces an interior of
the premises. In the present embodiment, the environ-
ment sensor 114 is a passive infrared (PIR) sensor that
detects differential infrared signals to detect motion. In
other embodiments, the environment sensor 114 may
detect presence by detecting infrared signals. In further
embodiments, the environment sensor may detect pres-
ence and/or motion using any suitable method, for ex-
ample by detecting one or more light beams that could
be broken by a person. The environment sensor 114
and/or the processing of its output may be configured to
distinguish between the present and/or motion of a hu-
man and the presence and/or motion of an animal, for
example a pet, using known techniques.

[0129] The environment sensor 114 comprises a lens
115 whichislocated on an opposite side of the first device
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to the surface 111 with which the firstdevice 110 is mount-
ed on the door 102.

[0130] Figure 2 shows a field of view 210 of the lens
115 of the environment sensor 114. The field of view is
associated with the first region 200, which in this embod-
iment is interior to the access point. In Figure 2, a person
212 is present within the field of view 210.

[0131] In the embodiment of Figures 1 and 2, the en-
vironment sensor 114 is positioned in the middle of the
width w of the first device 110 with its field of view being
symmetric in the horizontal plane, with respect to a nor-
mal vector from the surface 111. Positioning the environ-
ment sensor 114 in the middle of the width w of the first
device 110 may allow the environment sensor 114 to be
used when the device 110 is mounted to either side of
an access point while maintaining the same functionality
and appearance in both cases. For example, depending
on a configuration of a door, the device 110 may be
mounted on the left side of the door, or on the right side
of the door.

[0132] In further embodiments, the environment sen-
sor 114 may be mounted at any suitable position on the
first device 110. In alternative embodiments, the environ-
ment sensor 114 may not form part of the first device
110. For example, the environment sensor 114 may be
connected wirelessly to the first device 110.

[0133] The first device 110 further comprises process-
ing circuitry 116 which is configured to receive and proc-
ess signals from the access point sensor 112 and envi-
ronment sensor 114. The first device 110 further com-
prises a memory 117.

[0134] The first device 110 further comprises a wire-
less transceiver 118 configured to transmit signals to,
and receive signals from, a control hub 130. In other em-
bodiments, the first device 110 may comprise any suita-
ble transmitter and/or receiver for transmitting signals to
and/or receiving signals from the control hub 130.
[0135] In the embodiment of Figures 1 and 2, the sys-
tem also includes the control hub 130.

[0136] In the embodiment of Figures 1 and 2, the ac-
cess pointsensor 112, environment sensor 114, process-
ing circuitry 116, and wireless transceiver 118 are housed
within @ common housing. The common housing also
houses the memory 117. The common housing also has
a battery interface for holding and receiving power from
one or more batteries, so that no connection to mains
power is needed. In other embodiments, any suitable
combination of components may be housed withina com-
mon housing.

[0137] The control hub 130 comprises processing cir-
cuitry 132 and a wireless transceiver 134 configured to
transmit signals to, and receive signals from, the first de-
vice 110. In some embodiments, the wireless transceiver
134 is also configured to transmit signals to and/or re-
ceive signals from further sensor devices. In other em-
bodiments, any suitable transmitter and/or receiver may
be configured to transmit signals to, and receive signals
from, the first device 110.
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[0138] The processing circuitry 132 of the control hub
130, and the processing circuitry 116 may each comprise
one or more processing chips and/or components. For
example, each processing circuitry 116, 132 may com-
prise: control circuitry; and/or processor circuitry; and/or
at least one application specific integrated circuit (ASIC);
and/or at least one field programmable gate array (FP-
GA); and/or single or multi-processor architectures;
and/or sequential/parallel architectures; and/or at least
one programmable logic controllers (PLCs); and/or at
least one microprocessor; and/or at least one microcon-
troller; and/or a central processing unit (CPU); and/or a
graphics processing unit (GPU).

[0139] In the illustrated examples, transceivers are
shown as being distinct from corresponding processor
circuitry 116, 132, butin some embodiments at least part
of the processing aspects of the transceiver may have
hardware in common with at least one processor com-
ponent of the corresponding processing circuitry 116,
132.

[0140] A memory may be separate from each process-
ing circuitry 116, 132 and/or partly or wholly integrated
onto a common chip(s) with the processing circuitry 116
and/or 132. The memory may store code that, when read
by the processing circuitry, causes performance of any
of the methods described herein, and/or as illustrated in
inthe drawings. For example, the memory may comprise:
volatile memory, for example, one or more dynamic ran-
dom access (DRAM) modules and/or static random ac-
cess memory (SRAM) modules; and/or non-volatile
memory, for example, one or more read only memory
(ROM) modules, which for example may comprise a
Flash memory and/or other electrically erasable pro-
grammable read-only memory (EEPROM) device. The
code may for example be software, firmware, or hard-
ware description language (HDL) or may be any combi-
nation of these or any other form of code for one or more
processors that is known by a person skilled in the art.
[0141] Further, in other embodiments, the memory
component of the device may instead or at least in part
be provided by a memory device(s) that may in some
embodiments be separate or removable from the device.
Such devices may comprise magnetic storage devices
(e.g., hard disk, floppy disk, magnetic strips), optical disks
(e.g., compact disk (CD), digital versatile disk (DVD)),
smart cards, and removable flash memory devices (e.g.,
card, stick, key drive). Further the memory components
may be distributed. For example a distributed server may
store code which may be downloaded to the device for
execution by the processing circuitry described herein,
to perform any method described herein that is execut-
able by the processing circuitry. In some embodiments
the downloaded code may be stored on local memory of
the device before execution by the processing circuitry.
[0142] Infurther embodiments, the system may further
comprise a server (not shown) and/or a monitoring sys-
tem (not shown) that are remote from the control hub
130. The control hub 130 may be configured to commu-
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nicate wirelessly with the server and/or monitoring sys-
tem. For example, the monitoring system may comprise
a monitoring system that is used to monitor multiple
premises. The monitoring system may further comprise
a smartphone or other personal portable device, such as
may be in the possession of an owner of the premises.
[0143] In use, the access point sensor 112 senses a
magnetic field and outputs an electrical signal that is rep-
resentative of the magnetic field. The processing circuitry
116 processes the electrical signal to determine if an ac-
cess point event has occurred. For example, the process-
ing circuitry 116 may determine that an access point
event has occurred if the magnetic field changes in a
predetermined manner over a predetermined time peri-
od. The access point event may comprise an opening of
the door 102 or a closing of the door 102. In further em-
bodiments, the access point event may comprise a shock
event which is sensed by a shock sensor. Any suitable
method of determining the occurrence of an access point
event may be used by the processing circuitry 116.
[0144] The environment sensor 114 senses infrared
light within its field of view 210 and outputs an electrical
signal that is representative of the infrared light. The
processing circuitry 116 processes the electrical signal
to determine if an interior event has occurred. The interior
event may comprise motion of a person within the field
of view 210. The interior event may comprise presence
of a person within the field of view 210. The processing
circuitry 116 may determine that an interior event has
occurred if a parameter infrared light changes in a pre-
determined manner over a predetermined time period.
Any suitable method of determining the occurrence of an
interior event may be used by the processing circuitry
116.

[0145] Figure 3 is a flow chart 300 illustrating in over-
view a method of an embodiment.

[0146] At stage 302, the access point sensor 112 de-
tects a state of an access point, the access point sepa-
rating a first region and a second region associated with
a premises.

[0147] Atstage 304, the processing circuitry 116 proc-
esses output of the access point sensor to obtain indica-
tions of access point events. The processing may be per-
formed by a part of the processing circuitry 116 that is
situated within or co-located with the access point sensor
112.

[0148] At stage 306, the environment sensor 114 de-
tects motion and/or presence of a person within a field
of view associated with the first region.

[0149] Atstage 308, the processing circuitry 116 proc-
esses output of the environment sensor to obtain indica-
tions of first-region events. The processing may be per-
formed by a part of the processing circuitry 116 that is
situated within or co-located with the environment sensor
112.

[0150] At stage 310, the processing circuitry 116 re-
ceives the indications of access point events and first-
region events. For example, the indications may be gen-
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erated by at least one first part of the processing circuitry
116 of the first device 110, and received by a second part
of the processing circuitry 116 of the first device 120.
[0151] At stage 312, the processing circuitry 116 de-
termines a region from which the or a person caused an
access point event, wherein the determining is based on
whether the access point event occurred within a first
time interval after a preceding first-region event, and
wherein the first time interval is modifiable. For example,
if the access point occurred within the first time interval
after the preceding first-region event, the processing cir-
cuitry may determine that the access point event was
caused from the first region. If the access point did not
occur within the first time interval after the preceding first-
region event, the processing circuitry may determine that
the access point event was caused from the second re-
gion.

[0152] In other embodiments as described below, the
receiving of the indications and or the determining of the
region may be performed by processing circuitry 132 of
the control hub. In further embodiments, each step of the
method of Figure 3 may be performed by any suitable
processing circuitry.

[0153] Methods for modifying the first time interval are
described below with reference to Figure 4.

[0154] Figure 4 is a flow chart illustrating in further de-
tail a method as described above with reference to Figure
3. In the embodiment of Figure 4, the first region is an
interior region 200 and the second region is an exterior
region 202. First-region events may therefore be referred
to as interior events.

[0155] At stage 400, the environment sensor 114 is
active. At stage 402, the environment sensor senses the
motion or presence of a person. The environment sensor
114 outputs an electrical signal. At stage 404, the
processing circuitry 116 processes the output of the en-
vironment sensor 114 and determines that an interior
event has occurred. The processing circuitry 116 stores
an indication of the interior event in memory 117. In the
present embodiment, the stored indication comprises a
time of the interior event, for example as a timestamp.
[0156] In the present embodiment, the processing cir-
cuitry 116 is configured to send notifications of interior
events to the control hub 130 as the interior events occur.
The notifications are sent independently of whether the
interior events are associated with subsequent access
point events. At stage 406, the processing circuitry 116
instructs the wireless transceiver 118 to transmit a noti-
fication of the interior event to the control hub 130. The
notification comprises an indication that the interior event
has occurred. The notification may also comprise a time
at which the interior event occurred. In other embodi-
ments, stage 406 is omitted from the method of Figure 4.
[0157] Stages 400 to 406 may be repeated multiple
times to determine multiple interior events. The control
hub 130 may be configured to perform an action in re-
sponse to receiving notification of one or more interior
events, for example an arming or disarming action (not
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shown in Figure 4). Such actions are described in further
detail below.

[0158] At stage 410, the access point sensor 112 is
active. At stage 412, the access point sensor 112 senses
motion of the access point, for example an opening of
the access point. The access point sensor 112 outputs
an electrical signal. The processing circuitry 116 proc-
esses the electrical signal output by the access point sen-
sor 112 and determines that an access point event has
occurred. The processing circuitry 116 stores an indica-
tion of the access point event in the memory 117. In the
present embodiments, the stored indication comprises a
time of the interior event, for example as a timestamp.
[0159] Stages 410 to 414 may be repeated multiple
times to determine multiple access pointevents. Foreach
access point event, the flow chart proceeds to stage 420.
[0160] At stage 420, the processing circuitry 116 re-
ceives anindication of an access pointevent, forexample
by retrieving the indication from memory 117. The
processing circuitry 116 receives an indication of an in-
terior event that preceded the access point event. If mul-
tiple interior events preceded the access point event, the
processing circuitry 116 uses the interior event that was
closest in time to the access point event.

[0161] The processingcircuitry 116 receives afirsttime
interval from the memory 117. For example, the first time
interval may be 30 seconds.

[0162] The processing circuitry 116 determines wheth-
er the preceding interior event occurred within the first
time interval before the access point event.

[0163] If the preceding interior event occurred within
the first time interval before the access point event, the
flow chart proceeds to stage 422. At stage 422, the
processing circuitry 116 determines that a person inside
the premises caused the access point event.

[0164] The determination performed by the processing
circuitry 116 assumes that if an interior event occurs
shortly before an access pointevent, the person detected
in the interior event is the person who caused the access
point event. For example, an occupant of the premises
may approach a door from the inside in order to open the
door.

[0165] At stage 424, the processing circuitry 116 in-
structs the wireless transceiver 118 to transmit a notifi-
cation of a first type. The notification indicates that an
access point event has occurred that has been caused
by an action inside the premises. The notification may
alsoinclude a time associated with the access pointevent
and/or a time associated with the interior event. The no-
tification may include a time difference between the in-
terior event and the access point event. The wireless
transceiver 118 transmits the notification wirelessly to
the control hub 130. The notification is received by the
wireless transceiver 134 of the control hub 130.

[0166] Atstage 430, the processing circuitry 132 of the
control hub 130 determines and instructs an action to be
taken in response to the notification of the first type. For
example, the processing circuitry may instruct a disarm-
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ing of the system. If the system is armed at the time that
the notification of the first type is received, the processing
circuitry 132 may instruct that no alert or alarm should
be raised despite the system being armed.

[0167] In some circumstances, the system may be un-
armed at the time that the notification of the first type is
received. If a person tries to arm the system before the
control hub 130 has received a notification that the ac-
cess point has been closed, the control hub 130 may
prevent the arming of the system. The action in response
to the notification of the first type may comprise notifying
the person that the door is open, for example by issuing
an audio cue via a speaker.

[0168] In some circumstances, no action may be in-
structed.
[0169] Atstage 432, the processing circuitry 132 of the

control hub 130 determines whether the first time interval
is to be modified based on the notification of the first type.
Modification of the first time interval is described in detail
below. In other embodiments, stages 430 and 432 may
be performed in either order, or simultaneously.

[0170] If the processing circuitry 132 determines that
the first time interval is to be modified, the flow chart pro-
ceedsto stage 434. The processing circuitry 132 modifies
the first time interval in accordance with any appropriate
modification method. Some modification methods are
described below. The processing circuitry 132 instructs
the wireless transceiver 132 of the control hub 130 to
transmit a modified first time interval to the first device
110. The modified first time interval is stored in the mem-
ory 117. The modified first time interval is used in a next
instance of stage 420 for a further access point event.
[0171] If the processing circuitry 132 determines that
the first time interval is not to be modified, the flow chart
proceeds to anextinstance of stage 420 using the current
value for the first time interval.

[0172] The case in which the processing circuitry 116
determines at stage 420 that the preceding interior event
did notoccur within the firsttime interval is now described.
In some circumstances, a time difference between the
access point event and the preceding interior event may
be greater than the first time interval. In some circum-
stances, there may be no preceding interior event at all.
At least, it may be considered that there is effectively no
preceding interior event. This may occur for example if
an elapsed time after a preceding event is so large as to
be irrelevant (e.g. surely uncorrelated) and therefore no
longer recorded

[0173] At stage 420, the processing circuitry 116 de-
termines that the preceding interior event did not occur
within the first time interval. The flow chart proceeds to
stage 440. At stage 440, the processing circuitry 116 de-
termines that the access point event was caused by an
event outside the premises.

[0174] The determination performed by the processing
circuitry 116 assumes that if the time between an interior
event and a following access point event is longer than
the first time interval, the person detected in the interior
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event is not the person who caused the access point
event. It is assumed instead that the access point event
was caused from outside the premises. In some circum-
stances, the access point event may have been caused
by an intruder. For example, an intruder may have
opened the door when not authorised to do so. In em-
bodiments in which the access point sensor comprises
a shock sensor, the access pointevent may be a vibration
event which may be caused by an attempted entry.
[0175] At stage 442, the processing circuitry 116 in-
structs the wireless transceiver 118 to transmit a notifi-
cation of a second type. The notification of the second
type indicates that an access point event has occurred
that has been caused by an action outside the premises.
The notification may also include a time associated with
the access point event and/or a time associated with the
interior event. The notification may include a time differ-
ence between the interior event and the access point
event. The wireless transceiver 118 transmits the notifi-
cation of the second type wirelessly to the control hub
130. The notification of the second type is received by
the wireless transceiver 134 of the control hub 130.
[0176] Atstage 444, the processing circuitry 132 of the
control hub 130 processes the received notification of
the second type and determines that a threat may be
present. In the present embodiment, the control hub 130
has an armed state and an unarmed state. The process-
ing circuitry 132 of the control hub 130 may be configured
to identify a threat based on the receipt of a notification
of the second type that an event has occurred that was
caused by an action from outside the environment. In the
embodiment of Figure 4, the processing circuitry 132 of
the control hub 130 may be configured to identify the
threat even when the control hub 130 is in the unarmed
state. In other embodiments, the processing of the noti-
fication may differ in dependence on whether the control
hub 130 is armed or unarmed.

[0177] The processing circuitry 132 determines wheth-
er to activate an alarm. For example, the processing cir-
cuitry 132 may determine whether to activate an alarm
based on an alarmed or disarmed state of the system.
The processing circuitry 132 may determine whether to
activate an alarm based on information about whether
occupants of the house are present. This can be based
on information other than whether there is an access
point event. For example, it may be based on detected
motion that is irrespective of the door state

[0178] In the present embodiment, the processing cir-
cuitry 132 may activate an alarm (not shown in Figures
1 and 2) which is configured to operate acoustic and/or
visual transducers to issue an audible or visible alarm
signal. The alarm may form part of the control hub 130.
In embodiments in which the alarm is not part of the con-
trol hub 130, the processing circuitry 132 may instruct
the wireless transceiver 134 of the control hub to transmit
instructions to activate the alarm. In addition (or in some
embodiments instead of) activating an alarm, the
processing circuitry may instruct a transmitter to send an
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alert notification to remote monitoring system and/or
server.

[0179] The flow chart proceeds to stage 430. At stage
430, the processing circuitry 132 of the control hub 130
determines and instructs an action to be taken in re-
sponse to the notification of the second type. For exam-
ple, the processing circuitry 132 may instruct an alarm.
The processing circuitry may instruct an arming of the
system. In some circumstances, no action may be in-
structed.

[0180] Atstage 432, the processing circuitry 132 of the
control hub 130 determines whether the first time interval
is to be modified based on the notification of the second
type. Modification of the first time interval is described in
detail below.

[0181] If the processing circuitry 132 determines that
the first time interval is to be modified, the flow chart pro-
ceedsto stage 434. The processing circuitry 132 instructs
the wireless transceiver 132 of the control hub 130 to
transmit a modified first time interval to the first device
110. The modified first time interval is stored in the mem-
ory 117. The modified first time interval is used in a next
instance of stage 420 for a further access point event.
[0182] If the processing circuitry 132 determines that
the first time interval is not to be modified, the flow chart
proceeds to anextinstance of stage 420 using the current
value for the first time interval.

[0183] The method of Figure 4 may be used to detect
from which side an action affecting an access point has
happened using a motion/presence detector in combina-
tion with a sensor for detecting a state of the access point,
forexample an open/closed state ora shock atthe access
point. In the embodiment of Figure 4, the motion/pres-
ence detector is a PIR sensor and the access point sen-
sor is a magnetic sensor to detect an open/closed state.
In alternative embodiments, the access point sensor may
alternatively or additionally be a shock sensor. The de-
vice may be mounted at the access point, for example
on a static frame of the access point if the access point
is openable. The motion/presence detector faces an en-
vironment of interest to which the access point provides
access. For example, the environment of interest may
be an area of restricted and/or secured access (at least
temporarily) and/or an area in which activity or one or
more residents is monitored, e.g. for their wellbeing. The
environment of interest in the embodiment of Figure 4 is
inside the house.

[0184] If a person does something to affect the access
point from the inside of the environment, they will ap-
proach the access point from the inside of the environ-
ment, which means that they will be sensed by the mo-
tion/presence detector before an opening or shock hap-
pens and is sensed. By contrast, if the action happens
from the outside of the environment, the access point
sensor will detect the action first if there is no detected
(e.g. moving) object on the inside, for example no resi-
dent on the inside. There might be no presence/motion
detection after the access point event. Alternatively, the
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detection of a presence/motion event will be after the
opening or shock event.

[0185] A fault may be generated when an access point
is opened unless motion is detected inside the environ-
ment within the first time interval before the opening
event.

[0186] By determining a direction from which an ac-
cess point event is caused, at least some false alarms
may be avoided. The control hub is notified of access
point events that are caused from the inside as well as
access point events that are caused from the outside.
Notifying the control hub of access point events that are
caused from the outside may allow security actions to be
performed, for example if it is suspected that an intruder
is trying to enter the premises or has entered the premis-
es. Notifying the control hub of access point events that
are caused from the inside may provide the control hub
with information about the state of the access point. For
example, the control hub may be informed that opening
of adoor has occurred, and may determine that a current
state of the door is open. If a person then tries to arm the
alarm, the person can be given a notification that a door
is open. Notifying the control hub of access point events
that are caused from the inside may further provide the
control hub with information about activity of an occupant
of the premises.

[0187] In the embodiment of Figure 4, the first region
200 is an interior region and the second region 202 is an
exterior region. In other embodiments, the first region
may be an exterior region and first-region events may be
exterior events. The second region may be an interior
region. The processing circuitry 116 may be configured
to determine that an event is an exterior event if it occurs
within the first time interval. In further embodiments, the
first region and second region may be different interior
regions which are separated by the access point. In other
embodiments, the first region and second region may be
different exterior regions which are separated by the ac-
cess point.

[0188] In the embodiment of Figure 4, some steps are
performed by the processing circuitry 116 and other steps
are performed by the processing circuitry 132 of the con-
trol hub 130. In other embodiments, any of the steps may
be performed by any suitable processing circuitry, which
may be located anywhere within the system. Figures 5
and 6, as described below, illustrate embodiments in
which the determination of the region from which the ac-
cess point was caused is performed in the control hub
130 rather than in the first device 110.

[0189] In some embodiments, the determining of
whether to modify the first time interval is performed by
the processing circuitry 116 of the first device 110 instead
of, or in addition to, the processing circuitry 132 of the
control hub 130. In further embodiments, the first time
interval is not modifiable.

[0190] Aninitial value for the first time interval may be
selected based on characteristics of the access point.
For example, a different first time interval may be used
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for a door than for a window. A different first time interval
may be used for an access point that is heavy and/or
difficult to open than one thatis light and/or easy to open.
[0191] The first time interval may be selected based
on a characteristic of a resident of the premises, for ex-
ample a resident’'s age or mobility. A longer first time
interval may be used for an elderly and/or low mobility
person than would be used for the general population.
[0192] Typically, a PIR may detect movement events
only every few seconds, for example every 5 seconds.
A person on the inside of a door or window may spend,
for example, 20 seconds at the door or window before
accessing the door of window. Therefore, a typical initial
setting for the first time interval may be, for example, 30
seconds.

[0193] Thelonger the firsttime interval, the less secure
the system may be, because identification of an external
opening event may be made less reliable. However, for
older people it may be appropriate to lengthen the first
time interval anyway. An older person may take, for ex-
ample 40 seconds at a door before opening it. In some
circumstances, the environment sensor may detect their
movement to arrive at the door but may not detect their
movement at the door itself.

[0194] In some embodiments, different first time inter-
vals may be used in differentarming stated. For example,
alonger first time interval may be used when the premis-
es is unarmed, since it is known that a person is home.
A shorterfirst time interval may be used when the premis-
es is armed, since itis considered to be very unlikely that
a person will open an access point from the inside when
the system is armed.

[0195] As described above, at stage 423 the process-
ing circuitry 132 determines whether to modify the first
time interval in response to a notification of a first type,
or in response to a notification of a second type.

[0196] In some embodiments, the processing circuitry
132 decides to increase the first time interval based on
a time difference between the access point event and
the preceding interior event.

[0197] In one embodiment, the first time interval is in-
itially set at 30 seconds. The processing circuitry 132
receives a notification of the second type. The notification
includes a time difference. The time difference is greater
than the first time interval of 30 seconds but is less than
a second time interval, for example 60 seconds.

[0198] Although the event has been determined to be
caused from the second, exterior region 202, it may be
the case that the event was caused from the first, interior
region 200 by a resident who is older and taking longer
to open the access point.

[0199] Ifthetime difference is greaterthan the firsttime
interval but less than the second time interval, the
processing circuitry 132 increases the first time interval
to be applied to subsequent events.

[0200] Inthis embodiment, the processing circuitry 132
changes the first time interval by an increment of 5 sec-
onds at a time. For example, even if the time difference
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of the event is 58 seconds, the first time interval is only
increased to 35 seconds initially. In other embodiments,
a different increment may be used.

[0201] Changing an increment gradually may prevent
anintruder from being able to modify the threshold quickly
by repeated actions. In some embodiments, a time delay
between increases of the first time interval is applied. For
example, the firsttime interval may only be changed once
an hour or once a day. In some embodiments, a further
modification may be made only if a time greater than a
predetermined delay window has elapsed between the
preceding modification of the first time interval and the
proposed further modification of the first time interval. In
some embodiments, a further modification may be made
only if a time greater than the predetermined delay win-
dow has elapsed between an event that triggered the
preceding modification of the first time interval and an
event that triggered the proposed further modification of
the first time interval. In further embodiments, a time be-
tween any suitable events, measurements or instructions
may be compared to the predetermined delay window to
determine whether a further modification may be made.
In some embodiments, a length of the delay window may
be modified, for example in dependence on preceding
events and/or preceding changes to the first time interval.
[0202] In some embodiments, the first time interval
may be changed only after a set number of measure-
ments have been taken by the sensors. In some embod-
iments, the first time interval may be changed only after
a set number of events.

[0203] Inthisembodiment, the processing circuitry 132
changes the first time interval based on a single event
having a time difference that is greater than the first time
interval but less than the second time interval. In other
embodiments, the processing circuitry 132 may consider
time differences for a plurality of access points events
and corresponding interior events. For example, the
processing circuitry 132 may consider the 5 most recent
access point events, or the 10 most recent access point
events.

[0204] For example, the processing circuitry 132 may
determine a minimum, maximum, mean or other value
for time differences of a preceding number of events, for
example 5 or 10 events. The processing circuitry 132
may modify the firsttime interval based on the determined
minimum, maximum, mean or other value. For example,
the processing circuitry 132 may increase the first time
interval if a mean time difference for the preceding 5 ac-
cess point events is above the first time interval but below
the second time interval.

[0205] The processing circuitry 132 may apply an up-
per bound to the first time interval. For example, the first
processing circuitry 132 may not make any increase that
wouldresultin afirsttime interval of less than 60 seconds.
[0206] The processing circuitry 132 may decrease the
first time interval based on a time difference for at least
one preceding access point event. For example, if the
first time interval is 30 seconds, the processing circuitry

10

15

20

25

30

35

40

45

50

55

17

132 may receive a notification of a first type for which the
time difference is 15 seconds. In most embodiments, the
processing circuitry 132 does not decrease the first time
interval based on a single event. In one embodiment, the
processing circuitry 132 determines a mean of the time
differences for the last 10 events that were determined
to be caused from the interior of the premises. If the mean
is below 30 seconds, the processing circuitry 132 de-
creases the first time interval by an increment, for exam-
ple by 2 seconds. In other embodiments, the processing
circuitry 132 may use a maximum, mean or other value.
[0207] In some embodiments, a time delay between
increases of the firsttime interval is applied. Forexample,
the first time interval may only be changed once an hour
or once a day. In some embodiments, the first time inter-
val may be changed only after a set number of measure-
ments or events. A delay window may be applied be-
tween modifications of the first time interval as described
above.

[0208] A lower bound may be applied to the first time
interval. For example, the processing circuitry 132 may
not make a decrease that would result in the first time
interval being less than 20 seconds. In some embodi-
ments, the lower bound may be set with reference to a
mean value. For example, the processing circuitry 132
may not make a decrease that would result in the first
time interval being less than 10 seconds above the mean
time difference for a plurality of preceding events that
were determined to be caused at the interior.

[0209] Insome embodiments, the lower bound may be
set with reference to a maximum value for time difference
forevents thatare determined to be caused at the interior.
For example, the processing circuitry 132 may not make
adecrease that would result in the first time interval being
less than 2 seconds above the maximum time difference
for a plurality of preceding events that were determined
to be caused at the interior.

[0210] As described above, in some embodiments in-
creasing of the first time interval may be based on only
one or two events, while decreasing of the first time in-
terval may be based on a larger number of events.
[0211] Insome embodiments, the modifying of the first
time interval is based on whether a false alarm has oc-
curred. In some circumstances, a false alarm may occur.
A false alarm may be an event in which the access point
event was determined to be caused from the outside of
the access point, but was actually caused from the inside
of the access point. For example, a door may have been
opened from the inside by a resident who took longer
than the first time interval to open the door. In such cir-
cumstances, an alarm may be triggered but then can-
celled by the resident, for example by the resident typing
in an alarm code. If the resident types in the alarm code
within a predetermined time, for example 2 minutes, the
control hub 130 determines that the alarm was a false
alarm. The control hub 130 may reclassify the access
point event as having been caused from the inside.
[0212] In other embodiments, any suitable method
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may be used to determine that a false alarm has oc-
curred.

[0213] The processing circuitry 132 modifies the first
time interval based on the false alarm. For example, the
processing circuitry 132 may increase the first time inter-
val by an increment in response to the false alarm.
[0214] In some embodiments, the processing circuitry
132 may treat false alarm events differently from events
that do not cause an alarm. In some embodiments, the
modifying of the first time interval by the processing cir-
cuitry 132 based on an event may depend on whether
the control hub 130 was in an armed state or an unarmed
state at the time of the event. In some embodiments, a
different first time interval is used when the control hub
130 is in an armed state than when the control hub 130
is in an unarmed state.

[0215] In some embodiments, the first time interval is
modified based on a time of day. For example, a first
value or values for the first time interval may be used
during the day, and a second value or values for the first
time interval may be used at night.

[0216] The use of a modifiable first time interval may
allow a monitoring system to be tailored to individual con-
ditions of an access point. In some circumstances, the
individual conditions of an access point may not be fully
known on installation. For example, an installer may not
know how and when the access point s typically opened.
The installer may not know the characteristics of one or
more users of the access point. Modifying the first time
interval over time may allow security to be balanced with
the risk of false alarms. In some circumstances, modify-
ing the first time interval may reduce a number of false
alarms. Performing the modifying automatically may al-
low the first time interval to be tailored to a specific access
point without requiring input from a user or installer. Fur-
ther, the tailoring may be adaptively learned.

[0217] In the embodiment of Figure 4, the determining
of aregion from which an access point event was caused
is performed by the processing circuitry 116 of the first
device 110. A notification of a first or second type is trans-
mitted to the control hub 130.

[0218] Figure 5 is a flow chart illustrating in overview
an embodiment in which the processing circuitry 116 of
the first device 110 determines a time difference between
the access point event and the preceding interior event.
The time difference is transmitted to the control hub 130,
and the processing circuitry 132 of the control hub 130
performs the determining of the region from which the
access point event was caused.

[0219] Stages 500 to 506 are the same as stages 400
to 406 respectively of Figure 4. Stages 510 to 514 are
the same as stages 410 to 414 respectively of Figure 4.
[0220] Atstage 520 of Figure 5, the processing circuitry
116 of the first device 110 determines a time difference
between an access point event and a preceding interior
event. In the embodiment of Figure 5, the processing
circuitry 116 does not perform a determination of aregion
from which the access point is caused.
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[0221] At stage 522, the processing circuitry 116 in-
structs the wireless transceiver 118 to transmit a mes-
sage comprising the determined time difference. The
message may also comprise a time of the access point
event and/or a time of the interior event. The wireless
transceiver 134 of the control hub 130 receives the mes-
sage comprising the determined time difference.

[0222] In other embodiments, the processing circuitry
116 instructs transmission of the time difference only if
the time difference falls within a predetermined time win-
dow. For example, the predetermined time window may
be one minute or two minutes. The predetermined time
window may be significantly longerthan an expected time
difference for an access point event that is caused from
an interior region. In some embodiments, the time win-
dow is modifiable. The time window may be modified
using a modification method as described above with re-
spect to the modification of the first time interval. The
time window may be increased or decreased. The time
window may be modified in dependence on time differ-
ences between previous interior events and access point
events.

[0223] Atstage 524, the processing circuitry 132 of the
control hub 130 receives the first time interval. For ex-
ample, the first time interval may be stored locally in a
memory of the control hub (not shown in Figures 1 and 2).
[0224] The processing circuitry 132 compares the de-
termined time difference to the first time interval. If the
determined time difference is less than the first time in-
terval, the flow chart proceeds to stage 530. At stage
530, the processing circuitry 132 determines that the ac-
cess point event was caused from the interior of the
premises. At stage 532, the processing circuitry 132 in-
structs an action based on the determination. The action
may be any appropriate action, for example any of the
actions described above with reference to stage 430 of
Figure 4.

[0225] At stage 534, the processing circuitry 132 de-
termines whether to modify the first time interval based
on the determination that the access point event was
caused from the interior of the premises. Stages 532 and
534 may be performed in either order, or simultaneously.
The determination of whether to modify the first time in-
terval may be based on any appropriate criteria, for ex-
ample criteria as described above with reference to stage
434 of Figure 4.

[0226] If the processing circuitry 132 determines that
the first time interval should be modified, the processing
circuitry 132 proceeds to stage 536. The processing cir-
cuitry 132 modifies the first time interval in accordance
with any appropriate modification method, for example a
modification method as described above. The process-
ing circuitry 132 stores the modified first time interval in
local memory (not shown). The modified firsttime interval
is then used for a subsequent instance of stage 524.
[0227] If the processing circuitry 132 determines that
the first time interval should not be modified, the current
first time interval continues to be used for a subsequent
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instance of stage 524.

[0228] Stage 524 is now considered for the case in
which the time difference is not within the first time inter-
val. The flow chart proceeds to stage 540. At stage 540,
the processing circuitry 132 of the control hub 130 deter-
mines that the access point event was caused outside
the premises. The flow chart proceeds to stage 544,
which is the same as stage 444 as described above.
[0229] The flow chart proceeds to stage 532. Stage
532 may occur before, after, or atthe same time as stage
544. At stage 532, the processing circuitry 132 instructs
an action based on the determination that the access
point event was caused outside the premises. At stage
534 the processing circuitry 132 determines whether the
first time interval should be modified. The flow chart then
proceeds to stage 536 and/or to a further instance of
stage 524, as described above.

[0230] Adifference betweenthe embodiment of Figure
5 and the embodiment of Figure 4 is that the comparison
of the time difference to the first time interval is performed
at the control hub 130 instead of at the first device 110.
Rather than determine whether the event was caused by
an action from the environment, the first device 110 de-
termines a time difference between a detection of an ac-
tion affecting the access pointand a last motion/presence
detected before the detected action. The device trans-
mits an indication of the time difference. In some embod-
iments, the indication is only transmitted if it is within a
predetermined time window.

[0231] The control panel then compares the time dif-
ference with the first time interval, which provides a
threshold to determine whether the action was caused
from inside or outside the environment.

[0232] In some circumstances, performing the com-
parison at the control hub 130 may provide more flexibility
and/or control. Thresholding using the first time interval
at the control hub 130 may be considered to be more
powerful than thresholding at the first device 110, be-
cause the control hub 130 may have access to other in-
formation than that available to the first device 110. For
example, the control hub 130 may modify the first time
interval based on information from multiple access
points.

[0233] In some circumstances, complexity may be re-
duced by determining, modifying and storing the first time
interval at the control hub 130 without transmitting the
first time interval to the first device 110 or storing the first
time interval at the first device 110. By transmitting a time
difference in a message, the control hub 130 does not
need to calculate it. It may otherwise obtain the time dif-
ference by linking different messages and subtracting
associated times, or by starting a timer every time it re-
ceives a motion detected event. This could lead to a lot
of timers being run at the control hub 130 if the control
hub 130 is controlling multiple environment sensors and
access point sensors.

[0234] Insome embodiments, the control hub 130 may
apply a common first time interval to time differences
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from multiple access points. In other embodiments, dif-
ferentfirsttime intervals may be used for different access
points. The threshold may be changed depending on the
location of the installation. For example, a shorter thresh-
old may suit a large window better than a heavy door.
[0235] In the embodiment of Figure 5, the first region
200 is an interior region and the second region 202 is an
exterior region. In other embodiments, the first region
may be an exterior region and the second region may be
an interior region. In further embodiments, the first region
and second region may be different interior regions or
different exterior regions. In the embodiment of Figure 5,
some steps are performed by the processing circuitry
116 and other steps are performed by the processing
circuitry 132 of the control hub 130. In other embodi-
ments, any of the steps may be performed by any suitable
processing circuitry, which may be located anywhere
within the system. In some embodiments, the first time
interval is not modifiable and stage 534 and 536 are de-
leted.

[0236] In the embodiments of Figures 4 and 5, indica-
tions of events based on the motion/presence sensor 114
are transmitted by the device 110 regardless of whether
there is a timing correlation with the detected action at
the access point. The notification of an interior event
alone may be considered to be a notification of a third
type. Inanarmed mode, the motion/presence sensor 114
may double as an intruder detector for detectingintruders
inthe environment eventifthey did notenter the premises
through the access point associated with the mo-
tion/presence sensor 114. In an unarmed mode, a de-
tected presence or motion may be used for other purpos-
es. For example, a detected motion may treated as an
indication of activity by a person (e.g. a resident) entitled
to be in the environment, and in response a control hub
may instruct turning on of a light in the environment.
[0237] In other embodiments, indications of access
point events may be transmitted by the device 110 inde-
pendently of whether the access point event has been
associated with an interior event. The notification of an
access point event alone may be considered to be a no-
tification of a fourth type. The control hub 130 may use
the notification of an access point event to determine a
state of the access point. This may include access point
closing events. It may also include access point opening
events.

[0238] Figure 6 is a flow chart illustrating in overview
an embodiment in which the indications of access point
events and interior events are transmitted to the control
hub 130. The control hub 130 then associates access
pointevents and interior events for the same access point
using a common identifier. The control hub 130 deter-
mines whether an access point event occurred within a
first time interval after a preceding interior event for the
same access point.

[0239] For simplicity, the flow chart of Figure 6 only
refers to a single access point sensor and environment
sensor. In practice, a system may comprise a plurality of
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access points, each provided with a respective access
point sensor and environment sensor.

[0240] In the embodiment of Figure 6, identifiers are
assigned to the access point sensors and environment
sensors. Each access point sensor has a different iden-
tifier. Each environment sensor is assigned the same
identifier as the access point sensor for the access point
to which the environment sensor corresponds. A com-
mon identifier is therefore used for both the access point
sensor and the environment sensor corresponding to a
given access point. The common identifier may be a pan-
el identifier associated with the first device.

[0241] Stages 600 to 604 are the same as stages 400
to 406 respectively of Figure 4. At stage 606, the process-
ing circuitry 116 instructs the wireless transceiver 118 to
transmitto the control hub 130 a first message comprising
an indication of the environment event and a first identi-
fier, which is the identifier assigned to the environment
sensor. The first message may comprise a time of the
environment event. The wireless transceiver 134 of the
control hub 130 receives the first message.

[0242] Stages 610 to 614 are the same as stages 410
to 414 respectively of Figure 4. At stage 616, the process-
ing circuitry 116 instructs the wireless transceiver 118 to
transmit to the control hub 130 a second message com-
prising an indication of the access point event and a sec-
ond identifier, which is the identifier assigned to the ac-
cess point sensor. The second message may comprise
atime of the access point event. The wireless transceiver
134 of the control hub 130 receives the second message.
[0243] Atstage 620, the processing circuitry 132 of the
control hub 130 determines that the first identifier of the
first message is the same as the second identifier of the
second message. Although only two messages from the
first device 110 are shown in the flow chart of Figure 6,
in practice the control hub 130 may receive many mes-
sages from a plurality of peripheral devices. The mes-
sages may include messages having a number of differ-
entidentifiers. By determining which messages have the
same identifiers, the control hub 130 may determine
which messages relate to the same access point.
[0244] Atstage 622, the processing circuitry 132 of the
control hub 130 associates the first message and the
second message based on the firstand second identifiers
being the same. The processing circuitry 132 thereby
associates the interior event of the first message with the
access point event of the second message. In some em-
bodiments, the processing circuitry 132 only associates
the interior event and the access point event if they occur
within a predetermined time window.

[0245] At stage 624, the processing circuitry 132 de-
termines whether the access point event occurred within
afirsttime interval after the interior event. The processing
circuitry 132 may use time information included in the
messages. Alternatively, the processing circuitry 132
may use a time at which each message is received as a
proxy for the time of the event to which the message
relates. Any method of comparison to the first time inter-
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val may be used.

[0246] Stages 630 to 636 of Figure 6 are substantially
the same as stages 530 to 536 respectively of Figure 5
as described above. Stages 640 and 642 of Figure 6 are
substantially the same as stages 640 and 642 respec-
tively of Figure 5 as described above.

[0247] Insome embodiments, the control hub 130 may
associate the events with a specific access point. For
example, the control hub 130 may associate a threat
and/or alarm with a specific access point of the premises,
forexample by using the identifier. In other embodiments,
the control hub 130 may determine that a threat has oc-
curred without locating the threat to a specific one of the
access points.

[0248] Messages received from the first device 110
that include indications of access point events may be
used by the control hub 130 to identify a state of the
access point, for example whether the access point is
opened or closed. Messages received from the first de-
vice 110 that include indications of environment events
may be used by the control hub 130 to detect the pres-
ence of an intruder or to perform other actions, for exam-
ple turning on a light.

[0249] In other systems, the access point sensor 112
may be assigned a different identifier from the environ-
ment sensor 114. In order to associate the messages,
the control hub 130 may have to look up the identifiers,
for example in a pre-programmed table of identifiers. The
table of identifiers may be updated manually, which may
cause errors. By instead using a common identifier for
the access point sensor 112 and environment sensor
114, the control hub 130 may easily associate messages
from the access point sensor 112 with messages from
the environment sensor 114.

[0250] Inembodiments described above, times of first-
region events and access point events are recorded
along with the indications of the first-region events and
access point events. Times of events are compared to
determine whether an access point event and a first-re-
gion event occurred within a first time interval. In other
embodiments, any suitable method of determining
whetherthe access point event and preceding first-region
event occurred within the first time interval may be used.
For example, a timer may be started when a first-region
event occurs and stopped when a subsequent access
point occurs. In some embodiments, the timer may be
configured to time out after a set time. The set time may
be the first time interval or another, longer time interval.
[0251] Steps are described above as being performed
by specific processing circuitry, for example the process-
ing circuitry 116 of the first device 110 and the processing
circuitry 132 of the control hub 130. In other embodi-
ments, the steps may be described by any suitable
number of processors which may be located anywhere
within the system. The steps may be divided across any
number of processors in any suitable manner. A single
step may be split across multiple processors, or multiple
steps may be performed by a single processor.
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[0252] Data may be sentto and from any suitable proc-
essors. For example, data described as being sent from
the first device 110 to the control hub 130 may be sent
from any first part or parts of the system to any second
part or parts of the system, and vice versa. Data may be
sent within a single device, for example from a first proc-
essor to a second processor of the same device.
[0253] Whilst the foregoing description has described
exemplary embodiments, it will be understood by those
skilled in the art that many variations of the embodiments
can be made within the scope of the present invention
as defined by the claims. Moreover, features of one or
more embodiments may be mixed and matched with fea-
tures of one or more other embodiments.

Claims

1. An apparatus for monitoring an access point of a
premises, the access point separating a first region
and a second region associated with the premises,
the apparatus comprising processing circuitry con-
figured to receive indications of access point events
and first-region events,
wherein the indications of access point events are
obtained by processing output of an access point
sensor configured to detect a state of the access
point, and
the indications of first-region events are obtained by
processing output of an environment sensor config-
ured to detect motion and/or presence of a person
within a field of view associated with the first region;
wherein the processing circuitry is further configured
to:
determine a region from which the or a person
caused an access point event, the region comprising
one of the first region and the second region, wherein
the determining is based on whether the access point
event occurred within a first time interval after a pre-
ceding first-region event, and wherein the first time
interval is modifiable.

2. An apparatus according to claim 1, wherein the first
region is located on an interior side of the access
point, the second region is located on an exterior
side of the access point, and the first-region events
comprise interior events.

3. The apparatus according to claim 1 or claim 2,
wherein the processing circuitry is further configured
to process instructions to modify the first time inter-
val; optionally, wherein one or more of: a) the
processing circuitry is further configured to deter-
mine a time difference between the access point
event and the preceding first-region event, and
wherein the instructions to modify the first time inter-
val are dependenton the determined time difference;
b) the processing circuitry is configured to determine
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a false alarm event and to modify the first time inter-
val in response to the false alarm event; and/or
wherein the processing circuitry is configured to
modify the first time interval in dependence on at
least one of: a time of day, an armed or unarmed
mode, a location or type of the access point, a char-
acteristic of an occupant of the premises; or c) the
modifying of the first time interval comprises increas-
ing or decreasing the first time interval by a prede-
termined increment.

An apparatus according to any preceding claim,
wherein the processing circuitry is configured to de-
termine that the access point event was caused from
the first region if the access point event occurred
within the first time interval after the preceding first-
region event; and the processing circuitry is config-
ured to determine that the access point event was
caused from the second region if the access point
did not occur within the first time interval after the
preceding first-region event.

An apparatus according to claim 4, further compris-
ing a transmitter, wherein at least one of a) to d):-

a) the processing circuitry is further configured
to instruct the transmitter to transmit a notifica-
tion of a first type in response to the determining
that the access point event was caused from the
first region;

b) the processing circuitry is further configured
to instruct the transmitter of the apparatus to
transmit a notification of a second type in re-
sponse to the determining that the access point
event was caused from the second region;

c) the processing circuitry is further configured
to instruct the transmitter of the apparatus to
transmit a notification of a third type in response
to each indication of a first-region event; and
d) the processing circuitry is further configured
to instruct the transmitter of the apparatus to
transmit a notification of a fourth type in re-
sponse to each indication of an access point
event.

The apparatus according to any preceding claim,
wherein the processing circuitry is configured to in-
structan action in response to the determining of the
region from which the access point event was
caused.

The apparatus according to any preceding claim,
wherein the apparatus has a first part and a second
part, and wherein the or a transmitter of the appara-
tus is configured to transmit signals from the first part
of the apparatus to the second part of the apparatus;
optionally, wherein the transmitter comprises a wire-
less transmitter; and/or wherein the first part of the
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apparatus comprises a sensor device mounted at
the access point and the second part of the appara-
tus comprises a control hub.

The apparatus according to claim 7, wherein a first
part of the processing circuitry is located within the
first part of the apparatus and a second part of the
processing circuitry is located within the second part
of the apparatus.

The apparatus according to claim 8 as dependent
on claim 5, wherein the first part of the processing
circuitry is configured to determine the region from
which the or a person caused an access point event
and to instruct the transmitter to transmit the notifi-
cation of the first, second, third or fourth type to the
second part of the apparatus.

The apparatus according to claim 8, wherein the first
part of the processing circuitry is configured to de-
termine a time difference between the access point
event and the preceding first-region event and to in-
struct the transmitter to transmit data comprising the
time difference to the second part of the apparatus;
and

the determining of the region from which the person
caused an access point event is performed by the
second part of the processing circuitry.

The apparatus according to claim 8, wherein the first
part of the processing circuitry is configured to:

generate the indications of access point events
and interior events;

instruct the transmitter to transmit to the second
part of the apparatus a first message comprising
an indication of an environment event; and
instruct the transmitter to transmit to the second
part of the apparatus a second message com-
prising an indication of an access point event;
and wherein the second part of the processing
circuitry is configured to perform the receiving
of the indications of access point events and in-
terior events and the determining of the region
from which the person caused an access point
event; wherein the first message comprises a
first identifier associated with the environment
sensor, and the second message comprises a
second identifier associated with the access
point sensor, and wherein the second identifier
is the same as the first identifier, such that there
is a common identifier in the first message and
the second message.

The apparatus according to claim 8 or any of claims
9to 11 independence onclaim 8, wherein the sensor
device comprises the access point sensor and the
environment sensor.
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13. The apparatus according to any preceding claim,

wherein at least one of a) to c):-

a) the state of the access point comprises an
open or closed state of the access point;.

b) the state of the at least one part of the access
point comprises a vibrational state of at least
part of the access point;

c) the detecting of the state of the access point
comprises detecting a parameter that changes
with movement of at least one part of the access
point.

14. A method for monitoring an access point of a premis-

es, the access point separating a first region and a
second region associated with the premises, the
method comprising:

receiving indications of access point events and
first-region events,

wherein the indications of access point events
are obtained by processing output of an access
point sensor configured to detect a state of the
access point, and

the indications of first-region events are ob-
tained by processing output of an environment
sensor configured to detect motion and/or pres-
ence of a person within afield of view associated
with the first region; and

determining a region from which the or a person
caused an access point event, the region com-
prising one of the first region and the second
region, wherein the determining is based on
whether the access point event occurred within
a first time interval after a preceding first-region
event, and wherein the first time interval is mod-
ifiable.

15. A memory comprising instructions which, when ex-

ecuted by processing circuitry, cause the processing
circuitry to perform the steps of:

receiving indications of access point events and
first-region events,

wherein the indications of access point events
are obtained by processing output of an access
point sensor configured to detect a state of an
access point of a premises, the access point
separating a first region and a second region
associated with the premises, and

the indications of first-region events are ob-
tained by processing output of an environment
sensor configured to detect motion and/or pres-
ence of a person within afield of view associated
with the first region; and

determining a region from which the or a person
caused an access point event, the region com-
prising one of the first region and the second
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region, wherein the determining is based on
whether the access point event occurred within
a first time interval after a preceding first-region
event, and wherein the first time interval is mod-
ifiable.
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detecting by an access point sensor a state of an access point, the
access point separating a first region and a second region
associated with a premises

302

processing output of the access point sensor to obtain indications
of access point events

304

detecting by an environment sensor motion and/or presence of a
person within a field of view associated with the first region

306

processing output of the environment sensor to obtain indications
of first-region events

308
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receiving indications of access point events and first-region events .

310

determining a region from which the or a person caused an access
point event, wherein the determining is based on whether the
access point event occurred within a first time interval after a
preceding first-region event, and wherein the first time interval is
modifiable
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