e

IS5 10-2021-0067538  [RIHCRE

O (19) W3R =537 (KR)
(12) /W53 FE(A)

(11) Iz
(43) FMLA

10-2021-0067538
2021306208Y

(561) FAES &7 (Int. Cl.)

GO6F 21/62 (2013.01) GO6F 21/60 (2013.01)
(52) CPCE3

GO6F 21/6227 (2013.01)

GO6F 16/24564 (2019.01)
(21) =93 10-2019-0157284

(22) ELLA 20191311929¢
AARE LA 20199114929
= 10 3)

(71) =94
At AT
MeSEA AST YR 145, aEuishal (teh
57h)
(72) 2=
&

10}-& 3 ol st )

3 o AAE

A% H34 g o

FAE 14 3 2 9

g MAE A A Jdz ek fAE HA Ajagd i
2 g, 2 AWM E 25
| AbeA G R RE E
Yok A7) dlolg ()¢ %A}E—%
7] AREAE @it FAE Bl Y] delHODE AR fd Y

, 37 AR e

>,
ol
o
Q
o>
oy,
N
~
=
ofo
by
rﬂ
12
n)
o
v

ke

of ANH. 47 FAE A LD A
oL = 4

A7) AW E 7] 2 dEREEH g
Eof(trapdoor)E 23k #AE (query) &
ddetar, fAE g AnE A AREAE

) 2 A5} & 371 dlele (M) ek 7] dlelEl (M) A
oo FAEE WaHy] A EdwelT YYsu, 47 A P ENwelF Testu, 47 Awt ]
olg 2ol Aly] EAMTO]E o] &3te] Ay dHolEl(M)S A7) HolEl(M')e FAIEES weksiu)
E}] E E - ,_1_2
/ Server '\
Encrypted
Engrypted Results I Dataset
uery Encrypted
Index

Index Generation

Data Owner



(52) CPCEFEHF
GO6F 21/602 (2013.01)

FpA| e () 718

AT

A A

7] o &

A =2 7] ey
AT713E

20180002690021001
387 A 0B
AR =R FAE
SW?J 3T E])\ cﬁ.ﬂ
[HITPIAQARE Fdala
1/1

ZIHSd 10-2021-0067538




ZIHSd 10-2021-0067538

3 Al A
9
AT 1
ARgRE @ odlolE AfAbe] vl AfaF v 2 quE ¥3EE AR A AJ2E] glo]A,

A7) AW E 7] AFAF dEE5E dole () dEstE dHeolHE FAlsta, A7) AHEA dREEEH ERE
o} (trapdoor) & X&3= A (query)E A8 37 AFgAF o] dlolg(M')<} 7] dlelH ()Y fAIEE
HBstal, fAME g ARE V) AREA @R 415k

7 A SE2 A7) AREA dEate] Al Sl A7l delHODE AAsk] 913 e ( (& C))—% 37

o) e a7 aas(60yg o) eara(L))2 ojgae a1 gelganst 271 dolEn) &

1 1 *
W) ana wme L+ 2de g oge gas) Ao geoe ge @0 € Le yag 5 ne
. q ___fir;ab i g
i<l dhatel e =0 g G =9 e Al Qe
(OpresCpre) = {0presCpredistyz muan, 47 A1 Qa8 421 4e4 vz S8,

o) fie opo) melglanz e 228 4054 (subfeature)ol

A7% 3

A28kl el A,

4 e wme Loe qee gsdlo’iS)s mes 3 owe 1 Sb gl
N R k! o Firir, ko k. ab i r

Opre) 05 = 4 sk (Cre)™ = 02" g Akt A2 RS

(il ()]
pre Nre) Vg gyt ) Az Qe2g A7) Af4 BEE FAsn

= o



ZIHSd 10-2021-0067538

iy
A7) R o} 237) 'l"“—E F7) AREA @] w1 7] A (secret key pair)<l,

AT 4

A 3&el el A,

47 At gure 47) A2 9lE) 2 3] 47] gle)
(8,0) = {88 = g[mTEET e = T i o s

AT™5

A4zl sloiA,

) e wae Lo e gedb ool € e gagn ws i<k g
i fikukl b 5 kob i Toyslh

F=a g ' = 02" 2 Aaae g Easad = 927z gaea,

o
N
o
rr
0%
A
K
=
fru
_(
)
e
i
)
R
s
il
oN,
[40

A5l loj A,

H= 7] kol A slert wie] Al dAE ol g 71 dHolE (et &1 dHolE ')
_]

AT 7
AFgR Gk dHolE AR wEel AR v @ qHE ¥3Ele AR A AlzE A FgEE
AT A el 9lojA,

A7) AWTE A7) A SEREE delH D ¢Estd HolHE Al

fr
i
X

o ma 7] delHNS Bas] g dus(0:0)s ay

_4_



ZIHSd 10-2021-0067538

7] A7t A7) elast Ay EmoE o435t 7] dHelH DT} 7] HolH (') FAES AAS =
HAE E3teke,

w7 aqa wwel [+ 2 e 2 ope) gaas) Ael gee g G0 € Zoo yag 5 ne
i<la omae e =90a G =0e qaaq ow aue
(Opres Gpre) = pres Cpretistyz mayan 47 A1 a92g 47 484 B892 A8 DA

470 AeA wwel oA qele) e TiC)g gaa 3 ome IS b g
(5;;’,»5)]\; Bk = g{”w’z,kuk;abg} (C;we)rg = g;ir; = A rahe] 22 ol el A

((51 )r;kuk; ((,i )rf)
s el Vg gyga, 4o A2 Q28 ) A4 BERE FUsE @A 9

3 = ) l
371 22k chbo] A7 )2 o)) A 7 EHE 217 S ES
’ e ,
) = §1 firi r’lrk“- k’u k‘o T TiT, N
((O-, C) - {O = g ,C = (g }zgl 1= AAEE dAS 88,

L]
A7) K gl 437) k”—t' A7) Apg2F gl vl 7] & (secret key pair)e]il,

§7) Grsh 92 Azke wa) wa Ciap Goo gyqieln,

W) AN A AN FasE wAE, A0 e awol | Ae gee gu@hol € Lo g



[0001]

[0003]

[0004]

[0005]

[0006]

[0008]

[0009]

ZIHSd 10-2021-0067538

A7) FAEE Qs wAE, 47 Augt mE DS Lo giste] Setae) Y oy

i
)
%
Fi?
o
ol
i
bl

W= 7] kel ARE sleert viE] Asid dAR o)l A5 7] delH DI 7] HelE (')
> =

grgo] Hry
7l & & of
2oty e v AAE 98 A Qo kg fAkE A4 vl #Ek Rlolt
vl 4 7] &

tolE 295 (data owners)o] T2 AF&AE3 tolH2 Fgat7] <& dolEl= AMulo] 9Eret w, o]y
zglolWAl(data privacy) wAZF Al7IE 4= k. S dol| HolHE 4T3t Aol axH oAk, A&z}
o] B4 it dHolHE AAsE A e 2Y F23 7)5S H8HA wEY. old i3 A ow <

A A= AM(secure similarity search)S @ A& &2
databases) 2FE] A3 dlolHE HAE 4= Q= 3o},

sty o33 dolg W o] ~(encrypted

Cui 52 MKSE(multi-key searchable encryption)E ©o]&3to] A Qe H2lo R U JAE MIEES =
WS AlotetdT(H EE A [15], [24] #F=). MKSEE HlolH A5 3 A5 zHzt dolg e HeEs
(queries)S &3 dlsle A, MEHo=R *ﬁ”fﬂ' Aqoldt 715& o835t doly HAS sheA stk w

ZA, AE T3 Adolg dolH AFAEdA FE5HEE dol"HE AAE 4 k. Iy, o]y d 7le2 dH
ol AfAFEC] A4S dHlolH olelHES %%5}3’— ATHE AS FEAZ7IE TA-] 3l

Ath7b, HE-54 A9 dolg AME ¥R FA(collusion attack)dl] FHekslth, TR A, AH
APEAET TR AHE T2 AMEAES HIE 52T 4 JdY. A, Hamlin 52 352 348 WA

A% g AASAALCIEARE [26] ). 2ot Hanlin S AWe AMAQ HAwA e 4
kel

F A (selective unauthorized search problem)E Z#j 4= ¢lSo] A&HHAUT}.

wpeba], B A M = v RAlE AR S Ao bR Ak A 71 e Al]kskaar d.

2,
0%
X
Y
Mg
A

I
S
da Mo
1k

(E3E3 0001) st F/HES A2019-0063204% (2019.06.07. &71)
(B3 &3 0002) st F7/HE3 A2009-0031079% (2009.03.25. &71)
(B3 53 0003) m|g== F/HE3S] US 2018/0157703 Al (2018.06.07. &7H)
H]| & 35]#¢

(M E3] &3 0001) [1] K. Ren, C. Wang, and Q. Wang, ” Security Challenges for the Public Cloud,”
IEEE InternetComputing, vol. 16, no. 1, pp. 69-73, 2012.

(R &3 &4 0002) [2] D. Song, E. Shi, I. Fischer, and U. Shankar, ” Cloud Data Protection for the

_6_



SIHS31 10-2021-0067538

Masses,” Computer, vol. 45, no. 1, pp. 39-45, 2012.

(R &3] &3 0003) [3] Bosch, C., Hartel, P., Jonker, W., and Peter, A., ” A survey of provably secure
searchable encryption” , ACM Computing Surveys (CSUR), 47(2), 2014.

(R &3 &3 0004) [4] Zhang, Y., Katz, J., and Papamanthou, C., ” All your queries are belong to us:
the power of file-injection attacks on searchable encryption” , In Usenix Security, (2016)

(&3 &3 0005) [5] Boneh, D., Di Crescenzo, G., Ostrovsky, R., and Persiano, G., ” Public key
encryption with keyword search” , In International Conference on the Theory and Applications of
Cryptographic Techniques, pp. 506-522, 2004.

(R &3] &3 0006) [6] Song, D. X., Wagner, D., and Perrig, A., ” Practical techniques for searches on
encrypted data” , In Security and Privacy, IEEE Symposium on, pp. 44-55, 2000.

(MIE3+d 0007) [7] Kiayias, A., Oksuz, 0., Russell, A., Tang, Q., and Wang, B., “Efficient
encrypted keyword search for multi-user data sharing,” In European Symposium on Research in Computer
Security, pp. 173-195, 2016.

(W) E3)%3& 0008) [8] Sun, S. F., Liu, J. K., Sakzad, A., Steinfeld, R., and Yuen, T. H., “An
efficient non-interactive multi-client searchable encryption with support for boolean queries,” In
European Symposium on Research in Computer Security, pp. 154-172, 2016.

(ME3 &3 0009) [9] Patel, S., Persiano, G., and Yeo, K., “Symmetric searchable encryption with
sharing and unsharing,” In European Symposium on Research in Computer Security, pp. 207-227, 2018.

(ME3 &4 0010) [10] Li, J., Wang, Q., Wang, C., Cao, N., Ren, K., and Lou, W., “Fuzzy keyword
search over encrypted data in cloud,” In INFOCOM, 2010 Proceedings IEEE, pp. 1-5, (2010)

(M ESE& 0011)  [11] Kuzu, M., Islam, M. S., and Kantarcioglu, M., 7 Efficient similarity search
over encrypted data” , In Data Engineering (ICDE), 2012 IEEE 28th International Conference on, pp.
1156-1167, 2012.

(M ESEH 0012) [12] X. Yuan, X.Wang, C.Wang, A. Squicciarini, and K. Ren, “Enabling privacy-
preserving image-centric social discovery,” In Distributed Computing Systems (ICDCS), pp. 198-207,
2014 .

(R E3F4 0013) [13] X. Yuan, X. Wang, C. Wang, and C. Yu, “Privacy-Preserving Similarity Joins

)

Over Encrypted Data,” IEEE Transactions on Information Forensics and Security, pp. 2763-2775, 2017.

(R &3 &4 0014) [14] Strizhov, M. and Ray, I. “Multi-keyword similarity search over encrypted
cloud data,” In IFIP International Information Security Conference, pp. 52-65, Springer, Berlin,
Heidelberg, 2014.

(R E3 &4 0015) [15] H. Cui, X. Yuan, Y. Zheng, and C. Wang, “Enabling secure and effective near-
duplicate detection over encrypted in-network storage,” In the 35th International Conference on
Computer Communications (INFOCOM), 2016.

(R &3] &4 0016) [16] http://lear.inrialpes.fr/people/jegou/data.php#copydays

(R ESE4 0017) [17] Y. Ke, R. Sukthankar, L. Huston, Y. Ke, and R. Sukthankar, “Efficient near-
duplicate detection and sub-image retrieval,” In ACM Multimedia, 2004.

(R &3 &4 0018) [18] Gionis, A., Indyk, P., and Motwani, R., ” Similarity search in high dimensions
via hashing” In VLDB, pp. 518-529, 1999.

(R &3 &4 0019) [19] Python Software Foundation, https://pypi.python.org/pypi/ImageHash.

(R E3F4 0020) [20] Garg, S., Mohassel, P., and Papamanthou, C, “TWORAM: Round-Optimal Oblivious
RAM with Applications to Searchable Encryption,” IACR Cryptology ePrint Archive, 2015, 1010.

(HE& &3 0021) [21] Stefanov, E., Papamanthou, C., and Shi, E, “Practical Dynamic Searchable

_7_



[0010]

[0012]

ZIHSd 10-2021-0067538

Encryption with Small Leakage,” In NDSS, Vol. 14, pp. 23-26, 2014.

(M E3 &3 0022) [22] Bost, R. “Forward Secure Searchable Encryption,” In ACM CCS, Vol. 16, pp.
1143-1154, 2016.

(ME& &3 0023) [23] Bost, R., Minaud, B., and Ohrimenko, O, “Forward and backward private
searchable encryption from constrained cryptographic primitives,” In ACM CCS, 2017.

(M &3]3 0024) [24] Popa, R. A. and Zeldovich, N., “Multi-Key Searchable Encryption,” IACR
Cryptology ePrint Archive, 2013.

(R ES &3 0025) [25] Grubbs, P., McPherson, R., Naveed, M., Ristenpart, T., and Shmatikov, V., *
Breaking web applications built on top of encrypted data,” In Proceedings of the 2016 ACM SIGSAC
Conference on Computer and Communications Security, pp. 1353-1364, 2016.

(HEFE3 0026) [26] Hamlin, A., Shelat, A., Weiss, M., and Wichs, D., “Multi-Key Searchable
Encryption, Revisited,” In IACR International Workshop on Public Key Cryptography, pp. 95-124, 2018.

(R ESE& 0027) [27] Van Rompay, C., Molva, R., and Onen, M., “A leakage-abuse attack against

multi-user searchable encryption,” Proceedings on Privacy Enhancing Technologies, pp. 168-178, 2017.

(ME3+4d 0028) [28] Cui, B., Liu, Z., and Wang, L., “Key-aggregate searchable encryption (KASE)
for group data sharing via cloud storage,” IEEE Transactions on computers, 65(8), pp. 2374-2385,
2016.

(53T 0029) [29] Liu, Z., Li, T., Li, P., Jia, C., and Li, J., “Verifiable searchable
encryption with aggregate keys for data sharing system,” Future Generation Computer Systems, 78, pp.
778-788, 2018.

(R &3] &3 0030) [30] A. De Caro and V. lovino, “jPBC: Java pairing based cryptography,” Computers
and Communications (ISCC), IEEE Symposium on, pp. 850-855, 2011.

(R &3 &4 0031) [31] Uzunkol, O. and Kiraz, M. S., “Still wrong use of pairings in cryptography,”
Applied Mathematics and Computation, 333, pp. 467-479, 2011, 2018.

(HESE3 0032) [32] Stein, B. and Zu Eissen, S. M., “Near similarity search and plagiarism
analysis,” In From data and information analysis to knowledge engineering, pp. 430-437, Springer,
Berlin, Heidelberg, 2006.

(W)E3%3 0033) [33] Lv, Q., Josephson, W., Wang, Z., Charikar, M., and Li, K., “Multiprobe LSH:
efficient indexing for high-dimensional similarity search,” In Proceedings of the 33rd international
conference on Very large data bases, pp. 950-961, VLDB Endowment, 2007.

(M E3]+& 0034) [34] Enron email dataset, https://www.cs.cmu.edu/ ./enron/. Accessed: 2019-05-30.

®owge] ol fuA shs 712A WAl T AR A B A% kAT fAE A 2 2L gus

RS

42 2 78
Wy o Aaldel whE FALE 44 Az
A

=
& Eghetar, 47 M=



10-2021-0067538

5

=

=

H

i
=)

— - ~ G A
. ) pocy d.E]aﬁo qu.w‘mM MWW7% =8 .
~ oMo N Tl Rl | A 1 X ) < T T o do o T B o 7o W F .
® ETw  EET w4 i ) e R R L A e
- = 3 TR % _ Ea GUTE zo BT oo G
<~ XY s - p = Mo B ) b <© N %o Be @ _-
- ol o < o o i _ ot ol B 3 o ‘_AT Wu To I X k &S
2 RUE TEELag T z cr 9Fs $E. LaFPE 5573
< A%ﬂ G w®m D B o Gy v Qi QL - o o .Y
o W = T BT E i B Jo o2 I TwZgT ®wog
W LEP "5 X w N R O T = e D5 T P T K
P< 33 EIZEhe uﬂ ® b5 oz T2, ELRERT LEis
~_ = o b = juy wh = 5} N O z.L ‘m,»L.| ) - —
oo A 42 =5 ks R L & = oo g ) S
e W i I < %0 & T o Mw W ﬂiM o T T T o Ny
d o Swm S P E & RETIC- G %o o FEET W B P o
— N UEHTﬂ%u all_l o T lelﬂut‘a.e .o O Jallﬁaqﬂ O_Wi,lyiﬂ
N o =0 ™ o FV TA oy = X m ~ = X (X T = T
%Lﬂmrﬂ AE_A%wsr\M, il i i R HE BT 7mw%w_r_

- 0 OU\QH_” P T e X o F — I %I 5 2 ™
;7 IipLisz . - Few I mgF.Ileci gi7
e} = of do T = 5 U < R I AT L X e
o H o F d R oy == n = T T TAX g E e N o| H < K
< %90 o o < oF B THE G T — Mo 7= 20 & = =
o BT THeTT N 1 T ooy BT o L A I & R
| = 20 ° 0 W %o iy N X S = H . Wo ~ o gk ! W o 2 <o w1
s 2 TRO W z T ou B Ty ST K e T Tae
Gl %wh% Mowﬂ]c:d, o T < T o < et — % % E 7 Koo O Vﬂ%%
»oA S E W = = W Loolgm 7w Aty 2 R
= T 2r EREYc 4 . ° B g NP el Sgouy TH ey BRI
oo B R PEY b o % = ¥ cHE ORI peRIR R 5
P e T  wTox i B 2T CLN P S R A O w T T
< DAy — do oo - np . = A o s oy o & T T T - = T -
_ F X PRPH L Iy ooy = Wz oo O sy e d T AT
Do d o XX w T T oo T_x B¥ 5 il Yo PO
© o~ A HR ol ~ x° i _~— g < N o T M o I of — W o= B e

w on w 0o Mo T N o = T P om LT 47 2T o oo o
P xS BHRg S W oo, TR o Ry, o do B oo g o, X o
oD Homoﬂﬁﬁﬂ ~ PRl Rw g =BT Bt N

— PRy ~ = -

oo WX ?%ﬂ w = R mﬂ%m T B oy N7 20 & %
% = "z H T w AN TR - =g B o QT g o MW%M
- E(umﬂ%%v ﬁyﬂ%%ém_ﬁ w % N Mvuawé. T drwowﬂmnowﬁu.%ﬂ%@ %MM%

fl G T T o o P i
%W%Emﬂ vaoi%ammmm Nmm_w ﬂ%ﬂ M Wmowuou_mm driadnmu AOM@GEL%%&-%
£ 7 T~ T o o — = M~ T o , g 22 = N W E do B or o=

— R oy N o ofp T g = S X = M = o R
RESESE RS TY & T o moET MR SR wT v E P
Poerl I RElE -5 BETe TrzpEprioitz-ofaseiioeLiy

3 = = X 7 ! = X = re R = o P o o < DS
o PTTE T L T It RN NRxZ%F 7%, & HpE®E = 3K L R
# W < R T % wE L R O BATL RELT Pl R w PR = MW

I N e p < o = T o = w2 = Ny T ooE W XX =

p H_ﬂﬂ%mhﬁw@%ﬂﬂ oo WP B R T N %ol w g N TELE

<A ~ _~ L S mo o q =B M o = O ] s TN
Exﬁ X0 X0 oW = =0 0 or ~ nNE Be T ) sy B o h Ko RI X X

et AT = ok R g X o g Nogom X oA QP mm,w_w;%o,btmﬂ@% eI oW gy

M_u o = o) ik A+ wp o FK w T | oy T ﬂrw o H T e =T m - W B R Iy

THHES ol - g E R T i 2 W PRLR:

ﬂ” ﬂor ﬂor iy q,.m& mro E#a M# ~ - ,_.Wo o o l T T — N OE o#a Y fﬂ ﬂ 1rL7 wOT T 5 oK Eo Ht E e
S 2T¥TE T®ITT TR B o oM W AT R R
S WHT Mo IEET %

— - 5
— — = o~ o = !
= o = = = g g g
s S S = w [ [
g g S



[0023]

[0024]

[0026]
[0027]

[0028]

[0030]

[0031]

[0032]

[0034]

[0035]

ZIHSd 10-2021-0067538

4 x, PEE EE o5& 2¥W A5 £ E: H7) A4S wal wAeA gt ez odHold
Ftt.,

gesl goEA e @, Sl AL BHA FolF EFAA o714 AEHE RE FolEe ¥ wHol
S3he /1% FoblA B4 A4S 7 A s AvHos olsiuE A% AW v Ak, AwA
oz AgHE ARl AelHe] Y AW 2e folEe WA slEe FAA A oue ARee ouE
2= Ao sasolor s, B BANA Bl Aol e @, olHolAY FEsA P o
HERC R EEEES

ofst, B WAM AVH EWES FEatel B wnel AAES A AP e, SHEA9 ¥
7 oleld AAaE s AHAY FHRE RS ohnh, 2 wHd ANE FAF FE FEBE FAT

A& Ve

olglol A, E welx o gut w4 40 skl A,

LSH(Locality Sensitive Hashing)

LSHE=  Aolgt olo]l’lE  Alole] HALE(similarity)E FA3H7] $38] delH=ZHE 2 Jlsst EAE

<A} <arg]F(approximation algorithm)o]th(HIEFES [18] #H=x).
EZ A ololHES Y FEE wlBAIZI= 4 dgE(hash
2]

o]¥| (high-dimensional data)®] =X} (dimensionality)S FAaA7]E

(identifiable features)S F&E3}=
LSHO] 7]&AQ] ololrol&= #2 &
functions)s ©]&3te] A
]U‘r. glo]g] ofo]Elo] thdle], LSH 4= M BEA F 3 (subfeature set) {1 fl% Ecii= e A |
T R oboldlEe] 54 HAFE e FAEE SAS] fe) A HEE(equality testing)7F 3
AL LSH-714F FA . A AM A% (search accuracy)S AAR3CE. B Aok 7o A=, o)
= |y AfAse 7129 LSH g5 ]'*OL st Ao R 7 gt (H]
[19] #=). 2oy, 2 2o AZH7 LSH $5E59 TF Yol A= Aol ol

)
o

FALE A Al ofolt]olE= LSH WX S (LSH matches)d] 7H57) w2 Aow AAgS 23stEA B2 A

askE Aotk AA 7hss QJel~E(searchable indices)9] JFoZA Uilfi := LSH(M)}ieqr,...5

= LSH(A’I/)}@E{l ..... 37} A4S o, N3}

Mol fAEA] o3z AAL & k. o5 98, 7F&E MS(counter variable) Counyl ooz
zgga, e L€ lo gae i = flo) gasm countsy 1 g gm0, a2, vl 2%
A QA thel hspel count = the) yysim, st i fARF Ao welgd. 3, dds

AW G 2E BRI AZh dA g 2 ge A, M e FAS dom A3 %

NP EES LSH #EY wAgdo=zn HE-7]19= AM(nulti-keyword searches)S AFE3F FAIE 7 Ao] 7%
sto] RuHAT(HE&Ed [15] #F=x). E3, I 9x w7k, webA, At 7[He 719= Ao A
8-0] 7}53it.

Bilinear Maps(FHX13 $t<¢)

A
i

Gy Gg m Grz xz

T

3 FE(multiplicative cyclic groups)e]#t &haL,

B

2% 914 (prime order) P 9] 3

& (multiplication modulo) ¥ 3} #(group)elet 3ha}. wsk, ©° G1xG2 = Gre o

AR
= A48 3t4=(bilinear maps)d 3},

_10_



[0036]

[0037]

[0038]

[0040]

[0041]

[0042]

[0043]

[0044]

[0046]

[0047]

[0048]

[0049]

[0050]

ZIHSd 10-2021-0067538

Bilinearty: 2 P €G1 Q €Ga w ®VELyy pag e(P.Q%) =e(P,Q)" o) yyay.

Nondegeneracy: 9131 92 7tztg Gz Goo gyqore @, €91.92) # Lo yaan.
Cigt Go gojne) ag anst gug g5 ¢ C1xC2 =2 Cro gexoe Awissna Cig G

2 #M3¥ 2F(bilinear group)oldt 3hu}.

Algorithm Definitions of Similarity Search(fAl= FAM dweF AHo|)

A ARRE = 7Sl e A = 1o R=AE B9 Zar
gt

1) BltlldlndE’l(k’u,kL, ]{70.,f1., — fl) — (5 C). oldlx~ AA oF

4 2 2]E (index generation algorithm,

olgl~ A YAR WHE Fx de)e Alga U E Uf’ﬂ' 252t Oo) 93] 8= gdEn JueE
- /

(interactive algorithm, t3}2 daz]E)o|tt, AREAFS] H]H 7] (secret key) (k“"’k“,) AfALe] v

Ko, 9 Mem¥H &8 ABEAS(subfeatures) /1 /18 gedon wa gsge 44 A58 9w

1~

Jr(

(encrypted searchable index)

oy Trapdoor(ku, ki, 957, fl, - f) = () egce) wy  9mez(iradoor  gencration
algorithn, EfEcl A4 WAz 998 ¥ Aoe Aga wur Fokl) sgae eamgulic
key) 927 ArgAel od sfEE wezwe FzE Ausgs JhoofB gues wn, mume
(1) g 299y,

gy Search((d,c), (t,t'),th) — (trueor 0) o4c a9 o

AA ] (similarity search algorithm,
I 2 o\ o (5 C) ('(L t,) AR > = =
SAE A4 gz UEE SR de)e ) gAE QA the QEem v, the olgd
NE

of W3k W' Abele) SALEE HAESTH M M) SASIY true® FShaL, Mok N'ol MAEA ow T
==

(empty set) 02 2@t =, fA% A4 dudFe 249 98 olgstel, deold N deld W'e] &
AR BdE g A9E 29 5 oY

T2 B odgo] A AAdo wE fAE ZA AlAES TAE

T 28 Fx3H, Agtete fAE A4 A|2~RL dHolH A&fAE(data owners, HIOlE AFAE Zb7be] o
S e = IdS), AFEAE (users, AFEAE ZZeo] drs ome 4= 9lS) @ Mul(FAME A Azt
H9iE £ Jd3)2 FAAT. 74 AdgE e 988 ey @,

1) Data owners(H|o|E AFAES). HlolH AFAEL TMACRE AL 753 AHE YgEE = dHolHe A&
gl 244 Ot dold Adata set) Do g 249tk 7 2fdte dudez e doles A4l
o] Melgt 54 A&AEH FHE F Atk &FAE AREAe diskd FfF Z=E A~ (interactive sharing
process)E T & 27 A3 AlEAIRte] HAE FdE e A JHsgk dd~E(searchable

indices)s &3,

il

2) Users(AF&AE). AFRAES A HAulE(search queries)S AAEE Zeo|dEEC]
ek Y AES A H8 AFAEY FE AEsy. Eok, AlgAES Egto ]‘ﬂ’\] B
HU 7153 B4 AFAke 3717] stellA AAle] HiE #A2 dlolH (plain query data)E& @3 5}5“}3}.

3) Server(MH). AMB= Ho] diolE] 2fpAbael o8] fdRrw dHolHE Adshs 2EeA An|s Aeat
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(storage service provider)°|t}. A®¥+= n W9 AFAERZFEH A" ds3E FHA(corpus)

1)
2

I
—~—
=

) . o] A AN
Aol SALE AN FABT AR A S Ans AUE A5 ARl A5E & v

afrAbE, AREANE, B 442 4 A AE] 2 Als Aol Thsd Aok shute] HA A E
g vk o7|A, HoE sl HAF A= ZRAA 9/ EE Ei/‘ﬂ/ﬂﬂ A AFE FAE X2F

3 , A 585 F Aok AR Y] ZEAAY SRS quE = v 7N, ZRAAE
#12] 7] (CPU, Central Processing Unit), mlo]aZ HEEZY v;\(MCU, Micro Controller Unit), m}o]
icom, Micro Processor), oNZ#]7Ao]Ad Z=ZAM (AP, Application Processor), A=} Alo] #3%(ECU,
ctronic Controlling Unit), Z12§® 2] X (GPU, Graphic Processing Unit) %/ZEE 2% il Xz A
2zo] Aol 7hest A FA 58 XFF F Aduh. o5 AHE FAe dF B sy e F ol
A A 2 AA BES o83l dE = . T3, HFH AAE, dF B9, daIan #HFH, HE
FEH, =ntE E, "HEY X, =ulE AA, TR %Pz}fg‘ tj2~Z# o] (HMD, Head Mounted
F=], 70918 ulx" ®Wz7](PDA, Personal Digital Assistant),
W 25 7k 717, 1A A B/EE ole] AR AHE TE

0%
oot
%

i ofN et e
o2 N
3
.2
O:
i
_?1_,

™
o ~
=

oL

w
o
o
<
2
o
0
i

to 0 & o (T X
of
N
ofr
[>
3
A3
o3l
i{l
i}
i,
)
=
zi
>L
i o

n

GroupGen oy, o 1Mo o

A A 7S s Al e, A dT 2

(o

=

wop 24 P = OWse 942 g2 gug 94 G1xCe = CGrg uige 3 Ad 285EY
=3k Gl, GQ, 2 Gre AAE= 1% A7) (symmetric pairing group generator)Z}  3FA}.

" A *
GfOLlpGeﬂL EEB‘]- Glj,}- GQ 7],7],‘/] }g}\_]xl_ 914,]— 92 = % ‘;‘l‘]:]' H 5 {01 1} —3 Zp

= g FR-AF 4
B

5459 A%

St (collision-resistant hash function)o]g} 3dF&F. T3, MNOoRXHE FEFH A

U fite fii= HILSH(M)) o g0 gysim, o714 i =00 g gee wag + 9o
F:{0,1}*x{0,1}* — Z*

e ge1ge gafa 4 9. P2 %% WY 34 (pseudo-random

functiomoldt a4at. 2% Ox wmy Ko = F(Ko seed) gz 05°2 svas) s whagy]

- R X
Ko = 4012 pen ain, sced = addsbl A%98 A= (seed)olth, AH84

(K F(K,,seed), kl, = F(K,,seed))

(master key)
s} 1,...,/9] A

ue U= H| 7] Z(secret key pair)

A
AR 24 (pernuted order) 0rd & fEs] 9@ vagy] Ko AL e ey o, seeds

seed' = AgaA) BEYE A= e(seeds)ol‘:‘r afAs AR QA the gesm o Am=z
FAE0 EH, A5 05, deulEE F Ausgel Bas Wy bl Ee Abdel dElE AbeldlA
S5 4 0. FARD Gadse oo o)

o
oo 1%

pud R

y Buildindex(ky. K, ko, f1..., i) = (6,¢) a8 j=a

2 AA La1g]Z(searchable

)& AR Aftel BE &

index generation algorithm, A2 7}% { oul A~ A wAR HyE $x gl

gom FauT. dmeEe] FAA e vet 2.

s L+ 2 A9 qee g o000 € X gagy we @ < b gae), afa
2 fzr ab % _ T4 'i
Opre =917 g Core = B's nan. agar @rrecore) = e hrclisia agaan 4

sarct, orx, Orres Core) g gt (0.6 g puaps) sigel A1 Qesz g9 + 2o,

boAee | oAd 9 gz 0o’ €he gagg me DS ogee), Aede
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i ! Kok . fg’l",;Tz,kukTLClb i 7"; . 7“1'7‘;
Opre) 88 = a1 g ()" =02 g gnan. gedr ordd gy Lo ws
ik k), 7 r‘§
(O™ B ()™ & g shuttio e, 2802, A8AL ANA AAE LRANA BB
ik k), Z r‘§ N
ord o wep AmAn (e s Cor) ™0 (6™ o s (0,0 ue0) g A2 aez

= B{Hd & 3.

(57 )r;kuk; k_l

o agAr Opre zng asg b AAwt. Ase Koo ARAFe ®Y. afAs
P fﬂ‘ﬂ K. kukgl g r,'rl'- )

(6,c) = 48" = =9 higig gee rsan. 5, af4E A8AERE

ag Az aezery adz 00g gyga age a2 00g guz saw + A 28, 284

Lo

Hlol8 M2 Abdel ez stslo] vg] M2 Jrrslo] A%He] & & Ut

2) T’T'CLpd,OOT(ku,]{f;.,ggo,f{,‘.../fl,) — (tt/) /\]_%_XH:, [ 7Hg] %]9]9] %}'E—é bl-,“-;bl = Z;;%_ /}j

. gio— gfikukubi it kobs
g, wE = lo gato, Apgxe b = 91 g b T 92 2 Anad. AeAs orde o

B Fyo s (B ) AR s, AmAE sdre) (L) = {t, ¢ }L<‘E AWM Age.

k)

gy Search((d,c), (t,t'),th) — (true or @). AW oA WM counts gom MAG. e

i 41y L i
P <l gatey, Az GO =Ny gy ana gaan. 9 wuae) Ahss A%, A
M

= count 2 | vz Z A, Aw, count = the) gaygim Agwe= trues walsis, 2% o

Lu4

‘S

Sl fAH gee ovists 08 waed. e 4R 44 AR EE aRADE ARE §

A7 ARG AP Al AEE = Sl

Correctness(A &A1)

Feg A 718l g ASYe ofgst gol ZWm 4 Ak, 2 A9 Al Ansas fi fio) sagy

—~

Z

A A A bsa gz 00 e i =ane Y gae a9 angze

E,(élt?/) 26( 117 ik Auko_ gsob"’)

= e(g1,ga) R

fzkul‘ b i‘-;
= e(qy g2 )
=e(t', ")

b 2t dold ohold el ol Abg A U € Vool 1a) wele slslabs] sletel, 264 ol
asar Oz ane ae agw + v 00 Anaae, 4sd ue o8 bl A faw =
Arolg 49T + ad. 2a, L0 aAg9) e Eanels Nl gE FAE HASE A8 AL

oo 00 gne gexn g3 Uod wa8: e 4easd 93e vax gon o fe
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Hel T2 54L& Efno] A HA AR A A4H(pre-computation) S E3t FASA #AAa
1, ENES APA odzbsle WS 7)&3d. Edxole 2 e ERZ FAdAL. A

I;

1 ) 1 #
WA e Ag oy oras (el ol Ut dg, oo,

5 e sEr oo g 01 Dilg ojgae) anme) gt EqEel Ma NE AA%a) Slskel,

£
—r
ML
=2
“
[t
rlr
[
£
_>|4_,
o
\l“‘J
X

geae bnsbleg gags g g ave + ag asge noobd
U5 e e 22 2184 £t 48R wuel TaEo] A APA(ES AN)E o
Bghel ARE 4 ATk olFol, AgA} oW deolElE AasnA @ W, g T h e
gaped mle) AgEel g WL ble qau 4+ gom, an anz gya {1ty my ans
aa Ut e sacoan Mz S0 4+ A, o9 2o AW Aue EEel 44 A0S o
89% A 4 Sl

GO, WA ALNE GRATE PUE ANEDT. 0B A8, AL Afae BAs pw ot
2 A Qus o He AWz 452 4 Ak A U e fage va, Aus fas 2

=
a0 el 0%t 4 Qasa, o Adel 24 ~EDA (N EdHo] e ALEA(EE A

1 l
r)E onghel A 4 e ol At Tl e agn sases Az agew, Aws
faE Aae e € ang 5 ogn. e ve Aase) Agde) e ga €(0L 1Ty

et g magonn g% A48 FA2 5 Ak, A9 a9, A4 FAa] 98] Baw AA B
2ol o 50%7F W] Adkd 5 vt

, BEESO] A 84, B/EE S0l A

of 74 849 FAFew FE F vk dE 5o, AAldEddA AHE A E A ahe, dF 59
T =

>

I2AAM, ZEEY, ALU(Arithmetic Logic Unit), YRAE Al X2 AMA(Digital Signal Processor), ®}o]=
27 %¥, FPA(Field Programmable array), PLU(Programmable Logic Unit), VlO|AZZZAAN, H WHH
(instruction)& APt FFE ¢ Y& thE ouwe FXof o], st o] WHE HAFH T S+ 54
AFEE ol&3ste] FdE F Ak, A FX= &9 AA(Operation System, 05) 2 7] &G AA A

FYHE St o4 amEdS] fFAANAL AT & Atk B, e FAE LxEole] Aqd S
Hetel, delElE M, AF, 2%, Azl L YT £E Uk, olsle BT Astel, A AL sk A

¥ Ao Aud A= AR, AT Ve wZoklM el AXS TR A=, A" ZAATE 55 7he) A
&)

(] )
2] @4 (Processing Element) Z/EE E4 §39 AP 845 X8 ¢ IS8 & = du. odE 599, A
FA= H5 MY Z2AAM B e Z2AA 9 e Z2EEHE X ¢ Yo T3, HE T2 AN

(Parallel Processor)9} &, t}& A7 74 (Processing Configuration)® 7}53}ct.

AZEY o= #HFEH T2 1% (Computer Program), iE(Code), W& (Instruction), =& o5 F 3k o]
23S XTFL ¢ dorn, dste uE sAsEF Ay AXE AU SHAeR e Ao
(Collectively) A= Zx& HWHET F Art. AJE"ﬂ‘H /e HolE=, A gl &3t sjA =t A
g Ao HE == dolHE AlTer] fstel, oW F3 74, 4 2.4 (Component), A FX|, 7Hd
A (Virtual Equipment), HFE A wlAd = FA, = dHHe= 25 34(Signal Wave)ol JTFHo=,
e dAASR FAS(Embody)E F ATt 2ZEdols UEYIR AZ4" HFH AL Aol EAkEo]A,
AR o R AFEAY AdE R Q). iEE*‘?]‘H 2 deolHE gt o) AFYH wE Jhs 715 v

_14_



[0074]

[0076]

ZIHSd 10-2021-0067538

Al e gUe AU YA $eE T F90 e x2ad 98 Y= Ak B @
% bs Al /1% 5 ok 7] AFE B85 b5 Al Z2ag 39, dold e, deld T 58
GRoz mi gustl ¥9@ & A A A ASHE w2y G9e AAdE skl Fus A
g3 PR AEoIAG AFE LxEdde] Al FAH Ag A5 AY FE Aok, AFE BE 7

(s}
T 71% WA dede st= taz, 23 gad 2@ &) eol=Zek e 7] wjA (Magnetic Media), CD-
ROM, DVD®} 22 F7]1% viA(Optical Media), =®EIZH t©l2=A(Floptical Disk)e} & A7]-3F ”Hiﬂ
(Magneto-optical Media), =(ROM), 3 (RAM), ZA] WRe 53 722 =19 BHHES s 3=

5383 49 st=dlol AA7F 23EY. Zzmad] WH o ools Audele] os] whEolAe Ay 2 71741
of A=W opble} HZYEH & ARESIA AHAFE el A HAPE & = A Ao A=S TG A
719 stedo] FA= AAde] s FAEy] A8 sty ol AZEC RERA AFdes TAEE F
9] O

W, 12 9% sEiHeln,

2 AwEglon o= Al Aol &I,
d R osd B *‘Ahﬂlﬂ 7Festthe Ae o
M= FRHAY, B/Es dRE 2", 7x, A, R S T
g E== /

o,
E

cgusg, O T4 ax b 25
Ak Axprh 249 o ok wEbd, 2 e IAE Ve B el AR

=9
EW]
A Security parameter used in the setup phase
M Owner’s data needed to generate a searchable index
M’ User’s data needed to generate a trapdoor

LSH(-) | Locality sensitive hash function which, given data,
returns subfeatures

J Number of subfeatures
E i-th subfeature
@) A set of data owners
o€ O owner who belongs to O
D, A data set owned by o
U5 A set of users who can access the data owner o’s data
Qo A set of queries made for o
u € U, | User who belongs to U,

(4, ¢) Searchable index corresponding to M, created by the
data owner
o Trapdoor corresponding to M’, created by the user

th Threshold which determines the similarity criterion for
the two files
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