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(57) Abstract: A method is provided for performing distributed backup and retrieval of data. Data is sent by a plurality of client
devices to be processed by a server and then stored in a database. A subset of the processed data stored in the database is backed up
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DISTRIBUTED BACKUP AND RETRIEVAL SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates to backing up data on enterprise systems, more

specifically backing up server data across a plurality of client devices.

BACKGROUND
[0002] The approaches described in this section are approaches that could be pursued,
but not necessarily approaches that have been previously conceived or pursued.
Therefore, unless otherwise indicated, it should not be assumed that any of the
approaches described in this section qualify as prior art merely by virtue of their inclusion
in this section.
[0003] The introduction of the DVR to the consumer world has revolutionized the
way users watch and record television programs. DVRs record television programs on a
hard drive that is capable of storing a large number of television programs. A DVR’s
user can instruct the DVR to schedule, for recording, specified content that may be
broadcast or otherwise transmitted to the DVR at some future time. For example, the user
may instruct the DVR to record unspecified content that will be broadcasted on a
specified channel beginning at a specified date and time and ending at another specified
time. For another example, the user may instruct the DVR to record a specified showing
(on a specified channel, and beginning at a specified date and time) of a specified movie,
specified event, or specified episode of a multi-episode television series.
[0004] A service provider of a DVR service may store data related to a particular user
in a centralized server in order to provide particular services. For example, a user might
instruct, through a remote interface (e.g., through a website), the user’s DVR to record all
episodes of a multi-episode television series on a specified channel. Under this
circumstance, data regarding the instructions for the recordings are processed by a central
server and then stored in the central server for the particular user. The central server
sends the data regarding the instructions for recordings to the user’s DVR in order for the
DVR to record the requested content.
[0005] The use of a central server to provide services has become far more

widespread, especially with use of the Internet. For example, in addition to DVR
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services, services with other personal or mobile devices, such as the cell phone, are
becoming more common. With the addition of these centralized services to every day

life, backing up data to provide these services has become more critical.

BRIEF DESCRIPTION OF THE DRAWINGS
[0006] The present invention is illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference
numerals refer to similar elements and in which:
[0007] FIG. 1A illustrates an example system in which distributed backup and
retrieval may be implemented, according to an embodiment of the invention;
[0008] FIG. 1B is a block diagram illustrating a general overview of the components
of a Digital Video Recorder (DVR), according to an embodiment of the invention;
[0009] FIG. 2 is a diagram illustrating multiple client devices/DVRs connected to a
central server, according to an embodiment of the invention;
[0010] FIG. 3 is a diagram of a flow chart illustrating steps to perform a backup of
data to a client device, according to an embodiment of the invention;
[0011] FIG. 4 is a diagram of a flow chart illustrating steps to perform a retrieval of
data as a client device comes online, according to an embodiment of the invention; and
[0012] FIG. 5 is a block diagram of a system on which embodiments of the invention
may be implemented.
DETAILED DESCRIPTION
[0013] In the following description, for the purposes of explanation, numerous
specific details are set forth in order to provide a thorough understanding of the present
invention. It will be apparent, however, that the present invention may be practiced
without these specific details. In other instances, well-known structures and devices are
shown in block diagram form in order to avoid unnecessarily obscuring the present
invention.
[0014] Embodiments are described herein according to the following outline:
1.0 General Overview
2.0 Structural Overview
3.0 Distributed Backup for a DVR Service Provider
3.1 Data Conflicts and Policies
32 Types of Data Stored
33 Privacy and Encryption
33 Data Retrieval

3-
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4.0 Distributed Backup on Enterprise Systems
5.0 Implementation Mechanisms\

6.0  Examples

1.0 GENERAL OVERVIEW
[0015] The needs identified in the foregoing Background, and other needs and objects
that will become apparent from the following description, are achieved in the present
invention, which comprises methods to perform distributed backup and retrieval.
[0016] In order to provide certain features of a DVR service, a service provider may
maintain data in a centralized location. As used herein, “maintaining” data may refer to
any of processing, storing, retrieving, and modifying data used to provide services. The
data may originate from a particular user and allows the service provider to perform
specific services for the particular user. For example, a user might instruct their DVR to
record a first run movie on a specified channel without specifying the dates or times at
which the movie will be broadcast. Under this circumstance, data regarding the
recordings are processed by at least one server and then maintained by the one or more
servers for the particular user with the service provider.
[0017] In the circumstance where numerous services are offered to thousands of
users, the amount of data that is maintained becomes extremely large. Maintaining the
data is critical because without the data, the DVR service cannot be adequately provided.
Thus, having a backup system is an important facet of any data storage system so that, in
cases of catastrophic failure or loss of the central data, data may be recovered. As used
herein, “corruption” of the data may refer to complete or partial loss of data, errors that do
not allow reading, retrieving, or modifying of data, or any event that causes impacts to
accurate maintenance of data.
[0018] Storing and backing up large amounts of data occurs in many enterprise
systems, as well as with providers of DVR services. These large amounts of data may be
stored in databases on storage devices in a data center that are controlled by one or more
servers. As used herein, a data center houses a large number of storage devices that holds
information about many different users. Storage devices may include disk drives and tape
drives. The data center may be located in a single geographic region.
[0019] In one backup system, each database is replicated on a standby database. If
the centralized set of data is corrupted in any way, then the data may be restored from the
standby database. This backup system protects against data loss in many scenarios. For

example, should a database fail because of a power surge or failed hard disk, the data
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stored on the database may be used from the standby database and service may be
continued with little interruption.

[0020] However, a local standby system may not be used in the situation where
corruption occurs in the central set of data and the standby database simultaneously. For
example, if the data center where the central data and the standby database are located
sustains major damage, such as in an earthquake or hurricane, then both the central data
and backup databases would be destroyed. Dor this reason, the standby, or backup
database, may be located in a geographically distinct region from the data center.

[0021] Unfortunately, higher costs, e.g. economic and in gross man-hours, are
associated with storing the central data in a data center and storing the backup database in
another geographically distinct location. Costs of the land, utilities, and operations for the
backup location are costs that are not encountered when only a single data center is
maintained. In addition, storing the backup database at a remote facility is more time
intensive. Procedures must be generated to coordinate activities in two locations to
maintain the backups correctly. Also, errors in the backups may be more difficult to
detect while maintaining two facilities.

[0022] There are additional problems with maintaining a data center for central data
and a remote backup facility. Transmitting data may cause privacy concerns as sensitive
customer data may be intercepted during the transfer. Also, if data are stored in two
locations, then one location may be adequately secured from data intrusion but the other
location may be left prone to intrusion attacks.

[0023] Storing backups to a database has become more expensive and time intensive
as the amount of data has increased dramatically and the complexities of maintaining a
remote backup facility are realized. In a distributed network, as used by a DVR service
provider, a central server processes data sent from numerous clients and then may store
that processed data in a database. In an embodiment, rather than the central server storing
backups of the processed data onto a single, large backup database, the central server may
store the backup in a distributed manner, with portions or subsets of the processed data
backed up onto the clients themselves.

[0024] In an embodiment, users may own one or more clients and keep these clients
in their homes. The subset of processed data backed up on the one or more clients owned
by a user is the subset of processed data that is associated with the user or the user’s
specific client device.

[0025] Performing distributed backups offers many advantages over storing backups

on a single, large database. Backing up processed data associated with a user to their own
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client is more cost effective and easier to maintain. The costs of maintaining a separate
backup either on-site or at a remote facility are avoided. The data backed up to a client
up may be more current than backups made to a single database. For example, the data
stored on the client device may be updated with the data on the central server multiple
times in a single day, but data backed up to a single database may only be updated once
per day. Also, backing up data associated with a user or client to that user’s own client
removes privacy issues as the user’s data is backed up to their own device, not stored in a

remote location with many other users’ information.

2.0 STRUCTURAL OVERVIEW
[0026] FIG. 1A illustrates an example system on which distributed backup and
retrieval may be implemented, according to an embodiment. The system contains DVR
102A and DVR 102B which are communicatively coupled to network 105 through any
communication interface, such as an Ethernet interface or wireless communications port.
The functionality of a DVR is typified in U.S. Patent No. 6,233,389 which is owned by
the Applicants and is hereby incorporated by reference. The system also includes service
provider 104, content provider 106, personal computer 108 and portable device 110.
[0027] Personal computer 108 may be a personal computing device, such as a desktop
computer or laptop computer, and is also coupled to network 105 through any
communications interface, including wireless. Portable device 110 may be any handheld
computing device, cellular phone, portable media player, or any other portable device
capable of displaying multimedia content and is also coupled to network 105 through any
communications interface, including wireless. DVRs 102A and 102B, personal computer
108, and portable device 110 each communicate with service provider 104 through
network 105. In another embodiment, DVRs 102A and 102B, personal computer 108,
and portable device 110 each communicate with content provider 110 through network
105.
[0028] Network 105 may be implemented by any medium or mechanism that
provides for the exchange of data between devices in the communication system.
Examples of network 105 include, without limitation, a network such as a Local Area
Network (LAN), Wide Area Network (WAN), the Internet, one or more terrestrial,
satellite or wireless links, etc. Alternatively or additionally, any number of devices
connected to network 105 may also be directly connected to each other through a

communications link.



WO 2009/091699 PCT/US2009/030770

[0029] In one embodiment, content provider 106 provides broadcast program content
to DVRs 102A and 102B via cable, satellite, terrestrial communication, or other
transmission method. Broadcast program content may include any multimedia content
such as: audio, image, or video content. In another embodiment, content provider 106
provides multimedia content, such as any downloadable content, through network 105 to
DVRs 102A and 102B, personal computer 108, or portable device 110.

[0030] In one embodiment, DVRs 102A and 102B communicate with service
provider 104, which provides program guide data, graphical resources (such as fonts,
pictures, etc.), service information, software, advertisements, event identification data,
and other forms of data. The data enable DVRs 102A and 102B to operate independently
of service provider 104 to satisfy user interests.

[0031] In another embodiment, content provider 106 may provide, to service provider
104, content data or any metadata, including promotional data, icons, web data, and other
information. Service provider 104 may then interpret the metadata and provide the
content data metadata to DVRs 102A and 102B, personal computer 108, or portable
device 110.

[0032] Referring to FIG. 1B, in an embodiment, DVR 102A (DVR 102B contains the
same components and performs the same functions) generally comprises a plurality of
components, signified by Signal Converter 154, that are necessary to digitize an analog
television signal and convert it into a digital data stream or accept a digital data stream.
DVR 102A receives broadcast signals from an antenna, from a cable TV system, satellite
receiver, etc., via Input 152A. Input 152A may comprise a plurality of tuning modules
that allow a plurality of signals to be received and recorded simultaneously.

[0033] Recording Module 160 records the incoming data stream by storing the digital
data stream on at least one storage facility, signified by Storage 164 that is designed to
retain segments of the digital data stream. Storage 164 may also be used to store backups
of processed data that are associated with the user of the DVR. A Signal Converter 154
retrieves segments of the data stream, converts the data stream into an analog signal, and
then modulates the signal onto a RF carrier, via Output 152B, through which the signal is
delivered to a standard TV set or receiving device. Output 152B may alternatively
deliver a digital signal to a TV set or display monitor. For example, DVR 102A may
utilize a High-bandwidth Digital Content Protection (HDCP) port for sending digital
signals to a TV via a HDMI cable.

[0034] DVR 102A also includes a Communication Interface 162, through which

DVR 102A communicates with Network 105 via Ethernet, wireless network, modem, or
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other communications standard. Further, DVR 102A may be integrated into a TV
system such that the components described above are housed in a TV set capable of
performing the functions of each component of DVR 102A.

[0035] In another embodiment, DVR 102A generally comprises a plurality of
components necessary to receive, record, store, transfer, display, and playback digital data
signals from a plurality of sources, such as a PC, a DVR, a service provider, or content
server. DVR 102A can transfer digital data signals to another DVR, portable device, or
PC. This may be seen in Fig. 1A with a connection between DVR 102A and DVR 102B
enabling communication between the two DVRs. DVR 102A may encode or decode
digital signals via Encoder 156A and Decoder 156B into a plurality of formats for
playback, display, storage or transfer. DVR 102A can also encrypt or decrypt digital data
signals using Encryptor/Decryptor 158 for storage, transfer, display, or playback of the
digital data signals.

[0036] In one embodiment, DVR 102A communicates with Service Provider 103,
which provides program guide data, graphical resources such as brand icons and pictures,
service information, software programs, advertisements, and other forms of data that
enable DVR 102A to operate independently of the Service Provider 104 to perform
autonomous recording and display functions. Communication between DVR 102A and
Service Provider 104 utilizes a secure distribution architecture to transfer data between
DVR 102A and the Service Provider 104 such that both the service data and the user’s

privacy are protected.

3.0 DISTRIBUTED BACKUP FOR A DVR SERVICE PROVIDER
[0037] In an embodiment, backups for a DVR service provider are stored in a
distributed manner at client devices. DVR service is provided by a service provider in a
distributed network. A central server processes data sent from numerous client devices,
and then stores that processed data in order to provide the DVR service. As used herein,
a “central server” may refer to one or more servers that process data. The central server
may store the processed data in a primary database. As used herein, a “primary database”
may refer to one or more databases to which the central server stores, retrieves, or
modifies data. As used herein, “client devices” may refer, but is not limited to, DVRs,
mobile devices, or personal computers. Mobile devices are any device that may be
designed for portability and may be powered using batteries. Mobile devices include, but
are not limited to, cell phones, PDAs, portable video players, portable music players,

portable media players, or portable DVRs.
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[0038] In an embodiment, the central server stores a backup of the central database in
a distributed manner, with subsets of the processed data backed up onto the client devices
themselves. Users may own one or more client devices and keep these clients in their
homes or offices. The subset of processed data backed up on the one or more clients
owned by a user is the subset of processed data that is associated with the user or the
specific client device.

[0039] An example of a central server and primary database connected to client
devices is illustrated in Fig. 2. In Fig. 2, a central server 200 with a primary database is
connected to a plurality of client devices via network 202. Portable device 204A, DVR
2048, and DVR 204C represent three client devices that are owned by the same user.
Personal computer 206A and DVR 206B represent two client devices that are owned by
the same user and connected to central server 200 by network 202. DVR 208 is a single
client device connected to central server 200 by network 202.

[0040] In an embodiment, a backup of processed data is made by determining, for
each client device, which subset of data of the data stored on the central server’s database
should be stored in a particular client device. The determination of the subset of data may
be based upon any of a number of factors, including, but not limited to, the user who
owns a particular client device, the encryption available on a particular client device, or
space available on a particular client device. The determination of the subset of data
varies from implementation to implementation. Once the determination of the subset of
data is made, the subset of data is then sent to and stored on the particular client device.
[0041] One method that may be used to perform backups and subsequent updates of
backup data is synchronization. As used herein, “synchronization” refers to maintaining
data in the same state that is located in two separate locations. Synchronization may be
initiated by either the central server or any of the client devices. For example, processed
data might be stored in the primary database and also a client device. Synchronization is
performed such that the subset of data stored in the client device is in the same state as the
corresponding data stored in the primary database.

[0042] Synchronization may be used so that the state of data remains consistent
within the primary database and the backup. The backup destination in this scenario is
the client device itself. In an embodiment, any synchronization protocol may be used by
the backup system. The synchronization protocol is the procedure followed in order to
ensure that backup data accurately reflects the data in the primary database.

[0043] In an embodiment, backups are updated between the central server and the

client devices many times throughout the day. When backups are made to a single, large
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database, the backups may be done only once per day because of the amount of data that
must be stored and transmitted. In an embodiment of the distributed backup, the backup
is stored in smaller increments and may be performed more frequently with no additional
effort because backups are asynchronous events that are related to information changing
on a per client basis. Increased updates result in the data stored as backup in client
systems having more integrity, or more likely to be more current, than data stored with
less updates. In another embodiment, updates occur whenever a change in data is
detected as a result of actions by the user. Under this circumstance, many updates might
occur if the user performs a large number of actions, but few updates might occur if the
user is less active. In another embodiment, updates only occur periodically upon client
communication with the service even when a user performs a large number of actions. In
any scenario, the data stored as backup remains as current with the data stored in the
primary database based upon the last update.

[0044] In an embodiment, requests sent from the client device to the server have
ascending identification numbers which identify the state of the data stored on the client
device. In another embodiment, requests sent from the server to the client device also
have ascending identification numbers which identify the state of the data stored on the
primary database. For example, a request from a client device to the server might have the
identification number 1005. Once the server receives the request, the server examines the
information that is stored in association with that particular user. If the server contains
information from request 1004, then the server would request only the specific
information on the client device that is different from the information stored on the
primary database. Because the identification numbers are sequential and ascending, the
fact that the identification number only increased by one would indicate that the states of
the data on the client device and the primary database may not differ by much. If the
difference in the identification numbers is larger, then changes in the states of data may
be more significant.

[0045] If the request from the server or the client device has a lower number than the
recipient of the request, then this indicates that the server or client making the request has
older data than the recipient. In this scenario, no data update may take place or updated
data may be transmitted by the recipient of the request with the more current data, to the
server or client device, in order to update the older data. If the recipient of a request is
unable to match a request to a user, then this indicates that the recipient may not yet store

that particular data, or that the particular subset of data has been lost. In this case of no
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match found, a transfer of all data would be performed to the recipient server or client for
the particular user making the request.

[0046] In an embodiment, data transfers may be made in a full transfer or a partial
transfer. In a full transfer, all data for a particular user is sent to the database from a
client device. This may occur where there is no information found for that particular
user, as in the case of server failure or catastrophic data loss. There may also be a partial
transfer that does not send the entire data record but only transmits the changes between
two sources of data.

[0047] The steps of storing a backup to a client device, according to an embodiment
of the invention, are illustrated in Fig. 3. In step 300, the central server determines the
subset of data of the data stored on the primary database to store to a particular client
device as backup. The subset of data stored may be the subset associated with a
particular user who owns the client device or particular users that share the device (e.g. a
family of four has different user profiles relating to the device). Then, in step 302, the
central server sends the subset of data earlier determined to the particular client device for
backup. In step 304, the server examines the state of the data stored in the backup. The
state may be indicated by a non-decreasing number with a higher number associated with
more recent data than a lower number. In step 308, the server sends data to the client
device to update the backup data. The data sent by the server is based upon the state of
the data on the client device. If the states are close, then little data might be updated. If

the states are very different, more data may be sent to update the backup data.

3.1 DATA CONFLICTS AND POLICIES
[0048] In the case of data conflicts with the server and the client, a policy controls
what information is stored in the database. As used herein, a “policy” is an instruction
that dictates what particular data are to be stored in the database when there is more than
one set of data that may be stored. The policy might be that only the newest information,
regardless of the source is to be stored in the backup. Other policies may include, but are
not limited to, that information sent from the client device is the information that is most
up-to-date and that the client always overwrites data that is stored in the database.
[0049] In an embodiment, the policy is exclusively controlled by the server. With the
server in control of the policy, the complexity of the backup system is kept within the
server. This shields the client device from the complexity of implementing policies. In
addition, if the policy ever needs to be amended, then only the server has to be updated

and not every single client device relying on the server. In another embodiment, the
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client device may be in exclusive control of the policy. In yet another embodiment, the
policy is controlled by both the server and the client device and in scenarios with
conflicting information, the server and client device negotiate with each other in order to

determine which data is to be stored.

3.2 TYPES OF DATA STORED
[0050] In an embodiment, the data stored in the backup is only the data that is
necessary for the server to operate correctly. Thus data that only relates to the operation
of the server and data that are associated with a particular user(s) are stored as backup
data in the client device.
[0051] In an embodiment, backups may include only metadata of content data. As
used herein, metadata may refer to, but is not limited to, a list of recordings made,
recording times, instructions to record first-run or repeat episodes of a television show,
lists of downloaded or purchased content, high scores of games played on the client
device, user specified preferences, observed user preferences, season passes, user
personal information (credit card information, home address, shipping address, other
account information, etc.), and ratings of particular recordings. This metadata allows the
service provider to perform DVR services for a user.
[0052] In another embodiment, backups may be made of the content and the
metadata associated with the content. As used herein, content may include, but is not
limited to, broadcast content, video, downloadable content, games, music, and any other
media that may be experienced by a user that is playable or displayable by the client
device.
[0053] In an embodiment, each client device owned by the user is used to store a
backup of data pertaining to the user. This redundancy is practiced so that if one client
device fails at the same time as the primary database, then the data is still stored in
another client device and may be recovered from that client device. One is not limited to
storing the backup only to a DVR client device. The backup may be stored on a personal
computer client device or a mobile client device owned by the user. Also, backups of
metadata only or content and metadata may be backed up to other client devices owned
by the user.
[0054] In an embodiment, the type and amount of data to be stored may be dependent
upon the form of transmission of data between the client devices and the server. The
transmission of data between the client devices and the server may be through a high

speed broadband network or through low bit-rate methods, such as by phone line. If the

-12-



WO 2009/091699 PCT/US2009/030770

server detects that the connection between the client device and server is through a low-
speed phone line, then the amount of data stored as backup may be a minimal amount. If
the connection between the client device and the server is through a high speed broadband
network, then more data may be stored as backup and may include more types of data

such as content.

3.3 PRIVACY AND ENCRYPTION
[0055] Because the information that is being backed up to a particular user’s client
device is data associated with that particular user or users that share the client device, the
issue of privacy for the user is lessened. For example, if there were two client devices,
one owned by user A and another by user B, user A’s own information would backed up
on user A’s own client device and user B’s information would be backed up only on user
B’s client device. In an embodiment, there is no personal information for one user
associated with one client device stored in another user’s client device. In another
embodiment, data with personal information is stored with secure encryption on another
user’s client device.
[0056] In an embodiment, the data stored on a client device may include sensitive
information such as user information including address or financial data. Financial data
may include, but is not limited to, credit card information used to make purchases,
account information, and other financial data. If sensitive data is backed up on a client
device, then this information would be stored and transmitted while using encryption.
Any form of encryption may be used, and more secure forms of encryption may be used
in cases where information is deemed very sensitive, such as social security numbers. In

an embodiment, only the server is able to decrypt the encryption data.

3.4 DATA RETRIEVAL
[0057] In an embodiment, data is stored in each of the client devices owned by the
user. By storing the backup in multiple client devices, this saves the data in times of
catastrophic data loss. For example, the server may fail and lose data as well as one
DVR, or client device, of the user. Under this circumstance, the server would be able to
have the data restored from another one of the user’s client devices. The backup data
storage is not limited to only storing the data on the DVR of the user, but may be to any
client device of the user. This may include any client device with which the user may
interact with the DVR service. This may include, but is not limited to, a portable DVR, a

personal computer, and a mobile device, such as a PDA or cellular phone. The integrity
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of the data is ensured by storing the data in multiple locations. Also, the data may be
recovered from yet another client device should multiple devices fail.

[0058] If the central data becomes corrupted, then the central data is recovered by
retrieving any data that is corrupted from the plurality of client devices. Thus, a small
subset of data of the central data may become corrupted or the entire central data may
become corrupted, and data is recovered from the client devices in either scenario. In one
embodiment, once the central server detects that the entire central data has become
corrupted, the server performs an update with any client devices that are in
communication with the server. If the information for a particular user is corrupted in the
central data, then the client device transmits all information for the particular user to the
primary database. This allows all central data lost to be recovered quickly.

[0059] In another embodiment, once the central server detects that the central data is
corrupted, the central server waits for an update request from each of the client devices in
order to retrieve the corrupted data. This process takes longer than the server making
update requests but may be less taxing for the central server as the central server may be
able to handle only a limited number of connections. The advantage of this embodiment
is that the central server only works with data that the server needs because as each client
device contacts the server, the server handles that particular client device’s needs.

[0060] In yet another embodiment, once a central server has detected corruption of
the central data, the central server performs update requests for a specified number of
client devices until all client devices have been contacted. The selection of which group
of client devices to update with first may vary. This may include selecting client devices
by geographic region, or by records that indicate which client devices have been most
active if that information is available. Limiting the number of connections with the server
and client devices ensures that updates and connections are handled properly.

[0061] In an embodiment, if the data stored on a client device becomes corrupted,
then the data stored previously on the client device is recovered by retrieving data
corresponding to the corrupted data from another client device. This may occur where a
user owns more than one client device. If the user owns more than one client device, then
the backup to the processed data is stored on each of the client devices. Once the client
device detects that data has become corrupted, then the client device may send a request
to another client device that also stores a backup of the data. This request is limited to
devices that the same user owns since stored backups are limited to the subset of data

associated with the particular user. In an embodiment, clients are issued a sharing
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certificate by the server. The sharing certificate informs each client device about other
client devices with which the client device is authorized to share data.

[0062] An illustration of the steps taken for data retrieval as a client comes online,
according to an embodiment of the invention, is shown in Fig. 4. In step 400, data is
corrupted in the primary database due to the failure of the primary database. In step 402,
one of the client devices makes An update request subsequent to the detection of
corrupted data. The central server takes the request and compares the states of data stored
on the primary database and the client device. In this particular circumstance as shown in
step 404, no data associated with the user is found on the primary database because of the
corruption. In step 406, data is restored for the particular client device by the client
device sending all backup data to the primary database. These data retrieval steps are
repeated upon detection of data corruption for each particular user’s one or more client

devices as the client devices make an update request with the central server.

4.0 DISTRIBUTED BACKUP ON ENTERPRISE SYSTEMS
[0063] Distributed backup may be used with any enterprise network system and is not
limited to only systems for DVR service providers. Enterprise systems that have a central
server with many clients may implement this backup system. Enterprise systems present
the same difficulties because large amounts of data must be stored with an adequate
backup system. Removing the need for a backup to a single, large database presents
many cost savings.
[0064] Any type of system that comprises a central server with many clients over a
network may use distributed backup. For example, in a cell phone network or personal
computer network where users subscribe to a centralized service, backup of the central
data becomes critical.
[0065] The techniques and methods of distributed backup may be applied to any
enterprise system or system employing a central server. Subsets of data stored with the
central server and database are stored as a backup in the clients of the enterprise system.
Any type of data may be backed up in this way, including, but not limited to, corporate
records, customer data, or human resources information. Updates are performed often in
order to ensure that the data stored as the backup is current. If the data is considered
sensitive, the data and transmission of the data are encrypted for privacy. Upon the
detection of data corruption at the primary database, data may be recovered from the
clients. Also, upon the detection of data corruption at one of the client devices, a new

backup may be stored on the repaired client with data from the primary database.
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5.0 MPLEMENTATION MECHANISMS
[0066] Figure 5 is a block diagram that illustrates a computer system 500 upon which
an embodiment of the invention may be implemented. Computer system 500 includes a
bus 502 or other communication mechanism for communicating information, and a
processor 504 coupled with bus 502 for processing information. Computer system 500
also includes a main memory 506, such as a random access memory (RAM) or other
dynamic storage device, coupled to bus 502 for storing information and instructions to be
executed by processor 504. Main memory 506 also may be used for storing temporary
variables or other intermediate information during execution of instructions to be
executed by processor 504. Computer system 500 further includes a read only memory
(ROM) 508 or other static storage device coupled to bus 502 for storing static information
and instructions for processor 504. A storage device 510, such as a magnetic disk or
optical disk, is provided and coupled to bus 502 for storing information and instructions.
[0067] Computer system 500 may be coupled via bus 502 to a display 512, such as a
cathode ray tube (CRT), for displaying information to a computer user. An input device
514, including alphanumeric and other keys, is coupled to bus 502 for communicating
information and command selections to processor 504. Another type of user input device
is cursor control 516, such as a mouse, a trackball, or cursor direction keys for
communicating direction information and command selections to processor 504 and for
controlling cursor movement on display 512. This input device typically has two degrees
of freedom in two axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the
device to specify positions in a plane.
[0068] The invention is related to the use of computer system 500 for implementing
the techniques described herein. According to one embodiment of the invention, those
techniques are performed by computer system 500 in response to processor 504 executing
one or more sequences of one or more instructions contained in main memory 506. Such
instructions may be read into main memory 506 from another machine-readable medium,
such as storage device 510. Execution of the sequences of instructions contained in main
memory 506 causes processor 504 to perform the process steps described herein. In
alternative embodiments, hard-wired circuitry may be used in place of or in combination
with software instructions to implement the invention. Thus, embodiments of the
invention are not limited to any specific combination of hardware circuitry and software.
[0069] The term “machine-readable medium™ as used herein refers to any medium

that participates in providing data that causes a machine to operation in a specific fashion.
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In an embodiment implemented using computer system 500, various machine-readable
media are involved, for example, in providing instructions to processor 504 for execution.
Such a medium may take many forms, including but not limited to storage media and
transmission media. Storage media includes both non-volatile media and volatile media.
Non-volatile media includes, for example, optical or magnetic disks, such as storage
device 510. Volatile media includes dynamic memory, such as main memory 506.
Transmission media includes coaxial cables, copper wire and fiber optics, including the
wires that comprise bus 502. Transmission media can also take the form of acoustic or
light waves, such as those generated during radio-wave and infra-red data
communications. All such media must be tangible to enable the instructions carried by
the media to be detected by a physical mechanism that reads the instructions into a
machine.

[0070] Common forms of machine-readable media include, for example, a floppy
disk, a flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-
ROM, any other optical medium, punchcards, papertape, any other physical medium with
patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory
chip or cartridge, a carrier wave as described hereinafter, or any other medium from
which a computer can read.

[0071] Various forms of machine-readable media may be involved in carrying one or
more sequences of one or more instructions to processor 504 for execution. For example,
the instructions may initially be carried on a magnetic disk of a remote computer. The
remote computer can load the instructions into its dynamic memory and send the
instructions over a telephone line using a modem. A modem local to computer system
500 can receive the data on the telephone line and use an infra-red transmitter to convert
the data to an infra-red signal. An infra-red detector can receive the data carried in the
infra-red signal and appropriate circuitry can place the data on bus 502. Bus 502 carries
the data to main memory 506, from which processor 504 retrieves and executes the
instructions. The instructions received by main memory 506 may optionally be stored on
storage device 510 either before or after execution by processor 504.

[0072] Computer system 500 also includes a communication interface 518 coupled to
bus 502. Communication interface 518 provides a two-way data communication coupling
to a network link 520 that is connected to a local network 522. For example,
communication interface 518 may be an integrated services digital network (ISDN) card
or a modem to provide a data communication connection to a corresponding type of

telephone line. As another example, communication interface 518 may be a local area
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network (LLAN) card to provide a data communication connection to a compatible LAN.
Wireless links may also be implemented. In any such implementation, communication
interface 518 sends and receives electrical, electromagnetic or optical signals that carry
digital data streams representing various types of information.

[0073] Network link 520 typically provides data communication through one or more
networks to other data devices. For example, network link 520 may provide a connection
through local network 522 to a host computer 524 or to data equipment operated by an
Internet Service Provider (ISP) 526. ISP 526 in turn provides data communication
services through the world wide packet data communication network now commonly
referred to as the “Internet” 528. Local network 522 and Internet 528 both use electrical,
electromagnetic or optical signals that carry digital data streams. The signals through the
various networks and the signals on network link 520 and through communication
interface 518, which carry the digital data to and from computer system 500, are
exemplary forms of carrier waves transporting the information.

[0074] Computer system 500 can send messages and receive data, including program
code, through the network(s), network link 520 and communication interface 518. In the
Internet example, a server 530 might transmit a requested code for an application program
through Internet 528, ISP 526, local network 522 and communication interface 518.
[0075] The received code may be executed by processor 504 as it is received, and/or
stored in storage device 510, or other non-volatile storage for later execution. In this
manner, computer system 500 may obtain application code in the form of a carrier wave.
[0076] In the foregoing specification, embodiments of the invention have been
described with reference to numerous specific details that may vary from implementation
to implementation. Thus, the sole and exclusive indicator of what is the invention, and is
intended by the applicants to be the invention, is the set of claims that issue from this
application, in the specific form in which such claims issue, including any subsequent
correction. Any definitions expressly set forth herein for terms contained in such claims
shall govern the meaning of such terms as used in the claims. Hence, no limitation,
element, property, feature, advantage or attribute that is not expressly recited in a claim
should limit the scope of such claim in any way. The specification and drawings are,

accordingly, to be regarded in an illustrative rather than a restrictive sense.

6.0 EXAMPLES
[0077] In an embodiment, a method comprises or a computer-readable medium

carrying one or more sequences of instructions, which instructions, when executed by one

18-



WO 2009/091699 PCT/US2009/030770

Or more processors, cause the one or more processors to carry out the steps of:
maintaining a set of data by a service, comprising one or more servers, that provides
services to a plurality of client devices; wherein the set of data includes a plurality of
subsets of data; storing subsets of the set of data in the plurality of client devices; wherein
the step of storing the subsets of the set of data in the plurality of client devices includes,
for each particular client device of the plurality of client devices, determining a subset of
data that should be stored in the particular client device and sending the subset of data to
the particular client device for storage in the particular client device; detecting corruption
in the set of data; and in response to detecting corruption in the set of data, restoring the
set of data from the subsets of data stored in the plurality of client devices.

[0078] In an embodiment, a method or computer-readable medium further comprises
wherein maintaining the set of data further comprises: receiving an indication of a state of
the subset of data stored on the particular client device; and sending data for storage on
the particular client device based on the indication.

[0079] In an embodiment, a method or computer-readable medium further comprises
wherein at least one of the client devices is a DVR, a mobile device, or a personal
computer.

[0080] In an embodiment, a method or computer-readable medium further comprises
wherein at least one subset of data is stored in the plurality of client devices in an
encrypted state.

[0081] In an embodiment, a method or computer-readable medium further comprises
wherein data is sent using encrypted transmissions.

[0082] In an embodiment, a method or computer-readable medium further comprises
wherein the subset of data stored on a particular device is associated with a user who
controls the particular device.

[0083] In an embodiment, a system comprises: a plurality of client devices; and a
service comprising one or more servers; the service maintaining a set of data that provides
services to the plurality of client devices; wherein the set of data includes a plurality of
subsets of data; storing subsets of the set of data in the plurality of client devices; wherein
the step of storing the subsets of the set of data in the plurality of client devices includes,
for each particular client device of the plurality of client devices, determining a subset of
data that should be stored in the particular client device and sending the subset of data to
the particular client device for storage in the particular client device; detecting corruption
in the set of data; and in response to detecting corruption in the set of data, restoring the

set of data from the subsets of data stored in the plurality of client devices.

-19-



WO 2009/091699 PCT/US2009/030770

[0084] In an embodiment, a system further comprises receiving an indication of a
state of the subset of data stored on the particular client device; and sending data for
storage on the particular client device based on the indication.

[0085] In an embodiment, a system further comprises wherein at least one of the
client devices is a DVR, a mobile device, or a personal computer.

[0086] In an embodiment, a system further comprises wherein at least one subset of
data is stored in the plurality of client devices in an encrypted state.

[0087] In an embodiment, a system further comprises wherein data is sent using
encrypted transmissions.

[0088] In an embodiment, a system further comprises wherein the subset of data

stored on a particular device is associated with a user who controls the particular device.
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CLAIMS

What is claimed is:

3.

A method, comprising:

maintaining a set of data by a service, comprising one or more servers, that
provides services to a plurality of client devices;

wherein the set of data includes a plurality of subsets of data;

storing subsets of the set of data in the plurality of client devices;

wherein the step of storing the subsets of the set of data in the plurality of client
devices includes, for each particular client device of the plurality of client
devices, determining a subset of data that should be stored in the particular
client device and sending the subset of data to the particular client device
for storage in the particular client device;

detecting corruption in the set of data; and

in response to detecting corruption in the set of data, restoring the set of data from

the subsets of data stored in the plurality of client devices.

The method of Claim 1, wherein maintaining the set of data further comprises:
receiving an indication of a state of the subset of data stored on the particular
client device; and

sending data for storage on the particular client device based on the indication.

The method of Claim 1, wherein at least one of the client devices is a DVR, a

mobile device, or a personal computer.

4.

The method of Claim 1, wherein at least one subset of data is stored in the

plurality of client devices in an encrypted state.

6.

The method of Claim 1, wherein data is sent using encrypted transmissions.

The method of Claim 1, wherein the subset of data stored on a particular device is

associated with a user who controls the particular device.
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7. A computer-readable storage medium storing one or more sequences of
instructions which, when executed by one or more processors, cause the one or more
processors to perform the steps of:
maintain a set of data by a service, comprising one or more servers, that provides
services to a plurality of client devices;
wherein the set of data includes a plurality of subsets of data;
store subsets of the set of data in the plurality of client devices;
wherein the step of storing the subsets of the set of data in the plurality of client
devices includes, for each particular client device of the plurality of client
devices, determining a subset of data that should be stored in the particular
client device and sending the subset of data to the particular client device
for storage in the particular client device;
detect corruption in the set of data; and
in response to detecting corruption in the set of data, restore the set of data from

the subsets of data stored in the plurality of client devices.

8. The computer-readable storage medium of Claim 7, wherein maintaining the set
of data further comprises:
receiving an indication of a state of the subset of data stored on the particular
client device; and

sending data for storage on the particular client device based on the indication.

0. The computer-readable storage medium of Claim 7, wherein at least one of the

client devices is a DVR, a mobile device, or a personal computer.

10. The computer-readable storage medium of Claim 7, wherein at least one subset of

data is stored in the plurality of client devices in an encrypted state.

11. The computer-readable storage medium of Claim 7 wherein data is sent using

encrypted transmissions.

12. The computer-readable storage medium of Claim 7, wherein the subset of data

stored on a particular device is associated with a user who controls the particular device.

13. A system, comprising:
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14.

15.

a plurality of client devices; and

a service comprising one or more servers;

the service maintaining a set of data that provides services to the plurality of client
devices;

wherein the set of data includes a plurality of subsets of data;

storing subsets of the set of data in the plurality of client devices;

wherein the step of storing the subsets of the set of data in the plurality of client
devices includes, for each particular client device of the plurality of client
devices, determining a subset of data that should be stored in the particular
client device and sending the subset of data to the particular client device
for storage in the particular client device;

detecting corruption in the set of data; and

in response to detecting corruption in the set of data, restoring the set of data from

the subsets of data stored in the plurality of client devices.

The system of Claim 13, wherein maintaining the set of data further comprises:
receiving an indication of a state of the subset of data stored on the particular
client device; and

sending data for storage on the particular client device based on the indication.

The system of Claim 13, wherein at least one of the client devices is a DVR, a

mobile device, or a personal computer.

16.

The system of Claim 13, wherein at least one subset of data is stored in the

plurality of client devices in an encrypted state.

17.

18.

The system of Claim 13, wherein data is sent using encrypted transmissions.

The system of Claim 13, wherein the subset of data stored on a particular device is

associated with a user who controls the particular device.
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FIG. 3
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