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ENTERPRISE LEVEL DATA ELEMENT REVIEW SYSTEMS AND
METHODOLOGIES

REFERENCE TO RELATED APPLICATIONS

Reference is made to the following patents and patent applications,
owned by assignee, the disclosures of which are hereby incorporated by reference:

U.S. Patent Nos. 7,555,482 and 7,606,801;

U.S. Published Patent Application Nos.: 2007/0244899, 2008/0271157,
2009/0100058,  2009/0119298; 2009/0265780; 2011/0010758; 2011/0060916;
2011/0061093, 2011/0061111, 2011/0184989, 2011/0296490 and 2012/0054283; and

U.S. Patent Application Serial Nos.: 13/106,023; 13/159,903; and
13/303,826.

FIELD OF THE INVENTION

The present invention relates generally to enterprise level data element

review systems and methodologies.

BACKGROUND OF THE INVENTION

The following publications are believed to represent the current state of
the art:

U.S. Patent Nos. 7,555,482 and 7,606,801; and

U.S. Published Patent Application Nos.: 2011/0060916, 2011/0061111
and 2011/0296490.
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SUMMARY OF THE INVENTION

The present invention seeks to provide enterprise level data element
review systems and methodologies.

There is thus provided in accordance with a preferred embodiment of the
present invention an enterprise level data element review system including a data access
event collection subsystem operative to collect data access event notifications relating to
ones of a multiplicity of data elements, a data element metadata modification
subassembly receiving an output from the data access event collection subsystem and
providing a script indicating which data elements have had a metadata modification
over a given period of time, and a data element dancer operative to collect at least one
of metadata and access permissions for a selected plurality of data elements which is
substantially less than the multiplicity of data elements and is selected on the basis of
the script.

There is also provided in accordance with another preferred embodiment
of the present invention an enterprise level data element review system including a data
access event collection subsystem operative to collect data access event notifications
relating to ones of a multiplicity of data elements, a data element modified metadata
collector which is operative to collect at least one of metadata and access permissions
for a plurality of data elements which is substantially less than the multiplicity of data
elements, and a data element crawler operative to crawl over the multiplicity of data
elements thereby to collect at least one of metadata and access permissions for the
multiplicity of data elements.

There is also provided in accordance with another preferred embodiment
of the present invention an enterprise level data element review system including a data
access event collection failure monitoring subsystem operative to ascertain failure to
collect data access events and to provide a failure notification, and a data element
crawler operative in response to receipt of the failure notification to crawl over the
multiplicity of data elements thereby to collect at least one of metadata and access

permissions for the multiplicity of data elements.
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There is also provided in accordance with another preferred embodiment
of the present invention a method for enterprise level data element review including
collecting data access event notifications relating to ones of a multiplicity of data
clements, providing a script indicating which data elements have had a metadata
modification over a given period of time, and collecting at least one of metadata and
access permissions for a selected plurality of data elements which is substantially less
than the multiplicity of data elements and is selected on the basis of the script.

~ There is also provided in accordance with another preferred embodiment
of the present invention a method for enterprise level data element review including
collecting data access event notifications relating to ones of a multiplicity of data
elements collecting at least one of metadata and access permissions for a plurality of
data elements which is substantially less than the multiplicity of data elements, and
crawling over the multiplicity of data elements thereby to collect at least one of
metadata and access permissions for the multiplicity of data elements.

There is also provided in accordance with another preferred embodiment
of the present invention a method for enterprise level data element review including
ascertaining failure to collect data access events, providing a failure notification, and in
response to receipt of the failure notification, crawling over the multiplicity of data
elements thereby to collect at least one of metadata and access permissions for the

multiplicity of data elements,
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BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be understood and appreciated more fully
5 from the following detailed description taken in conjunction with the drawing in which:
Fig. 1 is a simplified illustration of an enterprise level data element
review system constructed and operative in accordance with a preferred embodiment of
the invention;
Fig. 2 is an alternative simplified illustration of the enterprise level data
10 element review system of Fig. 1;
Fig, 3 is a simplified block diagram illustration of the system and
methodology of Fig. 1;
Fig. 4 is a simplified block diagram illustration of the operation of the
system of Fig. 1; and
15 Fig. 5 is a simplified block diagram illustration of another aspect of the
use of the system of Fig. 1.
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Reference is now made to Fig. 1, which is a simplified illustration of an
enterprise level data element review system constructed and operative in accordance
with a preferred embodiment of the invention. The system of Fig. 1 is preferably
suitable for operating in an enterprise computer network which includes, inter alia,
multiple disparate servers and clients storing data elements such as files and folders.

The system of Fig. 1 preferably includes a data access event collection
subsystem operative to collect data access event notifications relating to ones of a
multiplicity of data clements, a data element metadata modification subassembly
receiving an output from the data access event collection subsystem and providing a
script indicating which data clements have had a metadata modification over a given
period of time, and a data element dancer operative to collect at least one of metadata
and access permissions for a selected plurality of data elements which is substantially
less than the multiplicity of data elements and is selected on the basis of the script.

As shown in Fig. 1, the system resides on a server 100 which is
connected to a computer network 102 to which are connected a plurality of computer
servers 104 and storage devices 106, and preferably continuously operates in the
background to collect data access event notifications relating to the multiplicity of data
elements stored on servers 104 and storage devices 106.

As further shown in Fig. 1, an administrator of the system wishes to
utilize the system to collect metadata of folders that were modified during a particular
period of time, such as between 8AM — 12PM on January 5, 2012. Responsive to a
request from the administrator, the system provides the administrator with a script 120
which comprises a list of folders which have been accessed during the period of interest.
Thereafter, the administrator instructs the system to collect metadata of the folders
which appear in the script.

It is a particular feature of the present invention that comtinuous
collection of data access cvent notifications by the system is operative to enable
efficient maintaining of a generally up-to-date collection of metadata of all data

elements by periodically selectively collecting metadata only of data elements which are

5
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known to have been accessed during a particular period of time. It is appreciated that the
time and computer resources needed to periodically selectively collect metadata only
from data elements which are known to have been accessed during a particular period of
time is substantially less than the time needed to collect metadata from all data
clements.

This particular feature is further illustrated in Fig. 1. As shown in option
A, a data element dancer 150 begins to dance through a plurality of data elements 152 at
8:27 AM. As clearly shown in the illustration of option A, as dancer 150 dances through
data elements 152, he lands on only a subset of data elements 152 which correspond to
data elements listed in script 120, and completes dancing over data elements 152 at 8:30
AM.

Contrarily, as illustrated in option B, a data element crawler 160 begins
to crawl through a plurality of data elements 162 at 8:27 AM., however, as crawler 160
crawls through data elements 162, he lands on every one of data elements 162, thereby
completing to crawl over data elements 162 at 8:47 AM., significantly later than data
element dancer 150.

It is appreciated that the system also comprises a data access event
collection failure monitoring subsystem operative to ascertain failure to collect data
access events and to provide a corresponding failure notification to a data element
crawler which is operative in response 1o receipt of the failure notification to crawl over
the multiplicity of data elements stored on servers 104 and storage devices 106 and to
thereby collect at least one of metadata and access permissions for the multiplicity of
data elements.

Reference is now made to Fig. 2, which is an alternative simplified
illustration of the enterprise level data element review system of Fig. 1. Fig. 2 further
illustrates the particular feature of the present invention, whereby initially ascertaining
which particular elements of a group need to be treated and thereafter selectively
treating only those particular elements is substantially more efficient than treating all the
elements of the group.

As shown in option A of Fig. 2, a first pesticide applicator 200 begins to
walk through the rows of a planted field 202 at 6:00 AM. As clearly shown in the
illustration of option A, as pesticide applicator 200 walks through field 202, he applies

6
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pesticide only to plants which have been identified as being infested, and completes
walking through the entire filed at 6:30 AM.

Contrarily, as illustrated in option B, a second pesticide applicator 210
begins to walk through the rows of a planted field 212 at 6:00 AM., however as second
pesticide applicator 210 walks through field 212 he applies pesticide to every one of the
plants of field 212 regardless of whether they are infested or not, thereby completing to
walk through the field at 7:15 AM, significantly later than first pesticide applicator 200.

Reference is now made to Fig. 3, which is a simplified block diagram
illustration of the system of Fig. 1, to Fig. 4, which is a simplified block diagram
illustration of the operation of the system of Fig. 1, and to Fig. 5, which is a simplified
block diagram illustration of another aspect of the use of the system of Fig. 1.

As shown in Fig. 3, the enterprise Ievel data element review system 300
comprises a data access event collection subsystem 302 operative to collect data access
event notifications relating to ones of a multiplicity of data elements and to
communicate with a data element metadata modification subassembly 304. Data
element metadata modification subassembly 304 preferably communicates with a data
element dancer 306.

System 300 also includes a data access event collection failure
monitoring subsystem 310 operative to ascertain failure of data access event collection
subsystem 302 to collect data access events and to provide a corresponding failure
notification to a data element crawler 312 which is operative in response to receipt of
the failure notification to crawl over the multiplicity of data elements stored in the
enterprise and to thereby collect at least one of metadata and access permissions for the
multiplicity of data elements.

As shown in Fig. 4, data access event collection subsystem 302
continuously collects data access event notifications relating to ones of a multiplicity of
data elements and sends an output to data element metadata modification subassembly
304. Data element metadata modification subassembly 304 preferably provides a script
indicating which data elements have had a metadata modification over a given period of
time to data element dancer 306 which then collects at least one of metadata and access

permissions only for the data elements included in the script.
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As shown in Fig. 5, data access event collection failure monitoring
subsystem 310 ascertains failure to collect data access events and provides a failure
notification. Responsive to the failure notification, data element crawler 312 preferably
crawls over the multiplicity of data elements thereby to collect at least one of metadata
and access permissions for the multiplicity of data elements.

It will be appreciated by persons skilled in the art that the present
invention is not limited by what has been particularly shown and described hereinabove.
Rather the scope of the present invention includes both combinations and
subcombinations of the various features described hereinabove as well as modifications
thereof which would occur to persons skilled in the art upon reading the foregoing

description and which are not in the prior art.
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CLAIMS

1. An enterprise level data element review system comprising:

a data access event collection subsystem operative to collect data access
event notifications relating to ones of a multiplicity of data elements;

a data element metadata modification subassembly receiving an output
from said data access event collection subsystem and providing a script indicating
which data elements have had a metadata modification over a given period of time; and

a data element dancer operative to collect at least one of metadata and
access permissions for a selected plurality of data elements which is substantially less

than said multiplicity of data elements and is selected on the basis of said script.

2. An enterprise level data element review system comprising;

a data access event collection subsystem operative to collect data access
event notifications relating to ones of a multiplicity of data elements;

a data element modified metadata collector which is operative to collect
at least one of metadata and access permissions for a plurality of data elements which is
substantially less than said multiplicity of data elements; and

a data element crawler operative to crawl over said multiplicity of data
elements thereby to collect at least one of metadata and access permissions for said

multiplicity of data elements.

3. An enterprise level data element review system comprising:

a data access event collection failure monitoring subsystem operative to
ascertain failure to collect data access events and to provide a failure notification; and

a data element crawler operative in response to receipt of said failure
notification to crawl over said multiplicity of data elements thereby to collect at least

one of metadata and access permissions for said multiplicity of data elements.

4. A method for enterprise level data element review comprising:
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collecting data access event notifications relating to ones of a multiplicity
of data elements;

providing a script indicating which data elements have had a metadata
modification over a given period of time; and

collecting at least one of metadata and access permissions for a selected
plurality of data elements which is substantially less than said multiplicity of data

elements and is selected on the basis of said script.

5. A method for enterprise level data element review comprising:

collecting data access event notifications relating to ones of a multiplicity
of data elements;

collecting at least one of metadata and access permissions for a plurality
of data elements which is substantially less than said multiplicity of data elements; and

crawling over said multiplicity of data elements thereby to collect at least

one of metadata and access permissions for said mutltiplicity of data elements.

6. A method for enterprise level data element review comprising:
ascertaining failure to collect data access events;
providing a failure notification; and
in response to receipt of said failure notification, crawling over said
multiplicity of data elements thereby to collect at least one of metadata and access

permissions for said multiplicity of data elements.

10
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FIG.
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FIG. 3 <300
ENTERPRISE LEVEL DATA ELEMENT REVIEW SYSTEM
DATA ACCESS EVENT [ 902 047)  DATA ELEMENT
COLLECTION ] MODIFICATION
SUBSYSTEM
SUBASSEMBLY
DATA ACCESS || 310 312 A
EVENT COLLECTION DATA ELEMENT DATA ELEMENT [ 306
FAILURE MONITORING "1 CRAWLER DANCER
SUBSYSTEM
FIG. 4

DATA ACCESS EVENT COLLECTION SUBSYSTEM CONTINUOUSLY COLLECTS DATA ACCESS
EVENT NOTIFICATIONS RELATING TO ONES OF A MULTIPLICITY OF DATA ELEMENTS

i

DATA ACCESS EVENT COLLECTION SUBSYSTEM SENDS AN OUTPUT TO DATA ELEMENT
METADATA MODIFICATION SUBASSEMBLY

!

DATA ELEMENT METADATA MODIFICATION SUBASSEMBLY PROVIDES A SCRIPT INDICATING
WHICH DATA ELEMENTS HAVE HAD A METADATA MODIFICATION OVER A GIVEN PERIOD
OF TIME TO DATA ELEMENT DANCER

J;

DATA ELEMENT DANCER COLLECTS AT LEAST ONE OF METADATA AND ACCESS
PERMISSIONS ONLY FOR THE DATA ELEMENTS INCLUDED IN THE SCRIPT

FIG. 5

DATA ACCESS EVENT COLLECTION FAILURE MONITORING SUBSYSTEM
ASCERTAINS FAILURE TO COLLECT DATA ACCESS EVENTS AND PROVIDES
A FAILURE NOTIFICATION

!

DATA ELEMENT CRAWLER CRAWLS OVER THE MULTIPLICITY OF DATA
ELEMENTS THEREBY TO COLLECT AT LEAST ONE OF METADATA AND
ACCESS PERMISSIONS FOR THE MULTIPLICITY OF DATA ELEMENTS
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