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METHOD AND COMMUNICATION SYSTEM FOR SUPPORTING
KEY RECOVERY FOR A USER

The present invention relates to a method for supporting key recovery for a user in
a communication system.

Furthermore, the present invention relates to a communication system for
supporting key recovery for a user.

In recent years, an increasing number of applications rely on users to safely manage
secrets. For example, users of cloud sforage need to manage secrets that can be
used to encrypt files before uploading them to an untrusted cloud storage service.
Users of crypfo wallets and similar financial applications need to manage signing
keys or similar credentials that authorize payments and other financial transactions.

With respect to this application, corresponding prior art documents/references are
listed as follows:

[1] Erinn Atwater and Urs Hengartner. Shatter: Using threshold
cryptography to protect single users with multiple devices. WiSec 16, 2016.

[2] Mihir Bellare and Amit Sahai. Non-malleable encryption: Equivalence
between two notions, and an indistinguishability-based characterization. In
Annual International Cryptology Conference, 1999.

[3] Joseph Bonneau. The science of guessing: analyzing an anonymized
corpus of 70 million passwords. In IEEE Symposium on Security and Privacy

(SP), 2012.

[4] Anders Dalskov, Daniele Lain, Enis Ulqginaku, Kari Kostiainen, and
Srdjan Capkun. 2fe: Two-factor encryption for cloud storage, 2020.

[5] OpendS Foundation. Node.js, accessed Mar. 2021.
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[6] Michael J. Freedman, Yuval Ishai, Benny Pinkas, and Omer Reingold.
Keyword search and oblivious pseudorandom functions. In 7heory of
Cryptography, 2005.

[7] Rosario Gennaro and Steven Goldfeder. Fast multiparty threshold
ECDSA with fast trustless setup. In ACM Conference on Computer and
Communications Securify (CCS), 2018.

[8] Google. Advanced protection program, 2020.

[9] grempe. Github - grempe/secrets.js: Secret sharing for javascript,
accessed March 2021.

[10] J Alex Halderman, Seth D Schoen, Nadia Heninger, William Clarkson,
William Paul, Joseph A Calandrino, Ariel J Feldman, Jacob Appelbaum, and
Edward W Felten. Lest we remember: cold-boot attacks on encryption keys.
Communications of the ACM, 52(5), 2009.

[11] Ponemon Institute. Airport insecurity: The case of lost & missing
laptops, 2008.

[12] Ponemon Institute. The billion dollar lost laptop problem: Benchmark
study of U.S. organizations, 2010.

[13] Stanislaw Jarecki, Aggelos Kiayias, and Hugo Krawczyk. Round-
optimal password-protected secret sharing and T-PAKE in the password-only
model. In Theory and Application of Cryptology and Information Security
(ASIACRYPT), 2014.

[14] Stanislaw Jarecki, Hugo Krawczyk, and Jason Resch. Updatable
oblivious key management for storage systems. In ACM Conference on
Computer and Communications Security (CCS), 2019.
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[15] Alasdair Mercer and Tom Zerucha. Github - neocotic/grious: Pure
javascript library for qr code generation using canvas, accessed March 2021.

[16] Microsoft. Reset or recover your microsoft account password, 2020.

[17] Adi Shamir. How to share a secret. Communications of the ACM,
22(11):612-613, 1979.

[18] Victor Shoup. Practical threshold signatures. /n Advances in
Cryptology - EUROCRYPT 2000, Infernational Conference on the Theory
and Application of Crypfographic Techniques, Bruges, Belgium, May 14-18,
2000, Proceeding, pages 207-220, 2000.

[19] Kenji Urushima. jsrsasign - cryptography library in javascript,
accessed March 2021.

One common approach to the problem of managing secrets is to leverage user-
chosen and memorizable passwords. For example, the user could be asked to pick
a password that is then used to derive an encryption key for cloud storage or signing
key protection. However, password-based solutions have well-known serious
weaknesses, including low entropy, password reuse, or memorability (cf. reference
[3]). Memorability is especially critical in applications where the user might get
locked out from his files or lose funds permanently, in a case where the password
is forgotten.

Another common approach is to leverage full-length cryptographic keys such as
encryption and signing keys generated by computers. Such secrets, obviously,
provide high entropy, but storing them safely remains a significant practical
challenge. In particular, storing the secret key in a single device that the user owns
is risky, as the device can get lost, broken, or compromised. Simple online backup
schemes will leak the secret to the online provider of the backup service. In addition,
simple replication schemes, like the ones that duplicate the key to several user’s
devices, fail to provide key confidentiality if even one of the devices is stolen.
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In view of the above, it is therefore an objective of the present invention to improve
and further develop a method of the initially described type for supporting key
recovery for a user in a communication system in such a way that a management
of secrets, in particular secret keys, is improved within the communication system.

In accordance with the invention, the aforementioned objective is accomplished by
a method for supporting key recovery for a user in a communication system, wherein
the communication system includes an online service provider entity and at least
two user devices of the user, the method comprising:

performing secret sharing according to a secret sharing scheme, wherein the
secret sharing scheme is configured to split a secret master key into at least two key
shares that are distributed among the user devices of the user, wherein a key share
of a user device of the user is split into at least two key share parts that are
distributed among the online service provider entity and the other user device(s) of
the user, such that a key share part is stored on the online service provider entity;

generating a recovery credential for the user, wherein the recovery credential
is required for retrieving the key share part from the online service provider entity.

Furthermore, the aforementioned objective is accomplished by a communication
system for supporting key recovery for a user, wherein the communication system
includes an online service provider entity and at least two user devices of the user,

wherein the communication system is configured to perform secret sharing
according to a secret sharing scheme, wherein a secret master key is split into at
least two key shares that are distributed among the user devices of the user, wherein
a key share of a user device of the user is split into at least two key share parts that
are distributed among the online service provider entity and the other user device(s)
of the user, such that a key share part is stored on the online service provider entity,
and

wherein the communication system is further configured to generate a
recovery credential for the user, wherein the recovery credential is required for
retrieving the key share part from the online service provider entity.

According to the invention it has first been recognized that manual identification
solutions have significant cost and do not scale easily to millions of users, in
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particular where an online service provider uses an out-of-band channel for identity
verification of the user trying to recover a device. Therefore, it is a goal of
embodiments of the invention to offer a secure recovery mechanism that reduces
the frequency of manual verification operations, and thus reduces the operational
cost for the online service provider.

The present invention proposes a solution that may consider the availability of a
secret sharing technique, e.g., based on the sharing technique as described in
reference [17]. Thus, a secret key (e.g., used for cloud storage encryption, payment
authorization, or similar service) is split between two or more key shares that are
distributed among the user’s devices. The communication system comprises an
online service provider entity and at least two user devices of the user. In this
context, a secret sharing is performed according to a secret sharing scheme,
wherein the secret sharing scheme is configured to split a secret master key into at
least two key shares that are distributed among the user devices of the user.
Furthermore, a user device again splits its key share into at least two key share
parts that are distributed among the online service provider entity and the other user
device of the user, such that one of the key share parts is stored on the online
service provider entity. It might be provided that there are used more than two key
share parts and more than two user devices. If so, the key share parts may be
distributed among the online service provider entity and the other/remaining user
devices of the user. Thus, each user device sends one of the generated key share
parts to the online service provider entity, while the other key share part(s) is/are
sent to the other user device(s) of the user.

According to the invention, a separate recovery credential is generated for the user,
wherein the separate recovery credential is required for retrieving the key share part
(which is stored on the online service provider entity) from the online service
provider entity. For instance, in the case that a user wants to replace one of his user
devices, e.g., as one of the devices is lost, the recovery credential is needed and
employed when the user wants to retrieve the key share part for his new device.

Thus, the present invention provides a method and a communication system for
supporting key recovery for a user, wherein the management of secrets, in particular
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the management of a secret master key and its recovery, is improved. The invention
and/or embodiments may provide a secure recovery mechanism that reduces the
frequency of manual verification operations, and thus can reduce the operational
cost for the online service provider.

Embodiments of the invention may provide an alternative solution to the problem of
management of secrets. Thus, embodiments may provide a solution that provides
better security and lower cognitive burden than traditional password-based
solutions, and at the same time has better availability and theft resilience than
traditional solutions that store full-length keys on user’s devices.

The term “online service provider entity” may refer in particular in the claims,
preferably in the description to a server that the user assists in a service (e.g., cloud
storage and/or payments). Thus, an online service provider entity can be and/or
include a server that provides online services to users. For instance, an online
service provider entity may run the following services: A service may be standard
user authentication, for example, based on username and password. The user’s
authentication password can be reset using standard practices such as email-based
password reset. Another service may be an /dentity verification. Common examples
of identity verification may include sending a copy of the ID to the service provider
or showing it over a video link. Most major online service providers already have
such identity verification mechanisms in place. Another service may be standard file
storage. Thus, for instance, the online service provider entity may be a server (e.g.,
functioning and/or implemented as a cloud server) that provides a user
authentication service, an identification verification service and/or a file storage
service.

According to embodiments of the invention, the recovery credential may comprise a
recovery key pair (sk,, pk,), wherein sk, represents a secret recovery key and pk,
represents a public recovery key. Thus, an asymmetric key pair may be provided as
recovery credential. For instance, the recovery credential may be an ephemeral
recovery key pair (sk,, pky).
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According to embodiments of the invention, it may be provided that the public
recovery key pk, of the recovery credential is stored on the online service provider
entity, wherein the secret recovery key sk,, of the recovery credential is stored by
the user. Furthermore, it may be provided that the secret recovery key is stored by
the user in a cold storage. Thus, the secret recovery key is available for the user, if
a user device is lost.

According to embodiments of the invention, it may be provided that the secret
recovery key sk,, of the recovery credential is encoded in a QR-code. Thus, the user
can store the secret recovery key as a cold copy (e.g., on a piece of paper)
independently from its user device.

According to embodiments of the invention, the recovery credential may generated
by the online service provider entity, wherein the secret recovery key sk, of the
recovery credential is delivered to the user. Afterwards, the secret recovery key sk,
is deleted on the online service provider entity. In order to provide a secure
transmission to the user, the online service provider may sent the secret recovery
key via regular mail to the user.

According to embodiments of the invention, the online service provider entity may
have a trustworthy out-of-band channel to the user, which cannot be compromised
by external parties, such that the online service provider entity can securely send
messages to the user. For instance, the out-of-band channel may include a regular
postal delivery, such that the online service can securely send messages such as
letters with sensitive information to the user. The secret recovery key of the recovery
credential may be provided and stored as a cold copy such as a QR code printed
on a piece of paper.

According to embodiments of the invention, the recovery credential may be
generated on user-side, wherein the public recovery key pk, of the recovery
credential is delivered to the online service provider entity.

According to embodiments of the invention, the generation of the recovery credential
may be performed after initialization of the user in the communication system.
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According to embodiments of the invention, it may be provided that, if one of the at
least two user devices is lost, the user may initiate a recovery protocol from a new
user device in order to replace the lost device with the new device. This can be done
while a reconstruction of the secret master key is guaranteed. The user may
authenticate to the new device and may request the respective key share parts from
the online service provider entity and the other user device or user devices.

According to embodiments of the invention, it may be provided that the recovery
protocol includes

requesting, by the new user device, the key share part from the online service
provider entity;

sending, by the online service provider entity, a challenge to the new user
device;

loading, by the new user device, the secret recovery key sk,, of the recovery
credential;

signing, by the new user device, the challenge with a signature based on the
secret key sk, of the recovery credential;

revealing, by the online service provider entity, the key share part to the new
user device, if the signature of the challenge is valid;

receiving, by the new user device, the other key share part from the other
user device of the user (or the other key share parts from the other user devises of
the user).

In a scenario where a device is lost, the user cannot access the secret recovery key
of the missing device, therefore he needs to reconstruct it. During enrollment one
key share part of the key share is stored on the user’s other device, while the other
key share part is on the online service provider entity. The user may authenticate to
the new user device and requests the respective key share part from both parties
(the online service provider entity and the other user device). As this step might be
potentially vulnerable to attackers with access to one of the user devices, the online
service provider entity sends the key share part only to authenticated key share part
requests. To guarantee that only the legitimate user gets the key share part, the
online service provider entity may send a challenge to the new user device. The
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user may scan a QR-code, which contains sk, and signs the challenge. Finally, the
online service provider entity may verify the signature with pk,, and reveals the key
share part to the user only if the signature is valid.

According to embodiments of the invention, it may be provided that a new recovery
credential is generated, if the secret recovery key sk, of the recovery credential is
lost and if the user is in control of its user devices. The previous recovery credential
is thereby invalidated. Thus, the recovery enrollment can be repeated with a new
recovery credential, by what the previous one is invalidated. The secret recovery
key sk, may be stored in a cold storage, e.g., as a QR-code in a letter, and it is
required when replacing a lost device. The loss of the secret recovery key impedes
the process of device replacement in the future as the user cannot compute valid
signatures. However, it may be provided that if the user is already in control of two
enrolled user devices, he is able to repeat the recovery enroliment with a new key
pair and invalidate the old one. This process can be automated for the service
provider if the user generates the new key pair (i.e. the recovery credential) locally.

According to embodiments of the invention, it may be provided that an out-of-band
identity verification of the user is performed in order to guarantee that only the
legitimate user accesses the key share part stored on the online service provider
entity, namely for the case that both the secret recovery key sk, of the recovery
credential and one of the at least two user devices is lost. The loss of the recovery
secret key and one device makes difficult for the user to replace the device.
Therefore, in this case the identity verification may fall back to manual verification
to guarantee that only the legitimate user accesses the key share parts. This
process is costly for the provider because of the manual verification, however, it
would be necessary only when both the recovery key sk, and a device are lost.

According to embodiments of the invention, it may be provided that the key share
part is migrated between the available user device and the new user device using a
local communication for the case that an available user device (i.e. one of the at
least two user devices) is to be replaced with a new user device. The local
communication may be provided via a local communication channel such as BLE
(Bluetooth Low Energy), NFC (Near Field Communication), QR-codes, and/or
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WebRTC (Web Real-Time Communication). Hence, a device replacement may be
efficiently and securely performed.

According to embodiments of the invention, it may be provided that a proactive
secret sharing of the secret master key is performed, wherein the key shares and/or
key share parts are refreshed, in particular such that old key shares and/or key share
parts are rendered invalid, preferably after each recovery process.

Embodiments of the invention may provide a new design for secure and cost-
efficient key recovery without trusted third parties. The advantageous aspect of the
design may include a new key recovery mechanism that combines the use of secret
sharing with out-of-band authentication and cold copies (such as QR codes printed
on a piece of paper). The resulting key recovery scheme in accordance with
embodiments of the invention may provide high security against brute force attacks,
strong availability against device theft and forgotten passwords, and low operational
cost for the online service provider (entity) who manages one of the recovery shares,
in particular the key share part stored on the online service provider entity.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end it is to be referred to the
dependent claims on the one hand and to the following explanation of further
embodiments of the invention by way of example, illustrated by the figure on the
other hand. In connection with the explanation of the further embodiments of the
invention by the aid of the figure, generally further embodiments and further
developments of the teaching will be explained.

In the drawings

Fig. 1 is a schematic view illustrating an application scenario for a method in
accordance with an embodiment of the invention, wherein the application
scenario considers a system and threat model for personal encrypted cloud
storage,
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Fig.

Fig.

Fig.

Fig.

Fig.

Fig.

-11 -

is a sequence diagram illustrating a key derivation protocol based on
Oblivious PRF, which can be run between a user’s two user devices,

is a schematic view illustrating a distribution of key material among user
devices and the online service provider entity for a method in accordance
with an embodiment of the present invention, wherein each execution of a
refresh protocol causes the update of all key shares (in Layer 1 and 2)
except the master key K,

is a sequence diagram illustrating an enroliment with a recovery credential
that is generated on the side of the online service provider entity/server in
accordance with an embodiment of the invention,

is a sequence diagram illustrating exchanged messages during a recovery
protocol for a method in accordance with an embodiment of the invention,

is a view illustrating a user registration form for a method and a system in
accordance with an embodiment of the invention,

is a view illustrating a key generation for a method and a system in
accordance with an embodiment of the invention, and

is a view illustrating information logs during key recovery for a method and
a system in accordance with an embodiment of the invention.

Before describing embodiments of the invention in detail, first, the most important

aspects of a system model and assumptions that are relevant for at least some

embodiments of the invention and that will probably ease their understanding are

introduced. Moreover, key insufficiencies of known solutions will be outlined.

The starting point of at least some embodiments is the technique of secref sharing

(see reference [17]). That is, the secret (used for cloud storage encryption, payment

authorization, or similar service) is split between two or more shares that are
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distributed among the user’s devices. In practice, these two devices can be a
computer/PC and a smartphone, for example. One of the shares can also be copied
to an online service provider that is considered untrusted in the solution described
in reference [4].

Embodiments may provide a new key recovery mechanism that combine the use of
secret sharing with out-of-band authentication and “cold copies”, such as QR codes
printed on a piece of paper. The resulting key recovery scheme may provide high
security against brute force attacks, strong availability against device theft and
forgotten passwords, and low operational cost for the online service provider who
manages one of the key share parts.

I. System Model

This section describes a system model that at least some embodiments of the
invention may consider and some embodiments’ assumptions regarding the
involved entities. The exemplary system model is illustrated in Fig. 1, which shows
an application scenario for a method in accordance with an embodiment of the
invention, wherein the application scenario considers a system and threat model for
personal encrypted cloud storage

User: According to embodiments of the invention, it may be considered a user who
owns two devices, for example, a computer and a smartphone. It may assumed that
the user is willing to follow simple instruction from the online service provider entity
to ensure the security and availability of his data (e.g., files stored on cloud storage),
and the integrity of the transactions that can be issued using his credentials (e.qg.,
payments issued by a digital wallet).

Online service provider (entity): As shown in Fig. 1, embodiments of the invention
may consider an online service provider that assists the user in the service (e.g.,
cloud storage or payments). It may be assumed that the online service provider runs
the following services: The first is standard user authentication, for example, based
on username and password. The user’s authentication password can be reset using
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standard practices such as email-based password reset. The second service is an
identity verification. Common examples of identity verification include sending a
copy of the ID to the service provider or showing it over a video link. Most major
online service providers already have such identity verification mechanisms in place
(see, e.g., references [8, 16]). The third service is standard file sforage.

Additionally, it may be assumed that the service provider has a trustworthy out-of-
band channelto the user that cannot be compromised by the external parties. For
example, this channel can be a regular postal delivery which is already established
in the finance services, e.g., banking, or insurance. Using such out-of-band channel,
the provider can securely send messages such as letters with sensitive information
to its users.

Il. Threat Model

This section describes a threat model that may be considered by at least some
embodiments of the invention. The security-critical service (e.g., encrypted cloud
storage or crypto wallet) faces two types of threats, as shown in Fig. 1. The first set
of threats is related to the online service provider and is modeled as cloud adversary.
The second set of threats is related to the user’s devices and is modeled as exfernal
adversary. These two adversaries are separate entities who do not collude.

Cloud adversary: According to embodiments of the invention, it may be considered
that the company running the cloud service is reputable and benign. However, the
company might experience an external attack, it might have a malicious insider
(such as bad administrator), or it might be coerced to release any data that it stores
(e.g., request by law enforcement, subpoena). To model such threats, it may be
assumed that the cloud adversary has unrestrained access to the file storage (data
at rest) and he can tamper with the execution of any protocol with the user, including
the user authentication and identity verification. The client software distributed by
the provider to end-users is benign and can be examined by third parties.
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External adversary: While most commercial solutions assume an untrusted file
storage on the cloud, they typically implicitly assume that the user's devices are
trusted. However, in reality users often lose their devices (cf., e.g., reference [11]),
and thousands of laptops are stolen or go missing daily (cf., e.g., reference [12]) or
get accessed by third parties when left unlocked (cf., e.g., reference [12]). Malware
is also prevalent in commodity computing devices such as PCs and smartphones.
According to embodiments of the invention, it may be considered such threats and
it may be defined that the external adversary may have the following capabilities:

Stolen device.: The external adversary can steal the user's device, and thus
access all the files on its hard drive. It is assumed access to any data at rest,
because techniques such as full-disk encryption are not yet in prevalent use,
especially outside the corporate domain. Full-disk encryption is an option
feature in popular consumer PC platforms like Windows 10. Further, some
Windows instances enable password-less full-disk encryption only, and thus
the attacker would only need to turn on the device to get the disk decrypted.
Because of the high risk associated with the loss of the disk password, it is
unlikely that password-protected full-disk encryption will by enabled by
default for all users.

Temporary access. The external adversary may also gain temporary access
to one of the user’s devices that was left unlocked or circumvent the used
screen lock protection (see, e.g., reference [12]) — also known as “evil maid
attacks” (see e.g., reference [2]). With temporary access, the external
adversary can use the device on behalf of the user for a short amount of time
(more advanced scenarios, such as cold-boot attacks as described in
reference [10] to extract all RAM content, are out of scope).

Malware infection: The external adversary may also be able to infect one of
user’'s devices with malware. This is the most powerful scenario, where the
external adversary has access to all files stored on the hard drive and all data
in memory (such as open session tokens), and he learns any user input that
is provided to the device (e.g., user’s password).
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According to embodiments of the invention, it may be assumed that an adversary
can compromise af most one of the user’s devices at a time. It is noted that in these
cases, the attacker's aim may be to access data that is not already stored in the
device in plaintext.

lll. Baseline Solution: Secret Sharing

This section outlines a simple secret sharing scheme that may be used as a baseline
for at least some embodiments of the invention. On the one hand, password-based
key derivation schemes do not provide strong confidentiality due to low entropy and
forgotten passwords may render files or financial assets permanently inaccessible.
On the other hand, approaches that use full-length keys and copy them into multiple
devices improve usability and availability when a device gets lost, but they harm
security — an adversary can compromise any of the devices to learn the key.
Therefore, it is looked into alternative solutions and secref sharing (see, e.g.,
reference [17]) may be taken as the basis of a solution in accordance with
embodiments of the invention.

Existing solutions such as 2FE as described in reference [4] and Shatter (see
reference [1]), generate full-length pseudorandom keys on the users devices and
distribute the secrets among the two user’s devices. Besides secret sharing, such
solutions use oblivious pseudo-random functions (PRFs) and threshold signatures
(see references [14], [13], [18], [7]) to reconstruct the key or to perform distributed
operations on it when needed.

An overview of an example scheme based on secret sharing and oblivious PRF is
shown by Fig. 2, which is a sequence diagram illustrating a key derivation protocol
based on Oblivious PRF, which can be run between a user’s two user devices. The
sequence diagram of Fig. 2 represents the exchanged messages during the key
derivation protocol.

It is assumed that both the user's smartphone and the computer have one key share
of the master secret K. An example use of such scheme is to encrypt a message
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for cloud storage. Step 1 of Fig. 2 illustrates this, where the user inserts a message
to the computer. In Step 2, the two devices execute an oblivious PRF protocol (see
Section I11.2 for protocol details) that derives a fresh encryption key k for the inserted
message. After the fresh encryption key k is derived in Step 3, it can be used to
encrypt a message, which is sent to the server (as the online service provider entity)
in Step 4. After that, the computer deletes k so that future theft or compromise will
not be sufficient to decrypt the message.

One example solution, Shatter as described in reference [1], uses threshold
signatures in a straight-forward way, it assumes the user has n devices and t of
them should be present to compute a valid signature. Recovery of a device is
possible as long as the user controls at least t devices. Shatter of reference [1]
does not put any share on the server, therefore the system can be initialized if the
user enrolls at least fhree devices (minimal conditions to perform a 2-out-of-3
threshold signature). In accordance with embodiments of the invention, this is
considered inconvenient for most practical deployments and incompatible to our
system model outlined in Section I.

To consider another example solution, 2FE as described by reference [4] also uses
secret sharing schemes as its main building blocks. The 2FE scheme assumes that
the user has two devices and uses the server as an additional “virtual” device. It
uses 2-out-of-2 secret sharing scheme and splits the master secret K into two
shares, K. and K;, that are stored on the computer and the phone, respectively.
Since the server is considered untrusted for confidentiality, it does not participate in
the generation of the key material for the master key K.

Fig. 3 shows a distribution of the key material among user devices and the server,
i.e. the online service provider entity, for a method in accordance with an
embodiment of the present invention, wherein each execution of a refresh protocol
causes the update of all key shares (in Layer 1 and 2) except the master key K. It
is noted that none of the devices has access to the master key K at any point. To
prevent against attackers that compromise one device at one point, and another
one in the future, the system uses proactive secret sharing schemes. That is, the
devices perform a refresh protocol periodically, which renders old shares invalid. As
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shown in Fig. 3, secret shares are organized in two layers. Layer 1 stores the shares
of secret keys of user devices (each device acts as a dealer for its key K. or Kp )
and the refresh profocol is trivial (see Section Ill.1). In Layer 2 none of the devices
has access to the master key K, however, each device should update the local keys,
from K, and K, to K'; and K’ , while maintaining the invariance to the master key
K. Note that, in this case none of the devices (neither the server) can act as a dealer.
The secret sharing scheme for Layer 2 is described in Section Ill.2.

In the following, more information about cryptographic building blocks and tools that
are used in the baseline solution for embodiments of the invention is provided.

[11.1 Shamir Secret Sharing

Unfortunately, simple 2-out-of-2 secret sharing has the following data availability
problem. If one of the user’s devices is lost or stolen by the external adversary, re-
construction of the full encryption secret K becomes impossible, and the user will
permanently loose access to all his data. To address this problem, 2FE (see
reference [4]) uses the untrusted cloud storage as a virfual third device. After the
master key is generated, both user’s devices split their share into two parts and send
one share to the other user's device, while the other share to the server. For
instance, the phone computes a 2-out-of-2 with Shamir’s secret sharing for its key
K» and sends one share KS to the user's computer, while the other share K; to the
server (the user's computer does the same). Therefore, if the user’s phone is lost or
stolen, the user can recover the needed key material from the cloud storage and the
other device.

In order to recover a lost device, 2FE (see reference [4]) requires an out-of-band
identity verification of the user to the remote server, otherwise the server does not
reveal the key share. This step prevents an adversary that controls one of the user's
devices to trigger the recovery process. However, the out-of-band authentication is
usually manual and therefore costly for service providers.
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111.2 The Oblivious Pseudo-Random Function

Secure key derivation: The main goal of schemes that distribute the secret keys
among user’s devices is to protect the master key in cases where one of the devices
is compromised by an external adversary. For this, a per-file encryption key k should
be derived as k = F(K,s) where F is a pseudo-random function (PRF) and s some
fresh randomness that ensures two files get different keys. The key derivation
process should be such that K is not revealed to the phone (or K, to the computer).
Thus, K, cannot simply be sent to the computer in order to compute F on its own as
that would reveal K.

To address this challenge, reference [4] computes F in an “oblivious” fashion. An
Oblivious PRF (OPRF) (cf. reference [6]) is a protocol where one party holds a key
K while the other holds an input x. The output is the value z = F(K, x) which is given
to the party who holds x. However, reference [4] slightly modifies the oblivious
protocol that goes as follows: The computer has input (K., s) while the phone has
input (Kp,s). The output k = F(K. + Kp,s = F(K, s) is given to the primary device,
without revealing anything about K. to the secondary device (or K, to the primary
device). This protocol is described below in Protocol 1.

Protocol 1: Oblivious Key Derivation

1. Let x € {0,1}" be the input, given to C and P.
2. P computes B = Kp - (H'(x)).Send B to C.
3. When C receives the value B, C computes and outputs key k as k = H (x, B +

Kc- (H'(0))).

Proactive secret sharing of the master key K : It is now started by describing the
specifics of the secret sharing of K that is compatible with the instantiation of the
Protocol 1 and that supports key share updates used in reference [4]. The primary
and secondary each generate at random a key share K. and K, , both elements of
the finite field Z, [0, ..., p — 1]. Note that this defines the master encryption key K =
Kp + K. where addition is modulo p. It is noted that each device secret-shares their
local key using Shamir secret sharing as described in Section Ill.1.
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An attacker that compromises user’'s devices during different times of operation
would eventually learn both shares of K. Reference [4] describes to perform key
share refresh after each recovery process, which invalidates the old key shares.
Therefore, an adversary that compromises one user device, leaks the shares stored
on it, and later compromises the other device cannot compute the master key K if
refresh happened between the two events. Refreshing keys is performed by first
adding a secret-sharing of O to each key share, using the aforementioned property
that additions can be computed over shares. Say, C picks a random value z and
then updates its key to be K’ = K. + zand sends z' = — z to P who sets K'p =
Ky + z'. Note that (K, + v) + (K —v) = K + 0 = K, so the invariant is maintained.
However, if the adversary steals K. and then K’y = K, — v, he will not learn
anything about K as v is unknown.

IV. Secure Key Recovery in accordance with embodiments of the invention

In this section, a new scheme for secure key recovery is presented for scenarios
where one key share is stored in the server. It is assumed a Baseline solution similar
to 2FE of reference [4], as described in Section lll., where the online service provider
uses an out-of-band channel for identity verification of the user trying to recover a
device. However, manual identification solutions have significant cost and do not
scale easily to millions of users. Therefore, the goal of an embodiment of the
invention is to offer a secure recovery mechanism that reduces the frequency of
manual verification operations, and thus reduces the operational cost for the online
service provider.

According to an embodiment of the invention, a system model assumes that the
online service provider follows the protocols and stores correctly the data submitted
by users, including key shares. A method and a communication system in
accordance with an embodiment of the invention introduces a new credential that is
delivered to the user after initialization and is required only when the user retrieves
a key share (or key share part) from the server. Namely, during enrollment a new
key pair — referred as recovery credentials — is generated. The server, i.e. the online
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service provider entity, stores the public part of the key, while the user encodes the
secret key (which may be also designated as private key) in a QR-code and stores
it in a cold storage.

It is stressed that the recovery credentials stored as QR-codes do not contain any
information about the user's secret keys used for encryption or signing. Therefore,
the user should safely store the letter for future use in case a device goes missing,
but it is not critical for the security of the user's account. This solution scales easily
to a large number of users and avoids triggering the manual identity verification
always when the users loses one of his devices. The following table summarizes
the different authentication primitives the online service provider has available and
outlines the operational cost of each primitive:

Identity Service Cost Occurance Functionality
Passwords low often authentication
QR-Code low occasionally device recovery
Manual high very rarely QR-code and device recovery

In an embodiment according to the invention, the recovery credential that may be
encoded as QR code and may be saved on a piece of paper resembles the common
use of “cold copies” in cryptocurrency wallets. For example, many cryptocurrency
wallet services recommend that their users print out their key and save the paper
for possible future use. Essentially, in such solutions the piece of paper contains the
master secret itself. The drawback of such scheme is that if the paper is lost, the
master secret becomes permanently irrecoverable. The crucial difference in an
embodiment according to the invention is that the paper with the QR code does not
contain the master secret (or a key share). Instead the paper encodes a separate
recovery credential. The main benefit of such different design is that in a rare but
still possible scenario where the paper is lost permanently, the master secret is not
lost permanently, as it can still be recovered through (more expensive) manual out-
of-band identity verification process. That is, the permanent loss of the recovery
credential does not make the master secret irrecoverable which increases the
robustness of the system.
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IV.1 Recovery Initialization

In this section, two approaches for initializing a secure recovery mechanism are
presented in accordance with embodiments of the invention. The initialization phase
include the generation of a recovery credential (i.e., an asymmetric key pair) using
two alternative ways depending on the user’s preference.

Approach 1: Server-side generation. During user enroliment, the server (i.e. the
online service provider entity) generates an ephemeral key pair (sk,, pk,), which is
needed only when the user replaces one of his devices. The server sends the secret
key sk, to the user via regular mail and stores only the public key pk,,. The secret
key is encoded as a QR-code and printed in a letter delivered to the user who is
instructed to store it safely. Afterwards, the server deletes the secret key sk,,. It is
noted that the online service provider is trusted to complete this step correctly. The
process may follow the following steps (see Fig. 4):

- Phone uses 2-out-of-2 secret sharing for its key (Step 1 and 2).

- Similarly, the computer secretly shares its key (Step 3 and 4).

- The server generates recovery credentials for the user (Step 5).

- Provider/server sends the secret key sk; to the user (Step 6), and deletes it
afterwards (Step 7).

Thus, the sequence diagram of Fig. 4 shows an enroliment with a recovery
credential that is generated on the side of the online service provider entity/server
in accordance with an embodiment of the invention.

Approach 2: User-side generation. The approach of generating the recovery key-
pair on the server requires to trust the provider that it behaves honestly and sends
the QR-code to the user securely. An alternative that reduces the trust on the server
is to generate the key pair (sk,, pk,) on the user side and send only the public part
pk, to the server. The user is liable to store safely the secret key sk,,, e.g., encode
as a QR-code and print it in a letter for future use. (This approach could integrate
well with FIDO protocols also.) This way, the service provider does not have access
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to the sk, at any point. However, the server still has access to the key shares and
can reveal them to any colluding party. Section V. details an upgrade that removes
the trust from the provider by leveraging server side TEEs.

IV.2 Key Recovery

A communication system in accordance with an embodiment of the invention allows
users to replace a device while guaranteeing the reconstruction of the master key.
The communication system may support device replacements as described in the
following scenarios:

Device is lost. In this scenario, the user cannot access the secret key share of the
missing device, therefore he needs to reconstruct it. As described above with regard
to an embodiment of the invention, during enrollment one key share part of the
secret key share is stored on the user’s other device, while the other key share part
is on the server. The user may authenticate to the new device and may request the
respective key share part from both parties (the server and the other user device).

As this step might be potentially vulnerable to attackers with access to one of the
user devices, the server sends the key share part only to authenticated key share
requests (see Section IV.1). To guarantee that only the legitimate user gets the key
share, the server sends a challenge to the new device. The user should scan the
QR-code, which contains the secret recovery key sk, and signs the challenge.
Finally, the server verifies the signature with the public recovery key pk,, and reveals
the key share part of the key share only if the signature is valid.

The protocol may comprise the following steps (see Fig. 5):

- The user initiates the recovery protocol from the new device (Step 1).

- The server sends a challenge to the new device (Step 2).

- The userloads the recovery credentials and signs the challenge (Steps 3 and
4).

- If the signature is valid, the server reveals the secret key share part sk* (Step
5).
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- The new device receives the other key share part sk¢ from the other user’s
device (Steps 6 and 7). Finally, the new device can construct the key share
from the two key share parts.

Thus, the sequence diagram of Fig. 5 shows exchanged messages during a
recovery protocol for a method in accordance with an embodiment of the invention.
Specifically, Fig. 5 shows the recovery protocol for the phone. A similar procedure
may be followed when recovering the computer.

QR code is lost. The secret recovery key sk, is stored in a cold storage, e.g., as a
QR-code in a letter, and it is required when replacing a device. The loss of this key
impedes the process of device replacement in the future as the user cannot compute
valid signatures. However, if the user is already in control of two enrolled devices,
he is able to repeat the recovery enroliment with a new key pair (see Section 5.2)
and invalidate the old one. This process is automated for the service provider if the
user generates the new key pair locally.

Device and QR are lost. The loss of the recovery secret key and one device makes
difficult for the user to replace the device. In this case the identity verification falls
back to manual verification to guarantee that only the legitimate user accesses the
key share parts. This process is costly for the provider because of the manual
verification, however, it is necessary only when both the secret recovery key sk,
and a device are lost.

Device replacement (old device available). This scenario assumes the user has
access to the old device that should be replaced and to the new one that is to be
enrolled. This case is simple as the user can migrate the secret (e.g., the key share)
using local communication between the two devices. Options for the communication
channel might be: BLE, NFC, QR-codes, or WebRTC. After key migrations, devices
perform a key refresh protocol to invalidate old key shares.
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V. Leverage server-side TEE

In this Section extend the recovery mechanism is extended for server-side trusted
execution environment (TEE) support for additional security guarantees. The
generation of the recovery key pair on the user side simplifies significantly the
process previously implemented by the server (i.e., the online service provider
entity). Now, the server needs only to store a public recovery key for each user and
verify a signature for every key share request. This approach allows to fully
implement the server side component in TEEs and guarantee that only the
legitimate users that own recovery credentials can access their key shares. A secure
TEE rejects key share requests from unauthorized parties, including malicious
actors inside the service provider itself, therefore reducing further the trust to
providers for managing the key shares properly.

One challenge that rises with this approach is when the user loses access to one of
his devices and the QR-code (recovery credentials) simultaneously, the fallback
procedure is the manual identity verification. But, if the TEE only accepts valid
signatures to reveal the key shares, the user cannot complete the key recovery
procedure. To avoid this scenario, the TEE program includes the public key of the
core entity inside the provider that deals with the manual identity verification. To
avoid any illegitimate access of key shares by the provider, the TEE program logs
every request, i.e., to a third-party auditor or a blockchain, before revealing the key
shares. The log includes information if the recovery is triggered automatically by the
user or through the manual verification mechanism, therefore a user could parse the
logs related to his account and detect any malicious behavior if they exist. In the
following Listing a skeleton of an exemplary TEE program is provided:

users pk = [pk ul, pk u2, pk u3, ..., pk uN]

manual recovery pk = pk O

//u id (user id), d id (device id), ksh (key share)

bool function storeShares (int u id, int d id, int* ks) {

~l o O b w N
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8

9 //store user’s public key of recovery credentials
10 bool function storePK (int u id, intx pk) {

11

12}

13

14 //s (signature)

15 *int function deliverShare (int u id, d id, intx s ) {
16 if (!valid(s))

17 return null;

18

1% return ks;

20 }

VI. Prototype Implementation

In this section, a prototype implementation of the system presented in Section IV. is
described. The prototype in accordance with an embodiment of the invention has
two main components: one runs on the server side and manages user
authentication and secret share delivery; while the other runs on the user side and
manages local keys of user devices, computes the respective key shares, and
combines shares to recompute a key during recovery.

Server side. The server is implemented in NodeJS v10.19 with the express
framework (see reference [5]). The server makes use of web sockets (socket.io
package) to simplify the message passing between the parties. Further, the crypto
module of Node/S is employed for the cryptographic functionalities required in the
server, i.e., the verify function to validate the signature submitted by a device
during recovery. Finally, the following packages are used: bcrypt, body-parser and
cookie-parser, for additional functionalities. The prototype implements a minimal
user database as a JavaScript array to simplify the installation, and prints it in
db. json file to prevent data loss if the server restarts.
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Client side. This component is implemented as a web application using JavaScript
and HTML, therefore it executes on any operating system running a browser. The
device keys are generated locally and stored via Web Storage APlIs. Further, third-
party libraries are used to perform the cryptographic functionalities required by the
system. Secrets.js (see reference [9]) provides the following functions: key =
secrets.random(length) to generate a key locally; shares =
secrets.share(key,n,t) computes n shares of key with a threshold t based on
Shamir's secret sharing; and recovered_key = secrets.combine(shares) which
recomputes the key given at least t shares.

The prototype generates the recovery credentials locally during user registration,
which refers to the second approach presented in Section IV.1. The jsrsasign library
(see reference [19]) in JavaScript is used to perform the required cryptographic
functionalities. The recovery credentials consist on a key pair that is computed with
the following function: ecKeypair = KEYU — TIL.generateKeypair (“EC”,“P —
256”). Afterwards the private key is encoded as a QR-code using grious library (see
reference [15]), while the public key is sent to the server for signature verification in
the future. The signature during key recovery is computed with the code in the
following Listing, namely a JavaScript function to compute signatures on the user
side:

= "SHA250withECDSA”; crv = ”“"P-2506";

sig = new KJUR.crypto.Signature(”alg”: alg,’curve’ :crv);

o))

b
(o]
|

sig.init (localStorage.getItem(’ recovery credential’));
sig.updateString (userId + username + recoveryCnt);

var hSigVal = sig.sign();

For the prototype, it is opted for third-party libraries which simplify the development
and installation, however, it is stressed that a real deployment should prioritize
secure APIs such as Web Crypto APl when possible, which run natively and even
improve the performance. Finally, the prototype works with any pair of devices,
however, it is assumed the user has a computer and a smartphone, so the server
can differentiate which device requests recovery and releases the respective share.
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For instance, the isMobile() function serves to differentiate between the user's
devices.

V1.1 High level functionalities

Registration. End users interact with the system via the client side component
running locally on the browser. Users enroll in the system by completing a
registration form as usual, while the JavaScript program generates a key pair in the
background and displays a QR-code that encodes a private key. The public part of
the key pair is appended to the form data and is submitted to the server. A
screenshot of the registration form is shown in Fig. 6. The user is instructed to store
the QR-code safely, e.g., storing digitally on a secure drive or printing in a paper.
On a real deployment the key pair can be generated on the server side and send
via post to the user (see Section IV.1).

Device keys generation. Once the user logs in the system by filling the respective
form, the prototype shows the home page. On the first run, before the device keys
are generated, the interface allows the user to generate new keys. For this step, the
user should login from the both devices (computer and phone) since they need to
sent the respective key shares to each other. The prototype provides logs of main
events to the user as shown in Fig. 7, however, one can read more detailed logs by
opening the browser console.

Recovery. The client interface allows the user to delete local key material, including
device keys and all key shares. At this state, the device does not have access to
any key material and simulates a new device which needs to recover old keys.
Before initiating the recovery process the user should load the private key of the
recovery credentials into his device, i.e., scan the QR-code with a camera app.
(Most default camera apps on recent smartphones detect automatically QR-codes
and redirect users to the encoded URL.) The user can trigger the recovery process
by clicking the button “Recover keys of the old Device”. Again, logs are presented
to the user which show the received shares and the computed key (see Figure 8).
The recovered key in this step should be the same as the generated key in the
previous step (see Fig. 7). Note that, before repeating the recovery procedure, the
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user should log out and enter the URL encoded in the QR-code in the address bar
(or scan the code). After recovery, devices should run a refresh profoco/to compute
new shares and invalidate the old ones, however, the prototype currently does not
provide this feature.

VII. Conclusion

The security of an increasing number of applications depend on the users’ chosen
secrets, especially crypto-wallets and encrypted cloud storage. While passwords
are proven to lack the security guarantees required, high entropy secrets pose a
critical trade-off between security and availability for users. Previous works as
described in references [4] and [1] present practical systems for key distribution
among user’'s devices to avoid having a single point of failure. However, their key
recovery of a missing device becomes costly because the server should perform
manual identity verification during recovery. An embodiment of the invention
provides a method that automates the recovery process, therefore reducing the
operating costs for the provider. For instance, this may be possible because the
user and the server generate recovery credentials during enrollment and the user
stores the secret recovery code ( e.g., a QR-code) in a cold storage. The QR-code
itself is not critical because it does not store information about user's master keys.
Finally, an embodiment of the invention provides an update of the system that allows
implementing the server side component in TEEs, therefore reducing even further
the trust to service providers.

Many modifications and other embodiments of the invention set forth herein will
come to mind to the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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Claims
1. A method for supporting key recovery for a user in a communication system,

wherein the communication system includes an online service provider entity and at
least two user devices of the user, the method comprising:

performing secret sharing according to a secret sharing scheme, wherein the
secret sharing scheme is configured to split a secret master key into at least two key
shares that are distributed among the user devices of the user, wherein a key share
of a user device of the user is split into at least two key share parts that are
distributed among the online service provider entity and the other user device(s) of
the user, such that a key share part is stored on the online service provider entity;

generating a recovery credential for the user, wherein the recovery credential
is required for retrieving the key share part from the online service provider entity.

2. The method according to claim 1, wherein the recovery credential comprises
a recovery key pair (sky, pk,), wherein sk, represents a secret recovery key and
pk, represents a public recovery key.

3. The method according to claim 2, wherein the public recovery key pk,, of the
recovery credential is stored on the online service provider entity, and wherein the
secret recovery key sk,, of the recovery credential is stored by the user.

4, The method according to claim 2 or 3, wherein the secret recovery key sk,
of the recovery credential is encoded in a QR-code.

5. The method according to any one of claims 2 to 4, wherein the recovery
credential is generated by the online service provider entity, wherein the secret
recovery key sk,, of the recovery credential is delivered to the user, and wherein the
secret recovery key sk, is deleted on the online service provider entity afterwards.

6. The method according to any one of claims 2 to 5, wherein the online service
provider entity provides a trustworthy out-of-band channel to the user, such that the
online service provider entity is able to securely send messages to the user.
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7. The method according to any one of claims 2 to 6, wherein the recovery
credential is generated on user-side, wherein the public recovery key pk, of the
recovery credential is delivered to the online service provider entity.

8. The method according to any one of claims 2 to 7, wherein the generation of
the recovery credential is performed after initialization of the user in the
communication system.

9. The method according to any one of claims 1 to 8, further comprising:

if one of said at least two user devices is lost, initiating, by the user, a recovery
protocol from a new user device in order to replace the lost device with the new
device, in particular while guaranteeing a reconstruction of the secret master key,
wherein the user authenticates to the new device and requests the respective key
share parts from the online service provider entity and the other user device(s).

10. The method according to any one of claims 1 to 9, wherein the recovery
protocol includes

requesting, by the new user device, the key share part from the online service
provider entity;

sending, by the online service provider entity, a challenge to the new user
device;

loading, by the new user device, the secret recovery key sk,, of the recovery
credential;

signing, by the new user device, the challenge with a signature based on the
secret key sk, of the recovery credential;

revealing, by the online service provider entity, the key share part to the new
user device, if the signature of the challenge is valid;

receiving, by the new user device, the other key share part(s) from the other
user device(s) of the user.

11.  The method according to any one of claims 1 to 10, further comprising:

if the secret recovery key sk,, of the recovery credential is lost and if the user
is in control of its user devices, generating a new recovery credential, wherein the
previous one is invalidated.
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12. The method according to any one of claims 1 to 11, further comprising:

if both the secret recovery key sk,, of the recovery credential and one of said
at least two user devices is lost, performing an out-of-band identity verification of the
user to guarantee that only the legitimate user accesses the key share part stored
on the online service provider entity.

13.  The method according to any one of claims 1 to 12, further comprising:

if an available user device is to be replaced with a new user device, migrating
the key share part using a local communication between said available user device
and said new user device.

14. The method according to any one of the claims 1 to 13, wherein a proactive
secret sharing of the secret master key is performed, wherein the key shares and/or
key share parts are refreshed, in particular such that old key shares and/or key share
parts are rendered invalid, preferably after each recovery process.

15. A communication system for supporting key recovery for a user, in particular
for executing a method according to any one of claims 1 to 14, wherein the
communication system includes an online service provider entity and at least two
user devices of the user,

wherein the communication system is configured to perform secret sharing
according to a secret sharing scheme, wherein a secret master key is split into at
least two key shares that are distributed among the user devices of the user, wherein
a key share of a user device of the user is split into at least two key share parts that
are distributed among the online service provider entity and the other user device(s)
of the user, such that a key share part is stored on the online service provider entity,
and

wherein the communication system is further configured to generate a
recovery credential for the user, wherein the recovery credential is required for
retrieving the key share part from the online service provider entity.
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