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Description
TECHNICAL FIELD

[0001] Thedisclosure relatestoamethodforincreased
or improved resiliency for an avionics system by utilizing
multiple common nodes to support multiple aircraft com-
ponents or functionalities thereof. The method permits
critical functions to be dynamically reorganized among
common nodes in the event of a failure or other error,
which improves overall system resiliency.

BACKGROUND OF THE INVENTION

[0002] Aircraft include an avionics system to manage
and support multiple aircraft level functionalities. The av-
ionics system can include multiple computer nodes which
can be used to host the functionalities. However, failure
of one node can have a negative impact on highly critical
functionalities carried on the failed node, as well as mul-
tiple other functionalities carried within the individual
node.

BRIEF DESCRIPTION

[0003] Aspects and advantages of the invention will be
set forth in part in the following description, or may be
evident from the description, or may be learned through
practice of the invention.

[0004] In one aspect, the present disclosure relates to
a method of increasing resiliency of functionalities oper-
ating on an aircraft network system of an aircraft, the
method comprising: dynamically reassigning the aircraft
functionalities managed by a set of nodes during inoper-
ation of one node of the set of nodes; wherein dynamically
reassigning the functionalities is based upon the criticality
of the functionalities, and wherein dynamic reconfigura-
tion prioritizes higher-criticality functionalities in the event
of inoperation of one node of the set of nodes.

[0005] In another aspect, the present disclosure re-
lates to a method of increasing resiliency of an aircraft
network system, the method comprising: operating a set
of functionalities on the aircraft network system wherein
the set of functionalities are managed by a set of compute
nodes including at least a first compute node and a sec-
ond compute node; dynamically reconfiguring the set of
functionalities of the aircraft network system by transfer-
ring atleast onfunctionality managed by the first compute
node to the second compute node in the event of inop-
eration of the first compute node; wherein dynamically
reassigning the functionalities is based upon the criticality
of said functionalities and prioritizes higher-criticality
functionalities in the event of maloperation of the first
compute node.

[0006] In yet another aspect, the present disclosure
relates to an aircraft network system for managing a set
of functionalities for an aircraft, the aircraft network sys-
tem comprising: a set of functional modules operating
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the set of functionalities; a set of nodes for managing
operation of the set of functionalities; a controller provid-
ed on the network system, coupled to the set of functional
modules, configured to dynamically reconfigure the set
of functionalities based upon the maloperation of one
node of the set of nodes; wherein dynamic reconfigura-
tion of the set of functionalities prioritizes higher-criticality
functionalities and reassigns high-criticality functions of
the set of functionalities from the maloperating node to
another properly operating node of the set of nodes.
[0007] These and other features, aspects and advan-
tages of the present invention will become better under-
stood with reference to the following description and ap-
pended claims. The accompanying drawings, which are
incorporated in and constitute a part of this specification,
illustrate embodiments of the invention and, together with
the description, serve to explain the principles of the in-
vention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] In the drawings:

FIG. 1 is a schematic view of an exemplary aircraft
and avionics system therefore, in accordance with
various aspects described herein.

FIG. 2 is a schematic view of an exemplary node
configuration with three nodes at normal function.
FIG. 3 is another schematic view of the node config-
uration of FIG. 2, with one node at a fail condition,
and the remaining nodes rehosting the highly critical
functionalities.

FIG. 4 is aflow chart showing a method of increasing
resiliency on aircraft networks.

[0009] These and other features, aspects and advan-
tages of the present disclosure will become better under-
stood with reference to the following description and ap-
pended claims. The accompanying drawings, which are
incorporated in and constitute a part of this specification,
illustrate aspects of the disclosure and, together with the
description, serve to explain the principles of the disclo-
sure.

DETAILED DESCRIPTION

[0010] Aspects ofthe disclosure relate to a system and
method for increasing, improving, modifying, altering, or
adding resiliency to an avionics system where multiple
common computer nodes are used to support multiple
aircraft functionalities. More specifically, in the case of
an issue, maloperation, error, damage to, or failure of
one or more nodes, the functionalities can be dynamically
reconfigured among other nodes of the multiple common
compute nodes that have not had an issue, error, or fail-
ure. Such a reconfiguration can be used to manage and
maintain operation of higher-criticality functions and en-
sure continued operation of such higher-criticality func-
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tionalities despite the failure of the initial node.

[0011] While the disclosure provided herein is de-
scribed in reference to an aircraft including an aircraft
system including an avionics chassis and related net-
working, it should be appreciated that alternative imple-
mentations are contemplated, including those that do or
do not include avionics chassis or boxes, or different im-
plementations or network components than those de-
scribed herein. Similarly, the system and method as de-
scribed herein will also have applicability in other mobile
or vehicular environments where improving system re-
siliency among multiple nodes is desirable, such as non-
aircraft, terrestrial, or other environments, as well as any
non-traditional networked systems utilizing multiple com-
mon computer nodes.

[0012] While "a set of various elements will be de-
scribed, it will be understood that "a set" can include any
number of the respective elements, including only one
element. The use of the
terms "proximal" or "proximally" refers to moving in a di-
rection toward another component, oracomponentbeing
relatively closer to the other as compared to another ref-
erence point. Also, as used herein, while sensors can be
described as "sensing" or "measuring" a respective val-
ue, sensing or measuring can include determining a val-
ue indicative of or related to the respective value, rather
than directly sensing, or measuring the value itself. The
sensed or measured values can further be provided to
additional components. For instance, the value can be
provided to a controller module or processor, and the
controller module or processor can perform processing
on the value to determine a representative value or an
electrical characteristic representative of said value. Ad-
ditionally, while terms such as "voltage", "current",
and "power" can be used herein, it will be evident to one
skilled in the art that these terms can be interrelated when
describing aspects of the electrical circuit, or circuit op-
erations.

[0013] The terms "coupled," "fixed," "attached to," and
the like refer to both direct coupling, fixing, or attaching,
as well as indirect coupling, fixing, or attaching through
oneormore intermediate components or features, unless
otherwise specified herein. The singular forms "a", "an",
and "the" include plural references unless the context
clearly dictates otherwise. Approximating language, as
used herein throughout the specification and claims, is
applied to modify any quantitative representation that
could permissibly vary without resulting in a change in
the basic function to which it is related. Accordingly, a
value modified by a term or terms, such as "about", "ap-
proximately", and "substantially”, are not to be limited to
the precise value specified. In at least some instances,
the approximating language may correspond to the pre-
cision of an instrument for measuring the value, or the
precision of the methods or machines for constructing or
manufacturing the components and/or systems. For ex-
ample, the approximating language may refer to being
within a five percent or ten percent margin.
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[0014] Alldirectional references (e.g., radial, axial, up-
per, lower, upward, downward, left, right, lateral, front,
back, top, bottom, above, below, vertical, horizontal,
clockwise, counterclockwise) are only used for identifi-
cation purposes to aid the reader’s understanding of the
disclosure, and do not create limitations, particularly as
to the position, orientation, or use thereof. Additionally,
connection references (e.g., attached, coupled, connect-
ed, and joined) are to be construed broadly and can in-
clude intermediate members between a collection of el-
ements and relative movementbetween elements unless
otherwise indicated. As such, connection references do
not necessarily infer that two elements are directly con-
nected and in fixed relation to each other. In non-limiting
examples, connections or disconnections can be selec-
tively configured, connected, or connectable to provide,
enable, disable, or the like, an electrical connection be-
tween respective elements. Non-limiting example power
distribution bus connections or disconnections can be
enabled or operated by way of switching, bus tie logic,
or any other connectors configured to enable or disable
the energizing of electrical loads downstream of the bus,
or between buses.

[0015] Asused herein, a"system", "controller", "avion-
ics", "component”, or a "module" can include at least one
processor and memory, while not every component
needs at least one processor and memory. A controller
or other similar component can include any known proc-
essor, microcontroller, or logic device, including, but not
limited to: field programmable gate arrays (FPGA), an
application specific integrated circuit (ASIC), a full au-
thority digital engine control (FADEC), a proportional con-
troller (P), a proportional integral controller (Pl), a pro-
portional derivative controller (PD), a proportional inte-
gral derivative controller (PID controller), a hardware-ac-
celerated logic controller (e.g. for encoding, decoding,
transcoding, etc.), the like, or a combination thereof. Non-
limiting examples of a controller can be configured or
adapted to run, operate, or otherwise execute program
code to effect operational or functional outcomes, includ-
ing carrying out various methods, functionality, process-
ing tasks, calculations, comparisons, sensing or meas-
uring of values, or the like, to enable or achieve the tech-
nical operations or operations described herein.

[0016] The operation or functional outcomes can be
based on one or more inputs, stored data values, sensed
or measured values, true or false indications, or the like.
While "program code" is described, non-limiting exam-
ples of operable or executable instruction sets can in-
clude routines, programs, objects, components, data
structures, algorithms, etc., that have the technical effect
of performing particular tasks or implement particular ab-
stract data types. In another non-limiting example, a con-
troller module can also include a data storage component
accessible by the processor, including memory, whether
transient, volatile, or non-transient, or non-volatile mem-
ory. Non-limiting examples of the memory can include
Random Access Memory (RAM), Read-Only Memory
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(ROM), flash memory, or one or more different types of
portable electronic memory, such as discs, DVDs, CD-
ROMs, etc., or any suitable combination of these types
of memory. The processor can be configured to run any
suitable programs or executable instructions designed
to carry out various methods, functionality, processing
tasks, calculations, or the like, to enable or achieve the
technical operations or operations described herein. The
program can include a computer program product that
can include machine-readable media for carrying or hav-
ing machine-executable instructions or data structures
stored thereon. Such machine-readable media can be
any available media, which can be accessed by a general
purpose or special purpose computer or other machine
with a processor. Generally, such a computer program
can include routines, programs, objects, components,
data structures, algorithms, etc., that have the technical
effect of performing particular tasks or implement partic-
ular abstract data types.

[0017] Additionally, as used herein, elements being
"electrically connected," "electrically coupled," "commu-
nicatively coupled," or "in signal communication" can in-
clude an electric transmission or signal being sent, re-
ceived, or communicated to or from such connected or
coupled elements. Furthermore, such electrical connec-
tions or couplings can include a wired or wireless con-
nection, or a combination thereof.

[0018] As used herein, an "essential", "high criticality"
or "highly-critical" functionality, component, process,
system, or electrical load can be a subset of one or more
functionalities of a power distribution system or aircraft
architecture classified or categorized as "essential" or
"critical" to the operation of the power architecture, vehi-
cle, or another system. In one non-limiting aspect, an
"essential" functionality can be critical to flight operations
of an aircraft or critical aircraft systems, and can be de-
fined by relevant federal aircraft regulations or relevant
industry standards.

[0019] The disclosure can be implemented in any net-
work or electrical control, operation, or communication
system, any aircraft avionics system or network, or other
aircraft electrical system. A non-limiting example of an
electrical circuit environment that can include aspects of
the disclosure can include an aircraft power system ar-
chitecture, which enables production or supplying ofelec-
trical power from a power source (e.g. a generator or
power storage unit or device), and delivers the electrical
power to a set of electrical loads. Additional non-limiting
elements can be included in such an architecture, such
as sensors, transmitters, or transceivers in non-limiting
examples

[0020] FIG. 1 schematically illustrates an aircraft 10
including an aircraft network 12 including an avionics
chassis 14, which can contain one or more of a CPU,
controller, management unit, or a configuration manage-
ment unit for controlling, communicating, and operating
various aspects associated with the flight of the aircraft
10 or components and functionalities associated with the
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aircraft 10. The aircraft 10 can utilize or incorporate a
myriad of electrical or electronic components utilized in
operating various aspects of the aircraft 10 either for flight
or for non-flight operations. The network 12 as shown in
FIG. 1, and as generally used herein, comprises a com-
munication system contained within the aircraft 10. How-
ever, it should be appreciated that the network 12, or
portions thereof, can include additional remote features,
such as a remote memory unit, or even a control tower
or airport in communication with the network 12 remote
from the aircraft 10.

[0021] Functionalities, or a set thereof, can include in-
dependent program code executions, functional mod-
ules, executions carried on functional modules, inde-
pendent control modules or functions thereof, executable
program partitions, or physical functions carried out by
program or software execution, in non-limiting examples.
[0022] Non-limiting examples of the aircraft electrical
components or functional modules carried among the
network 12, which can be used to carry out or operate
according to one or more functionalities, can include the
avionics chassis 14, turbine engines 16 (provided on
each wing 18) including turbine engine components, a
transceiver 20, or other avionics components 22. A non-
limiting list of additional components caninclude sensors
or other aircraft electrical or mechanical components,
such as buttons, displays, user interfaces, control
boards, communication means such as headphones or
speakers, slats, flaps, engines or portions thereof, con-
trollers, processors, or memory units. Non-limiting exam-
ples of sensors can include temperature sensors, pres-
sure sensors, vibration sensors, sound or noise sensors,
air temperature sensors, or any other desirable sensor
provided on an aircraft. Additionally, the control board
provided in the cockpit of the aircraft 10 includes a plu-
rality of electrical components associated with operation
of the aircraft 10, which can be supported by the avionics
chassis 14 or other network components. Further still,
other electrical components can be included as a portion
ofthe network, such as electrical componentsin the cabin
of the aircraft, such as lighting, air conditioning, or pas-
senger entertainment and connection.

[0023] Further components can include devices, such
as a network switch or interface device. Additional com-
ponents can include internet routers or transmitters, or
other connectivity elements. Additional contemplated
components include, but are not limited to, humidity sen-
sors, noise or decibel sensors, gas sensors, pollution
Sensors, pressure sensors, air speed sensors, angle of
attack sensors, weather radar, surveillance radar, altim-
eter, turbulence radar, LIDAR, and communication trans-
mitters, such as radio or satellite.

[0024] It should be further appreciated that functional-
ities need not have a physical counterpart or a physical
action associated with the functionalities, but rather can
include software or executables, which can perform mon-
itoring or analysis operations and need not have an as-
sociated physical action or result.
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[0025] The network 12, and components thereon, can
be utilized to operate the aircraft 10, or operational char-
acteristics thereof, including systems, subsystems, con-
tained systems, sensing, monitoring, or the like. Opera-
tion of the aircraft 10 and the components can be man-
aged, controller, routed, or otherwise utilize multiple com-
mon compute nodes to manage the functionalities among
the elements connected among the network 12. The net-
work 12, or controller thereon, can be pre-loaded with
the aircraft architecture, which can include a set of func-
tionalities related to components provided on the network
12. The aircraft architecture can include information such
as a number of nodes utilized in a respective system,
subsystem, network 12, or the like, and what information
or from what sources the information is carried by or uti-
lized by the nodes, as well as which functionalities are
maintained among the nodes. Specific details or other
information related to the functionalities can be included
within or defined by the architecture, as well.

[0026] Theaircraftarchitecture canincludeinformation
pertaining to the network 12, as well as elements and
components thereon. More specifically, information re-
lated to the network 12 or the components thereon can
include default values, threshold values, number of com-
ponents, type of components, or any other historical in-
formation which may be relevant to a monitoring analysis
of the network component.

[0027] There are trends to have high integration of
components on aircraft, or among multiple aircraft
through using Integrated Modular Avionics and Interface
Devices that bundle data information onto large databus-
es or similar systems. Such bundling and use of large
databuses or systems can increase the chance of a soft-
ware fault or common mode failure, maloperation, issue,
or error, which can impact a wide range of aircraft func-
tionalities; particularly where multiple functionalities are
carried among a common node. Similarly, the network
12 can also consider or monitor hardware aspects of the
components, such as hardware faults or component dis-
connection. However, it should be appreciated that air-
craft components should be resilient to the wear out fa-
tigue or physical failures of such components, including,
but not limited to, component damage, or damage sus-
tained from external factors or objects. Thus, while mon-
itoring the safety and security of the network, the network
12 or a controller thereon can also effectively monitor the
hardware systems or faults thereof via the functionalities
thereof.

[0028] Referring now to FIG. 2, the network 12 can
connect to a system or controller 30 including multiple
nodes 32 arranged as a first node 32a, a second node
32b, and a third node 32c. Each node 32 can be config-
ured to manage operation of a set of functions 34, with
each node 32 shown as containing three functions 34,
and the third node 32c further includes additional unused
space 36, where such space 36 can include unused
memory or processing power, for example. The functions
34 can be representative of electrical, hardware, or soft-
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ware activities managed by the aircraft 10 over the net-
work 12. Non-limiting examples of functions 34 can in-
clude flight control operations, system operations, cabin
operations, communication operations, or portions or
combinations thereof. It should be further appreciated
that each node 32 can have more or less functions 34,
and need not be limited to three functions 34 as shown.
[0029] Each functionality can be labeled or identified
based upon its importance or criticality. More specifically,
the functions 34 carried out on the nodes 32 can be iden-
tified as high criticality functions 34a, shown with an up-
per-left to down-right hatching, moderately criticality
functions 34b, shown with a tight upper-right to down-left
hatching, and low criticality functions 34c, shown with a
wider, flatter, upper-right to down-left hatching. It should
be appreciated that criticality need not be limited to either
high, moderate, or low, but can be represented by any
system which can be utilized to arrange or define a hier-
archy of the criticality of the functions. For example, in
one case, the functions could be given a number from
one to one-hundred, with the criticality increasing as the
numbers approach one-hundred. Regardless of the sys-
tem used to identify the criticality, the functions 34 can
be identified and organized based upon their criticality.

[0030] The system shown in FIG. 2 can represent the
network 12 and the functions 34 carried thereon during
normal operations. In a typical aircraft system, a large
plurality of nodes 32 would be required to handle a mul-
titude of aircraft functions, and it should be understood
that FIG. 2 is merely showing an exemplary portion of
the aircraft network 12 represented among the nodes 32.
Over time, it should be understood that the nodes 32 can
fail due to any number of occasions, such as a power
failure, wear or cycle fatigue, connection issue, or dam-
age in non-limiting examples. In such an event, there is
the potential that highly critical functions can be lost, or
can be left without a node 32 to manage or support op-
eration of the function. In such a case, operation of the
aircraft would be continued without the continued oper-
ation of the highly-critical functionality.

[0031] Referring to FIG. 3, a condition has occurred
thatresulted in the failure of the second node 32b. There-
fore, the higher-criticality function 34a that was managed
by the second node 32b (see FIG. 2) are no longer being
maintained due to the failure. If a loss of a node 32 is
imminent or has occurred, functionalities 34 that are car-
ried or managed on the lost node could be routed over
one or more other nodes on the network 12, in order to
maintain continued operation of critical functions. As
such, the remaining active nodes 32a, 32c can be recon-
figured to handle the higher-criticality functions 34 that
were originally held by the second node 32b. More spe-
cifically, the highly-critical function 34a that was previ-
ously held by the second node 32b has been transferred
to the third node 32c, so that the critical function now
labeled as 34a(2) can continue to operate via the third
node 32c, despite the failure of the second node 32b.
Accordingly, the third node 32c no longer handles the
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two low-criticality functionalities 34c, which may have
been moved to another node, or may no longer be han-
dled over the network 12. Additionally, the third node 32c
now has a greater amount of spare memory or processing
power 36 such that the third node 32c can carry additional
high-criticality functions 34 in the event of another node
failing. However, such space could be occupied by mod-
erate criticality functions, which could be replaced with
higher-criticality functions 34 in the event of additional
node failures.

[0032] Another example of architecture can include
that the network 12 contains information regarding which
aircraft functions are bundled in which equipment, and
therefore, which are carried by which node. For example,
in 'federated systems’ each node can carry one aircraft
function, whereas the current trend is to move toward
integrated avionics systems, where a node carries and
manages multiple aircraft functions. Knowledge of the
failure of a node in an integrated system, allows a pre-
diction and warning of which aircraft functions may be or
have been diminished or impacted, which then permits
the system to have dynamic reconfiguration of the aircraft
and systems to compensate therefore. Specifically, such
dynamic reconfiguration provides for transferring man-
aged operation of higher-criticality functions 34 to other
nodes 32, maintaining operation of the highest-criticality
functions.

[0033] Such a dynamic reconfiguration can be done
with or without pilot intervention, when in flight, mainte-
nance, landing, or preflight. For example, such a failure
can be communicated to a pilot, where the pilot can
choose to reconfigure the system to maintain the higher-
criticality functions. In another example, the system itself
can determine which functions have been impacted, and
automatically reconfigure the higher-criticality functions
to operational nodes, such the system can dynamically
reconfigure itself without any intervention.

[0034] Additionally, utilizing the aircraft architecture
and managing the functions thereon can provide early
warning, such as to the pilots or maintenance personnel,
that some aircraft components or functions may be or
have met a threshold, have been impacted by failures,
or if a failure is anticipated or imminent. With dynamic
reconfiguration of the system as necessary, a lower crit-
icality function could be changed or updated in lieu of a
higher criticality component or function in anticipation of
such an event, before occurrence of a specific failure.
Monitoring elements of the aircraft architecture or func-
tionalities against a threshold value can be utilized to
determine or predict such events. Example elements that
can be monitored can include, but are not limited to, re-
maining memory, processing power or processing capa-
bilities, changes in latency, or changes in execution time
of particular functionalities.

[0035] Referring now to FIG. 4, a method 50 for in-
creasing resiliency of functionalities operating on a net-
work system of an aircraft, or for managing and main-
taining operation of higher-criticality functionalities can
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include, at 52, dynamically reassigning functionalities of
the aircraft that are managed by a set of nodes during
inoperation of one or more nodes of the set of nodes.
The dynamic reassignment of the functionalities can be
based on the criticality of the functionalities such that the
dynamic reconfiguration prioritizes higher-criticality func-
tionalities in the even of inoperation of one node of the
set of nodes. Inoperation can include, in non-limiting ex-
amples, failure, damage, maloperation, error, change in
flight condition, change in flight status, or any other event
which negatively impacts operation of the functionalities
or the node carrying the functionalities or changes the
criticality of said functionalities. Such a change in flight
status, in non-limiting examples, could include change
from takeoff to in-flight, or from in-flight to cruise, or from
climbing after takeoff to cruise, or from in-flight to land.
[0036] Furthermore, the functionalities can be at least
somewhat dependent on a schedule, which can be
based, forexample, on status of the aircraft. Forexample,
the operation of the functionalities and which functional-
ities are operable can change based upon the status of
the airplane or flight. Therefore, a schedule can be uti-
lized to manage operation as well as dynamic reconfig-
uration of the functionalities on the nodes, as the criticality
of particular functionalities can change based upon sta-
tus of the airplane or the flight.

[0037] Prioritizing higher-criticality functions can fur-
ther include non-operation of low criticality or lower-crit-
icality functionalities, originally operated by a second
compute node, in order to maintain operation of the high-
er-criticality functionalities on the second compute node
instead of the low or lower-criticality functionalities.
[0038] Inanother example, dynamic reassignment can
be based upon an algorithm contained on the network
12. For example, the algorithm can be utilized to deter-
mine a hierarchy for the criticality of functionalities carried
among all nodes on the network 12. Such a hierarchy
can include high criticality, moderate criticality, and low
criticality, in one non-limiting example, while any suitable
hierarchy system can be utilized. Additionally, the algo-
rithm can be utilized to update the hierarchy, such as
being based upon the current flight condition or flight sta-
tus of the aircraft. Further still, the algorithm can utilize
specific details of the functionality, the node, or the com-
ponent carrying out operation of the functionality. Such
details can include, in non-limiting examples, amount of
memory, processing power, changes in latency, changes
in execution time of said functionality, or if there are other
functionalities dependent on the operation of the current
functionality. Additionally, the algorithm can be utilized
to arrange the hierarchy such that the nodes or function-
alities are dynamically reassigned in order to maintain
suitable memory, processing power, latency, execution
time, or otherwise in the occasion of a dynamic reassign-
ment.

[0039] The method 50 can furtherinclude, at 54, where
dynamic reassignment comprises moving at least one
functionality from a first node of the set of nodes to a
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second node of the set of nodes. Such a dynamic reas-
signment can be accomplished, in one example, by up-
dating network switches to permit reconfiguration of mes-
sage routing during or after reassignment to ensure prop-
er system communication after or during a reassignment
of functionalities.

[0040] The method 50 can further include, at 56, op-
erating a set of functionalities on the aircraft network sys-
tem where the set of functionalities are managed by a
set of compute nodes with at least a first compute node
and a second compute node.

[0041] The system and network 12 described herein
provides for increased or improved resiliency of an air-
craft to failures of a compute node 32. The aircraft 10
carrying the network 12 then includes increased or im-
proved operational resiliency, as highly critical functions
can be maintained, even in the even of a failure of one
or more nodes 32 originally carrying higher-criticality
functions.

[0042] The system as described herein further pro-
vides for reduced size, weight, and power (SWAP), by
reducing the overall number of computer nodes needed
on an individual aircraft 10. For example, the system can
reconfigure the functionalities carried by the nodes 32
based upon the current system condition. In one exam-
ple, some functionalities are of high criticality during take-
off and landing, while such functionalities are of low crit-
icality during flight. As such, it should be appreciated that
the dynamic reconfiguration of the functionalities carried
on the nodes 32 can be based upon the present criticality
of the system, which can vary based upon the current
condition of the aircraft. As such, it should be appreciated
that dynamic reconfiguration need not be triggered by a
failure, but can be based upon other requirements, such
as current condition or status of the aircraft.

[0043] Thesystemandnetwork 12as discussed herein
provides forimproved system and operational safety and
security for the aircraft network 12 and functionalities 34
carried thereon. Similarly, monitoring the nodes and the
criticality of functions thereon can provide for dynamic
reconfiguration of the network 12, as well as how infor-
mation is processed and used over the network 12. Ad-
ditionally, the network 12 and related system provides
for cost reduction and saving through decreased redun-
dancies in the network 12 and less required nodes 32.
Additionally, an improved system resiliency will also pro-
vide for cost savings, at least as reduced maintenance
andrepair, as well as reduced unscheduled or unplanned
incidence due to node or functionality failure.

[0044] To the extent not already described, the differ-
ent features and structures of the various aspects can
be used in combination with each other as desired. That
one feature cannot be or is not illustrated or described in
all of the aspects is not meant to be construed that it
cannot be, but is done for brevity of description. Thus,
the various features of the different aspects can be mixed
and matched as desired to form new aspects, whether
or not the new aspects are expressly described. Combi-
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nations or permutations of features described herein are
covered by this disclosure.

[0045] Further aspects of the invention are provided
by the subject matter of the following clauses:

1. Amethod of increasing resiliency of functionalities
operating on an aircraft network systemof an aircraft,
the method comprising: dynamically reassigning the
functionalities of the aircraft managed by a set of
nodes during inoperation of one node of the set of
nodes; wherein dynamically reassigning the func-
tionalities is based upon the criticality of the function-
alities, and wherein dynamic reconfiguration priori-
tizes higher-criticality functionalities in the event of
inoperation of one node of the set of nodes.

1a. A method of increasing resiliency of functionali-
ties operating on an aircraft network system of an
aircraft, the method comprising: during inoperation
of one node of a set of nodes, dynamically reassign-
ing the functionalities of the aircraft that are managed
by the set of nodes; wherein dynamically reassigning
the functionalities is based upon the criticality of the
functionalities, and wherein dynamic reconfiguration
prioritizes higher-criticality functionalities in the
event of inoperation of one node of the set of nodes.
2. The method of any preceding clause wherein in-
operation of the one node of the set of nodes is the
result of failure of the one node of the set of nodes.
3. The method of any preceding clause wherein in-
operation of the one node of the set of nodes is due
to a change in flight condition of the aircraft.

4. The method of any preceding clause wherein a
change in flight condition includes a change from
takeoff to in-flight or a change from in-flight to land-
ing.

5. The method of any preceding clause wherein the
dynamic reassignment is based upon an algorithm.
6. The method of any preceding clause wherein the
algorithm defines a hierarchy of criticality for the
functionalities.

7. The method of any preceding clause wherein the
hierarchy of criticality includes high criticality, mod-
erate criticality, and low criticality.

8. The method of any preceding clause wherein the
algorithm reorganizes the hierarchy based upon the
flight condition of the aircraft.

9. The method of any preceding clause wherein the
algorithm includes one or more of determining mem-
ory, determining processing power, determining
changes in latency, determining changes in execu-
tion time of the functionality, determining if the func-
tionality includes additional functionalities depend-
ent upon the initial functionality.

10. The method of any preceding clause wherein the
algorithm guarantees one or more of sufficient mem-
ory, sufficient processing power, acceptable latency,
sufficient execution time, or continued operation of
another function dependent upon the functionality
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considered by the algorithm when dynamically reas-
signing functionalities among one or more nodes of
the set of nodes.

1 1. The method of any preceding clause wherein
dynamic reassigning further comprises moving at
least one functionality from a first node of the set of
nodes to a second node of the set of nodes.

12. The method of any preceding clause further com-
prising scheduling different set of functionalities.
13. The method of any preceding clause further com-
prising updating network switches to allow for dy-
namic reconfiguration of message routing.

14. A method of increasing resiliency of an aircraft
network system, the method comprising: operating
a set of functionalities on the aircraft network system
wherein the set of functionalities are managed by a
set of compute nodes including at least a first com-
pute node and a second compute node; dynamically
reconfiguring the set of functionalities of the aircraft
network system by transferring at least on function-
ality managed by the first compute node to the sec-
ond compute node in the event of inoperation of the
firstcompute node; wherein dynamically reassigning
the functionalities is based upon the criticality of said
functionalities and prioritizes higher-criticality func-
tionalities in the event of maloperation of the first
compute node.

15. The method of any preceding clause wherein
prioritizing higher-criticality functionalities includes
the non-operation of low-criticality functionalities
originally managed by the second compute node in
order to continue function of the prioritized, higher-
criticality functionalities.

16. The method of any preceding clause wherein
inoperation of the first compute node includes failure
of the first compute node.

17. The method of any preceding clause wherein the
dynamic reconfiguration of the set of functionalities
is managed by an algorithm to ensure that such
reconfiguration guarantees sufficient memory, suffi-
cient processing power, acceptable changes to la-
tency, and acceptable changes to relative execution
time of the affected functionalities of the set of func-
tionalities.

18. An aircraft network system for managing a set
of functionalities for an aircraft, the aircraft network
system comprising: a set of functional modules op-
erating the set of functionalities; a set of nodes for
managing operation of the set of functionalities; a
controller provided on the network system, coupled
to the set of functional modules, configured to dy-
namically reconfigure the set of functionalities based
upon the maloperation of one node of the set of
nodes; wherein dynamic reconfiguration of the set
of functionalities prioritizes higher-criticality function-
alities and reassigns high-criticality functions of the
set of functionalities from the maloperating node to
another properly operating node of the set of nodes.
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19. The aircraft network system of any preceding
clause wherein the controller further includes an al-
gorithm to determine the dynamic reconfiguration of
the set of functionalities.

20. The aircraft network system of any preceding
clause further comprising a set of aircraft compo-
nents communicatively coupled to one another via
the aircraft network system and configured to oper-
ate according to the set of functionalities.

[0046] To the extent not already described, the differ-
ent features and structures of the various embodiments
of the present disclosure may be used in combination
with each other as desired. For example, one or more of
the features illustrated and/or described with respect to
one of the systems or a component thereof can be used
with or combined with one or more features illustrated
and/or described with respect to the other of the system
or component thereof. That one feature may not be illus-
trated in all of the embodiments is not meant to be con-
strued that it cannot be, but is done for brevity of descrip-
tion. Thus, the various features of the different embodi-
ments may be mixed and matched as desired to form
new embodiments, whether or not the new embodiments
are expressly described.

[0047] While aspects of the present disclosure have
been specifically described in connection with certain
specific embodiments thereof, it is to be understood that
this is by way of illustration and not of limitation. Reason-
able variation and modification are possible within the
scope of the forgoing disclosure and drawings without
departing from the spirit of the present disclosure which
is defined in the appended claims.

[0048] This written description uses examples to dis-
close aspects of the disclosure, including the best mode,
and also to enable any person skilled in the art to practice
aspects of the disclosure, including making and using
any devices or systems and performing any incorporated
methods. The patentable scope of the disclosure is de-
fined by the claims, and can include other examples that
occur to those skilled in the art. Such other examples are
intended to be within the scope of the claims if they have
structural elements that do not differ from the literal lan-
guage of the claims, or if they include equivalent struc-
tural elements with insubstantial differences from the lit-
eral languages of the claims.

Claims

1. A method of increasing resiliency of functionalities
(34) operating on an aircraft network system of an
aircraft (10), the method comprising:

during inoperation of one node (32) of a set of
nodes (32a-c), dynamically reassigning the
functionalities (34) of the aircraft (10) that are
managed by the set of nodes (32a-c);
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wherein dynamically reassigning the functional-
ities (34) is based upon the criticality of the func-
tionalities (34), and wherein dynamic reconfig-
uration prioritizes higher-criticality functionali-
ties (34a) in the event of inoperation of one node
(32) of the set of nodes (32a-c).

The method of claim 1, wherein inoperation of the
one node (32) of the set of nodes (32a-c) is the result
of failure of the one node (32) of the set of nodes
(32a-c).

The method of claim 1 or 2, wherein inoperation of
the one node (32) of the set of nodes (32a-c) is due
to a change in flight condition of the aircraft (10).

The method of claim 3, wherein a change in flight
condition includes a change from takeoff to in-flight
or a change from in-flight to landing.

The method of any preceding claim, wherein the dy-
namic reassignment is based upon an algorithm.

The method of claim 5, wherein the algorithm defines
a hierarchy of criticality for the functionalities (34).

The method of claim 6, wherein the hierarchy of crit-
icality includes high criticality (34a), moderate criti-
cality (34b), and low criticality (34c).

The method of any of claims 5 to 7, wherein the al-
gorithm reorganizes the hierarchy based upon the
flight condition of the aircraft (10).

The method of any of claims 5 to 8, wherein the al-
gorithm includes one or more of determining mem-
ory, determining processing power, determining
changes in latency, determining changes in execu-
tion time of the functionality, determining if the func-
tionality (34) includes additional functionalities (34a-
c) dependent upon the initial functionality (34).

The method of claim 9, wherein the algorithm guar-
antees one or more of sufficient memory, sufficient
processing power, acceptable latency, sufficient ex-
ecution time, or continued operation of another func-
tion (34a-c) dependent upon the functionality (34)
considered by the algorithm when dynamically reas-
signing functionalities (34) among one or more
nodes (32) of the set of nodes (32a-c).
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