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APPARATUS AND METHODS OF DATA SYNCHRONIZATION

Technical Field
[0001] The present invention relates generally to apparatus and methods

5 related to data synchronization.

Background

[0002] The term data virtualization describes an approach to data management
that may include accessing data and manipulating data without knowledge of all

10 the specifics of the data such as how it is formatted and where is physically
located. Data virtualization approaches are currently directed to capabilities that
attempt to abstract the technical aspects of stored data to provide a common
logical data access point for connection to different data sources and to translate
source data for a user entity among other things. These technical aspects may

15  include location, storage structure, and storage technology among other physical
features.

[0003] Data replication and synchronization methods and systems are
prevalent for commercial and open-source database repositories. Considerable
efforts have been made to deal with approaches to data synchronization.

20  However, in typical current approaches, there are no direct methods that allow
user entities to operate in a virtualized data environment without intervention
with repositories directly. Many approaches, particularly those restricted to
commercial database offerings, rely on employing change transaction replay
based approaches to data synchronization where ordered source transactions are

25  all applied in order to each of the destination systems. In large networks of
repositories under active synchronization, such replay mechanisms needlessly
duplicate superfluous change transactions with negative performance and latency
consequences. Extant approaches also typically use specialized dialects, specific
to each type of repository, and may not be adapted to work with semi-structured,

30  unstructured, custom, and ad-hoc data repositories. Use of such repositories can
be eased by exposing them via data virtualization platforms; however common

data virtualization platforms offer little to no comprehensive data
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synchronization support.

Brief Description of the Drawings

[0004] Figure 1 is a block diagram of an example system architecture,
according to various embodiments.

[0005] Figures 2A-2K are block diagrams of example system interfaces that
can be implemented in the system architecture of Figure 1, according to various
embodiments.

[0006] Figure 3 is a block diagram of an example configuration model,
according to various embodiments.

[0007] Figures 4A and 4B are flow diagrams of an example data
synchronization flow, according to various embodiments.

[0008] Figure 5 is a block diagram of features of an example core data model,
according to various embodiments.

[0009] Figure 6 is a flow diagram of an example method of synchronizing
data, according to various embodiments,

[0010] Figure 7 is a block diagram of an example system that can be
implemented in the example system architecture of Figure 1, in accordance with

various embodiments.

Detailed Description

[0011] The following detailed description refers to the accompanying
drawings that show, by way of illustration and not limitation, various
embodiments that may be practiced. These embodiments are described in
sufficient detail to enable those skilled in the art to practice these and other
embodiments. Other embodiments may be utilized, and structural, logical, and
electrical changes may be made to these embodiments. The various
embodiments are not necessarily mutually exclusive, as some embodiments can
be combined with one or more other embodiments to form new embodiments.
The following detailed description is, therefore, not to be taken in a limiting
sense.

[0012] In data management of different systems, an important feature can
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include synchronization of data across these different systems. In other words,
as data changes in one system, the same changes or the state of one system
should be echoed verbatim in another system. Given a data repository that
contains some entities and some attributes for those entities, a task is to

5  synchronize that state with another repository. Such synchronization can include
data conflicts between different entities.
[0013] A problem for conflict detection that is largely unsolved in many
existing approaches involves conflict detection across an object instance
hierarchy or graph, where the entire collection is collectively synchronized,

10 when a conflict is detected at any level in that collection. Such detection may be
extremely difficult to accomplish with current methods that treat each object
instance atomically for synchronization and impose an ordering prior to
synchronization only to manage repository constraints such as, but not limited
to, foreign keys. In addition, most approaches typically offer limited support for

15  complex data subset specification(s) that constrain the subset set of objects (and
the subset of their attributes) that are to be synchronized from a source to a
destination. In particular, in a data virtualization environment, the specification
of a data subset can span multiple repositories and involve very complex queries
that may be hard to accomplish with current methods. Another complexity

20  arises when these subset queries also dynamically vary over time based on
information in multiple repositories. In various embodiments, a data
virtualization layer can be structured to be directed to addressing the
abovementioned issues.

[0014] In various embodiments, a data virtualization platform can be

25  structured as a data virtualization layer such that access to repository objects can
be attained where direct connectivity to the repository objects is not possible.
The data virtualization platform can be implemented to operate on objects that
are exposed via views that may transform the original repository content
significantly. The data virtualization platform can be implemented to operate on

30  objects, where object definitions may be different between source and
destination repositories. The data virtualization platform can be implemented to

operate on objects that may be composed of attributes simultaneously derived
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from multiple heterogeneous repositories, for instance a relational database, a
spreadsheet, and an XML (extensible markup language) web service. The data
virtualization platform can be structured as abovementioned without intervention
with repositories directly for execution of procedures, such as stored procedures
and triggers. The data virtualization platform can be structured, unlike typical
extant methods and systems, to operate without assuming that the source and
destination entities in a synchronization procedure and attribute definitions are
identical or that each object is synchronized in its entirety with all associated
attributes. In addition, the data virtualization platform can be structured, unlike
typical extant methods and systems, to operate without exchange
synchronization meta-data between synchronizing repositories, which can
eliminates designing data repositories to store such meta-data.

[0015] In various embodiments, a method, a configuration mechanism, and an
execution framework is provided such that any of these repositories can be
synched, where operation is in a virtualized data environment. Embodiments of
a data virtualization layer, which abstracts away the connection detail and the
other assorted details regarding communication of a user instrument directly to a
data repository, can be structured to operate in a data virtual arena that includes
syncing multiple repositories. For example, a SQL (structured query language)
server database, an Oracle database, an Excel file, a web service, or other
electronic containing data can be situated in the data virtual environment, and
can be treated identically. Further, a data virtualization platform can be
structured such that any metadata information about that a synchronization —
process, mechanism — does not need to be stored in either of the two repositories
synced, or transferred from one repository of the synchronization to another
repository of the synchronization. Such a data virtualization platform need not
physically alter any of those repositories that are being synchronized.

[0016] In various embodiments, data synchronization may result in no
additional data to the repositories beyond the entities that need to be
synchronized. Two aspects of such an approach can include not changing a data
repository, and secondly, not moving anything from one repository to another

repository other than data of the entities being synchronized. The entities and
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the attributes of the entities being synchronized do not need to be identical.
Synchronization may include syncing portions of data. For example, data in one
repository being structured with three decimal places can be synced with the data
in another repository being structured with five decimal places to the extent of
data having three decimal places.

[0017] A data virtualization layer, realized by a data virtualization platform,
does not store anything in a persistent manner; it eventually pushes the synced
data down to the data repository of interest in the synchronization. In an
embodiment, during a synchronization procedure, at the time that data is
synchronized, only the latest state of one repository is synchronized to another
repository, such that redundant or unnecessary change transactions are not
inefficiently replayed.

[0018] In a synchronization process, changes are made to a destination
repository to sync with data in a source repository, at least to an extent
corresponding to attributes of an entity in the destination repository. The terms
source and destination are in reference to a initiating a synchronization, where in
a procedure one repository is a source and another repository is a destination
and, in another procedure, the roles of the two repositories are reversed with
respect to source and destination. Before any changes are applied, a
determination can be made as to whether a change is warranted or not. The
detection process can include a comparison. The comparison may be conducted
recursively. The detection mechanism can conduct a three-way match. It
compares the value of the source repository, the value in the destination
repository, and prior value that was either synced or moved from one repository
to the other. Based on this three way comparison, you can figure out all the
different combinations can be determined, and thereby determine how to
synchronize. The detection mechanism can overlaps these three determinations,
recursively, to figure out what actually needs to change on the target. In a case
where there has been a change, a configuration can be looked up in the data
virtualization platform to determine whether these changes should override the
data or should these changes just be ignored. With respect to ignoring, no action

is taken. If changes are to be applied, the comparison mechanism is executed
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with respect to the data coming in, including the non-changed parts, the data
existing, and prior value. The comparison again can be conducted recursively.
[0019] Changes can also be made with respect to a hierarchy. The source and
destination entities are being treated atomically. In other words, a change

5  anywhere in the hierarchy can be treated as an atomic change across the entire
hierarchy. The entire hierarchy is synchronized, rather than a single entity, and a
single attribute.
[0020] In various embodiments, synchronization in a data virtualization layer
can take into account hierarchical relationships between entities. Such

10 relationships may be used to further improve conflict detection of data from a
plurality of sources. Hierarchical clustering can be used in a virtualized database
environment to synchronize composite data-types in which changes to two or
more entities which share a single root ancestor, by convention, may be applied
from one source or another, but may not both be applied.

15  [0021] An embodiment of hierarchical clustering may start with an
introduction of a hierarchical configuration, stored in a file or database, which
indicates that related types are hierarchical and the relations that bind the
hierarchy. For example, a configuration may indicate that entity type D is a
child of entity type A by a specific foreign key, and that C is a child to entity

20  type B by a specific foreign key, which in turn is a child to entity type A by a
specific foreign key. Thus, the types A, B, C, and D are said to form a hierarchy,
the hierarchy [C => B => A, D => A]. Next, a term “hierarchical cluster” or
“cluster” can be introduced. A hierarchy indicates the types of a hierarchy,
while a cluster are the particular entities of a hierarchy. The entities of a cluster

25  are related relationally by foreign keys that bind the hierarchy; that is, their
foreign keys described in the configuration match relational keys of the related
parent and the types of entities of the hierarchy. For example, consider the case
where entity ‘a’ of type A is related to entity ‘d’ of type D by the specific foreign
key described in the configuration, and no other entity is related to ‘d’ by this

30  specific foreign key. Therefore, [‘a’, ‘d’] forms a complete cluster by the
hierarchy [C => B => A, D => A].

[0022] Embodiments of clustering hierarchically can be described using the
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abovementioned terminology. Some embodiments may be conducted by
transforming a change log, once upon extraction from its source, and again upon
application to a target. Upon extracting the change log, the order of the log can
be remembered by assigning an integer value to each entity, representing the
order in which they were encountered in the change log. Next, the hierarchical
entities found in the log can be put into their respective clusters by comparing
entities against their prospective parent entities to determine if the foreign key
matches as described in the configuration. The cluster is then compared against
contents of the source database by performing queries using the foreign keys of
the configuration against the each of the entities of the cluster. If any entities are
found to be related to the cluster entities, they are added to the cluster as a
change log entry in which no entity attributes changed, and assigned the next
available integer value of the log ordering. The comparison can continue against
the newly added entities until no more entities can be found. Once the
comparison procedure is complete, the entire set of entities, those that are now
within the clusters, and the entities which were not relational, can be put back
into an array and sorted by their assigned order value, thus completing the
extraction transformation.

[0023] A final portion of the hierarchical transform may occur during log
application time. Upon attempted application of a change log, the change log
can again be assigned integer values denoting their order and hierarchical
clusters are grouped together, as described in the source extraction step. A
global change queue can be created and readied for new entries. Non-
hierarchical entities can be added to the global change queue. At this point, each
source cluster can be compared against a target cluster containing the contents of
the target virtual database. The target cluster can be built by taking a copy of the
cluster root and performing the cluster building steps described in the source
extraction. The comparison of target and source clusters can be accomplished by
overlaying the tree structures with the clusters formed by comparing the primary
keys of the entities, and then adding changes to a local queue. Where the entities
are found to match by primary key, the entities can be compared by their

remaining attributes, and if found to be different, an update change log entity can



WO 2016/111697 PCT/US2015/010803

10

15

20

25

30

be added to the change queue and assigned the order value of the source entity,
and the cluster can be noted to be in conflict. Where entities are found to exist in
the source cluster, but not the target cluster, an insert change log entity can be
added to the change queue assigned with the next order integer value, and the
cluster can be noted to be in conflict. Where entities are found to exist in the
target cluster, but not the source cluster, a delete change log entity can be added
to the change queue assigned with the next order integer value, and the cluster
can be noted to be in conflict. A conflict policy can then be consulted. If the
conflict policy indicates that incoming conflicts should not be applied, the local
queue can be discarded. If the conflict policy indicates that the incoming
conflict should be applied anyway, the contents of the local queue can be added
to the global change queue.

[0024] At this point, the changes can be collected. As part of a final
procedural, the global change queue can be sorted according to the assigned
ordering value. With the hierarchical transformation complete, the contents of
the global change queue can be passed onto the remainder of the synchronization
process as the change log to be applied.

[0025] In various embodiments, source and destination repositories can be
related functionally, which can be called ID (identification) matching. In a
relational structure, a primary key can be used in such ID matching. Consider
two user instruments importing data relative to the same object, using the same
name. In one repository, the object is associated with a primary key having a
value of N and, in the other repository, the object is associated with a primary
key having a value of M. In the data virtualization platform, the primary key can
be structured as ID integer - a single number that is uniquely assigned when each
row is created in the repository. When the change that comes across to the
object with primary value N, the change request is sent out with the name of the
object that is held in a configuration file. The name is a natural key. Before the
change is applied in the other repository, the incoming change is examined and it
is determined that the incoming change is associated with the name of the object
in the repository, which has a primary value of M. The change set that is applied

can be based on a conflict policy, which may be set relative to the primary key.
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In various embodiments, a primary key may include several parts especially with
increased nesting in the relational structure.

[0026] In various embodiments, changes at the column level in virtual data in
a virtual environment are tracked. Therefore, a given repository can synchronize
one set of its attributes to a second repository, and can synchronize a completely
different set concurrently to a third repository. This approach may provide
complete flexibility, in terms of the fractions of the data they can be moved
around different repositories.

[0027] Key mapping can be conducted in the presence of additional unique
constraints. While synchronizing database changes in a virtual database
environment, in which entities have primary keys and additional unique
constraints, where the unique constraint determines the entity identity in
preference over the primary key, one can encounter a particular type of conflict
in which two of the same entities, considered to be the same by comparing the
additional unique constraint, may have been added on both sides of the virtual
database environment, such that one cannot add one entity from one source side
to a target side without violating the unique constraint, thus producing the so
called create-create conflict.

[0028] Embodiments, as taught herein, can be used to resolve these conflicts
automatically by attaching uniqueness information to the record of the entity
change log in the queue after, where pending changes to a target can be re-
written before applying them by changing the primary key in the pre-application
change log to match the existing key on the target side.

[0029] The method of re-writing the change log can start by attaching
uniqueness information to a change log when the entity’s change log is recorded
on the source side. Upon recording the change, the primary key can be recorded
in the change log. The method can add the uniqueness information by recording
the tuple of values, one for of each of the columns of the unique constraint. In
addition, if any of the columns of the unique constraint are foreign keys to other
entities and the related key in the related entity is found to be the primary key of
the related entity and the related entity has a unique constraint of its own, then

the tuple of values from the related entity can be substituted for the entry of the
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foreign key. The method of substituting tuples for foreign keys can continue on
the substituted tuples until no more substitutions can be made.

[0030] The re-writing method may finish when it updates the primary keys in
the change log before attempting to apply the change to the target side. The re-
write can be accomplished by retrieving the uniqueness constraint from the
entity’s change log, then attempting to extract the equivalent primary key on the
target side that matches the uniqueness information. The entity on the target side
that matches the uniqueness tuple can be obtained by virtual database query; the
values of the target entities unique constraint columns need to match the
equivalent column in the uniqueness tuple. If the equivalent column is found to
be a tuple itself instead of a single value, it is because that column is a foreign
key, in that case the primary key of the foreign entity, where the columns of the
unique constraint on that foreign entity that matches the tuple is substituted for
the tuple in the uniqueness tuple by the same method. Since the tuples contain
tuples, the method can recursively evaluate tuples into primary keys, until finally
the primary key that matches the entire uniqueness tuple is obtained. Upon
obtaining the final primary key, the primary key can be substituted for the
primary key in the change log. The re-writing is complete at this point, because
the primary key and unique constraint columns match in the change log, the
conflict due to having primary keys with an additional unique constraints has
been resolved.

[0031] Figure 1 is a block diagram of an embodiment of an example system
architecture 10. The system architecture 10 can include a data virtualization
platform 101 managing data flow from user instruments 100 to storage 102 such
the user instruments 100 do not directly connect to storage 102 or components of
storage 102, directly go through the data virtualization platform 101. The user
instruments 100 may not have any information regarding the location of or
routing to storage 102 or components of storage 102. The user instruments 100
may include, but are not limited to, mobile devices, applications, instrumentality
of services, and systems. The user instruments 100 essentially "see" the
presentation of the source, or a view of the source, of storage 102 and

underneath user instruments 100, the data virtualization platform 101 handles the
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translation between that view and the actual physical data that is stored in
storage 102.

[0032] The data virtualization platform 101 can include a destination data
server 103, a source data server 104, and a synchronization data server 105. The
destination data server 103 can include a destination data view model 103-1.
The source data server 104 can include a source data view model 104-1. The
synchronization data server 105 can include a synchronization data view model
104-1.

[0033] The storage 102 can include a destination repository 109, a source
repository 110, a source repository 111, a synchronization repository 112, and a
source repository 113. These repositories can be realized as separate physical
components, where each component may be remote from various ones of the
separate physical components. The destination repository 109 can be coupled to
the destination data server 103 by communication path 114 to provide
bidirectional communication of data to the destination data view model 103-1.
The source repository 110 and the source repository 111 can be coupled to the
source data server 104 by communication paths 115 and 116, respectively, to
provide bidirectional communication of data to the source data view model 104-
1.

[0034] The synchronization repository 112 can be coupled to the
synchronization data server 105 by communication path 114 to provide
bidirectional communication of data to the synchronization data view model
105-1. The synchronization repository 112 can store all of that metadata and
states related to what has already been synchronized between two repositories
and store what remains to be done.

[0035] The source repository 113 can be coupled to the user instruments 100
by communication path 121 to provide bidirectional communication of data to
the user instruments 100. The source repository 113 may be structured as a local
database of the user instruments 100.

[0036] The data virtualization platform 101 may be structured to synchronize
all virtualized data, or subsets of such data, as needed, across heterogeneous data

repositories, regardless of the data source or origin, such as commercial
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databases, files, data inside spreadsheets, web services, mobile devices, big data
repositories, cloud repositories, No-SQL repositories, or any other type of
virtualized data repository, without requiring any direct access to those
repositories during the synchronization. The data virtualization platform 101
may be structured to operate to perform one or more of the following tasks: read
configuration information regarding sources, destinations, and data mappings;
update a subset of originating data destined for a receiver destination; check the
source for new changes since the last such check; identify the pending changes
for the destination since the last such synchronization; check for any conflicts for
pending changes; apply an appropriate conflict resolution policy; order entities
in a selected right execution order prior to synchronizing data; apply pending
insertions first; apply updates following application of the pending insertions
first; apply deletes following application of updates following application of the
pending insertions first; track and log any errors encountered during these
operations; and record a transaction summary of the complete synchronization
process.

[0037] The data virtualization platform 101 or a data virtualization platform
similar to data virtualization platform 101 may be structured to periodically
invoke procedures to enable various data repositories to incrementally achieve
identical data content across any connected network of repositories in any
deployment configuration. Such deployment configuration may include, but is
not limited to, peer to peer, hub to spoke, master to slave, among any others.
The data virtualization platform 101 or a data virtualization platform similar to
data virtualization platform 101 may include a scheduler, a timer, an executable
task, and procedures using these components.

[0038] The data virtualization platform 101 or a data virtualization platform
similar to data virtualization platform 101 may be structured to configure the
data virtualization platform 101 or a data virtualization platform similar to data
virtualization platform 101 to specify data mapping between the source and
destination repositories. The data virtualization platform 101 or a data
virtualization platform similar to data virtualization platform 101 may include

one or more of the following: a configuration schema definition that constrains
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the validity of configuration information; connection information for the
virtualized sources and destinations required by the data virtualization platform
101 or a data virtualization platform similar to data virtualization platform 101;
parameters, such as synchronization interval or frequency, that govern the

5 execution of the data virtualization platform 101 or a data virtualization platform
similar to data virtualization platform 101; and a mapping between the source
and destination entities and their attributes to implement methods of
synchronization of the data virtualization platform 101 or a data virtualization
platform similar to data virtualization platform 101.

10 [0039] A data model and/or schema to store data and meta-data may be
associated with the data virtualization platform 101 or a data virtualization
platform similar to data virtualization platform 101 and methods of operating the
data virtualization platform 101 or associated with operating a data virtualization
platform similar to data virtualization platform 101 as taught herein. The model

15  caninclude entities and relationships that track one or more of the following: the
meta-data, including an incrementing change tracking counter, associated with
changed attributes of all entities of all repositories as configured by the data
virtualization platform 101 or a data virtualization platform similar to data
virtualization platform 101; the meta-data associated with a subset of data from

20  one originating repository to a destination repository as configured by the data
virtualization platform 101 or a data virtualization platform similar to data
virtualization platform 101; the meta-data associated with the information
gathered during prior synchronization cycles between the source and destination
repositories; and any error associated with propagating the actual change

25  associated with any given change meta-data. A data model and/or schema may
be structured to store synchronization transaction information. The
synchronization transaction information may include date and time of the
conclusion of the synchronization activity, the unique source identifier, the
unique destination identifier, the source entities, the destination entities, the

30  source attributes, the destination attributes, the count of synchronized entities,
the count of synchronized attributes, the count of entities with errors during

synchronization, the count of attributes with errors during synchronization, and
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the starting and ending values of the meta-data counter.

[0040] The data virtualization platform 101 or a data virtualization platform
similar to data virtualization platform 101 may be structured to check for any
conflicts for pending changes. The data virtualization platform 101 or a data
virtualization platform similar to data virtualization platform 101 may be
structured to perform one or more of the following: conduct a three way match
to detect attribute change conflicts by comparing a hash, or unique numeric
code, of the source content, the hash, or unique numeric code, of the destination
content, and the stored hash, or unique numeric code, of the last known
synchronized content; take into account the hierarchical relationships between
entities to further improve conflict detection; and c) skip the pending change if it
is detected that the destination already has the same content as source change.
[0041] The data virtualization platform 101 or a data virtualization platform
similar to data virtualization platform 101 may be structured to apply an
appropriate conflict resolution policy that resolves detected conflicts outlined
above with respect to check for any conflicts for pending changes, conduct a
three way match, taking into account hierarchical relationships, and skip a
pending change. The data virtualization platform 101 or a data virtualization
platform similar to data virtualization platform 101 may be structured to apply
an appropriate conflict resolution policy by conducting an operation including
determination of the winner in the event of a conflict as specified by the
configuration discussed above to specify data mapping between the source and
destination repositories. The configuration may include one or more of the
following: a configuration schema definition that constrains the validity of
configuration information; connection information for the virtualized sources
and destinations required by the data virtualization platform 101 or a data
virtualization platform similar to data virtualization platform 101; parameters,
such as synchronization interval or frequency, that govern the execution of the
data virtualization platform 101 or a data virtualization platform similar to data
virtualization platform 101; and a mapping between the source and destination
entities and their attributes to implement methods of synchronization of the data

virtualization platform 101 or a data virtualization platform similar to data
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virtualization platform 101. The data virtualization platform 101 or a data
virtualization platform similar to data virtualization platform 101 may be
structured to apply an appropriate conflict resolution policy that resolves
detected conflicts including cancelling or applying the pending change as
inferred from the determined policy.

[0042] The data virtualization platform 101 or a data virtualization platform
similar to data virtualization platform 101 may be structured to operate in
conjunction with the stored change meta-data as discussed above with respect to
a data model and/or schema to store data and meta-data. Such a combination can
be provided to ensure one or more of the following: change meta-data is tracked
at the entity and attribute level thereby allowing partial entity synchronization in
the event that a destination is only interested in a subset of the attributes and
entities; the meta-data change counter enables the incremental synchronization
of only the latest changes from a source repository to multiple concurrent
destinations each of whom may require disparate subsets of source data; deleted
information is correctly propagated even when the source repositories do not
retain, or provide, information regarding deleted information; redundant and
spurious cycles of change related updates are prevented from repositories that
synchronize symmetrically; remain robust and error free in the event that entities
and attributes are removed or augmented from the schema of the source and
destination repositories; eliminate the need to synchronize system or server
clocks across the synchronizing networks of repositories; obviate the need to
store intermediate copies of actual change data in any repository; and allow any
query specification dynamically at runtime to control the subset of data
synchronized between a source and a destination.

[0043] Figures 2A-2K are block diagrams of embodiments of example system
interfaces that can be implemented in the system architecture 10 of Figure 1. An
interface can be realized by a module that can provide executable procedures.
These interfaces may provide for realization of methods and systems as taught
herein. Figures 2A-2K are block diagrams of embodiments of example system
interfaces that can be implemented in the system architecture 10 of Figure 1.

These interfaces may provide for realization of methods and systems as taught
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herein. Figure 2A is a block diagram of an embodiment of an example change
interface 200. The change interface 200 can have a change counter 200-1and
can be arranged to hold a unique repository identifier 200-2 that can be
structures as a primary key, a change operation 200-3, an entity name 200-4, an
5 1D 200-9, an attribute name 200-5, a hash of the changed attribute value 200-6, a

change status 200-7, and an optional error 200-8. The change operation can be
an insert, an update, or a delete.
[0044] The change counter can be structured to maintain change version to
keep track of version stored in metadata. It can keep track of every detail. This

10 change counter can be stored in a synchronization metadata repository, which
can be arranged to store metadata but does not store any of the actual values of
any of the entities that are being synchronized. The change counter allows
tracking across multiple synchronizations. In addition, a hash of the actual
value, where the hash is a signature of what the value is, can be maintained. A

15  signature of a data entry can be calculated on the hash, which allows for
comparison of the hash values to determine if there has been a change. For
example one may have a large file that can be compressed to a number, or a
specific number, such that if the number is different than a previously stored
hash, the comparison indicates that the entity has changed in some manner. The

20  whole file need not be fetched to determine whether there has been any change
in it. A comparison of its hash indicates that there has been a change, which
allows for keeping keep track of the version.
[0045] Figure 2B is a block diagram of an embodiment of an example change
collection interface 201. The change collection interface 201can comprise

25  instrumentality to add a change 201-1, iterate through collected changes 201-2,
retrieve a specific change 201-3, check if the collection contains a specific
change 201-4, manage a list of entity keys for the change collection 201-5, check
if a given change is in conflict with that collection of changes 201-6, and keep an
entity count 201-7 and an attribute count 201-8.

30 [0046] Figure 2C is a block diagram of an embodiment of an example change
source interface 202. The can change source interface 202 can include

instrumentality to fetch the latest changes 202-1, the attributes of each entity
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exposed by the source for synchronization 202-2, the list of the attribute data
types for the entity attributes 202-3, the key attributes for every entity 202-4, the
types of the key attributes for every entity 202-5. The change source interface
202 can be structured to delete an entity 202-6, insert an entity 202-7, update an
entity 202-8, and specify a mapping 202-9 to a configured destination entity as
taught herein

[0047] Figure 2D is a block diagram of an embodiment of an example
synchronizer interface 203. The synchronizer interface 203 can include
instrumentality to retrieve new source changes 203-1, set subsets of data from a
source to a destination 201-2, synchronize two repositories 203-3, reset change
tracking meta-data 203-4, provide the errors encountered 203-5, and log and
report on the transactions 203-6. The synchronizing of the two repositories may
include a permutation of one or more of the following operations: reading
configuration information regarding sources, destinations, and data mappings;
updating the subset of originating data destined for the receiver repository;
checking the source for new changes since the last such check; identifying the
pending changes for the destination since the last such synchronization; checking
for any conflicts for pending changes; applying an appropriate conflict resolution
policy; ordering the entities in the right execution order prior to synchronizing
data; applying pending insertions first followed by applying updates and then
deletes; tracking and logging any errors encountered during these operations;
and recording a transaction summary of the complete synchronization process.
[0048] Figure 2E is a block diagram of an embodiment of an example sync
specification interface 204. The sync specification interface 204 can include a
source repository 204-1, a destination repository 204-2, a repository to store the
synchronization meta-data 204-3, and a mapping between source entities and
destination entities 204-4.

[0049] Figure 2F is a block diagram of an embodiment of an example sync
map interface 205. The sync map interface 205 can include a list of a source
entity 205-1, a query which when executed on the source repository specifies the
data subset 205-2 targeted for the destination repository 205-3, and a set of

attribute mappings from the source entity to the destination entity 205-4.
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[0050] Figure 2G is a block diagram of an embodiment of an example sync
transaction interface 206. The sync transaction interface 206 can provide the
attributes store synchronization transaction information including date and time
of conclusion of the synchronization activity 206-1, a unique source identifier
206-2, a unique destination identifier 206-3, source entities 206-4, destination
entities 206-5, source attributes 206-6, destination attributes 207-7, and the
starting 206-8 and ending 206-9 values of a meta-data counter.

[0051] Figure 2H is a block diagram of an embodiment of an example sync
status interface 207. The sync status interface 207 can provide the status of an
ongoing synchronization operation via states that cycle between labels of success
207-1, pending 207-2, error 207-3, manual 207-4, skipped 207-5, and in source
207-5.

[0052] Figure 21 is a block diagram of an embodiment of an example change
hash interface 208. The change hash interface 208 can include instrumentality to
provide a hash or unique numeric code or any attribute value 208-1. The change
hash interface 208 can include an algorithm employed to compute this hash
value 208-2, and various data structures to maintain groups of such hashes such
as collections 208-3, maps 208-4, and trees 208-4.

[0053] Figure 2] is a block diagram of an embodiment of an example sync
operation interface 209. The sync operation interface 209 can describe modes
and manner of changes such as insertions 209-1, updates 209-2, deletions 209-3,
and no change 209-4.

[0054] Figure 2K is a block diagram of an embodiment of an example sync
exception interface 210. The sync exception interface 210 can provide a
synchronization error message 210-1 and any context associated with that error
message 210-2.

[0055] Figure 3 is a block diagram of an embodiment of an example
configuration model for a configuration set 300. The configuration set 300 can
include parameters 301 and specification 302. The parameters 301 can include,
but are not limited to, precision parameter 303, rounding parameter 304, and
interval parameter 305. The interval parameter 305 can specify how often a

synchronization is to be performed. The specification 302 includes
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configuration data of a map 306, a source 307, a destination 308, and a sync
repository 309. The sync repository 309 can include connection information
320.

[0056] The map 306 can include configuration data of a source entity 310, a
destination entity 311, an attribute map 312, and a subset query 313. The
attribute map 312 can include configuration data for a source attribute 321 and a
destination attribute 322.

[0057] The configuration data for the source 307 can include an ID 314, a
conflict policy 315, and connection information 316. The conflict policy 315
can be realized in a number of ways. The conflict policy 315 can be the identity
of a conflict winner. The conflict policy 315 can be a set of rules by which to
determine which entity is the conflict winner.

[0058] The configuration data for the destination 308 can include an ID 317, a
conflict policy 318, and connection information 319. The conflict policy 318
can be realized in a number of ways. The conflict policy 318 can be the identity
of a conflict winner. The conflict policy 318 can be a set of rules by which to
determine the entity that is the conflict winner.

[0059] Figures 4A and 4B are flow diagrams of an embodiment of an example
data synchronization flow. Figures 4A shows a setup flow 400-1 to prepare for a
synchronization procedure. At 401, source data virtualization is conducted. At
402, destination data virtualization is conducted. At 403, sync data virtualization
in conducted. At 404, a periodic synchronization task is scheduled. Prior to
synchronization, configuration data is enabled in the data virtualization layer
such that synchronization in the data virtualization layer, via a data virtualization
platform such as data virtualization platform 101 of Figure 1, can be conducted
separate from a plurality of physical data repositories without requiring direct
access to the plurality of data repositories during synchronization. Referring to
Figure 1 as an example, during the setup flow 400, data can be communicated
from the destination repository 109 to the destination data view model 103-1,
data can be communicated from the source repositories 110 and 111 to the
source data view model 104-1, and from synchronization repository 112 to the

synchronization data view model 105-1.
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[0060] Figures 4A shows an execution a flow 400-2 to perform a
synchronization procedure. At 405-1, an indication can be provided to execute
the synchronization procedure at a specified period. Other triggers may be to
initiate the synchronization procedure. The execution of the synchronization
procedure can start 405-2 in response to the specified period occurring or the
trigger being detected. At 406, configuration information is read. The read
configuration information can include which sources, which destinations, all the
mappings between which entities can sync with which entities, the timing
interval, everything to be used to manage synchronization at the data
virtualization layer. At 407, data subset for destination is updated. At 408, the
source is checked for new changes. At 409, pending changes for the destination
are obtained. At 410, a check for conflicts is conducted. At411, conflict
resolution policy is applied. At 412, entities for synchronization are ordered. At
413, inserts are applied. At 414, updates are applied. At415, deletes are
applied. At416, errors are logged. At 417, the transaction of the
synchronization is recorded. At 418, the synchronization process is ended. The
execution flow can proceed for every pair of entities and every combination.
[0061] Figure S is a block diagram of features of an embodiment of an
example core data model. The core data model can include a change counter
500 and a change transaction 501. Change counter 500 can comprise a counter
502, a source ID 503, a designation ID 504, an entity name 505, an attribute
name 506, key attribute name(s) 507, change operation 508, attribute value hash
509, and error message 511. The change counter 500 allows the data
virtualization layer to keep track of every detail, every column, every entity, and
every pair of repositories without a time limit. It is one of the items that can be
stored in the metadata for the synchronization. In various embodiments, none of
the actual values of any of the entities that are being synchronized is stored in the
synchronization metadata repository. The only information stored, in these
embodiments, is metadata, which includes the change counter 500 that is the
most common type of metadata stored.

[0062] Change transaction 501 can be structured to provide an accounting of a

synchronization procedure. The change transaction can include a timestamp



WO 2016/111697 PCT/US2015/010803
21

512, a source ID 513, a destination ID 514, a source entity name 515, destination
entity name 516, an entity count 517, an attribute count 518, an entity error count
519, an attribute error count 520, a counter begin 521, and a count end 522. The
change transaction 501 provides a record, for example, noting the time that a
5 given repository is synchronized with another identified repository number, the

total entities synced, the total attributes synced, all of the errors found, a starting
time, an ending time, etc.
[0063] Figure 6 is a flow diagram of an embodiment of an example method of
synchronizing data. At 610, synchronizing virtualized data, or subsets of

10 virtualized data, is synchronized across a plurality of data repositories. At 620,
the synchronization is conducted in a data virtualization platform separate from
the plurality of data repositories without requiring direct access to the plurality
of data repositories.
[0064] A method 2 can include reading configuration data into a data

15  virtualization platform, the configuration data being data regarding source
repositories, destination repositories, and data mappings, the data virtualization
platform including one or more servers, the data virtualization platform operable
to communicate with a user device such that the user device accesses data from
storage repositories via the data virtualization platform without direct

20  connectivity to the storage repositories; updating a subset of originating data
destined for a destination repository, the subset of originating data being from a
source; checking the source for new changes since the source was last checked;
identifying pending changes for the destination repository since a last
synchronization of the destination repository, the pending changes being

25  generated in one or more entities; checking for conflicts for pending changes;
applying a conflict resolution policy; ordering the one or more entities in a fixed
execution order prior to synchronize data; and synchronizing the data.
[0065] A method 3 can include the features of method 2 and can include
applying pending insertions first; applying updates after applying pending

30  insertions; and applying identified deletions after applying updates following
applying the pending insertions first.

[0066] A method 4 can include the features of any of methods 2-3 and can
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include tracking and logging errors encountered during operations from reading
the configuration data into a data virtualization platform to synchronizing the
data; recording a transaction summary of a complete synchronization process
conducting in synchronizing the data.

[0067] A method 5 can include the features of any of methods 2-4 and can
include periodically invoking the reading, the updating, the checking for new
changes, the identifying, the checking for conflicts; the applying, the ordering,
and the synchronizing to enable a plurality of data repositories to incrementally
achieve identical data content, across a connected network of repositories.
[0068] A method 6 can include the features of any of methods 2-5 and can
include specifying the data mapping between source and destination repositories,
the data mapping including: a configuration schema definition that constrains the
validity of the configuration data; connection data for virtualized sources and
destinations; parameters including synchronization interval; and attributes of the
source and destination repositories.

[0069] A method 7 can include the features of any of methods 2-6 and can
include using a data model and schema to store data and meta-data, the data
model having entities and relationships that track one or more of the following:
the meta-data, including an incrementing change tracking counter, associated
with the changed attributes of all entities of all repositories, the meta-data
associated with a subset of data from one originating repository to a destination
repository; the meta-data associated with data gathered during prior
synchronization cycles between the source and destination repositories; error
associated with propagating the actual change associated with any given change
meta-data; or stored synchronization transaction data including: the date and
time of the conclusion of the synchronization activity; the unique source
identifier, the unique destination identifier, the source entities, the destination
entities, the source attributes, the destination attributes, the count of
synchronized entities, the count of synchronized attributes, the count of entities
with errors during synchronization, the count of attributes with errors during
synchronization, and the starting and ending values of the meta-data counter.

[0070] A method 8 can include the features of any of methods 2-7 and can
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include checking for conflicts for pending changes including: checking for a
three way match to detect attribute change conflicts by comparing a hash, or
unique numeric code, of the source content, the hash, or unique numeric code, of
the destination content, and the stored hash, or unique numeric code, of the last
known synchronized content; taking into account the hierarchical relationships
between entities; and skipping the pending change if it is detected that the
destination already has the same content as the source change.

[0071] A method 9 can include the features of any of methods 2-8 and can
include applying the conflict resolution policy resolves detected conflicts,
applying the conflict resolution policy includes determining a winner in the
event of a conflict and cancelling or applying the pending change as inferred
from the determined policy.

[0072] A method 10 can include the features of any of methods 2-9 and can
include, in conjunction with stored change meta-data, one or more of the
following: tracking change meta-data at the entity and attribute level, allowing
partial entity synchronization in the event that a destination is only interested in a
subset of the attributes and entities; using a meta-data change counter to enable
incremental synchronization of only the latest changes from a source repository
to multiple concurrent destinations; propagating deleted information even when
the source repositories do not retain, or provide, data regarding deleted
information; or preventing redundant and spurious cycles of change related
updates to the repositories that synchronize symmetrically.

[0073] Features of any of the various methods, as taught herein, or other
combinations of features may be combined into a procedure according to the
teachings herein.

[0074] In various embodiments, a non-transitory machine-readable storage
device can comprise instructions stored thereon, which, when performed by a
machine, cause the machine to perform operations, the operations comprising
one or more features similar to or identical to features of methods and techniques
described herein. The physical structures of such instructions may be operated
on by one or more processors. Executing these physical structures can cause the

machine to perform operations to: synchronize virtualized data, or subsets of
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virtualized data, across a plurality of data repositories; and conduct the
synchronization in a data virtualization platform separate from the plurality of
data repositories without requiring direct access to the plurality of data
repositories.

[0075] The instructions can include instructions to: read configuration data
into the data virtualization platform, the configuration data being data regarding
source repositories, destination repositories, and data mappings, the data
virtualization platform including one or more servers, the data virtualization
platform operable to communicate with a user device such that the user device
accesses data from storage repositories via the data virtualization platform
without direct connectivity to the storage repositories; update a subset of
originating data destined for a destination repository, the subset of originating
data being from a source; check the source for new changes since the source was
last checked; identify pending changes for the destination repository since a last
synchronization of the destination repository, the pending changes being
generated in one or more entities; check for conflicts for pending changes; apply
a conflict resolution policy; order the one or more entities in a fixed execution
order prior to synchronize data; and synchronize the data. The instruction can
include instructions to: apply pending insertions first; apply updates after
application of the pending insertions; and apply identified deletions after
application of updates following application of the pending insertions first. The
instruction can include instructions to: track and log errors encountered during
operations from reading the configuration data into the data virtualization
platform to synchronize the data; and record a transaction summary of a
complete synchronization process conducted in synchronization of the data.
[0076] Further, a machine-readable storage device, herein, is a physical device
that stores data represented by physical structure within the device. Such a
physical device is a non-transitory device. Examples of machine-readable
storage devices can include, but are not limited to, read only memory (ROM),
random access memory (RAM), a magnetic disk storage device, an optical
storage device, a flash memory, and other electronic, magnetic, and/or optical

memory devices.
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[0077] A system 1 can comprise: a data virtualization platform including: one
Or more servers; a communication interface arranged to receive data from and
transmit data to user instruments; a communication interface arranged to receive
data from and transmit data to storage repositories, the data virtualization
platform structured to conduct synchronization within the data virtualization
platform separate from the plurality of data repositories without requiring direct
access to the plurality of data repositories.

[0078] A system 2 can include the structure of system 1 and can include the
data virtualization platform structured to: read configuration data into the data
virtualization platform, the configuration data being data regarding source
repositories, destination repositories, and data mappings; update a subset of
originating data destined for a destination repository, the subset of originating
data being from a source; check the source for new changes since the source was
last checked; identify pending changes for the destination repository since a last
synchronization of the destination repository, the pending changes being
generated in one or more entities; check for conflicts for pending changes; apply
a conflict resolution policy; order the one or more entities in a fixed execution
order prior to synchronize data; and synchronize the data.

[0079] A system 3 can include the structure of any of systems 1-2 and
can include the data virtualization platform structured to: apply pending
insertions first; apply updates after application of the pending insertions; and
apply identified deletions after application of the updates following application
of the pending insertions first.

[0080] A system 4 can include the structure of any of systems 1-3 and can
include the data virtualization platform structured to: track and log errors
encountered during operations from reading the configuration data into the data
virtualization platform to synchronize the data; and record a transaction
summary of a complete synchronization process conducted in synchronization of
the data.

[0081] A system 5 can include the structure of any of systems 1-4 and can
include the one or more servers including: a destination data server having a

destination data view model; a source data server having a source data view
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model; and a synchronization data server having a synchronization data view
model.
[0082] A system 6 can include the structure of any of systems 1-5 and can
include the data virtualization platform including one or more of the following: a
5  change interface having a change counter and arranged to hold a unique
repository identifier, a change operation, an entity name, an attribute name, a
hash of the changed attribute value, and a change status; a change collection
interface structured to add a change, iterate through collected changes, retrieve a
specific change, check if the collected changes contains a specific change,

10 manage a list of entity keys for the change collection interface, and check if a
given change is in conflict with the collected changes; a synchronizer interface
structured to retrieve new source changes, set subsets of data from a source to a
destination, synchronize two repositories to each other, reset change tracking
meta-data, provide errors encountered, and log and report on transactions; a

15  change source interface structured to fetch latest changes, attributes of each
entity exposed by a source for synchronization, a list of attribute data types for
the entity attributes, types of key attributes for every entity, and key attributes for
every entity, and structured to delete an entity, insert an entity, update an entity,
and specify a mapping to a configured destination entity; a sync specification

20  interface having a source repository, a destination repository, a sync repository
to store synchronization meta-data, and a sync map between source entities and
destination entities; a sync map interface having a list of source entities, an
identification of a destination repository, a query for a source subset that when
executed on a source entity specifies a data subset targeted for the destination

25  repository, and a set of attribute mappings from the source entity to the
destination entity; a sync transaction interface that provides the attributes to store
synchronization transaction information including date and time of conclusion of
the synchronization activity, a unique source identifier, a unique destination
identifier, source entities, destination entities, source attributes, destination

30  attributes, and the starting and ending values of a meta-data counter; a sync
status interface that provides the status of an ongoing synchronization operation

via states that cycle between labels of success, pending, error, manual, skipped,
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and in source; a change hash interface structured to provide a hash or unique
numeric code or an attribute value using an algorithm employed to compute a
hash value, and data structures to maintain groups of hashes including
collections, maps, and trees; a sync operation interface to describe modes and
manner of changes from among no change, insertion, update, and deletion; or a
sync exception interface that provides a synchronization error message and
context associated with the synchronization error message.

[0083] A system 7 can include the structure of any of systems 1-6 and can
include the change operation of the change interface including an insert, an
update, or a delete.

[0084] Figure 7 is a block diagram of an embodiment of an example system
700 that can be implemented in the example system architecture 10 of Figure 1.
The system 700 may implemented as a general structure of one or more
components in the system architecture 10. The system 700 can be arranged to
perform various operation on data, in a manner similar or identical to any of the
processing techniques discussed herein.

[0085] The system 700 can include a processor 741, a memory 742, an
electronic apparatus 743, and a communications unit 745. The processor 741,
the memory 742, and the communications unit 745 can be arranged to operate as
a processing unit to control operation of the data virtualization platform 101 or
components of the data virtualization platform 101. In various embodiments, the
processor 741 can be realized as a processor or a group of processors that may
operate independently depending on an assigned function. Memory 742 may be
realized as one or more databases.

[0086] The communications unit 745 can include communications between
user instruments and a data virtualization platform and/or between the data
virtualization platform and physical data storage repositories. Communications
unit 745 may use combinations of wired communication technologies and
wireless technologies.

[0087] The system 700 can also include a bus 747, where the bus 747 provides
electrical conductivity among the components of the system 700. The bus 747

can include an address bus, a data bus, and a control bus, each independently
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configured. The bus 747 can be realized using a number of different
communication mediums that allows for the distribution of components of the
system 700. The bus 747 can include instrumentality for network
communication. The use of bus 747 can be regulated by the processor 741.
[0088] In various embodiments, peripheral devices 746 can include displays,
additional storage memory, or other control devices that may operate in
conjunction with the processor 741 or the memory 742. The peripheral devices
746 can be arranged with a display, as a distributed component, that can be used
with instructions stored in the memory 742 to implement a user interface 762 to
manage the operation of the system 700 according to its implementation in the
system architecture for data virtualization. Such a user interface 762 can be
operated in conjunction with the communications unit 745 and the bus 747.
[0089] Structures and techniques, as taught herein, can serve as a basis for
products directed to address a wide variety of data management tasks,
particularly those that are complex. Use of a data virtualization platform
provides a mechanism to address such complexity. The data virtualization
platform may provide new workflows and techniques to collaborate with, opaque
and hard to integrate, tools and user instruments without making significant
custom data repository modifications and middle-ware additions. The data
virtualization platform can provide effective data integration and coherence
across applications and systems, which may provide enhanced enablement and
management of data management tasks

[0090] Although specific embodiments have been illustrated and described
herein, it will be appreciated by those of ordinary skill in the art that any
arrangement that is calculated to achieve the same purpose may be substituted
for the specific embodiments shown. Various embodiments use permutations
and/or combinations of embodiments described herein. It is to be understood
that the above description is intended to be illustrative, and not restrictive, and
that the phraseology or terminology employed herein is for the purpose of
description. Combinations of the above embodiments and other embodiments

will be apparent to those of skill in the art upon studying the above description.
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What is claimed is:
1. A method comprising:
5 synchronizing virtualized data, or subsets of virtualized data, across a

plurality of data repositories; and
conducting the synchronization in a data virtualization platform separate
from the plurality of data repositories without requiring direct access to the
plurality of data repositories.
10
2. A method comprising;
reading configuration data into a data virtualization platform, the
configuration data being data regarding source repositories, destination
repositories, and data mappings, the data virtualization platform including one or
15  more servers, the data virtualization platform operable to communicate with a
user device such that the user device accesses data from storage repositories via
the data virtualization platform without direct connectivity to the storage
repositories;
updating a subset of originating data destined for a destination repository,
20  the subset of originating data being from a source;
checking the source for new changes since the source was last checked;
identifying pending changes for the destination repository since a last
synchronization of the destination repository, the pending changes being
generated in one or more entities;
25 checking for conflicts for pending changes;
applying a conflict resolution policy;
ordering the one or more entities in a fixed execution order prior to
synchronize data; and
synchronizing the data.
30
3. The method of claim 2, wherein the method includes

applying pending insertions first;
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applying updates after applying pending insertions; and
applying identified deletions after applying updates following applying

the pending insertions first.

4, The method of claim 2, wherein the method includes:

tracking and logging errors encountered during operations from reading
the configuration data into the data virtualization platform to synchronize the
data; and

recording a transaction summary of a complete synchronization process

conducting the synchronization of the data.

5. The method of claim 2, wherein the method includes periodically
invoking the reading, the updating, the checking for new changes, the
identifying, the checking for conflicts; the applying, the ordering, and the
synchronizing to enable a plurality of data repositories to incrementally achieve

identical data content, across a connected network of repositories.

6. The method of claim 2, wherein the method includes specifying the data
mapping between source and destination repositories, the data mapping
including:

a configuration schema definition that constrains the validity of the
configuration data;

connection data for virtualized sources and destinations;

parameters including synchronization interval; and

attributes of the source and destination repositories.

7. The method of claim 2, wherein the method includes using a data model
and schema to store data and meta-data, the data model having entities and
relationships that track one or more of the following:

the meta-data, including an incrementing change tracking counter,
associated with the changed attributes of all entities of all repositories, the meta-

data associated with a subset of data from one originating repository to a
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destination repository;

the meta-data associated with data gathered during prior synchronization
cycles between the source and destination repositories;

error associated with propagating the actual change associated with any
given change meta-data; or

stored synchronization transaction data including: the date and time of
the conclusion of the synchronization activity; the unique source identifier, the
unique destination identifier, the source entities, the destination entities, the
source attributes, the destination attributes, the count of synchronized entities,
the count of synchronized attributes, the count of entities with errors during
synchronization, the count of attributes with errors during synchronization, and

the starting and ending values of the meta-data counter.

8. The method of claim 2, wherein checking for conflicts for pending
changes includes:

checking for a three way match to detect attribute change conflicts by
comparing a hash, or unique numeric code, of the source content, the hash, or
unique numeric code, of the destination content, and the stored hash, or unique
numeric code, of the last known synchronized content;

taking into account the hierarchical relationships between entities; and

skipping the pending change if it is detected that the destination already

has the same content as the source change.

9. The method of claim 2, wherein applying the conflict resolution policy
resolves detected conflicts, applying the conflict resolution policy includes
determining a winner in the event of a conflict and cancelling or applying the

pending change as inferred from the determined policy.

10. The method claim 2, wherein in conjunction with stored change meta-
data, the method includes one or more of the following:
tracking change meta-data at the entity and attribute level, allowing

partial entity synchronization in the event that a destination is only interested in a
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subset of the attributes and entities;
using a meta-data change counter to enable incremental synchronization
of only the latest changes from a source repository to multiple concurrent
destinations;
5 propagating deleted information even when the source repositories do not
retain, or provide, data regarding deleted information; or
preventing redundant and spurious cycles of change related updates to

the repositories that synchronize symmetrically.

10 1L A system comprising:
a data virtualization platform including:
one Or more servers;
a communication interface arranged to receive data from and
transmit data to user instruments;

15 a communication interface arranged to receive data from and
transmit data to storage repositories, the data virtualization platform structured to
conduct synchronization within the data virtualization platform separate from the
plurality of data repositories without requiring direct access to the plurality of
data repositories.

20
12. The system of claim 11, wherein the data virtualization platform is
structured to:

read configuration data into the data virtualization platform, the
configuration data being data regarding source repositories, destination

25  repositories, and data mappings;

update a subset of originating data destined for a destination repository,
the subset of originating data being from a source;

check the source for new changes since the source was last checked;

identify pending changes for the destination repository since a last

30  synchronization of the destination repository, the pending changes being
generated in one or more entities;

check for conflicts for pending changes;
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apply a conflict resolution policy;
order the one or more entities in a fixed execution order prior to
synchronize data; and

synchronize the data.

5
13. The system of claim 12, wherein the data virtualization platform is
structured to:
apply pending insertions first;
apply updates after application of the pending insertions; and

10 apply identified deletions after application of the updates following
application of the pending insertions first.

14. The system of claim 12, wherein the data virtualization platform is
structured to:

15 track and log errors encountered during operations from reading the
configuration data into the data virtualization platform to synchronize the data;
and

record a transaction summary of a complete synchronization process
conducted in synchronization of the data.

20
15. The system of claim 12, wherein one or more servers includes:

a destination data server having a destination data view model;

a source data server having a source data view model; and

a synchronization data server having a synchronization data view model.
25

16. The system of claim 12, wherein the data virtualization platform includes
one or more of the following:
a change interface having a change counter and arranged to hold a unique
repository identifier, a change operation, an entity name, an attribute name, a
30  hash of the changed attribute value, and a change status;
a change collection interface structured to add a change, iterate through

collected changes, retrieve a specific change, check if the collected changes
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contains a specific change, manage a list of entity keys for the change collection
interface, and check if a given change is in conflict with the collected changes;

a synchronizer interface structured to retrieve new source changes, set
subsets of data from a source to a destination, synchronize two repositories to
each other, reset change tracking meta-data, provide errors encountered, and log
and report on transactions;

a change source interface structured to fetch latest changes, attributes of
each entity exposed by a source for synchronization, a list of attribute data types
for the entity attributes, types of key attributes for every entity, and key attributes
for every entity, and structured to delete an entity, insert an entity, update an
entity, and specify a mapping to a configured destination entity;

a sync specification interface having a source repository, a destination
repository, a sync repository to store synchronization meta-data, and a sync map
between source entities and destination entities;

a sync map interface having a list of source entities, an identification of a
destination repository, a query for a source subset that when executed on a
source entity specifies a data subset targeted for the destination repository, and a
set of attribute mappings from the source entity to the destination entity;

a sync transaction interface that provides the attributes to store
synchronization transaction information including date and time of conclusion of
the synchronization activity, a unique source identifier, a unique destination
identifier, source entities, destination entities, source attributes, destination
attributes, and the starting and ending values of a meta-data counter;

a sync status interface that provides the status of an ongoing
synchronization operation via states that cycle between labels of success,
pending, error, manual, skipped, and in source;

a change hash interface structured to provide a hash or unique numeric
code or an attribute value using an algorithm employed to compute a hash value,
and data structures to maintain groups of hashes including collections, maps, and
trees;

a sync operation interface to describe modes and manner of changes from

among no change, insertion, update, and deletion; or
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a sync exception interface that provides a synchronization error message

and context associated with the synchronization error message.

17. The system of claim 16, wherein the change operation of the change

interface includes an insert, an update, or a delete.

18. A non-transitory machine-readable storage device having instructions
stored thereon, which, when performed by a machine, cause the machine to
perform operations to:

synchronize virtualized data, or subsets of virtualized data, across a
plurality of data repositories; and

conduct the synchronization in a data virtualization platform separate
from the plurality of data repositories without requiring direct access to the

plurality of data repositories.

19. The non-transitory machine-readable storage device of claim 18, wherein
the instructions include instructions to:

read configuration data into the data virtualization platform, the
configuration data being data regarding source repositories, destination
repositories, and data mappings, the data virtualization platform including one or
more servers, the data virtualization platform operable to communicate with a
user device such that the user device accesses data from storage repositories via
the data virtualization platform without direct connectivity to the storage
repositories;

update a subset of originating data destined for a destination repository,
the subset of originating data being from a source;

check the source for new changes since the source was last checked;

identify pending changes for the destination repository since a last
synchronization of the destination repository, the pending changes being
generated in one or more entities;

check for conflicts for pending changes;

apply a conflict resolution policy;
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order the one or more entities in a fixed execution order prior to
synchronize data; and

synchronize the data.

20. The non-transitory machine-readable storage device of claim 19, wherein
the instructions include instructions to:

apply pending insertions first;

apply updates after application of the pending insertions; and

apply identified deletions after application of updates following

application of the pending insertions first.

21. The non-transitory machine-readable storage device of claim 19, wherein
the instructions include instructions to:

track and log errors encountered during operations from reading the
configuration data into the data virtualization platform to synchronize the data;
and

record a transaction summary of a complete synchronization process

conducted in synchronization of the data.



PCT/US2015/010803

WO 2016/111697

1/9

Kionsodey
90IN0S

Aoysoday
UONeZIUOJYoUAS

Kioysodey

Kioysodey
uoneunsa(

oLl 601
A 4 abeioig
. \-z0!
141
801 . W0l
\ v \ L 2
| [BPO\ MSIA BlEQ [SPON MBIA BleQ | »| [BPO M3IA BleQ
| uoneziuoiyouAs 80IN0S B "] uoneunsaq
ch_www:wﬂwm\nm JONBS Bl 92IN0S JBAISS Ble(Q uoneunsa(
//mo L 701 ~ €0l —
Woyeld uonezienyin eyed
~ L0L
- 8Ll
\ 4 //
4 Ll
g SININNHLSNI 93SN <
6LL ]
. » //oo I
0cl




WO 2016/111697

2/9

PCT/US2015/010803

200~ ~200-1
200-9 200-2
N—] ID PKEY |/
200-3 | I _2/00-5
OPERATION ATTRIBUTE
200-6 I CHANGE T 2004
“—  HASH ENTITY
L‘ STATUS |—| ERROR u
200-7—" N—200-8
Fig. 2A
I_{ IS IN CONFLICT h
201-3
Nl GET DD _2/01-1
CHANGE CHANGE
201-2 x
Nl ALL CHANGE 7 o1
CHANGES COLLECTION CONTAINS |~
2015 I CHANGE
KEYS
ENTITY ATTRIBUTE
COUNT COUNT
201-7—" N—201-8



WO 2016/111697

3/9

PCT/US2015/010803

202~ ~202-1
I_( FETCH ’_I
CHANGES
202-2 202-8
| ATTRIBUTE UPDATE |~
MAP ENTITY
| |
202-3 1 202-6
“—  KEYMAP CHANGE P
202-4 I SOURCE 12027
\_| ATTRBUTE |
TYPE MAP ENTITY
KEY TYPE
H VAL MAP
202-5— N—202-9
Fig. 2C
203~ ~203-6
H TRANSACTIONS r080
203-1[  UPDATE SET |
—  SOURCE SUBSET
CHANGES
[ SYNCHRONIZER
N—] SYNC |
L{ ERRORS
N\—203-5
Flg. 2D
~204-1 ~204-2
SOURCE OF DESTINATION OF
rod CHANGES CHANGES

| svyNnc SPECIFICATION

SYNC
REPOSITORY SYNC MAP
204-3—’ N—204-4

Fig. 2E



WO 2016/111697

PCT/US2015/010803

4/9

~205-2 ~205-1
SOURCE ‘ \ SOURCE
205 SUBSET ENTITIES
SYNC MAP
DESTINATION DESTINATION
ENTITY ATTRIBUTES
2053— N—205-4
Fig. 2F
206~ ~206-1
] TRANSACTION ]
SOURCE ID COUNTER START
206-3~ | | 2069
DESTINATION ID SYNC TRANSACTION COUNTER END
206-4~ | | 2067
DESTINATION
SOURCE ENTITY ESTINATIO
DESTINATION SOURCE
ENTITY ATTRIBUTE
206-5—" N—206-6
Fig. 2G
~207-6 ~207-2
IN SOURCE H PENDING |-| 2075
207
SKIPPED
\ SYNC :
N—207-4
ERROR SUCCESS
207-3— N—207-1



WO 2016/111697

208 ™~

5/9

PCT/US2015/010803

208-1 I ] 208-4
N ATTRBUTE MAP OF HASH |’
208-3 I CHANGE I 208-5
N COLECTON HASH TREE OF HASH
\—208-2
Fig. 21
~209-3
DELETION }—I
209-1
209 INSERTION |
_ SYNC |
OPERATION 209-4
NO CHANGE |~
UPDATE }—I
N—209-2
Fig. 2J
~210-2
ERROR CONTEXT
210
\§ SYNC
EXCEPTION
ERROR MESSAGE
N—210-1



PCT/US2015/010803

WO 2016/111697

6/9

0ce uonewJo| )
uonodsuuoY J

UonewIoju|

61¢€
8l¢E
AR
9l¢
Gle

1433

€le

oReUISa
e ——

|InqLNy
80IN0S

cle

XA

L€

ole

~60€

( fioysoday

L oulks

uonosuUu0)
Aoljod

PIYuod

UonewIoju|
uonosuU0Y)

9110d

uoneunss(

80¢

PIuod

18D
18sQns
Sinqupy

U

uoneunsaq

Anu3
82In0S

Go¢
y0¢€
90¢

90IN0S

L0¢€

depy

90¢

[eAy|

Buipunoy

uoIsioald

¢ ‘b4

uonesynadg

N\~zo¢

198
uoneinbiyuon

slejaweled

\-10¢

N\—00¢



PCT/US2015/010803

WO 2016/111697

7/9

dy b1

~Gly 9Ly LY
sojoje Alddy > si013 607 » UONOBSURI| PI0JSY aN3
8Ly
1 v ~ELY 2Ly
- B UoONezIUoJYouAS
sejepdn Addy < suasu| Ajddy < 10) SO00UZ JOPIO
60 0Ly o \I@m@m
uoneunseq 104 SPIu0D | a0 uonnjosay
sebueyn buipuad uielqo| | 101 398y)D g 101u0) Addy NOILNOIXT
1 ~sov 10 ~90¥
sabueyn maN B uoneunssgiol | uonewuojuj 1M4VIS
jop0inog sy [ | 1esans ejeq siepdn [T uoneinbyuo) pesy Z-G0v
Aj|eaipouay 81noex3 ™~
L-GOv
v Bi4
¥SB| UOIIBZIUCIYOUAS | uonezieniA | | co_HMNM_m:tS uonezienuip 007
olpouad enpayos [ eleqouAs |0 UONeUNsa(q Bleq 82In0s MOT4
— dN.i3as

f 14017

// 140} %

/( 4017

/{_ov



PCT/US2015/010803

WO 2016/111697

8/9

¢CG—

12G —

026 —

61G—

811G —

L1G —

91G —

GG —

V16—

€1G—

clG—

pu3z uno)

uibag Jayuno)

JUNOY) J0LIT BINQUNY

Juno) Jou3 Anug

junoy sINquAY

junod Ajpu3

sweN Au3z uoneunssq

awen Amu3 82I1n0g

al uoeunsaq

| 89In0s

dwejsawi)

G ‘b4

abessa| Jou7 Hhs
snjeyg abueyn T Ola
useH oneponqury OO
— 806G
uonesadQ sbueyn 80
— L0G
(s)oweN anquy Aoy [

—— 908G

SWEN BjNqURY
sweN Apu3 508
—— 708G

QI uojeunsaq
—— €089

ql 82In0g
—— 208G
Jajuno)

uonoesuel | abueyn

Jayuno) abuey)n

~— 10S

//.oom



WO 2016/111697 PCT/US2015/010803
9/9

610
/-

SYNCHRONIZE VIRTUALIZED DATA, OR SUBSETS OVIRTUALIZED DATA, ACROSS
APLURALITY OF DATA REPOSITORIES

620
/-

CONDUCT THE SYNCHRONIZATION IN A DATA VIRTUALIZATION PLATFORM
SEPARATE FROM THE PLURALITY OF DATA REPOSITORIES WITHOUT
REQUIRING DIRECT ACCESS TO THE PLURALITY OF DATAREPOSITORIES

Fig. 6
741~
PROCESSOR(S)
747
743\ '/ /' 762
ELECTRONIC APPARATUS USER INTERFACE
742~ g COMMUNICATIONS
UNIT
MEMORY
746
/-
PERIPHERAL DEVICES

Fig. 7



INTERNATIONAL SEARCH REPORT International application No.

PCT/US2015/010803

A. CLASSIFICATION OF SUBJECT MATTER
GO6F 17/30(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GO6F 17/30, GO6F 12/16; GO6F 17/00; GO6F 13/00

Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

virtualization platform, conflict, and similar terms.

Electromic data base consulted during the international search (name of data base and, where practicable, search terms used)
eKOMPASS(KIPO internal) & Keywords: synchronization, virtualized data, data repositories, data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

International Application Division
Korean Intellectual Property Office

N 189 Cheongsa-to, Seo-gu, Dagjeon Metropolitan City, 302-701, NHO, Ji Myong
AR Republic of Korea
Facsimile No. +82-42-472-7140 Telephone No, +82-42-481-8528

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2014-0279899 Al (CHARLIE GU et al.) 18 September 2014 1,11,18
See paragraphs [0004], [0007],[0026], [0031]-[0033], [0035], [0038]-[0039],
[0049], [0062], [0064]-[0065], [0068]-[0071], and
[0088]-[0090];
claim 11; and figures 1, 5, and 12.
Y 2,56,9,12,15,19
A 3-4,6-8,10,13-14
,16-17,20-21
Y US 2005-0044108 A1 (ASHISH SHAH et al.) 24 February 2005 2,56,9,12,15,19
See paragraphs [03871-[0389], [0522], [0531], and [0603]; and figure 37.
A US 2013-0042083 Al (MADHAV MUTALIK et al.) 14 February 2013 1-21
See paragraphs [0043]-[0046], [0056]-[0068], and [0296]; claim 1; and
figures 3-4 and 20.
A US 2007-0022263 Al (JOHN FANDEL et al.) 25 January 2007 1-21
See paragraphs [0006], [0036]-[0040]1, and [0045]-[0051];
claims 1 and 6-7; and figures 4-5.
A US 2008-0022057 A1 (ASHISH B. SHAH et al.) 24 January 2008 1-21
See paragraphs [0013]-[0016] and figures 1-3.
|:| Further documents are listed in the continuation of Box C. See patent family annex.
* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E"  earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priotity claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O"  document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
30 June 2015 (30.06.2015) 30 June 2015 (30.06.2015)
Name and mailing address of the ISA/KR Authorized officer

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/US2015/010803
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2014-0279899 Al 18/09/2014 WO 2015-021215 Al 12/02/2015
US 2005-0044108 Al 24/02/2005 AU 2004-271525 Al 17/03/2005
AU 2004-271525 B2 21/01/2010
CA 2512185 Al 17/03/2005
CA 2512185 C 24/04/2012
CA 2532909 Al 31/03/2005
CN 1739107 A 22/02/2006
CN 1739107 B 20/10/2010
EP 1581894 Al 05/10/2005
EP 1646954 Al 19/04/2006
JP 2007-503050 A 15/02/2007
JP 2007-521533 A 02/08/2007
JP 4583376 B2 17/11/2010
KR 10-0959473 Bl 25/05/2010
KR 10-1109390 Bl 30/01/2012
RU 2005120694 A 27/01/2006
RU 2377646 C2 27/12/2009
US 2005-0044089 Al 24/02/2005
US 7743019 B2 22/06/2010
US 8131739 B2 06/03/2012
WO 2005-024665 Al 17/03/2005
WO 2005-029363 Al 31/03/2005
US 2013-0042083 Al 14/02/2013 US 2013-0036091 Al 07/02/2013
US 2013-0036097 Al 07/02/2013
US 2013-0036098 Al 07/02/2013
US 8688650 B2 01/04/2014
US 8874863 B2 28/10/2014
US 8983915 B2 17/03/2015
WO 2013-019869 A2 07/02/2013
WO 2013-019869 A3 13/06/2013
US 2007-0022263 Al 25/01/2007 US 7779218 B2 17/08/2010
US 2008-0022057 Al 24/01/2008 US 7539827 B2 26/05/2009

Form PCT/ISA/210 (patent family annex) (January 2015)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - wo-search-report
	Page 48 - wo-search-report

