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(57) Abstract: Embodiments of an invention for platform-hardened digital rights management key provisioning are disclosed. In one
embodiment, a processor includes an execution unit to execute one or more instructions to create a secure enclave in which to run an
application to receive digital rights management information from a provisioning server in response to authentication of the applica -
tion by a veritication server.
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PLATRORM-HARDENED
DIGITAL RIGHTS MANAGEMENT KEY PROVISIONING

§ BACKGROUND
Field
The present disclosure pertans o the fiekd of information processing, and more

ped

particylarly, (o the {ield of security in information processing sysiams.

1o 2. Description of Relatsd Ast
Many apphications of nformation processing systems requive wrovisioning of a key or
kevs to a coptant consumar in order (o Initinge seoune communtication with a content server, For

exaniple, some approaches to digial righis management require the ase of ong or more keys to

1

protect the iransmission of audio and video content. The secure provisioning of these keys is

b

important 1o ensuring the securily of this approach.

e

Brief Description of the Figores

The present invention is iusivated by way of example and not Hmitation i the
2 sccompanving Bgures,
Figare | llustrptes g system which may inchude, enable, or participate n digital rights
management key provisioning acoording to an embodiment of the present invention.
Figure 2 fllusirates an architechwre for digual vights massgement kev provisioning
according lo an embodunent of the present invention.
13 Figore 3 lustrates a method for pre-provigioning gecording 1o an embodiment of the
present invention.
Figure 4 fllystrated a method for provisiouing according to an embodument ol the presemt

Hyeniion,

3 Detatled Description
Embodiments of an mvention for platform-hardensed dighial righis management {DRM)

key provisioning are descrtbed. In this deseriplion, mumerous specific detasls, such as

componet and system conligurations, may be set fiwth m order 1o provide a muwe thorough
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undersianding of the present favention. T will be appreciated, bowever, by one skilled in the art,
thiat the buvention may be practiced without such speeific detmls. Additdonally, some wells
kntwi structures, ciroudts, and other feafures have not boen shown i detatl, o avoid
unpecessariy obscuring the present mvention.

LR

In the {ollowng description, references i "oite embodiment,” “an enbodiment,”
“example smbodiment,” “various embodinments,” eic., indivate that the embodiment(s) of the
mvention so deacribed may inchude particolar features, stractares, or characteristics, bot more
than ong grobodiment may amd not every erbodiment necessanly doey include the particular
features, structwres, or chargotenistics. Further, some embodimenis may have some, all, or none
of the features desoribad for other smbodimens.

As used wn the claims, unless otherwise specified the use of the ovdingl adyectives “first”
“second,” “third,” ete. to describe an element mevely indicate that a particudar mstanee of an

plement or different nstances of like elemenis are being referred fo, and 15 not misnded o unply
that the slements so desoribed must be 1 a pardoalar sequence, either temporaily, spatiafly, in
ranking, or i any other manner.

As described 1 the background section, some approaches to DRM, such as Dhgital
Transpussion Content Protection {(LFTCP), require the use of a pair of kevs 1o mrotect the
gravannssion of audio and video content from & server 1o a client. Fndbodiments of the present
rveniion provide for the use of securty {eaturss of 8 provessor to ensure that thay set of kevs and
refated minrmaton may be seaursty provided 10 and then securely stored by the chent so that the
pronaisioning need not be repeated. A platform-hacdensd approach provided by an smbodinent
of the presemt wvension may be preferable 1o an alternalive approach such as one using tamyper
reaiatamy softwarg or another obfuscation technigue,

Figure | tlluystrates systen 1 an information provessing sysiem m wikch an
entbodiment of the present ivention may be present andior operate or which may be a partof an
ernbodiment of the present mwvention. System HH may represent any type of information
provessing system, such as a server, g deskiop comyputer, & povtable computer, & set-lop box, a
hand-held devige, or an embedded control systen, S‘f;tsi‘em Huy mchades processor 110, system
oty 136, and mformation storage device 140, Systemys smbodving the present invention
miay include any number of each of these components and any other components or other

slements, sueh as mivrmation storage devices, peripherals, and inputioutput devices. Any or all

X

of the components or ather clements i this o any

o sanboshiment, may be conpected,

o

coupted, or otherwise in conpnanication with each other through sy nomber of buses, pomi-io-

poant, or other wired or wireless biterfaces or connections, unless specified otherwise.

%
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stern momory 130 may be dyveanic ransbnm access nwanory of any other type of

medium readable by processor LI Information storage device 140 nay inchade any type of

\

persistent or non-volatile memory or storage, such as a {lash memory andior o solid statg,

maguetie, or optical disk drive.
Procassor 110 may represent one or more processors mdsgrated on 8 single subsirate or
packaged within a single package, sach of which may inclade roultiple threads andior mltiple

axecution coves, i any combination. Bach processor represenied a3 procgssor 11 may be any

type of processor, including a general purpose microprocessor, such as a processor in the Tniehl

Care® Processor Family, Inteld® Atons® Processor Fawaily, or other processor fannly from
fntel® Corporation, or another processor from annther COMpany, of a special prIpose processor

1%

or mucrocontroller. Processor 110 may inglade sustraction wit 111, execution ungt 11

i ,«
e
=
it

s

processing stovage 113, nterfuce anit 114, processor controhwait 115, cache memary
random number generator (RNG} T, and segure enclave wait 120, Processor 110 may also
welude any other circwiry, dvuctares, or logie not shown in Figure 1, andior any clrouitry,
structures, or logic shown or described as elsewhere 1n Figure 1

Bstruction wiit ] may represent any crcuitry, stractare, ov other hardware, such as an
mstraction decoder, for fetehmy, reciving, decoding, andior scheduling mstructions. Any
wnstraction format may be ased within the scope of the present invention; for example, an
atruction may melude an opeode and o o more operands, where the opoods may be decoded
HHO ONS OF MIONS MICTO~-MBITUCHIONS OF mMicro-operations for execution hy execution umi 112,

Execotion wiit 112 may chode any cirawivy, structure, o other hardwars, such as an
artthmetie wut, fogie wmi, Boating poud wit, shifler, efo., B processing data and exsouting
inatructions, micro-instructions, andior mucro~gperabons.

Processing storags 113 may represent any tyvpe of stovage asable for any purpose within

processor O for example, 1t may inchude any mumber of data registers, instraction rogisters,

v 3

status registers, configaration registers, control registers, other programmable or hardcoded

orsiers oF register iles, or any other storage straciures.
Interface wnit 114 may represent any cireriiry, stracture, or other hardware, such as abos
g, messaging ynit, or any other ynil, port, o misctace, fo allow processor H o communicaie
with other components i sysiem 100 throagh any type of bos, poid {o pomt, or othey
connection, directly or through any other compoment, such 35 a memory coniradler or a bus
bridae.
Processor control wnit 1S may inchede any logie, microcnde, civcustry, or other hardyware

1o corttrol the operation of the unis and other clements of processor 11 and the wansfer of data
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within, wio, and out of processor 11 Processor control wat 113 mgy cause processor 1o
perform or participate in the performance of method embodinents of the present lpvention, such
as the method ambodiments desoribed below, for example, by causing processor 11 fo axecute
wstractions recetved by instructon anit 111 and micvo-nstroctions or micro-operations derived
from mstryctions received by instruction wwt 111

Cache wernory o may vepresent any one ov more levels of cachs memaory fn g memory
hieravchy of information processing system 108, implemented in static random access memory
or any other memary technology. Cache memory 116 may include any combination of vache
memenies dedicated to or shared @mong any One OF WMHOre EXECORION COres of processors within
processor 1 HE according to suy kaorwn approaches o cachmyg m donmation processing systems

RN 117 may mclude any eirounyy, siruciuve, or other hardware to generate rdom
nombers or pseado-random nombers according (o any known technique. To this embodiment,
RING 117 s a digital RNG within processor Y, bowever, in other embodiments, RNG U7 may
be any type of BNG sgpavate from processor 110,

Secure enclave unit 120 may represed any logic, circuilry, hardwarsy, or nther structures
for creating and mamtamning 8 secured, protecied, or isolated envivonmend, such as a secure
enclave as described herein, in which an application or other software may run, execute, be
foaded, or otherwise be present within an information processing system such a8 system 108
For puyposses of this desoription, each instance of sech an environment may be refarred to as g
secure enclave, although embodiments of the present invention are not lmued 1o those using ¢
segure envlave as the secured, protected, o solated envivorunent. o one embodiment, 8 seoure

enclave may be created and mandained using mstructions 1 the wmstruction set of a processor i

the Intel® Core® Processor Fapuly or other processor family fromy Intel® Corporation.

Although thers are multiple enbodiments of nualiiple aspects of the invention, the co-pending

LS. Patent Apphication entitled “Method and Apparstus to Provide Secure Applicaton

Execation,” fied Jone 19, 2012, Sertad No. 13327,547, 15 hereby tncovporated by reference as an
gxamyde of at feast ome embodiment of o sevure enclave, Howover, the incorporated reference i

not intended to Bmit the scope of embodments of the povention i any way and other

entbodiments may be used winke remuining witlun the sparit and scope of the invention,

All or part of secuve enclave unit 120 may be wncluded within any one or move other units
of processor 1190, such as mstruction unit 111, sxevution anit 112, processor storags 113, and
processor contred wnt 115 Secure enclave unit 128 may include encryption unit 122, which
ay inchide any fogie, cnreaitry, or other hardware (o execate ong or more encryption algonthms

and the corresponding decryplion algorithms, and may inchude logie, cireuitry, or other hardware
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shared with another encvyption unit in processor 1 HL

Each secure enclave created within systern H08 my be allocated 8 secare or protecied

3
¥

space within the system mamory space sepported by systetn memory 134 Serure memory 132

represents one or move such secuwre or profected memory spaces. Each such wemory space may
be creatad, allocaied, and mainigined using known virtual memeory, secure enclave, or other

2

systern memory addressing techniques such that the information within vach such wemory space
may at various fimes be stored within any combination of information storage device 140,
svatem memory 130, cache momory V16, processing storasge 113, anddéor any other mamory of
storage area within information processing system 104,

Securs memory 132 pay include cue or more physically contiguous ranges of memory

called processor reserved memory (PRM) In one embodiment, 1 PRM is naturally aligned and

has a size that is an hyteger power of two. Sysiam frovware such as & basie input/oniput systen

may reserve g PRM, for exanple by setiing a pair of model-specific ragisters {(MSRs)L

gollectively known a3 3 PRM range regster {(PRMERY In the conbodiment of Figurs 1, secure

envlave fogie 120 may include PRMRR 124, PRMRR 124 may be ased o reserve PRM 134 {or
o

processor 110 n secure memory 132

Securs enclave unit 120 may also welude acoess condrel unit 126, which may brehuds

Lx

fogie, ofvenitry, havdware, or other structures to enforee load and access restrictions using
PRMRER 124 such that the miormation within the memory space of a secure enclave is acceasible
andy 10 the application ronning in that secure enclave. For exanyple, the miormation om g
memory page alfocated 10 a secure enclave may be sncrypted by ancryvption unit 122 befors
betng stored 1 sysiem memory 130, mfprmation storage device 143, oo sy other memory oF

stovage exiernal 1o processor 110, While stored external to processor 10, the information is

protecied by encrvpion and miegrity chegk techmiques. When the memory page 13 oaded nlo

cache memory 116 by an gpplication or process ronning on processar O within the secure
enclave to which the page is allocated, # is decvypted by encryption anit 122, then the
aneacrypied infornaiion s sccessible only by an 3.9;}2&.@31.&{‘.& OF PIOCSSS runming within the
secare enclave,

Frawre 2 tHustrates architecturs 206 for DRM key provistonung accordimy (o an
ernbodiment of the present invention.  Archiecture 200 inchudes client platform 210, key issuer
224, verifier 230, provisiomng server 240, and content server 250,

-~

Chent platform 2H) represents a sysiem or platforn: (0 ran an application 0 use contid

0 be provided by content server 25080 The content may be, for example, any type of audio,

vizual, or other media content. Client platform 210 may be implemented a8 an enbodimient of

(%]
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nformation processing 1 100 Therefore, secnre enclave 212 may be created and

~

maintained on client platform 210, and the application, client 214, which nwy be, for example, a
DTCP madia plaver, may run within secure enclave 212

Key ssuer 220 reprosents an apphcation, system, platform, or other entity to fssa
public/private key paws which may be used for a thivd party verifier (o renustely veniy the
guthenticuy of a hardware platform such gs client platfonn 210, Inone e.;‘z‘;b‘a;)dimem, this

verification may be performed withost revealing the identity of the hardware platforns baing

asthenticated, for example, according 1o the Intel® Enhanced Privacy Identification (EPID)
scheme.

Vertfier 236 represents an apphication, system, platform, or other sntity to vertly the
awthentcity of 8 bardwave platform according 1o the approach supported by Key 1ssuer 220

Provisiomng server 240 represents an application, system, platform, or other entity
provide a key or Reys anddor other minnmation (o establish a client a5 & consumer of securs
transnussions of content. For example, server 240 way be a DTUP provisionimg serve
according to the Ddgiial Transnussion Licensmg Administrator.

Content server I¥) represents an apphcation, svstem, platformy, or other sutity to provide

X

N

coptent andior other information through a secare ransmission. Fow example, contert server 234
may be g DTOP content server.

Frgure 3 illasirates method 300 {or pre-provisioning acconding 1o an smbodiment of the
present wnvendion, and Figure 4 iHustrates method 400 for provisioning agcording to an
embodiment of the present fnvention,  Method 300 may be perfmmed (o enabile the plagfiem
securily fentures used wr method 404 or anothar method fug provistonmy according 10 an

embodiment of the present invention. Abough wethod embodiments of the ivvention are not

ftted b this respect, refersncs may be wade 1o slements of Figures 1 and 2 o help desertbe the

method embodinents of Figmres 3Jand 4.

In box 318, proviswomng mformation s provided to provisioning server 24 Inone
grobodimont, the provisioning information may be the provistoning information that the BTLA
specifies 1o be used by 8 DTOP client to oltain content from o DTOP content provider. This
DTCP provisioning information 13 3 ynique device dentifier, a pubdiv/private key pair (a DTCP
kev pair}, o device ceruficate, and a revocation mecha The first three of these will be

referrad to collectively as the DTCR provisioning wformation 242, DICPR pmvisicming

nformation 242 may be provided by the DTLA in plaintext on medis
I box 312, public key certificates of vertilor 234 are provided 10 provisioning server

These raay be provided by a third party certificate authornity.
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In box 330, secure enclave 212 1s oreated on olisnt platform 210, Tu box 322, olignt 214
is inittated within secure enclave 212,

I hox 330 key issuer 220 gensrates EPIDR public Key 222 10 be ased with an BEPID
priviste key as part of a key pair for avthenticadon of hardware. This key par may be referred to
ax gu EPIHD key pair, although other suthentication schemes may be used withan the scope of the
present nverdion. In box 332, key wsuer 220 gevergtes wngoe EPID privide key 224 for the
EPID key pair. Note that other untgue private keys nay also be generated and used for

asthentication of other hardware with EFID public key 222,

i box 340, key issuer 220 provides EPID private key 224 o client 214

in box 330, key issuer 220 provides EPHD public key 222 o verfiar 234,

In box 366, an independent software vendor (ISV} penerates g report ov measurement of

o

the unmodified software of client 214, In box 362, the ISV sends the measurement of
ummodified software to verifier 230, for verifier 230 (o use dunng provisioning to vernidy the
avtheniicny of chient 214,

in box 410 of Figure 4, chient 214 running mside secure enclave 212 sends 1o
provisioning server 240 a provisionmyg request.

i hos 420, provisioning server 240 recetves the provisioning request from chient 214, In
box 433, provistoning server 2404 generates a first key component CRB7) that may bewsed o
genarate a shaved ssoret kay, for exampls, through a Diffie-Helloww (D) kay sxchange.
Therefore, box 422 may be performed by the operation “Bep mod p’ where *b is privase 1o
pronaasioning server 240 amd "2 and Tp7 are public., The Diffie-Hellmuy key exchanve may use
the SIGMA protovel (o avold man-m-the-nuddie attacks. Howsver, say key sxchange protocol
may be wsed with the scope of the presem invention,

in box 424, provisionmyg server 2440 sends to clisnt 214 3 challenge for chent 214 to

prove is authenticlty. Sending the challenge may include sending the identity of a verifier 1o use

o provide proot of authenticity (e g, vertfior 23, In box 426, provisioning server 240 sends o
ghient 214 the first key conponent.

In box 436, clisat 214 recetves the dentity of verifier 23 from provisioning server 244
I box 432, client 214 recauves the fivst key connponeat from provisionung server 240,

I box 440, client 214 generstes a report or measurement of #s idenuty, which way be
performed, for emmpi& within secure enclave 212 by using the EREPORT instruction, which is
a teaf of the ENCLU tnstruction. Tr hox 442 olient 214 signs the report using EPID private key

224 In boy 444, client 21 wses the wdentity nformation provided by provisiomng server 248 1

wdentfy verifier 230, In box 446, chemt 214 imitiates & verification request o verifier 234, In

-2
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box 445, clent 214 sends s signed idontity report 1o verilior 233, and may slso sond other

information such an ISV certificate and a secority version nimber.

i hox 450, verifier 230 receives the signed wdentity report fronm client 214, In box 432,
verifier 230 attempts o ventfy the signed identity repont asing unmodifted software measirement
216 and EFID public key 222, i the vertfication 15 successiul, then, o box 434 venifier 230
sends an anthentication certtficate to client 214, and method G continues in box 480, ke
verification s not successiul, method 400 doex not continge.

In box 466, client 214 recetves the suthentication corificate from verifier 230, o box

462, client 214 generates a second key component {UA7} that may be gsed o generate the shaved

Pegg

secret key, for exanple, throuph a Diffie-Hellman {DH)Y key exchange. Therefore, box 462 may
be performed by the operation *A=g"mod p’ where "2’ is private to client 214, I box 464, client

oy

214 sends its muthentication certificate o provisioning server 240, In box 466, client 214 sends
the second key component {o provisioning server 240, In box 468, client 214 generates the
shared seoret key wsing the first key component and the second key component.

In box 470, provistoning server 240 recerves the authentication certificate from chemt
214 In boy 473, provisioning server 244 receives the second key component from client 214,
in box 474, provisiomng server 240 determines whether the authentication vertificats is valid. In

50, then method 400 continues o box 480, I not, then method 4400 does not comginge.

g

mmang the first key

In box 4868, provisioning sevver 2440 gencrates the shared secrst key
component and the second keyv component, In box 482 provvisioning server 240 uses the shaved
seoret key 1o enerept the provastoning information {e.g., DTUP provisioning mformation 242}
In box 484, provisioning server 240 sends the encrypled provisionmy mimation to client 214,

Iy hax 490, client 214 receives the eneny ;\M‘ provisioning informaton from provisioning
server 240, In box 492, client 214 decryply the provisioning information wsing the shared secret
key, In box 494, client 214 seals the provisiemng infoarmation o secure enclave 212, for

~

AL instruction (o provide for storing the provistoning nformation with

example using the ES
confidentiality and mtegnity, The SEAL tnstruction uses the secure envlave's anigue key to
encrypt data such that the TINSEAL featurs may use the same secare enclave’s onigque bey o
decrypt the data and detect sovy changes (o the data, sosurmg confidentiality and miegrity of the
data.

i how 496, the sealed provisioning information may be stored in storage device 4G4

3

Therefore, the provisiomng mformation may now be made ready for use by client 214 w secwre

enclave 212, using the LINSEAL feature, such that client 214 may ase content from content

server 23 wihout repeating the provisioning request 0 provisiening server 240,
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5

In vartous crabodirnonis of the prosont fnvention, the mothods Hlastrated tn Figores 3 and
4 may be performed i a different order, with Hlostrated boxes combined or onutied, with
addisional boxes added, or with a combination of reorderad, combingd, omiliad, or addutional
boxes. Furthermore, many other method ensbodiments are possible within the seope of the
present invention,

Embodiments or portions of emibodimenis of the present rovention, gs described above,
may be stored on any form of a machine-readable medim. For example, all or part of methods
300 or 400 may be embodied in sofbware or fmyware instruchions that are stored on 8 medium
readable by processor ) which when executed by provessor T, cause processor o
execyute an embodiment of the present invention, Also, aspents of the present mvention may be
embodied in data stored on a machine-readable medium, where the data represents a design or
other information usable to fabricate all or part of processor 116

Thas, embodiments of an mvention for platform-hardened DRM key provisioning have
been descrtbed. Winle certam smbuodiments have besn deseribed, and shown in the
accompanying drawings, 1% to be understood that such embodiments are merely tustrative and
aot resirictive of the broad invention, and that this invention not be himited to the spenific
constructions and arranysments shown and deseribed, since varios other modifications may
occur o those ordivarily skilled in the art upon studying this disclosure. Ty s aven of
technology sach a8 this, where groneth 15 fast and further advancenents are not easily foresesn,
the disclosed embodiments may be readily modifigble w arrangement and detad! gs fambitied by

enabling technologieal advancements without departing from the priveiples of the presant

discloswre wr the seope of the accompanyving claims.
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What 13 claimed s

A PYOCESSON COMPRISing:
B ENSCUHION BBl (0 eXACUie ONE OF NIOTS Indruclions & oraats 8 secure enclave m which
o run an applicaton o recetve digsal rights management information from ¢
PROVISIONIAG server v response (o anthentication of the apphication by a verification

SSYVEY.

t3

The processor of claim 1, wherein the digual rights management information inchudes a

Dhgual Trausmission Content Protection key.

i

The processor of claim 1, wherein the suthentication involves su Enhanced Protection 1D

3

algorihny.

4. A method comprising:

iﬂi{wﬂﬂi&i a chient i1 3 secure enclave;

reguesting, by the client, digial rights moanagement {DRM) provisioming wformation
FTO0m 3 PrOVISIONING Server;
reguesting, by the chient, suthentication by a verification server

providing, by the clisnt, proof of authentivation lo the provisioning ssrver; and

receiving, by the client, the DRM provisionng miormation.

5. The method of claim 4, wherein the digual rights management information inchudes 3 Digital
Transmission Content Profection key.
6. The method of claim 4, wherein the sutherdication mvolves an Enhanced Protecthion ID

algorithm,

7. The methed of claim 4, further compuising sealing the DRM provisioning mformation to the
spoure enclave,
R, The method of clamn 7, further comprising stonag the sealed DRM provisionang wlormation

i g non-volatile memory.
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9. The method of claim 4, furthey comprising generating, by the clent, an identity report.

i

.

3. The method of claim 8, further comprising signing, by the clent using an Enhanced

Proteetion I {EPD) private key, the identity teport.

11, The method of clanm 13, wherein requesting amthentication includes sending the signed

identily report to the venficapion server,

12, The method of clawm 11, further comprising recetving, by the chent from the venfication
foine th

server, proot of suthenbication, wherein the authenticabon wnvolves venfying th

identity report.

13, The method of claim 12, wherein vertfving the signed identity report gses an EPLD pubhic

key coaresponding o the ERPID private key.

14, The method of claim 4, Durther comprising recetving, by the client from the provisioning

1

server, a first key component

15, The method of claim U4, further comprising geuerating, by the client, g second key

CORPODENL.

16 The method of claim 15, flwther comprising sending, by the chent fo the provistoning server,

the secomd key componat,

17, The method of clatm 16, further conyrising generaning, by the clierd, a shared secret key.

fo ]

The method of clapm 17, furthey comprising deerypting, by the cliem, the DRM provisioning

information using the shared secret Key.

19, A sysiem comprsmg:
A processor Baving an exeCulion unil 1o eXecuie one of more nsructions 0y oreate g seoure
enclave in which to ren an apphication {o receive digital rights management information

&

from a provisioning server i response o authentication of the application by a
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verification server: and

a nonvolatde memory i which to store the digital ebis nwnagement informadon,

20, The system of claim 19 wherein the digital rights mansgement information includes a

Py

Pigital Transoussion Content Protegtion key.

12
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