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Description

Title of Invention: METHOD AND APPARATUS FOR CON¬

TROLLING ACCESS BETWEEN HOME DEVICE AND

EXTERNAL SERVER IN HOME NETWORK SYSTEM

Technical Field
[1] The present disclosure relates to a method and apparatus for controlling access

between home devices and an external server through a home gateway in a home

network system.

Background Art
[2] In general, a home network system includes one or more home devices and a home

gateway for controlling the home devices. The home devices are able to communicate

with the home gateway in a wired or wireless communication mode. The home devices

may include smart appliances, such as a refrigerator, a washing machine, and a robot

cleaner, lighting devices, security devices, such as cameras and door-lock systems, and

energy devices, such as a power measurement device, a power socket, and a multi-tab.

[3] The home devices support a variety of service related applications and functions, and

may provide the user with a service obtained from a server with each application or

service function. In the course of providing the service, various information is created

by the home device, which can be used to create new services and thus, new additional

values.

[4] The above information is presented as background information only to assist with an

understanding of the present disclosure. No determination has been made, and no

assertion is made, as to whether any of the above might be applicable as prior art with

regard to the present disclosure.

Disclosure of Invention

Technical Problem
[5] Thus, the value of the information available for developing new services and

providing customer services are growing over time. As the value of the information

that can be obtained from the home devices increases, a need exists for technologies

and measures to secure and monopolize access information in order to provide a differ

entiated service to each service provider.

Solution to Problem
[6] Aspects of the present disclosure are to address at least the above-mentioned

problems and/or disadvantages and to provide at least the advantages described below.

Accordingly, an aspect of the present disclosure is to provide a method and apparatus



for establishing and managing an access right for access control between a home

device and an external server via a home gateway in a home network system.

[7] The present disclosure provides a method and apparatus for providing a service

provider or server with a differentiated service per home device or per application or

function that the home device supports, by controlling access to a home device or the

server using an access right registered in the home gateway in the home network

system.

[8] In accordance with an aspect of the present disclosure, a method for controlling

access between home devices and servers in a home network system is provided. The

method includes determining whether first access of the home devices to each of the

servers and second access of the servers to each of the home devices is restricted, and

controlling the first access and second access based on respective access rights e s

tablished according to the determination.

[9] In accordance with another aspect of the present disclosure, an apparatus for con

trolling access between home devices and servers in a home network system is

provided. The apparatus includes a controller configured to determine whether first

access of the home devices to each of the servers and second access of the servers to

each of the home devices is restricted, and to control the first access and second access

based on respective access rights established according to the determination.

[10] Other aspects, advantages, and salient features of the disclosure will become apparent

to those skilled in the art from the following detailed description, which, taken in con

junction with the annexed drawings, discloses various embodiments of the present

disclosure.

Brief Description of Drawings
[11] The above and other aspects, features, and advantages of certain embodiments of the

present disclosure will be more apparent from the following description taken in con

junction with the accompanying drawings, in which:

[12] FIG. 1 is a structural diagram of a home network system according to an embodiment

of the present disclosure;

[13] FIG. 2 is a detailed structure of a home network system according to an embodiment

of the present disclosure;

[14] FIG. 3 is flowchart illustrating operations between a home gateway and a server

creating and updating an access right of a home device to the server according to an

embodiment of the present disclosure;

[15] FIG. 4 is flowchart illustrating operations between a home gateway and a server

depriving of an access right of a home device to the server according to an em

bodiment of the present disclosure;



[16] FIG. 5a is flowchart illustrating operations of a home gateway creating an access

right to a server according to an embodiment of the present disclosure;
[17] FIG. 5b is flowchart illustrating operations of a home gateway creating and updating

an access right to a server according to an embodiment of the present disclosure;

[18] FIG. 6a is flowchart illustrating operations of a server creating an access right to the

server according to an embodiment of the present disclosure;

[19] FIG. 6b is flowchart illustrating operations of a server updating an access right to the

server according to an embodiment of the present disclosure;

[20] FIG. 7 is flowchart illustrating operations between a home gateway and a server

creating and updating an access right to a home device according to an embodiment of

the present disclosure;

[21] FIG. 8 is flowchart illustrating operations between a home gateway and a server

depriving an access right of a server to a home device according to an embodiment of

the present disclosure;

[22] FIG. 9a is flowchart illustrating operations of a home gateway creating an access

right of a server to a home device according to an embodiment of the present

disclosure;

[23] FIG. 9b is flowchart illustrating operations of a home gateway updating an access

right of a server to a home device according to an embodiment of the present

disclosure;

[24] FIG. 10a is flowchart illustrating operations of a server creating an access right to a

home device according to an embodiment of the present disclosure; and

[25] FIG. 10b is flowchart illustrating operations of a server updating an access right to a

home device according to an embodiment of the present disclosure.

[26] Throughout the drawings, like reference numerals will be understood to refer to like

parts, components, and structures.

Best Mode for Carrying out the Invention
[27] The following description with reference to the accompanying drawings is provided

to assist in a comprehensive understanding of various embodiments of the present

disclosure as defined by the claims and their equivalents. It includes various specific

details to assist in that understanding but these are to be regarded as merely exemplary.

Accordingly, those of ordinary skill in the art will recognize that various changes and

modifications of the various embodiments described herein can be made without

departing from the scope and spirit of the present disclosure. In addition, descriptions

of well-known functions and constructions may be omitted for clarity and conciseness.

[28] The terms and words used in the following description and claims are not limited to

the bibliographical meanings, but, are merely used by the inventor to enable a clear and



consistent understanding of the present disclosure. Accordingly, it should be apparent

to those skilled in the art that the following description of various embodiments of the

present disclosure is provided for illustration purpose only and not for the purpose of

limiting the present disclosure as defined by the appended claims and their equivalents.

[29] The terminology used herein is for the purpose of describing particular embodiments

only and is not intended to be limiting of the disclosure.

[30] It is to be understood that the singular forms "a,", "an," and "the" include plural

references unless the context clearly dictates otherwise. It will be further understood

that the terms "comprises" and/or "comprising," when used in this specification,

specify the presence of stated features, integers, steps, operations, elements, and/or

components, but do not preclude the presence or addition of one or more other

features, integers, steps, operations, elements, components, and/or groups thereof.

[31] Unless otherwise defined, all terms including technical and scientific terms used

herein have the same meaning as commonly understood by one of ordinary skill in the

art to which this disclosure belongs. It will be further understood that terms, such as

those defined in commonly used dictionaries, should be interpreted as having a

meaning that is consistent with their meaning in the context of the relevant art and will

not be interpreted in an idealized or overly formal sense unless expressly so defined

herein.

[32] FIG. 1 illustrates an example of a structure of an ordinary home network according to

an embodiment of the present disclosure.

[33] Referring to FIG. 1, the ordinary home network system may include multiple home

devices 111 to 114 (collectively, 110) and a home gateway 120.

[34] The home devices 110 may be various electronic devices found at homes or offices,

including e.g., smart appliances 111, such as a refrigerator, a washing machine, and a

robot cleaner, lighting devices 112 that are controllable via the home gateway 120,

security devices 113, such as a camera and a door-lock system, and energy devices

114, such as a power measuring device, a power socket, and a multi-tab.

[35] The home devices 100 may support various functions and include applications to

control the functions. As an example of the smart electronic devices 111, a refrigerator

may support functions of e.g., temperature control, lighting management, and power

management. The temperature control function may be controlled by e.g., an ap

plication to control the temperature in the fridge/freezer of the refrigerator depending

on, e.g., the season or day and night, or an application to recognize content stored in

the refrigerator and adjust the temperature of the fridge/freezer to a proper temperature

for the content. The lighting management function may be controlled by, e.g., an ap

plication to control brightness and color of the light depending on the nature of the

content stored in the refrigerator, or an application to control the light depending on the



condition of the content stored in the refrigerator.

[36] The home devices 110 may communicate with the home gateway 120 in their re

spective wired or wireless communication mode. The home devices 110 are evolving

into a form of smart devices configured to receive a control command from the home

gateway 120 and send a server that provides a desired service desired information

through the home gateway 120. The home gateway 120 may also communicate with

the home devices 110 on cable or wirelessly, control the home devices 110, and collect

and manage information from the home devices 110. In particular, the home gateway

120 may be connected to a server of a service provider 130 over the Internet or any

other communication network. The service provider 130 may include any of servers

hosted by a telecommunication company 131 that provides communication services to

the home devices 110, a retailer 132, a company 133 that provides software, such as a

platform, an application, etc. that the home devices 110 support, and an appliance m an

ufacturer 134 that provides information regarding the home devices 110. The home

gateway 120 may connect any of the servers to any of the home devices 110.

[37] A server of the service provider 130 may provide a service to a corresponding home

device through the home gateway 120 that is connected to the service provider 130

over a wired or wireless network. As home devices get smarter along with the

continuous evolution of communication systems, applications and service functions

that the home devices support are being diversified and evolving. Accordingly, a need

exists for a method for more efficiently managing functions of the diversified and

evolving home devices.

[38] In the present disclosure, a method and apparatus for enabling a home gateway to

control access of each home device to a server and access of each server to a home

device in a home network system is provided. In some embodiments of the present

disclosure, an access right for controlling the access may be established for each

function or application of a home device or a server. Specifically, in an embodiment of

the present disclosure, for restriction of access of each home device to a server, the

home gateway may receive from the home device a request to establish an access right

to the server, or may determine on its own whether to establish an access right for the

home device to a server. The home gateway may then create the access right for each

home device to the server by performing a process of establishing the access right with

the server. The home gateway may then restrict access of each home device to the

server based on the access right.

[39] In an embodiment of the present disclosure, for restriction of access to a home device

from each server, the home gateway may receive from each server a request to

establish an access right of the server to a home device, or may determine on its own

whether to establish an access right of each server to a home device. The home



gateway may then perform a process of establishing the access right of the server with

the home device and create the access right of the server to the home device. The home

gateway may then restrict access of each server to the home device based on the access

right.

[40] FIG. 2 is a detailed structure of a home network system according to an embodiment

of the present disclosure.

[41] Referring to FIG. 2, a home network system 200 may include, e.g., home devices 1,

2, and 3 210a, 210b, and 210c and a home gateway 220. For convenience of ex

planation, each element included in the home network system 200 is described on a

functional basis. However, the elements of the home network system 200 may also be

combined or sub-divided to provide a function.

[42] An embodiment of the present disclosure according to which the home network

system 200 operates will now be described.

[43] The home device 1 210a may include, e.g., a transceiver 212, a controller 214, and a

storage 216. The home device 2 210b and the home device 3 210c may be configured

similarly to the home device 1 210a, so the detailed description thereof will be omitted

herein. The transceiver 212 may receive from the user information regarding servers

that may restrict access of the home device 1 210. The information may be specified

for each application or function that the home device 1 210a supports. The controller

214 may then determine to make a request to establish an access right of the home

device 1 210a. The controller 214 may send the request to the home gateway 220.

Upon determination that the transceiver 212 has received from the home gateway 220

a reply to the request, the controller 214 may store the reply in the storage 216. The

request to establish an access right may include a request for at least one of creation,

update, and deprivation of the access right. The controller 214 may store information

about an access right for each application or function that the home device 1 210a

supports as performance information of the home device 1 210a.

[44] The home gateway 220 may include, e.g., a transceiver 221, a controller 223, a

storage 226, and a service unit 227. In some embodiments, the controller 223 may

include an authentication unit 224 and an access right establishment unit 225. While i l

lustrated as being separate from home devices, the home gateway 220 may be in

tegrated into the home device in other embodiments, in which case each home device

is directly connected to a corresponding server, establishing the access right with the

server and performing a resultant service.

[45] Herein assume that the transceiver 221 has received a request to establish an access

right to a server 230 of at least one of the home devices 1, 2 and 3 210a, 210b, and

210c, e.g., the home device 2 210b. Then the transceiver 221 may send the request to

the server 230 under control of the controller 223. The request may include an entity



IDentity (ID) of the home device 2 210b and identification information of a target

entity, for which the access right of the home device 2 210b is to be created, e.g., the

server 230. In addition, the request may include e.g., information indicating an ap

plication or function, which is the target entity for which the access right of the home

device 2 210b is to be created.

[46] In return, the transceiver 221 may receive a reply to the establishment request from

the server 230. The authentication unit may check the reply for information indicating

whether the home device 2 210b has access to the server 230, and send the information

to the access right establishment unit 225. If the information indicates that the home

device 2 210b has access to the server 230, the access right establishment unit 225 may

set the access right of the home device 2 210b to the server 230 to be 'allowed'. If the

information indicates that the home device 2 210b does not have access to the server

230, the access right establishment unit 225 may set the access right of the home

device 2 210b to the server 230 to be 'disallowed'.

[47] The access right establishment unit 225 may send the set access right information to

the storage 226. The storage 226 may then store the access right information by

mapping it onto the requesting entity, e.g., the home device 2 210b and the target

entity, e.g., the server 230. The storage 226 may also store access right information set

for each application or function that the home device 2 210b supports.

[48] After this, the service unit 227 may restrict access of the home device 2 210b to the

server 230 based on the access right information stored in the storage 226. For

example, if the home device 2 210b attempts to access a particular server, the service

unit 227 may check access right information set for the home device 2 210b from the

authentication unit 224. If the access right information is set to be 'allowed', the

controller 223 may allow the home device 2 210b to access the server 230.

[49] The server 230 located outside of the home network 200 may be connected to the

home gateway 220 over a wired or wireless network. The server 230 may include a

transceiver 232, a controller 233, and a storage 236. In some embodiments, the

controller 233 may include an authentication unit 234 and a server access right estab

lishment unit 235. The transceiver 232 may receive a request to create an access right

from a particular home device via the home gateway 220. The creation request may

include an entity ID of the particular home device, which is a requesting entity as well

as performance information of the particular home device. The authentication 234 may

then determine whether there is a matching entity ID among pre-stored entity IDs of

home devices having access to the server 230. If it is determined that there is a

matching entity ID, the server access right establishment unit 235 may set an access

right for the entity ID to be 'allowed' and store the access right information by mapping

it onto the entity ID. Otherwise, if it is determined that there is no matching entity ID,



the server access right establishment unit 235 may set an access right for the entity ID

to be 'disallowed' and store the access entity information in the storage 236 by mapping

it onto the entity ID. The controller 233 may send the access right information of the

entity ID to the home gateway 220 through the transceiver 232. Alternatively, in other

embodiments, the controller 233 may send information indicating whether the entity

ID has access to the server 230 to the home gateway 220 as a reply to the request to

create an access right.

[50] The home devices 210a, 210b, and 210c, home gateway 220 and servers including

the server 230 operate similarly not only for the request to create an access right but

also for requests for update and deprivation of the access right. Update and deprivation

operations will be discussed with reference to FIGS. 3 to 6b below.

[51] Another embodiment of the present disclosure according to which the home network

system 200 operates will now be described.

[52] Herein, assume that the server 230 attempts to access a particular home device, e.g.,

the home device 1 210a via the home gateway 220. In this case, the controller 233 may

determine to make a request to establish an access right of the server 230 to the home

device 1 210a based on information regarding home devices that restrict access thereto,

and send the establishment request to the home gateway 220 through the transceiver

232. Upon determination that the transceiver 232 has received from the home gateway

220 a reply to the establishment request, the controller 233 may check the reply for

access right information and store the access right information in the storage 236. The

establishment request may include a request for at least one of creation, update, and de

privation of the access right. The storage 236 may also store information about home

devices to which the server 230 has access as performance information of the server

230.

[53] In the home gateway 220, upon reception of the request to establish an access right

from the server 230, the transceiver 221 may send the request to the authentication unit

224 upon control of the controller 223. The authentication unit 224 checks the estab

lishment request for an entity ID of a requesting entity, e.g., the server 230 and identi

fication information of a target entity, e.g., the home device 1 210a. The authentication

unit 224 may check the establishment request for information indicating whether the

server 230 has access to the home device 1 210a and send the information to the access

right establishment unit 225. If the information indicates that the server 230 has access

to the home device 1 210a, the access right establishment unit 225 may set the access

right of the server 230 to the home device 1 210a to be 'allowed'. Otherwise, if the in

formation indicates that the server 230 does not have access to the home device 1 210a,

the access right establishment unit 225 may set the access right of the server 230 to the

home device 1 210a to be 'disallowed'.



[54] The controller 223 may send the access right information to the storage 226. The

storage 226 may then store the access right information by mapping it onto the re

questing entity, e.g., the server 230 and the target entity, e.g., the home device 1 210a.

Accordingly, the storage 226 may store access right information for each application or

function that the home device 2 210b supports.

[55] Then the service unit 227 may restrict access of each server to the corresponding

home device based on its access right information. For example, if the server 230

attempts to access the home device 1 210a, the service unit 227 checks the access right

set for the server 230 from the authentication unit 224. If the access right information

for the server 230 to the home device 1 210a is set to be 'allowed', the service unit 227

may allow the server 230 to access the home device 1 210a.

[56] First Embodiment

[57] In the first embodiment, a home gateway may perform an establishment process with

a server by receiving a request to establish an access right to the server from any of the

home devices or determining on its own whether to establish an access right of the

home device to the server. The establishment process may include at least one of

creation, update, and deprivation of the access right. For convenience of explanation,

an example of creating/updating/depriving of an access right to a server, e.g., the

server 230, will now be described in conjunction with the home network system 200 of

FIG. 2. However, in other embodiments of the present disclosure, an access right of

each home device connected to the home gateway 220 to each server to which the

home device has access may be created, updated or deprived of, as will be discussed

with reference to FIGS. 3 to 6b.

[58] FIG. 3 is flowchart illustrating operations between the home gateway 220 and the

server 230 creating and updating an access right of a home device to the server 230

according to an embodiment of the present disclosure.

[59] Referring to FIG. 3, assume that the home gateway 220 determines to create an

access right of a particular home device to a server, e.g., the server 230, or receives

from the home device a request to create the access right to the server 230. The

creation request may include an entity ID of the requesting entity, i.e., of the home

device and identification information of a target entity, i.e., the server 230, for which

the access right of the home device is to be created. The home gateway 220 may then

identify the server 230 corresponding to the identification information. In operation

304, the home gateway 220 may send the creation request to the server 230. The

creation request may include, for example, an entity ID of the home device and identi

fication information of the server 230.

[60] In operation 306, the server 230 may determine whether the home device having the

entity ID obtained from the creation request is one that has access to the server 230.



For example, assume that the server 230 pre-stores entity IDs of home devices that

have access to the server 230. If the entity ID obtained from the creation request

matches one of the entity IDs pre-stored in the server 230, the server 230 may

determine that the home device having the entity ID is one that has access to the server

230 and set the access right of the home device to the server 230 to be 'allowed'.

Otherwise, if the entity ID obtained from the request has no match among the entity

IDs pre-stored in the server 230, the server 230 may determine that the home device is

one that does not have access to the server 230 and set the access right of the home

device to the server 230 to be 'disallowed'.

[61] The server 230 may store the access right information to the server 230, which is set

to be 'allowed' or 'disallowed', by mapping the information onto the entity ID of the

home device. In another example, the request to create the access right may include

performance information of the home device. In this case, the server 230 may

determine if the home device is one that has access to each application or function that

the server 230 supports, by checking the performance information to determine

whether the home device supports the application or function.

[62] In operation 308, the server 230 may send the home gateway 220 a reply to the

creation request. The reply may include information indicating whether the home

device has access to the server 230 or access right information set by the server 230 for

the home device, based on the result of operation 306. If the reply includes the in

formation indicating whether the home device has access to the server 230, in

operation 310, the home gateway 220 may establish the access right of the home

device to the server 230 based on the information and store the established access right

by mapping the information onto the entity ID of the home device. Specifically, if the

information indicates that the home device has access to the server 230, the home

gateway 220 may set the access right of the home device to the server 230 to be

'allowed'. Otherwise, if the information indicates that the home device does not have

access to the server 230, the home gateway 301 may set the access right of the home

device to the server 230 to be 'disallowed'. If the reply includes the access right in

formation, in operation 310, the home gateway 220 may store the access right in

formation by mapping it onto the entity ID of the home device. Alternatively, the home

gateway 220 may store the access right information of the home device to the server

230, which is established by the home gateway 220 as described above, by mapping

the access right information onto the entity ID of the home device. The home gateway

220 may send the home device the access right information for the server 230.

[63] Herein, assume that the home gateway 220 has received a request to update the

access right to the server 230 of one of home devices that the home gateway 220

manages, e.g., a first home device, from the first home device. In this case, in operation



312, the home gateway 220 may forward the update request to the server 230. Alter

natively, the home gateway 220 may determine on its own whether to update the

access right of the home device, due to a fault or replacement of the home device. Even

in this case, the home gateway 220 may also send the update request to the server 230.

The update request may include an entity ID of the home device, which is the re

questing entity. In operation 314, the server 230 may determine whether the home

device corresponding to the entity ID obtained from the update request is one that has

access to the server 230. Also, the server 230 may determine whether the access right

of the home device is updateable. In operation 316, the server 230 may send a reply to

the update request to the home gateway 220. The reply may include information in

dicating whether update of the access right of the home device is 'allowed' or

'disallowed', which is determined by the server 230. Also, the reply may include in

formation indicating whether the access right of the home device is updateable.

[64] If the home gateway 220 determines from the information that update of the access

right is allowed, the home gateway 220 may update the access right of the home device

to the server 230. The home gateway 220 may store the updated access right in

formation for the home device to the server 230 by mapping it onto the home device.

[65] Although not illustrated in FIG. 3, the home gateway 220 may forward the updated

access right information to the home device.

[66] FIG. 4 is flowchart illustrating operations between the home gateway 220 and the

server 230 depriving of an access right of a home device to the server 230 according to

an embodiment of the present disclosure.

[67] Referring to FIG. 4, it is assumed that the home gateway 220 has received a request

from a home device connected to the home gateway 220 to deprive of the access right

of the home device to the server 230. Alternatively, the home gateway 220 may

determine on its own to make a request to deprive of the access right of the home

device. In operation 404, the home gateway 220 may send the deprivation request to

the server 230, the deprivation request may include an entity ID of at least one home

device mapped to the access right to be deprived of.

[68] In operation 406, the server 230 may check the entity ID from the deprivation request

whether it is possible to deprive of the access right of the home device corresponding

to the entity ID. Specifically, the server 230 may determine whether it is possible to

deprive of the access right of the home device among access rights of at least one home

device corresponding to at least one entity ID stored in the server 230. If it is de

termined that deprivation of the access right of the home device is possible, in

operation 408, the server 230 may deprive of the access right of the home device and

notify the home gateway 220 that the access right of the home device is being deprived

of as a reply to the deprivation request. Otherwise, if it is determined that deprivation



of the access right of the home device is not possible, in operation 408, the server 230

may send the home gateway 220 a reply that the access right of the home device is not

allowed to be deprived of.

[69] FIG. 5a is flowchart illustrating operations of a home gateway creating an access

right to a server according to an embodiment of the present disclosure.

[70] Referring to FIG. 5a, in operation 502, the home gateway may receive a request to

create an access right from at least one home device. The creation request may include

an entity ID of the home device and identification information of a target entity to

which the access right is to be created. The home gateway 220 may identify a server

indicated by the identification information obtained from the creation request. While,

for convenience of explanation, a single entity ID is included in the creation request

and the identification information indicates a single server in this example, the creation

request may include one or more entity IDs and multiple identification information

may be assigned for each entity ID in other embodiments.

[71] In operation 504, the home gateway may forward the creation request to the

identified server.

[72] In operation 506, the home gateway may receive a reply to the creation request from

the server. The reply may include information indicating whether the home device has

access to the server, or access right information for the home device set by the server.

[73] In operation 508, the home gateway may create and store an access right to the server

of the at least one home device based on the information indicating whether the home

device has access to the server, or may store information about the access right

obtained from the reply by mapping the information onto the corresponding entity ID.

For example, if the information indicates that the home device has access to the server,

the home gateway may set the access right of the home device to the server to be

'allowed'. Otherwise, if the information indicates that the home device does not have

access to the server, the home gateway 220 may set the access right of the home device

to the server to be 'disallowed'.

[74] In operation 510, the home gateway 220 may control access of the home device to

the server based on the stored access right set for each server.

[75] The home gateway 220 may also forward the access right information to the home

device corresponding to the entity ID.

[76] FIG. 5b is flowchart illustrating operations of a home gateway updating an access

right to a server according to an embodiment of the present disclosure.

[77] Referring to FIG. 5b, in operation 512, the home gateway may receive a request to

update an access right from at least one home device. The update request may include

an entity ID of the at least one home device and identification information of a target

entity to which the access right is to be updated. The home gateway may identify a



server that corresponds to the identification information obtained from the update

request.

[78] In operation 514, the home gateway may forward the update request to the identified

server.

[79] In operation 516, the home gateway may receive a reply to the update request from

the server. The reply may include information indicating whether update of the access

right is allowed or disallowed. Specifically, the information may indicate whether

update of the access right of the home device corresponding to the entity ID included

in the update request is allowed or disallowed.

[80] In operation 518, if the information indicates that update of the access right is

allowed, the home gateway may update access right information of the at least one

home device to the server. In operation 520, the home gateway may store the updated

access right information by mapping the updated access right information onto the

entity ID of the home device, and may forward the updated access right information to

the home device.

[81] In operation 522, the home gateway may control access of the home device to the

server based on the updated access right.

[82] FIG. 6a is flowchart illustrating operations of a server creating an access right

according to an embodiment of the present disclosure.

[83] Referring to FIG. 6a, in operation 602, the home gateway may receive a request to

create an access right to a server from at least one home device. The creation request

may include an entity ID of the home device and identification information of a target

entity to which the access right is to be created.

[84] In operation 604, the server may determine whether the at least one home device cor

responding to the at least one entity ID included in the creation request has access to

the server. For example, the server may determine whether the at least one entity ID

included in the creation request has any match among entity IDs of home devices

having access to the server. If the at least one entity ID has a match, the server may

determine that the requesting home device is one that has access to the server and set

the access right to the server to be 'allowed'. Otherwise, if the entity ID included in the

creation request has no match among the entity IDs pre-stored in the server, the server

may determine that the home device is one that does not have access to the server and

set the access right to the server to be 'disallowed'.

[85] In operation 606, the server may send the home gateway information indicating

whether the home device has access to the server or access right information in the

reply.

[86] After this, the server may control access of each device to the server based on access

right information set for each entity ID stored in the server.



[87] FIG. 6b is flowchart illustrating operations of a server updating an access right of a

home device to the server according to an embodiment of the present disclosure.

[88] Referring to FIG. 6b, in operation 610, the server may receive a request to update an

access right of at least one home device to the server from a home gateway. The update

request may include an entity ID of the at least one home device and identification in

formation of a target entity to which the access right is to be updated.

[89] In operation 612, the server may determine whether the at least one home device cor

responding to the entity ID included in the update request has access to the server, and

may determine whether update of the access right of the at least one home device is

allowed or disallowed. Furthermore, the server may configure information indicating

whether update of the access right of the at least one home device is allowed or

disallowed.

[90] In operation 614, the server may send the home gateway the information indicating

whether update of the access right is allowed or disallowed in a reply to the update

request.

[91] After this, the server may control access thereto for each device based on updated

access right information set for each entity ID, which is stored in the server.

[92] Second Embodiment

[93] In the second embodiment as will be discussed below, a home gateway may receive a

request to establish access rights from any server, or may determine on its own to

establish an access right of each server to a home device. The establishment process

may include at least one of creation, update, and deprivation of the access right. For

convenience of explanation, an example of creating/updating/depriving of an access

right to a home device, e.g., the home device 1 210a will now be described in con

junction with the home network system 200 of FIG. 2. In some embodiments, the

access right to the home device for each application or function of a server to which

the home device has access may be created, updated, or deprived of.

[94] FIG. 7 is flowchart illustrating operations between the home gateway 220 and a

server 230 creating and updating an access right of a server to a home device according

to an embodiment of the present disclosure.

[95] Referring to FIG. 7, assume that the server 230 determines to make a request to

create an access right of the server 230 to a particular home device. The creation

request may include identification information and performance information of the

server 230, which is a requesting entity, and an entity ID of a target entity to which the

access right of the server 230 is to be created, i.e., an entity ID of the particular home

device. In this case, in operation 704, the server 230 may send the creation request to

the home gateway 220.

[96] In operation 706, the home gateway 220 may determine whether the server 230 cor-



responding to the identification information has access to the home device corre

sponding to the entity ID. Specifically, the home gateway 220 may store performance

information of the server 230 in relation to applications or functions that the server 230

supports for each home device. The home gateway 220 may determine whether the

performance information of the server 230 supports performance of a home device cor

responding to the entity ID. If the performance information of the server 230 supports

the performance of the home device corresponding to the entity ID, the home gateway

220 may set the access right of the server 230 to the home device to be 'allowed'.

Otherwise, if the performance information of the server 230 does not support the per

formance of the home device corresponding to the entity ID, the home gateway 220

may set the access right of the server 230 to the home device to be 'disallowed'.

[97] In operation 708, the home gateway 220 may send the server 230 a reply to the

creation request, the reply including access right information to the home device of the

server 230.

[98] Although not illustrated in FIG. 7, the home gateway 220 may configure access right

information of each server to a corresponding home device for each application or

function of the home device. The home gateway 220 may store the access right in

formation by mapping it onto the corresponding server, home device, and application

or function.

[99] Also, in operation 708, the server 230 may check the reply to the creation request for

the access right information and store the access right information in which the access

right to the home device or to each application or function of the home device is set to

be 'allowed' or 'disallowed'.

[100] In operation 710, the server 230 may send the home gateway 220 a request to update

the access right to the home device. The update request may also include identification

information and performance information of the server 230, which is a requesting

entity, and an entity ID of a target entity to which the access right of the server 230 is

to be updated, i.e., an entity ID of the particular home device.

[101] In operation 712, the home gateway 220 may determine whether the server 230 cor

responding to the identification information has access to the home device corre

sponding to the entity ID, description of which is omitted herein because it is the same

as operation 706. The home gateway 220 may determine whether it is possible to

update the access right to the home device. Based on the determination, the home

gateway 220 configure information indicating whether update of the access right to the

home device is 'allowed' or 'disallowed'.

[102] In operation 714, the home gateway 220 may send the server 230 the information in

dicating whether update of the access right to the home device is allowed or disallowed

in a reply to the update request.



[103] FIG. 8 is flowchart illustrating operations between the home gateway 220 and the

server 230 depriving of an access right of a server to a home device according to an

embodiment of the present disclosure.

[104] Referring to FIG. 8, assume that the server 230 sends the home gateway 220 a

request to deprive of the access right of the server 230 to a home device. The de

privation request may also include identification information of a requesting entity,

i.e., the server 230 and an entity ID of a target entity for which the access right of the

server 230 is to be deprived of, i.e., the home device. In this case, in operation 804, the

server 230 may send the deprivation request to the home gateway 220.

[105] In operation 806, the home gateway 220 may determine whether deprivation of the

access right to the home device of the server 230 corresponding to the identification in

formation is possible.

[106] If determining that deprivation of the access right to the home device of the server

230 is possible, the home gateway 220 may remove the identification information cor

responding to the server 230 from the access right information of the server to the

home device.

[107] In operation 808, the home gateway 220 may send the server 230 information

notifying the server 230 that the access right of the server 230 to the home device is

deprived of.

[108] FIG. 9a is flowchart illustrating operations of a home gateway creating an access

right of a server to a home device according to an embodiment of the present

disclosure.

[109] Referring to FIG. 9a, in operation 902, the home gateway may receive a request to

create an access right to a home device from the server. The creation request may

include an entity ID of the server and identification information of a target entity to

which the access right is to be created, i.e., the home device.

[110] In operation 904, the home gateway may determine whether the server corresponding

to the entity ID has access to a home device corresponding to the identification in

formation. For example, the home gateway may determine whether the identification

information of the target entity, i.e., the home device has a match among pre-stored

identification information of home devices, applications or functions to which the

server has access. If there is a match of the identification information, the home

gateway may determine that the server has access to the particular home device corre

sponding to the identification information and set an access right to the particular home

device to be 'allowed'. Also, for applications or functions that the particular home

device supports, if determining that the server has access to the applications or

functions, the home gateway may set access rights to the applications or functions to

be 'allowed'. Otherwise, if determining that the sever does not have access to the



particular home device, the home gateway may set the access right of the server to the

particular home device of the server to be 'disallowed'. In operation 906, the home

gateway may send the server information indicating whether the server has access to

the particular home device or information about the access right to the particular home

device in a reply to the creation request.

[Ill] In operation 908, based on the reply that includes the information indicating whether

the server has access to the particular home device, the home gateway may create the

access right of the server to the particular home device. Specifically, if the information

indicates that the server has access to the particular home device, the home gateway

may set the access right of the server to the particular home device to be 'allowed'.

Otherwise, if the information indicates that the server does not have access to the

particular home device, the home gateway may set the access right of the server to the

particular home device to be 'disallowed'. If the home gateway obtains the access right

information from the reply, the home gateway may store the access right information

by mapping it onto the corresponding entity ID.

[112] After that, in operation 910, the home gateway may control access to a home device

of a particular server based on the stored information about the access right to the

home device of the particular server.

[113] FIG. 9b is flowchart illustrating operations of a home gateway updating an access

right of a server to a home device according to an embodiment of the present

disclosure.

[114] Referring to FIG. 9b, in operation 912, the home gateway may receive a request to

update an access right to a home device from a server. The update request may include

an entity ID of the server and identification information of a target entity, access right

to which is to be updated, i.e., the home device.

[115] In operation 914, the home gateway may determine whether a server corresponding

to the entity ID included in the update request has access to a home device corre

sponding to the identification information, and determine whether update of the access

right of the server to the home device is possible. Furthermore, the home gateway may

configure information indicating whether update of the access right of entity ID is

allowed or disallowed based on the determination made in operation 914.

[116] In operation 916, the home gateway may send the server a reply to the update

request, including the information indicating whether update of the access right is

allowed or disallowed. Specifically, the information may indicate whether update of

the access right to the home device corresponding to the entity ID included in the

update request is allowed or disallowed.

[117] Also, in operation 916, the home gateway may update the access right of the server

to the home device based on the information indicating whether update of the access



right is allowed or disallowed, and store the updated access right information by

mapping it onto the corresponding entity ID.

[118] After that, in operation 918, the home gateway 220 may control access to a home

device of a particular server based on the stored access right information to the home

device of the particular server.

[119] FIG. 10a is flowchart illustrating operations of a server creating an access right to a

home device according to an embodiment of the present disclosure.

[120] Referring to FIG. 10a, in operation 1002, the server may send the home gateway a

request to create an access right including an entity ID of the server. The creation

request may include an entity ID of the server and identification information of a target

entity, the access right of which is to be created, i.e., the home device.

[121] In operation 1004, the server may receive a reply to the creation request from the

home gateway. The reply may include information indicating whether the server has

access to the target entity, or information about an access right to a home device of the

server, which is configured based on the information indicating whether the server has

access to the target entity. The server may create an access right based on the in

formation indicating whether the server has access to the target entity.

[122] In operation 1006, the server may control access to the particular home device based

on the information about the access right to the home device.

[123] FIG. 10b is flowchart illustrating operations of a server updating an access right to a

home device according to an embodiment of the present disclosure.

[124] Referring to FIG. 10b, in operation 1008, the server may send the home gateway a

request to update an access right, including an entity ID of the server.

[125] In operation 1010, the server may receive a reply to the update request from the

home gateway. The reply may include information indicating whether update of the

access right is possible. The information may include information indicating that

update of the access right is allowed or information indicating that update of the access

right is disallowed.

[126] In operation 1012, the server may control access to the particular home device based

on the information about access right to the home device.

[127] The present disclosure provides an advantage of providing a differentiated service for

each of home devices and an external server, by a home gateway establishing an access

right to control access to the home devices and the external server connected to the

home gateway and providing access of the external server to the home device or access

of the home device to the external server for each supported function or application

based on the established access right.

[128] While the present disclosure has been shown and described with reference to various

embodiments thereof, it will be understood by those skilled in the art that various



changes in form and details may be made therein without departing from the spirit and

scope of the present disclosure as defined by the appended claims and their

equivalents.
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Claims
A method for controlling access between home devices and servers in a

home network system, the method comprising:

determining whether first access of the home devices to each of the

servers and second access of the servers to each of the home devices is

restricted; and

controlling the first access and second access based on respective

access rights established according to the determination.

The method of claim 1, wherein the respective access rights of the first

access and the second access are established for each function or ap

plication of a corresponding home device and a corresponding server.

The method of claim 1, wherein the determining of whether the first

access of the home devices to each of the servers and the second access

of the servers to each of the home devices is restricted comprises

receiving a request to create an access right to a first server of the

servers from at least one of the home devices.

The method of claim 3, further comprising:

sending the first server the request to create the access right;

checking a reply to the request to create the access right, which is

received from the first server, for information indicating whether the at

least one home device has access to the first server; and

establishing the access right of the at least one home device to the first

server based on the information indicating whether the at least one

home device has access to the first server.

The method of claim 1, wherein the determining of whether the first

access of the home devices to each of the servers and the second access

of the servers to each of the home devices is restricted comprises

receiving a request to create an access right to at least one of the home

devices from a first server of the servers.

The method of claim 5, further comprising:

sending the at least one home device the request to create the access

right;

checking a reply to the request to create the access right, which is

received from the at least one home device, for information indicating

whether the first server has access to the at least one home device; and

establishing the access right of the first server to the at least one home

device based on the information indicating whether the first server has
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access to the at least one home device.

The method of claim 1, wherein the controlling of the first access and

second access comprises determining to update or deprive of an access

right established for each of the first access and the second access.

An apparatus for controlling access between home devices and servers

in a home network system, the apparatus comprising:

a controller configured to determine whether first access of the home

devices to each of the servers and second access of the servers to each

of the home devices is restricted, and to control the first access and

second access based on respective access rights established according

to the determination.

The apparatus of claim 8, wherein the respective access rights of the

first access and the second access are established for each function or

application of a corresponding home device and a corresponding

server.

The apparatus of claim 8, further comprising:

a transceiver configured to receive a request to create an access right to

a first server of the servers from at least one of the home devices.

The apparatus of claim 10, wherein the controller is configured to

control the transceiver to send the request to create the access right to

the first server, to check a reply to the request to create the access right,

which is received from the first server, for information indicating

whether the at least one home device has access to the first server, and

to establish the access right of the at least one home device to the first

server based on the information indicating whether the at least one

home device has access to the first server.

The apparatus of claim 8, further comprising:

a transceiver configured to receive a request to create an access right to

at least one of the home devices from a first server of the servers.

The apparatus of claim 12, wherein the controller is configured to

control the transceiver to send the at least one home device the request

to create the access right, to check a reply to the request to create the

access right, which is received from the at least one home device, for

information indicating whether the first server has access to the at least

one home device, and to establish the access right of the first server to

the at least one home device based on the information indicating

whether the first server has access to the at least one home device.

The apparatus of claim 8, wherein the controller is configured to
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control the first access and the second access by determining to update

or deprive of an access right established for each of the first access and

the second access.

[Claim 15] The apparatus of claim 8, wherein the controller is included in each of

the home devices.
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