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(57) Abstract: An authentication and authorization system and method for management of a communication network, which relate
to the field of management of communication networks. The authentication and authorization system comprises a network manage -
ment server, an access management terminal, an authentication server and a communication station network. The authentication and
authorization method comprises: centrally configuring authentication information on an authentication server, and configuring au-
thorization information to each station; conducting, by a user, station management via a network management server or an access
management terminal; sending the authentication information to the authentication server to conduct authentication through the sta -
tions, and recording, by the stations, information about a user who currently logs into, and informing the user; sending, by the user, a
management information interaction command to a station which has been logged into, and after the management information inter -
action command is received, contirming, by an authorization function module of the station, whether authorization information data
stored in this station contains an appropriate user and a corresponding permission; alternatively, conducting user logout, and delet-
ing, by the station, a record that the user has successfully logged into the station. The present invention reduces the requirement that
an authentication server must have high performance in a communication network, and eliminates to the maximum extent the influ-
ence on the performance of a network management system when the communication of an authentication server side is exceptional.
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