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SCHEME FOR SETTING / USING vehicle is disclosed . The electronic device comprises a 
ELECTRONIC DEVICE AS KEYLESS controlling circuit comprising a physiological feature detec 

DEVICE OF VEHICLE AND ADJUSTING tion module and a processing circuit . The physiological 
DEVICES IN THE VEHICLE feature detection module is used for detecting a physiologi 

5 cal feature of the person . The processing circuit is coupled 
BACKGROUND OF THE INVENTION to the physiological feature detection module , and is used for 

determining whether the person is the authorized user of the 
1. Field of the Invention vehicle according to the detected physiological feature of the 

person , and determining to start the vehicle or activating an 
The invention relates to applications for a vehicle system , 10 in - car equipment of the vehicle only when the person is 

and more particularly to a portable electronic device , a identified by the processing circuit as the authorized user as 
wearable electronic device , and a temperature sensor . well as the person uses the keyless device to start the vehicle . 

These and other objectives of the present invention will 
2. Description of the Prior Art no doubt become obvious to those of ordinary skill in the art 

15 after reading the following detailed description of the pre 
Generally speaking , a person usually uses his physical ferred embodiment that is illustrated in the various figures 

car / automobile key to open / start a vehicle . However , the and drawings . 
physical key may be stolen or lost , so that a car thief would 
open / start the vehicle if getting the physical key . It is not safe BRIEF DESCRIPTION OF THE DRAWINGS 
for the person carrying the physical key . 

FIG . 1 is a diagram showing a person using a mobile ! 
SUMMARY OF THE INVENTION portable electronic device as a keyless device to replace the 

function of a car / automobile key to open and / or start a 
Therefore one of the objectives of the invention is to vehicle according to an embodiment of the invention . 

provide a portable electronic device or a wearable electronic 25 FIG . 2 is a diagram showing an authorized user using the 
device as a keyless device , and a temperature sensor , to solve smart phone of FIG . 1 to configure a wearable electronic 
the above - mentioned problems . device as a keyless device according to an embodiment of 

According to embodiments of the invention , a portable the invention . 
electronic device to be used as a keyless device of a vehicle FIG . 3 is a block diagram of the temperature sensor 
is disclosed . The portable electronic device comprises a 30 configured at portion ( s ) of car exterior device ( s ) comprised 
controlling circuit which comprises a physiological feature by the vehicle of FIG . 1 according to an embodiment of the 
detection module and a processing circuit . The physiological invention . 
feature detection module is used for detecting a physiologi 
cal feature of a person . The processing circuit is coupled to DETAILED DESCRIPTION 
the physiological feature detection module , and is used for 35 
determining whether the person is an authorized user of the FIG . 1 is a diagram showing a person using a mobile / 
vehicle according to the detected physiological feature of the portable electronic device 100 as a keyless device to replace 
person , and for opening a car door of the vehicle or starting the function of a car / automobile key to open and / or start a 
the vehicle when the person is identified by the processing vehicle 150 according to an embodiment of the invention . 
circuit as the authorized user . 40 The mobile / portable electronic device 100 is for example a 

According to the embodiments , a wearable electronic mobile phone , a smart phone , a wearable electronic device 
device to be used as a secondary keyless device of a vehicle such as a smart watch or a smart wristband / bracelet , and so 
is disclosed . The wearable electronic device comprises a on ; in FIG . 1 , the mobile / portable electronic device 100 for 
controlling circuit which comprises a processing circuit . The instance is a smart phone device ( but not limited ) . 
processing circuit is used for sending a control signal to a 45 The person can set his smart phone 100 as a keyless 
vehicle system of the vehicle to open or start the vehicle device to replace the function of the car / automobile key and 
when a person wearing the wearable electronic device is then can use the smart phone 100 to open / start the vehicle 
identified by the portable electronic device as an authorized 150 without using or carrying the physical key , so that it is 
user of the vehicle . The portable electronic device is used for convenient for the person since the person does not need to 
detecting a physiological feature of the person , and for 50 take the physical key to open / start the vehicle 150 and also 
determining whether the person is the authorized user of the it will be not easy to lose the physical key . 
vehicle according to the detected physiological feature of the In practice , the smart phone 100 to be used as a keyless 
person . device comprises a display device / panel 101 , a processor 

According to the embodiments , a temperature sensor to be 102 such as CPU , and a controlling circuit 103 which 
used in a portion of a car exterior device in a vehicle system 55 comprises a physiological feature detection module / circuit 
of a vehicle is disclosed . The temperature sensor comprises 105 , a processing circuit 110 , and a storage circuit 115 . 
a thermistor and an operational amplifier coupled to the The detection module 105 is used to detect a physiologi 
thermistor . The operational amplifier is used for generating cal feature of a person to generate physiological feature 
a temperature control signal to a processor of the vehicle measurement signals for the person . The physiological fea 
system to make the processor adjust an in - car temperature of 60 ture for example comprises at least one of fingerprint 
an air conditioner within the vehicle based on the tempera- pattern , face feature pattern , heart rate feature pattern , blood 
ture control signal that determines a difference between a pressure feature pattern , handwriting feature pattern , voice 
specific temperature corresponding to a driver of the vehicle print feature pattern , and so on , or comprises a combination 
system and the in - car temperature . of the above - described physiological feature patterns . The 

According to the embodiments , an electronic device to be 65 detection module 105 is arranged to perform at least one 
used for double checking whether a person is an authorized operation of an optical finger navigation , an voiceprint 
after the person uses a keyless device to open a door of a sensing / recognition operation , a capacitive fingerprint sens 
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ing / recognition operation , a handwriting sensing / recogni- In addition , when the smart phone 100 enters the model 
tion operation , and a face sensing / recognition operation . The generation mode , the processing circuit 110 is arranged to 
detection module 105 can be arranged to detect at least one communicate with the vehicle system 155 in response to a 
of a fingerprint feature , a voiceprint feature , a handwriting control operation of the vehicle driver or in response to a 
feature , and a face feature for the person . For example , the 5 request signal sent from the vehicle system 155 . 
heart rate feature pattern or blood pressure feature pattern of The processing circuit 110 is arranged to establish a 
each person is different and unique . The heart rate feature security connection with the vehicle system 155 by using a 
and blood pressure feature can be used to identify a specific specific wireless connection technology standard such as the 
person . The detection module 105 can perform the optical Bluetooth communication standard . The smart phone 100 
finger navigation to detect the heart rate feature and blood 10 and the vehicle system 155 forma piconet in which the smart 
pressure feature of the person based on Photoplethysmog- phone 100 can be used as a slave device and the vehicle 
raphy ( PPG ) detection technology to generate PPG mea- system 155 is used as a master device ; alternatively , the 
surement signals ( or patterns ) as the physiological feature smart phone 100 can be used as a master device and the 
measurement signals of the person . vehicle system 155 is used as a slave device . The driver's 

In addition , the optical finger navigation for example can 15 smart phone 100 can be paired with the vehicle system 155 
be used to detect the surface speckles of a fingerprint of a based on the Bluetooth communication standard . Once the 
finger of a person , generate the frequency distribution of the pairing procedure successfully completes , a bond relation 
speckles by performing a Fourier transform , obtaining high ship forms between the smart phone 100 and the vehicle 
frequency component and low frequency component , and system 155 to enable those devices to connect to each other 
identifying a specific person based on the generated fre- 20 in the future without pairing again . 
quency components . The surface speckles of each person are After the pairing procedure successfully completes , the 
different and unique . In addition , the handwriting feature , detection module 105 of the smart phone 100 is triggered to 
face feature , and fingerprint , and voiceprint features of sense the physiological feature of the vehicle driver to 
different persons are different and unique . generate measurement signals as the PPG reference signals 

The processing circuit 110 is coupled to the detection 25 of the authorized user and store the PPG reference signals in 
module 105 , and is used to receive physiological feature the database of the storage circuit 115. After this , the smart 
measurement signals generated from the detection module phone 100 is configured as the keyless device of the vehicle 
105 , e.g. the PPG measurement signals of the person . If the 150 for the driver . Later , the vehicle driver may use the 
person is currently identified as an authorized user such as keyless device to open / start the vehicle 150 again if the 
a preset vehicle driver , the processing circuit 110 stores the 30 driver leaves the vehicle 150 , the car door of the vehicle 150 
PPG measurement signals of the person as PPG reference has been locked , and the driver forgets to carry the physical 
signals of the authorized user and record the PPG reference key . It should be noted that in the model generation mode the 
signals in a physiological feature database stored by the vehicle driver is automatically identified as an authorized 
storage circuit 115. If the person is not identified as the user of the vehicle system 155. Thus , before entering the 
authorized user , the processing circuit 110 is arranged to 35 model generation mode , the vehicle system 155 can send a 
determine whether the person is equal to the authorized user reconfirm message signal to the smart phone 100 to ask the 
by comparing the PPG measurement signals of the person vehicle driver operate the smart phone 100 to reconfirm 
with PPG reference signals of the authorized user in the whether to control the smart phone 100 enter the model 
physiological feature database . If the PPG measurement generation mode before a certain timer expires , to provide 
signals of the person exactly match the PPG reference 40 high security protection . 
signals of the authorized user , the processing circuit 110 After the smart phone 100 is configured as the keyless 
decides that the person is equal to the authorized user . device of the vehicle 150 for the driver , the smart phone 100 

In practice , the smart phone 100 may comprise a physi- is arranged to exit the model generation mode and enter the 
ological feature generation mode and a physiological feature detection mode . In the detection mode , the processing circuit 
detection mode . For example , when the person is driving the 45 110 controls the detection module 105 to sense a physiologi 
vehicle or initially the person uses the physical key to start cal feature of a person operating the smart phone 100 to 
and sets the vehicle system 155 of the vehicle 150 , the generate PPG measurement signals of the person and then to 
processing circuit 110 can be triggered by the person or compare the PPG measurement signals with the PPG refer 
triggered by the vehicle system 155 to control the smart ence signals of the authorized user to determine whether 
phone 100 enter the physiological feature model generation 50 such person is the authorized user . If the person is not the 
mode . In this mode , the person is identified as an authorized authorized user , the person cannot use the smart phone 100 
user , and the detection module 105 is used to generate the to open / start the vehicle 150 even though the smart phone 
physiological feature measurement signals of the person , 100 has been configured as the keyless device for the vehicle 
e.g. PPG measurement signals , as PPG physiological feature 150 . 
reference signals of the person . The processing circuit 110 55 For example , when the vehicle driver which has been 
stores and records the physiological feature reference signals identified as the authorized user tries to use the keyless 
as reference signals of the authorized user in the database . device ( i.e. his smart phone 100 ) to open and star the vehicle 
After the model of the PPG reference signals have been 150 , the detection module 105 of the smart phone 100 is 
generated and recorded in the database , the processing arranged to detect and sense the physiological feature of the 
circuit 110 controls the smart phone 100 exit the model 60 vehicle driver to generate the PPG measurement signals and 
generation mode and enter the detection mode . In the then compare the PPG measurement signals with the PPG 
detection mode , the detection module 105 is also used to reference signals of the authorized user in the database to 
generate the physiological feature measurement signals of determine whether the measurement signals match to the 
the person , e.g. PPG measurement signals . The processing PPG reference signals of the authorized user . In this situa 
circuit 110 in the detection mode is arranged to compare the 65 tion , the processing circuit 110 detects that the measurement 
generated PPG measurement signals with PPG reference signals of the person match to the PPG reference signals of 
signals recorded in the database . the authorized user and thus decides that the person is the 
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authorized . The processing circuit 110 may notify the cal feature measurement signals of the passenger and stores 
vehicle system 155 of such information based on the Blu- the measurement signals as reference signals of the passen 
etooth security connection in the dedicated piconet . When ger in the database when a pairing procedure successfully 
receiving such information via the Bluetooth communica- completes . Later , if the vehicle driver and passenger both 
tion , the vehicle system 155 is arranged to open the car door 5 leave the vehicle 150 and the car door of the vehicle system 
and / or is activated by the vehicle driver . 155 has been locked , the passenger can use his smart phone 

If the smart phone 100 is stolen by a car thief and the car which has been used as the keyless device to open the car 
thief tries to use the smart phone 100 to open / start the door of the vehicle 100 and start other in - car equipment 
vehicle 150 , the detection module also detects and senses the devices such as entertainment devices but cannot drive the 
physiological features of the car thief to generate PPG 10 vehicle 100 since the processing circuit 110 of the passen 
measurement signals of the car thief , and the processing ger's keyless device identifies the passenger as the autho 
circuit 110 compares the PPG measurement signals of the rized user having the lower permission level by comparing 
car thief with the PPG reference signals of the authorized currently measured PPG signals of the passenger with the 
user in the database and thus would decide that the PPG PPG reference signals in the database . Only the vehicle 
measurement signals of the car thief do not match to the PPG 15 driver can use his smart phone 100 as a keyless device to 
reference signals of the authorized user . In this situation , the open the car door of the vehicle 150 , start other in - car 
processing circuit 110 decides that other unauthorized per- equipment devices , and drive the vehicle 150. For instance , 
sons try to open the car door and / or start the vehicle , and the the driver's smart phone 100 and the vehicle system 155 
car door is still locked and the vehicle system 155 is not form a first piconet in which the driver's smart phone 100 is 
activated by the car thief . Thus , even though the smart phone 20 a slave while the vehicle system 155 is a master , and the 
100 as the keyless device is stolen by another person , such passenger's smart phone ( not shown on FIG . 1 ) and the 
person cannot use or unlock the keyless device to open / start vehicle system 155 form a second piconet ( different piconet ) 
the vehicle since the physiological features of different in which the passenger's smart phone is a slave while the 
persons are different and unique . vehicle system 155 is a master . That is , the vehicle system 

In addition , to avoid a person hacking information 25 155 can be arranged to allow multiple mobile devices as 
recorded in the smart phone 100 to drive away the vehicle , keyless devices . 
the physiological feature database can be built and stored Further , setting a mobile electronic device 100 such as a 
within a storage space of the vehicle system 155. For smart phone as a keyless device of the vehicle system 155 
example , when a person tries to use the smart phone 100 to can effectively protect a car thief from driving away the 
open / start the vehicle 150 , the processing circuit 110 is 30 vehicle 150. For example , the vehicle system 155 can be 
arranged to control the detection module 105 to detect and configured to open / start the vehicle 150 only when both 
sense the physiological features of the person to generate conditions are satisfied wherein the both conditions are that 
PPG measurement signals and then send the PPG measure- an authorized user uses the physical key to open / start the 
ment signals to the vehicle system 155 via the Bluetooth vehicle 150 and the same user uses the keyless device 100 
security connection . A processor of the vehicle system 155 35 to open / start the vehicle 150. Thus , even though the physical 
is used to compare the PPG measurement signals with PPG key is stolen by a car thief , the car door of the vehicle 150 
reference signals of the authorized user in the physiological is kept locked when the car thief tries to use the stolen 
feature database recorded in the storage space to decide physical key to open / start the vehicle 150 . 
whether the person is the authorized user . Then the vehicle Further , when the person is identified as the authorized 
system 155 can send the information of whether the person 40 user , the person can use the keyless device 100 to automati 
is equal to the authorized user back to the keyless device 100 cally configure setting ( s ) of vehicle equipment device ( s ) in 
via the same Bluetooth security connection . After receiving the vehicle 150. For example , when the authorized user tries 
such information , the processing circuit 110 can obtain or to use the keyless device 100 to open the car door of the 
know whether the person is the authorized user and may be vehicle 150 or start the vehicle 150 , the processing circuit 
arranged to control a display device 101 of the keyless 45 110 of the keyless device 100 can send information of the 
device 100 to display such information on the display device authorized user to the vehicle system 155 to trigger opera 
101 . tion ( s ) of the vehicle system 155. The vehicle system 155 

In addition , the physiological feature database can be used enters the drive mode . The vehicle system 155 may activate 
to store and record multiple authorized users for the vehicle a particular vehicle equipment device during the drive mode 
system 155 wherein the multiple authorized users may 50 of the vehicle system 155 , and then may send a request 
correspond to different / identical permissions ( or permission signal from the vehicle system 155 to the authorized user's 
levels ) . For example , the physiological feature database may keyless device 100 , e.g. the smart phone . Then , the keyless 
store physiological feature reference information of two device 100 activates a user interface , e.g. on the display 
authorized users in which one person is the vehicle driver panel 101 , which is arranged to ask the authorized user to 
having a high permission level and the other person is a 55 determine or reconfirm whether to transmit a preset con 
passenger having a low permission level . The vehicle driver figuration from the keyless device 100 to the particular 
can use the smart phone 100 as the keyless device to vehicle equipment device wirelessly based on the Bluetooth 
establish the security pairing connection with the vehicle communication standard . When the authorized user con 
system 155 , and the detection module 105 detects the firms such message , in reply to the request signal from the 
physiological feature measurement signals of the vehicle 60 vehicle system 155 , the keyless device 100 then transmits a 
driver and stores the measurement signals as reference response signal back to the vehicle system 155 wherein the 
signals of the vehicle driver in the database when the pairing response signal may carry information of the preset con 
procedure successfully completes . The passenger can also figuration for the authorized user . Then , after receiving such 
use another smart phone as another keyless device with a response signal , the vehicle system 155 automatically 
low permission level to establish another security pairing 65 launches the user's configuration defined in the keyless 
connection with the vehicle system 155 , and the detection device 100 into the vehicle system 155 to configure the 
module of the another keyless device detects the physiologi- setting of the particular vehicle equipment device . In addi 
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tion , it should be noted that in other embodiments the user wherein the specific setting may comprise seat adjustment , 
may not need to reconfirm whether to transmit the preset music preference , air condition adjustment , and so on . Since 
configuration and the preset configuration can be automati- a person may have two or more vehicles but only one 
cally transmitted from the keyless device 100 to the vehicle wearable electronic device , the wearable electronic device 
system 155. Thus , by doing so , once a person such as a can be configured to record and carry different settings of 
vehicle driver is identified as an authorized user by the different vehicles such as a compact car and a wagon for the 
keyless device 100 , the settings of the in - car equipment same person . 
devices can be automatically configured and adjusted in The wearable electronic device may merely need to 
reply to the requirements of the person . For example , the car perform the wrist - worn activity detection to ensure security 
seats , in - car entertainment devices , and so on can be auto- 10 without detecting the physiological feature of the user again . 
matically adjusted in response to the requirements of the FIG . 2 is a diagram showing an authorized user using the 
person . In addition , for example , the schedule lists recorded smart phone 100 to configure his wearable electronic device 
by the smart phone 100 can be launched from the smart 200 as a keyless device according to an embodiment of the 
phone 100 into the vehicle system to display the schedule invention . As shown in FIG . 2 , similar to FIG . 1 , the smart 
lists on a display panel ( not shown ) of the vehicle system 15 phone 100 and the vehicle system 155 can form a first 
155 for the vehicle driver . piconet to communicate with each other via Bluetooth 

Further , in other embodiments , the mobile electronic communication standard wherein the vehicle system 155 is 
device 100 may be a wearable electronic device which can a master and the smart phone 100 is a slave . In addition , the 
be set as the keyless device of the vehicle . If the mobile smart phone 100 and the wearable electronic device 200 can 
electronic device 100 to be used as keyless device is 20 form a different second piconet in which the smart phone 
implemented by using the wearable electronic device such 100 is a master and the wearable electronic device 200 is a 
as the smart watch or smart bracelet , in addition to perform- slave . When the pairing procedure between the smart phone 
ing the above - mentioned operations , the detection module 100 and the vehicle system 155 successfully completes , the 
105 of the wearable electronic device 100 can further smart phone 100 can communicate with the vehicle system 
perform a wrist - worn activity detection to repeatedly detect 25 155 via a security connection . 
whether the wearable electronic device 100 is worn on a If the pairing procedure between the smart phone 100 and 
wrist of a person after the person is identified as an autho- the wearable electronic device 200 successfully completes , 
rized user . the smart phone 100 can communicate with the wearable 

Once detecting that the wearable electronic device 100 is electronic device 200 via another security connection in the 
not worn on the wrist of the person , the processing circuit 30 second piconet . The smart phone 100 can be arranged to 
110 is arranged to re - determine whether the person is an transmit a control packet to the wearable electronic device 
authorized user by comparing the PPG measurement signals 200 to set the wearable electronic device 200 as the keyless 
with the PPG reference signals . If the wearable electronic device for the vehicle system 155 when the smart phone 100 
device 100 is still worn on the wrist of the person , the has identified that the person is the authorized user . 
processing circuit 110 is not arranged to reconfirm the 35 After that , the person can directly use the wearable 
identification of the person . In this situation , the wearable electronic device 200 to open / start the vehicle 150 to replace 
electronic device 100 is still configured as the keyless device the function of the physical car / automobile key without 
whatever the wearable electronic device 100 is worn or not using the smart phone 100. Additionally , a person can be 
worn by the person . The identification of an authorized user identified as the authorized user by the detection module 205 
is needed to be reconfirmed if the wearable electronic device 40 and processing circuit 210 of the wearable electronic device 
100 leaves the authorized user . The identification of an 200 as long as the wearable electronic device 200 is still 
authorized user is not needed to be reconfirmed only if the worn on the wrist of the person . 
wearable electronic device 100 is still worn on the autho- It should be noted that in the embodiment of FIG . 2 the 
rized user . detection module 205 comprised by the wearable electronic 

Further , in other embodiments , a portable electronic 45 device 200 is used to perform the wrist - worn activity 
device can be arranged to identify or recognize whether a detection for a person and does not need to generated PPG 
person is an authorized user , and a wearable electronic measurement signals that are used for identification recog 
device can be used as a keyless device ; for example , the nition of the person . However , this is not meant to be a 
portable electronic device may be the user's smart phone , limitation . The detection module 205 of the keyless device 
and the wearable electronic device may be the user's smart 50 200 can also detect PPG measurement signals of the person , 
watch or smart bracelet ( but not limited ) . The wearable and the processing circuit 210 of the keyless device 200 can 
electronic device may be a smart watch or a smart bracelet . also compare the PPG measurement signals of the person 
The wearable electronic device can exchange security infor- with the PPG reference signals to re - determine or reconfirm 
mation with the portable electronic device by establishing whether the person is the authorized user . 
security connection between the wearable electronic device 55 Further , in other embodiments , the controlling circuit 103 
and portable electronic device . of FIG . 1 can be installed within an in - car equipment device 

The portable electronic device is used to identify whether in the vehicle system 155. The vehicle system 155 may 
a person is an authorized user by performing finger print comprise multiple in - car equipment devices wherein the 
detection , face recognition , gesture recognition , and / or pass- controlling circuit 103 is installed with a specific in - car 
word identification ; this is not limited to physiological 60 equipment device such as a steering wheel . For example , the 
information recognition . If the portable electronic device detection module 105 can be configured on the steering 
identifies that a person is an authorized user as well as the wheel . In addition , the operations and functions of detection 
wearable electronic device is currently worn by such person , module 105 and processing circuit 110 are identical and not 
then the wearable electronic device can automatically detailed again . After a person uses the physical car / automo 
become a keyless device of the vehicle . 65 bile key to open the car door of the vehicle 150 , the person 

In addition , the wearable electronic device may record may hand on the steering wheel to drive the vehicle 150 , and 
and carry a specific setting dedicated for a specific user the detection module 105 and processing circuit 110 can be 
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used to re - determine or reconfirm the identification of such a wire connection wherein the GNSS information comprises 
person sitting on the driver's seat to provide an additional the suggested route and the current GNSS location infor 
vehicle drive away protection . Only if the person is the mation . Based on the suggested route and the current GNSS 
authorized user , the vehicle system 155 enters the drive location information , the processing circuit 110 can decide 
mode and the person can drive the vehicle 150 . 5 whether the current GNSS location approaches a target 

Further , in one embodiment , a replica of controlling location such as a specific intersection set by the driver . If 
circuit 103 of FIG . 1 can be installed within an in - car the vehicle 150 approaches the target location , the process equipment device in the vehicle system 155. The vehicle ing circuit 110 is arranged to send a control signal to start system 155 may comprise multiple in - car equipment devices and control the household electronics / appliances . wherein the controlling circuit 103 is installed with a spe- 10 Alternatively , based on the suggested route and the cur cific in - car equipment device such as a steering wheel . For 
example , the detection module 105 can be configured on the rent GNSS location information , the processing circuit 110 
steering wheel . In addition , the operations and functions of can calculate a vehicle speed and derive how many minutes 
detection module 105 and processing circuit 110 are iden left to arrive at the driver's house according to the calculated 
tical and not detailed again . After a person uses the keyless 15 vehicle speed . The processing circuit 110 then compare the 
device 100 open the car door of the vehicle 150 , the person left minutes with a time threshold . If the minutes are shorter 
hands on the steering wheel to drive the vehicle 150 , and the than the time threshold , the processing circuit 110 is 
detection module 105 and processing circuit 110 can be used arranged to send a control signal to start and control the 
to re - determine or reconfirm the identification of such per household electronics / appliances . 
son sitting on the driver's seat to provide an additional 20 Alternatively , based on the suggested route and the cur 
vehicle drive away protection . Only if the person is the rent GNSS location information , the processing circuit 110 
authorized user , the vehicle system 155 enters the drive can calculate a distance between the current location and a 
mode and the person can drive the vehicle 150 . destination location and compare the distance with a dis 

Further , in one embodiment , when the electronic device tance threshold . If the distance is shorter than the distance 
100 of a vehicle driver is a wearable device and is success- 25 threshold , the processing circuit 110 is arranged to send a 
fully paired with the processor of the vehicle system 155 , the control signal to start and control the household electronics / 
processing circuit 110 of the wearable electronic device 100 appliances . 
can be arranged to detect the power level of the transmission In addition , the authorized user can set the mobile elec 
signal sent from the vehicle system 155 to the wearable tronic device 100 as the keyless device to earlier activate or 
electronic device 100. For example , the wearable electronic 30 unlock a portion of a security system at a specific location 
device 100 is paired with the vehicle system 155 via the when the authorized user is driving the vehicle 150 and the 
Bluetooth communication standard , and the processing cir- vehicle 150 approaches the specific location . For example , 
cuit 110 is arranged to monitor the power of Bluetooth in addition to being paired with the vehicle system 155 , the 
signals / packets sent from the vehicle system 155 after the mobile electronic device 100 can be paired with a home 
wearable electronic device 100 is configured as a keyless 35 security system of the user's house via a wireless security 
device for the vehicle system 155. If the power magnitude connection . The pairing procedure between the mobile elec 
is lower than a specific power threshold , the processing tronic device 100 and home security system may be similar 
circuit 110 determines that the distance between the wear- to the above - mentioned pairing procedure using the Blu 
able electronic device 100 and steering wheel is longer than etooth communication or may be completed by using dif 
a distance threshold and thus decides that the hands of the 40 ferent wireless communication technologies . When the user 
vehicle driver are not placed on the steering wheel . In this is driving the vehicle 150 to the user's house , the mobile 
situation , the processing circuit 110 of the wearable elec- electronic device 100 as the keyless device can retrieve the 
tronic device 100 may generate an alarm signal , sound , suggested route and the current GNSS location information 
vibration to the driver to wake up the driver . Alternatively , from the vehicle system 155 , and then can calculate the 
the processing circuit 110 may send an alarm signal to the 45 vehicle speed , the distance left , and the minutes left and so 
processor of the vehicle system 155 so that the vehicle on to determine whether the vehicle 150 approaches to the 
system 155 can also generate an alarm sound to the driver to user's house . If the vehicle 150 approaches to the user's 
wake up the driver . Alternatively , the processing circuit 110 house , the processing circuit 110 can be arranged to trigger 
can start auto - dialing to call an emergency number and / or the hoe security system and may control the system to 
transmit a GNSS location message with a help message to 50 unlock the door of the house early and automatically , open 
the other persons . the door of entrance of an underground parking lot early and 

Further , in other embodiments , a vehicle driver can con- automatically , turn on the light of the parking lot or turn the 
figure his keyless device paired with the vehicle system 155 light brighter early and automatically , or other portions 
to automatically and remotely control household electronic which can be controlled by the home security system . The 
devices or equipment devices based on the GNSS location 55 authorized user can use the keyless device 100 if success 
information of the vehicle 150 or the keyless device . For fully paired with the home security system to automatically 
example , the vehicle driver configures a setting of auto start activate the operation of a portion of the home security 
household electronics / appliances and records such setting system . 
information in the keyless device such as the driver's smart In addition , the vehicle driver's keyless device 100 , e.g. 
phone 100. When the driver is driving the vehicle 150 , the 60 his smart phone , can be arranged to output and transmit 
smart phone 100 is paired with the vehicle system 155. The display information to the vehicle 150 so that the vehicle 
vehicle system 155 for example comprises a car navigation system 155 can display the display information on its 
system which can be used to display a suggested route from display panel . The vehicle driver can operate the display 
a current GNSS location to the driver's house for the driver . panel to input user commands to the vehicle system 155 and 
The processing circuit 110 of the smart phone 100 is 65 the vehicle system 155 transmits the user commands to the 
arranged to repeatedly retrieve GNSS information from the keyless device 100 , i.e. the smart phone , via the Bluetooth 
vehicle system 155 via the Bluetooth security connection or security connection . 
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FIG . 3 is a block diagram of the temperature sensor 300 Further , in one embodiment , an electronic device com 
configured at portion ( s ) of car exterior device ( s ) comprised prised by a portable device such as a smart phone or 
by the vehicle 150 according to an embodiment of the comprised by a vehicle system of the vehicle can be used for 
invention . The vehicle 150 may comprise the temperature double checking whether a person is an authorized after the 
sensor 300 which is configured at portion ( s ) of car exterior 5 person uses a keyless device to open a door of the vehicle . 
device ( s ) to detect an outside temperature , and the vehicle The electronic device comprises the controlling circuit 103 
system 155 receives and uses the detected outside tempera which comprise the physiological feature detection module 
ture to adaptively control or adjust the temperature of an 105 and the processing circuit 110 coupled to the physi 
in - car air conditioner so that an authorized user does not ological feature detection module 105. The processing cir 
experience a large fluctuation in temperature between the 10 cuit 110 is used for determining whether the person is the authorized user of the vehicle according to the detected outside environment of the vehicle and the in - car environ physiological feature of the person , and then used for ment . The temperature sensor 300 for example comprises a determining to start the vehicle or activating an in - car thermistor 301 and an operational amplifier 302 wherein the equipment of the vehicle only when the person is identified 
thermistor's one end is coupled to one input of the opera- 15 by the processing circuit as the authorized user as well as the tional amplifier which can generate a sensor output as a person uses the keyless device to start the vehicle . 
temperature control signal . The car exterior device for Those skilled in the art will readily observe that numerous example comprises at least one of door handle ( s ) , side modifications and alterations of the device and method may 
mirrors , a neighborhood of the license plate , headlight , and be made while retaining the teachings of the invention . 
so on ; this is not intended to be a limitation . As shown in 20 Accordingly , the above disclosure should be construed as FIG . 3 , the temperature sensor 300 can be installed within limited only by the metes and bounds of the appended 
the headlight , the side mirrors , and / or door handles . claims . 

In practice , when an authorized user uses a keyless device 
to open and / or start the vehicle , the processing circuit 110 of What is claimed is : 
the keyless device 100 is arranged to send a notification 25 1. A portable electronic device to be used as a keyless 
signal to the vehicle system 155 via the Bluetooth security device of a vehicle , comprising : 
communication , and the processor of the vehicle system 155 a controlling circuit , comprising : 
is arranged to send a temperature request signal to the a physiological feature detection module , for detecting 
temperature sensor 300 configured at the car exterior device a physiological feature of a person ; and 
to ask the temperature sensor transmit back the sensed 30 a processing circuit , coupled to the physiological fea 
outside temperature . When receiving the information of the ture detection module , for determining whether the 
sensed outside temperature , the processor of vehicle system person is an authorized user of the vehicle according 
155 is arranged to adjust the temperature of an in - car air to the detected physiological feature of the person ; 
conditioner to dynamically or adaptively control the tem and , a car door of the vehicle is opened or the vehicle 
perature difference between the in - car temperature and out- 35 is started only when both conditions are satisfied 
side temperature to be smaller than a temperature threshold . wherein the both conditions are that the person , 

In addition , the authorized user can control or adjust the which has been identified by the processing circuit as 
temperature of the in - car air conditioner before such user the authorized user , uses the portable electronic 
opens the car door of the vehicle 150 so that the in - car device acting as the keyless device , that performs an 
temperature has been adjusted to a comfortable temperature 40 activity detection upon the person which has been 
when authorized user opens the car door . In practice , a authorized and decides not reconfirming an identifi 
person can use the keyless device 100 to identify the person cation of the person which has been authorized 
is the authorized user and then to send a Bluetooth control according to a result of the activity detection , to 
signal or another wireless control signal to the vehicle open / start the vehicle and the person uses a physical 
system 155 so as to earlier adjust the in - car temperature of 45 key of the vehicle to open / start the vehicle ; the 
the in - car air conditioner based on the outside temperature vehicle cannot be opened / started by only the physi 
detected by the temperature sensor 300 mentioned above . 

Further , in one embodiment , the operational amplifier 302 2. The device of claim 1 , wherein the processing circuit is 
of the temperature sensor 300 is arranged to generate a used for : 
temperature control signal to a processor of the vehicle 50 controlling the physiological feature detection module to 
system to make the processor adjust an in - car temperature of detect a physiological feature of an authorized user a 
the air conditioner within the vehicle 150 based on the couple of times to generate a physiological feature 
temperature control signal which determines a difference reference signal corresponding to the authorized user 
between a specific temperature corresponding to a driver of when the authorized user uses a physical key to start the 
the vehicle system and the in - car temperature . For example , 55 vehicle ; 
the specific temperature is the driver's body temperature , storing the reference physiological feature signal in a 
and the temperature sensor 300 is arranged to make the storage circuit of the portable electronic device ; 
processor adjust the in - car temperature of the air conditioner using the physiological feature detection module during a 
based on the difference between the driver's body tempera drive away protection mode of the vehicle to detect the 
ture and the in - car temperature after the driver has been 60 physiological feature of the person to generate a physi 
identified as an authorized user . ological feature measurement signal corresponding to 

For example , the difference is a comfortable temperature 
difference for the driver in other air condition environment , comparing the physiological feature measurement signal 
and the temperature sensor 300 is arranged to make the with the physiological feature reference signal ; 
processor adjust the in - car temperature of the air conditioner 65 determining that the person is the authorized user if the 
based on the comfortable temperature difference after the physiological feature measurement signal matches to 
driver has been identified as an authorized user . the physiological feature reference signal ; and 

cal key . 

the person ; 
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controlling the vehicle to switch from the drive away gation system of the vehicle system , and then is used for auto 
protection mode into a drive mode of the vehicle if it is starting at least one household electronic device according to 
determined that the person is as the authorized user . the GNSS location information with the information of the 

3. The device of claim 1 , wherein a vehicle system of the suggested route . 
vehicle is arranged for activating at least one vehicle equip- 5 10. The device of claim 9 , wherein the processing circuit 
ment device during a drive mode of the vehicle system and is used for calculating a vehicle speed , information of how 
for sending a request signal from the vehicle system to the many minutes left to arrive at the person's house , or a 
portable electronic device ; and , when the person is identified distance between the GNSS location information and the 
by the processing circuit as the authorized user , the process- person's house based on the GNSS location information 
ing circuit is used for launching a preset configuration from 10 with the information of the suggested route . 
the portable electronic device into the vehicle system to 11. A wearable electronic device to be used as a keyless 
configure a setting of the at least one vehicle equipment device of a vehicle , and the wearable electronic device 
device in reply to the request signal wherein the preset comprises : 
configuration corresponds to the person's requirement . a controlling circuit , comprising : 

4. The device of claim 1 , wherein the portable electronic 15 a processing circuit , for sending a control signal to a 
device is a wearable electronic device . vehicle system of the vehicle to open or start the 

5. The device of claim 1 , wherein the physiological vehicle when a person is wearing the wearable 
feature detection module is arranged to perform at least one electronic device as well as the person is identified 
operation of an optical finger navigation , an voiceprint by the wearable electronic device as an authorized 
recognition , a capacitive fingerprint sensing operation , a 20 user ; 
handwriting sensing operation , and a face recognition , so as wherein the vehicle is opened / started only when both 
to detect at least one of a fingerprint , a voiceprint , or a conditions are satisfied wherein the both conditions 
handwriting , and a face characteristic . are that the person , which has been identified by the 

6. The device of claim 1 , wherein the processing circuit is processing circuit as the authorized user , uses the 
used for : wearable electronic device acting as the keyless 

controlling the physiological feature detection module to device , that performs an activity detection upon the 
detect a physiological feature of an authorized user a person which has been authorized and decides not 
couple of times to generate a physiological feature reconfirming an identification of the person which 
reference signal corresponding to the authorized user has been authorized according to a result of the 
when the authorized user uses a physical key to start the 30 activity detection , to open / start the vehicle and the 
vehicle ; person uses the physical key of the vehicle to open / 

storing the physiological feature reference signal in a start the vehicle ; the vehicle cannot be opened / 
storage circuit of a vehicle system of the vehicle ; started by only the physical key . 

using the physiological feature detection module during a 12. The device of claim 11 , wherein the processing circuit 
drive away protection mode of the vehicle to detect the 35 is used for performing a wrist - worn activity detection upon 
physiological feature of the person to generate a physi- the person to detect whether the wearable electronic device 
ological feature measurement signal corresponding to is repeatedly worn on a wrist of the person after the person 

is identified as the authorized user by the wearable electronic 
retrieving the physiological feature reference signal from device . 

the storage circuit of the vehicle system ; 13. The device of claim 11 , wherein the wearable elec 
comparing the physiological feature measurement signal tronic device is arranged to record a specific setting of an 

with the physiological feature reference signal ; in - car equipment wherein the specific setting is dedicated for 
determining that the person is the authorized user if the the authorized user . 

physiological feature measurement signal matches to 14. The device of claim 13 , wherein the specific setting of 
the physiological feature reference signal ; and 45 the in - car equipment of the vehicle for the person is different 

controlling the vehicle to switch from the drive away from a setting of the in - car equipment of another different 
protection mode into a drive mode of the vehicle if it is vehicle for the person . 
determined that the person is as the authorized user . 15. An electronic device to be used for double checking 

7. The device of claim 1 , wherein the portable electronic whether a person is an authorized after the person uses a 
device is a wearable electronic device , and the processing 50 keyless device to open a door of a vehicle , comprising : 
circuit is used for : a controlling circuit , comprising : 

detecting a power level of a transmission signal sent from a physiological feature detection module , for detecting 
an in - car equipment device of the vehicle to the wear a physiological feature of the person ; and 
able electronic device when a vehicle system of the a processing circuit , coupled to the physiological fea 
vehicle is in a drive mode ; ture detection module , for determining whether the 

comparing the power level with a power threshold ; and person is the authorized user of the vehicle according 
generating an alarm signal when the power level is lower to the detected physiological feature of the person , 

than the power threshold . and determining to start the vehicle only when both 
8. The device of claim 7 , wherein the in - car equipment conditions are satisfied wherein the both conditions 

device is a steering wheel of the vehicle , and the processing 60 are that the person , which has been identified by the 
circuit is used for detecting the power level of the transmis processing circuit as the authorized user , uses the 
sion signal sent from the steering wheel and determining that electronic device acting as the keyless device , that 
hands of the person leaves the steering wheel if the power performs an activity detection upon which 
level is lower than the power threshold . has been authorized and decides not reconfirming an 

9. The device of claim 1 , wherein the processing circuit is 65 identification of the person which has been autho 
used for retrieving GNSS location information of the vehicle rized according to a result of the activity detection , 
and information of a suggested route generated by a navi to start the vehicle and the person uses the physical 

the person ; 
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the person 



16 
US 11,087,573 B2 

15 
key of the vehicle to start the vehicle ; the vehicle 
cannot be started by only the physical key . 

* * * * * 


