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(57) Abréegée/Abstract:

Method and high availabllity clusters that support synchronous state replication to provide for faillover between nodes, and more
precisely, between the master candidate machines at the corresponding nodes. There are at least two master candidates (m=2) In
the high avallability cluster and the election of the current master Is performed by a guorum- based majority vote among quorum
machines, whose number n Is at least three and odd (n>3 and n Is odd). The current master Is iIssued a current time-limited lease to
be measured off by the current master's local clock. In setting the duration or period of the lease, a relative clock skew Is used to
bound the duration to an upper bound, thus ensuring resistance to split brain situations during failover events.
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cisely, between the master candidate machines at the corresponding nodes.
There are at least two master candidates (m=2) in the high availability cluster
and the election of the current master is performed by a quorum- based ma-
% ~ jority vote among quorum machines, whose number n 1s at least three and
| odd (n>3 and n 1s odd). The current master is issued a current time-limited
! lease to be measured off by the current master's local clock. In setting the
duration or period of the lease, a relative clock skew 1s used to bound the dur-
| ation to an upper bound, thus ensuring resistance to split brain situations dur -
ing tailover events.
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Michael W. Dalton

)

1oxr

Split Brain Resistant Failover in High Availability Clusters

FIELD OF THE INVENTION

This 1nvention relates generally to limiting failure and

H

data loss 1n high availability clusters of machines that

serve network clients, and more specifically 1t relates to

ﬁ

providing for failover between cluster machines i1in a pool of

master candidates while avoiding split brain situations

between them.

BACKGROUND ART
Present day computer clusters are typically geographically
collocated. Such clusters are also constituted by a large

H

number of nodes. Fach node 18 assoclated wilth a

correspondling server, computer, or other node device

generally referred to simply as a machine. Clusters have

resources such as storage devices, e.g., hard disks or other

I

mass storage devices, as well as many types of peripheral

resources (e.g., monitors, printers). In addition, the

H

infrastructure of a typical computer cluster contains

swltches, routers, hubs and the like. With the aid of this

infrastructure a c¢lient, e.g., a personal computer, can

connect to the cluster via a wide area network (WAN) such as

i

the Internet and take advantage of the cluster’s services

1
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and resources. Most common services 1nvolve remote

applications such as electronic mail.

Although the cluster 1s connected to the wide area network,

1t usually runs on 1ts own separate local area network

(LAN) . The local network offers private connections between
nodes. These can be used, e.g., for communications between
nodes and other useful functions. Such functions 1nclude

H

distribution of a synchronization signal (master clock) and

H

delivery of heartbeat signals between nodes to verify their

status or to 1ndependently access the various cluster

resources.

Until recently, cluster resources, and mass storage 1n

particular, were  typically shared Dbetween the nodes.

Unfortunately, shared storage resources usually introduce a

H

single point of failure 1n the cluster. Furthermore, shared

storage resources are very sensitive to split Dbrain

situations 1n which c¢luster nodes may be 1live but 1lose

network connectivity between them. In these situations, the

H

nodes may 1ndependently race to take over control of the

cluster and 1ts resources. This may lead to very

detrimental results, e.g., when two or even more nodes

manage to mount and write to file systems concurrently.

~—

Nodes of a cluster require coordination to ensure tolerance

to node failure. For this reason, one node 1s wusually

chosen as the active, leader or master node. When the

master node faills, the cluster automatically switches over

to a new master 1n a process called failover. Clearly, 1t

1s desilrable to ensure that the failover process be rapid

and that any service disruption experienced by the clients

be minimized. This 1s especially true for the more recent

2
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“*high availability” clusters that strive to provide

virtually uninterrupted service to many clients.

H

Of course, prior to the advent of computer clusters, fault

tolerance 1n 1ndividual computers was a known 1ssue. In

F

particular, the 1dea of providing computers with redundant

central processing units (CPUs), power, Dbuses, etc. and

ensuring failover between them has been described by many

references. For example, U.S. Pat. No. 7,441,150 to Abe

discloses a fault tolerant computer system and 1nterrupt

control method that uses primary and secondary systems.

Unfortunately, the 1ssues 1nvolved 1n failover Dbetween

o~ —
p—

systems of a fault tolerant computer and those of a fault

I

tolerant c¢luster are not sufficiently similar to merely

reapply 1n the new context. Meanwhile, the trend 1in the

last 20 vyears has been to move away from single machine

design towards having distributed systems where 1ndividual

machines are redundant and can fail, rather than malnframes

or 1ndividual servers where each 1ndividual component 18

made redundant.

H

Among a number of prior art approaches to fault-tolerance,

the reader will find many protocols for solving consensus 1n

H

a network of unreliable processors or computers. consensus

—
p—

1s the process of agreeing on one result, such as the

H

network leader, among a group of participants. This problem

becomes difficult when the participants, l1.e., the

individual computers or processors, or their communication

H H

medium may experience failures. One of the most effective

methods to address this problem 1nvolves voting by qgquorum

among the participating computers to elect and change their

I

leader. The Paxos protocol 1s one of the best-known prior

3
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art approaches to gquorum voting and the necessary execution

I i

steps. A number of the salient aspects of this protocol are

addressed 1in U.S. Pat. No. 5,261,085 to Lamport.

The Prior art also contains Nnumerous teachings O

appropriate synchronization architecture and methods 1in

order to speed up failover and minimize service disruption
1n computer clusters. For example, U.S. Pat. No. 7,194,652

to Zhou et al. teaches a “high availability” system where

one control processor 1s “active” while another control

processor 1s kept 1n a ‘Vstandby” mode. The standby

H

processor 1s continuously provided with state 1nformation of

the active processor 1n the form of a Y“standby 1mage”.
Since the standby i1mage 1s synchronized to the active 1mage
a rapid transition to the active mode Dby the standby
processor 1s possible when the active control processor

H

fails. Although this approach 1s appropriate for failover

1n high availability clusters, the method and architecture

taught by Zhou et al. do not address the split brain
problem.

Jg.S. Pat. No. 7,590,886 to Moscirella et al. also addresses

the 1ssue of facilitating device redundancy 1n a fault-
tolerant system. The system has devices 1n active and
standby roles. A periodic advertisement wlith an

incrementing configuration sequence number 1s exchanged with

H

cach of the devices 1n the active role and the redundancy

group to ensure fault-tolerance. The state changes of the

devices are propagated asynchronously. This teaching

enables a fault-tolerant system but 1s not appropriate for a

high availability cluster with many nodes, resources and

—

large amounts of state information. In particular, 1n a

H

cluster application the teachings of Moscirella et al. would

4
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)

not enable efficient failover and resistance to split brain

slituations.

In U.S. Pat. No. 7,953,890 Katkar et al. teach how to switch
O a new cluster coordination resource oY cluster
coordinator machine. To prevent split brain situations, the

coordinator 1s a single machine that determines what

services can and cannot run at a given point 1n time. In
this approach each node 1n the cluster needs to commit to
use the new coordinator resource. This means that when one

H H

or more nodes are offline the cluster or a portion of 1t may

be disabled. Furthermore, the approach applies at the level

H

of the entire cluster, rather than at the lower level of the

individual cluster nodes. Finally, since the coordinator 1s

H I

a single machine, efficient failover 1s not provided for,

unless the coordinator 1s brought back up.

H

Additional teaching on the subject of "allover while

H

assisting 1n the prevention of split brain situations at the

cluster level 1s found in U.S. Pat. No. 8,001,413 to Wetmore

et al. In this case, the teaching 1s applied at the level

ﬁ

of entire data center sites. The data centers register with

a datacenter activation coordinator who determines when the

datacenter activates 1ts services. Timeouts are used to

ensure that a passive/backup data center and a formerly

active data center cannot both 'go 1live' simultaneously,

H

thereby assisting 1n the prevention ® split Dbrain

situations. Although Wetmore’s teachings do address split

brain situations to avoid having two data centers coming

online simultaneously, they are not appropriate for

automated faillover between 1ndividual cluster nodes with

—

concurrent prevention of split brain situations Dbetween

these cluster nodes.
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that many useful methods and

pri1or art does not provide an

integrated and effective method to ensure failover and

prevent split brain situations 1n a high availability

cluster.

OBJECTS AND ADVANTAGES OF THE INVENTION

F

H

of the i1invention to provide

H

In view of the shortcomings of the prior art, 1t 1s an object

an 1ntegrated method to achieve

brain split resistant failover 1n a high availability

cluster. More precisely, 1t
combine gquorum-based majorit
limited leases to ensure

operation.

H

F

1s an object of the 1nvention to

vy voting strategles with time-

highly fault-tolerant cluster

It 1s another object of the 1nvention to ensure that the

method can be easily deployed with standard networking

protocols that use quorum-based majority voting, 1ncluding,

H

Broadcast protocol.

fast, split-resistant failov

for example, the Paxos protocol or the ZooKeeper Atomic

H H

It 1s still another object of the 1nvention to provide for

F

er wilith the aid o synchronous

F F

state replication, which permits safe failover of even legacy

applications that write to a

These and many other objects

will become apparent from the

SUMMARY OF

local hard disk.

H

and advantages of the i1nvention

ensuling description.

THE INVENTION

F

The objects and advantages o:

- the 1nvention are secured by a

I

method for replicating states synchronously to provide for

6
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’

fallover between nodes of a high availability cluster. The

nodes have appropriate machines, e.g., computers, servers oOr

other devices with processing capabilities, to serve one or

more network clients. In accordance with the method, a

H H

number m of master candidates and a number n of qguorum

machines are 1dentified among machines Dbelonging to the
cluster. To provide for failover, there should be at least
two master candidates (m=22). To ensure a meaningful gquorum

there should be at 1least three guorum machines and theilr

number should be odd (n23 and n 1s odd).

Although 1t 1s possible for machines to share functions,

1.e., a master candidate could 1n principle also be a gquorum

machine, 1t 1s preferable that master candidates and quorum

i

machines are different machines. Furthermore, although the

quorum machines are typically collocated 1n a given cluster,

they should preferably be 1solated from each other.

During operation, each of the m master candidates 1s
synchronously updated to maintain a current state. The state
includes the set of machine 1nputs that will be executed

deterministically by the application (code) running on the

I
p—

machine. Note that the output of any machine starting with

the same machine 1nputs and running the same application wil]

be the same. It 1s preferable that the synchronous updating

between the machines be performed over a local area network.

Meanwhile, the service will usually 1nvolve communication

over a wide area network wvia which the network client

accesses the cluster. Suitable wide area networks 1nclude

the Internet.

The method further calls for electing a current master from

among the m master candidates. The election 1s performed by
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a qgquorum-based majority vote (also referred to i1in the art as
“quorum-based majority vote leadership election” or Y“quorum-
based majority vote distributed consensus”) among the gquorum
machines. The current master thus elected 1s 1ssued a

H

current time-limited lease of a certain duration, preferably

on the order of a few seconds to a few tens of seconds. The
lease 1s measured off by a local clock that belongs to the
current master. While holding the lease, or, differently

H

put, until the expiration of the lease, the current master

runs the one or more services requested by the one or more

network clients.

H

In accordance with the 1nvention, the relative clock skew of

the current time-limited lease 1s bounded by an upper bound.

H

The step of bounding the relative clock skew 1s preferably

based on estimating the relative clock skew from comparing
delays between data corrections. Then, the upper bound 1s

adjusted based on these delays. Alternatively, the upper

bound 1s determined from a physical property of the local

clock. Tt 1s known that clocks drift due to various factors,

herein referred to 1n general as physical properties. some

ﬁ ﬁ

of the most sultable physical properties for the purposes of

the present 1i1nvention 1include thermal drift and oscillator

drift. Still another approach to bounding the relative clock

skew can be 1mplemented from a comparison with a central

clock that 1s either collocated (i1in the cluster) or external.

When configured 1n accordance with the present method, a

H

falilure of the current master will trigger failover to a new

master from among the m master candidates. The new master 1s

1ssued a new time-limited lease, and after waiting for a

’

period of time no less than the maximum clock skew, starts

the master service. This method effectively prevents split

8
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brain situations between master candidates, whether they are

current masters or not. That 1s 1n large part due to the

fact that the failed master’s lease 1s limited 1n time and

H

for further reasons explained below 1n the detailed

description.

In a preferred embodiment, the method further extends to
electing a current Dback-up master among the m master

candidates. Thus, the succession, 1n case current master

falls, 1s determined prior to failover. Once again, the vote

18 a gquorum-based majority vote between the gquorum machines.

H

In the event of current master failure, the failover proceeds

to the current back-up master.

H

In some embodiments, the number m of candidate master

machines 1s expanded or contracted dynamically. In expanding

number m, a new candidate machine belonging to the high

avallability cluster 1s i1dentified and synchronously updated

to malntain the current state. Once the new candidate

machine has the full, current state, the new candidate
machine 1s added to the m master candidates and number m 1s
incremented (m=m+1). Similarly, 1n contracting number m, a

certain candidate machine among the m master candidates 1s

1dentified and removed from among the master candidates. The

number m 18 correspondingly decremented (m=m-1).

H i

The method of the 1nvention 1s particularly well suited for

serving legacy applications to the one or more network

H

clients. The legacy application can reside on any of the

H

sultable resources of the high availability cluster.

The method of 1nvention also extends to operating a high

avallability cluster serving one or more network clients.

9
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— —

The method provides for failover between nodes of the high

avallability cluster without split Dbrain situations. As

described above, m master candidates, where m=22, and n guorum

machines, where n23 and 1s odd, are first i1dentified from
among the c¢luster machines. The m master candidates are
synchronously updated to maintain the current state. The

current master 1s elected from among the m master candidates
through gquorum-based majority vote taken between the gquorum
machines. The current master 1s 1ssued current time-limited
lease, to be measured by 1ts local clock, and while holding
this time-limited lease the current master runs the service

requested by the network client (s).

The time-limited lease 1s bounded by the relative clock skew

I

to an upper bound. When a failure of the current master

occurs, 1t triggers failover to a new master, which 1s 1ssued

a new time-limited lease.

The 1nvention also applies to high availability cluster with

fallover capability between 1ts machines without split brain

situations. Once agailin, m master candidates and n guorum

machines are 1dentified among the machines 1n the cluster,

where m22 and n23 and n 1s odd. The local network 1s used

H

for synchronously replicating and updating the m master

candidates.

A quorum-based majority vote protocol 1s i1mplemented by the n

quorum machines to elect a current master form among the m

H

master candidates. Furthermore, a mechanism 1s provided for

1ssulng a current time-limited lease to the current master.

The current time-limited lease 1s measured off with the local

clock belonging to the current master. The relative clock

10
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’

skew of the current time-limited lease 1s bounded with the

I

ald of a physical parameter to an upper bound.

H

Failure of the current master triggers failover to a new

H

master, which 1s 1ssued a new time-limited lease. The use of

time-limited leases with an upper bound determined from

relative c¢lock skew avoids split brain situations. such

H
p—

situations may arise when different master candidates assume

that they are the current master during a failure condition,

H

such as loss of connection between the machines.

The gquorum-based majority vote protocol can be 1mplemented 1n

F

many different wavys. For example, the Paxos protocol or

Z/00Keeper cluster management may be employed 1n the high

avallability cluster. Furthermore, the high availability

cluster 1n accordance with the present invention 1S

H

particularly well sulted for Serving data that are

particularly sensitive to accidental over-writes, such as

domalins names. Hence, an advantageous application of the
present 1nvention occurs when the master candidates are

NameNode master candidates.

The cluster may 1mplement various configurations and

architectures. Furthermore, the nodes preferably utilize a

storage system whose resources are distributed over the

—

cluster. For example, the storage system 1s composed of

numerous block storage devices, e.g., hard disk drives.

The 1nvention, 1ncluding the preferred embodiment, will now

be described 1n detail 1n the below detailed description with

reference to the attached drawing figures.

11
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Fig. 1
Fig. Z
Fig. 3
Fig. 4
Fi1g. 5

The present 1nvention will

referring

BRIEF DESCRIPTION OF THE DRAWING FIGURES

I

1s a diagram of a networking system with a high

ﬁ

avallability cluster showling the maln aspects of

the 1nvention.

H

1s a detailed diagram of the pool o0of guorum

F

machines 1n the high availability cluster of Fig.

1.

i

1s a detailed diagram of the pool of master

candidates 1n the high availability cluster of

Fig. 1.

1s a timing diagram 1llustrating the operation of
the time-limited lease that 1s bounded by the

relative clock skew according to the invention.

F

1s a diagram of another high availability cluster

according to the invention, deplovyving time-limited

leases with bounds determined from relative clock

skew, and quorum-based majority voting.

DETAILED DESCRIPTION

I

be best understood by 1nitially

to the high-level diagram of Fig. 1. This diagram

shows a networking system 100 1n which network clients 102a,

102b are connected to a high availability cluster 104.

two clients 102a, 102b are shown 1n Fig. 1 for reasons o:

clarity.

typically

I

Only

H

H

It will be appreciated, however, that cluster 104

supports a large number of clients, e.g., on the

I

order of thousands, tens of thousands or even larger.

Networking system 100 1includes a wide area network 106,

WAN, such

multiple wide area networks.

accessible to clients 102a,

deploved

oY

as the Internet and/or still other single or

t 1s 1mportant that WAN 106 be

102b at locations where services

on high availability cluster 104 are provided.

12
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Physical connections 108a, 108b between clients 102a, 102b
and WAN 106 can be accomplished by any suitable technology
including wired, wireless, optical waveguides and the 1like.

WAN 106 1s connected to cluster 104 via a network-to—-network

interface 110, which 1s preferably a very high-throughput

plpe.

Cluster 104 has a number of nodes 112a, 112b, .. 112q, of

H

which only some are explicitly shown in Fig. 1 for reasons of

clarity. Tvpically, nodes 1ll2a through 112 of cluster 104
are geographically collocated, and may even be housed 1n the
same building. Further, nodes 11l2a through 112 are

H

interconnected by lines ll4a-d of a local area network 116,

or LAN. Thus, nodes 112a through 112g can communicate among

each other “privately” wvia LAN 116, rather than via WAN 106.

Fach node 1l2a through 1129 has a corresponding processor,

server, computer or other device with processing capabilities

generally referred to herein as machine 118a through 118q.

In addition, each node 11l2a through 112g has associated with

H

1t a set of resources 120a through 120q, 122a through 122q,

and 124a through 124q. Additional resources beyvond those

expressly called out can be present at each node 1ll2a through

H

112q, as 1ndicated by the ellipsis. F'or reasons of wvisual

clarity, not all machines 11l8a-g and not all resources 1l20a-

q, l22a-q, l1l24a-q are explicitly labeled in Fig. 1.

It should be understood, that designated resources 120a-q,
122a-q, 1l1l24a-g and any additional resources not expressly
called out can be distributed in any permissible manner. For
example, the resources at any given node may be the same as

those at one or more other nodes or they may be partly

different. Indeed, the resources may even be entirely uniqgue
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H

to a particular node of cluster 104. Fxemplary resources

120a-q, 122a-q, 124a-q 1nclude printers, monlitors,

application-specific processors, block storage devices

including hard drive devices (e.g., parallel or serial, such

as SATA), flash drives and any other cluster resources. In

fact, any physical or logical component that can be brought

F

on—-line and off-line, managed 1n cluster 104 and hosted by

I

Just one of nodes 1ll2a-g at a time can be represented among

the set of resources 120a-gq, l1l22a-g and l1l24a-q.

H

In accordance with the 1nvention, a number m of master

candidates 1s 1dentified among machines 1ll8a-gq belonging to

cluster 104. Specifically, two machines, 1ll8a and 118b are

1dentified as master candidates 1n the embodiment shown 1n

Fig. 1. The number m 1s thus 2 1n this case (m=2), and 1t

H

corresponds to the smallest permissible number of master

candidates according to the i1nvention.

A dashed-and-dotted box 126 designates a pool of master
candidates. Master candidates 118a, 118b belong to pool 126.

The ellipsis 1ndicate that additional master candidates

selected from among machines 118c¢c-g can be brought into pool

126. In fact, pool 126 can be 1incremented or decremented

dyvnamically, as long as m22 at all times. Furthermore, there

H

1s no theoretical upper bound on number m of master

candidates 1n pool 126. In practice, for reasons addressed

in detail Dbelow, writes will need to be synchronously

replicated between all master candidates so as to keep them

H

updated with the current state of the current master. Thus,

using a configuration with more than four master candidates

(m=4) wil] markedly lncrease write latency wlithout

commensurately i1mproving system availlability.
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H

A dashed box 128 designates a pool of gquorum machines.

Quorum machines are also 1dentified among machines 1l1l8a-q

belonging to cluster 104. In the present embodiment, the

H

number n of gquorum machines 1in pool 128 1s three (n=3).

Specifically, machines 1180, 118p and 118g are 1in pool 128.

The ellipsis 1ndicate that additional gquorum machines can be

included 1n pool 128. However, 1n accordance with the
invention, the number n must always be at least three and odd
(n23 and n 1is odd). This means that pool 128 can only be
expanded or contracted by two machines at a time. The reason

H

for keeping n odd 1s to ensure that any division of pool 128

into two subsets will always produce one subset with a

H

majorlity of machines.

Although 1t 1s possible for machines 1l1l8a-g to share

functions, 1.e., a master candidate could 1n principle also

be a gquorum machine, 1t 1s preferable that master candidates

H

and quorum machines be d:

"erent. In other words, pool 126

H

of master candidates (1.e., machines 118a, 118b 1n this

F

embodiment) and pool 128 of gquorum machines (1.e., machines

1180, 118p, 118g 1in this embodiment) do not have any machines

1in common. Still differently put, pools 126 and 128 are non-

overlapplng.

Although quorum machines 1180, 118p, 118g are typically

collocated 1in cluster 104, they should preferably be 1solated

from each other. In other words, since usually all machines

H

118a-g of cluster 104 are 1n the same building, as already

remarked above, provisions for 1solating gquorum machines

1180-g should be provided in the preferred embodiment. These
provisions are not expressly shown in Fig. 1. Typically, 1n

a sulitably 1solated environment, quorum machines 118o-gq would
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use separate network switches and they would not share the

same power supply.

H

In accordance with the 1nvention, the states o0of master

candidates 118a, 118b are updated synchronously, as indicated

by dashed arrow 130. Preferably, the 1nterconnection

afforded by 1line 1l1ll4a of LAN 116 between master candidates

118a, 118b 1s employed for this purpose. In other words, 1t

1s preferable that synchronous updating between machines

118a, 118b that are identified as master candidates be

performed over LAN 116 rather than WAN 106 or some other

network or connection.

In asynchronous updates, there 1s no coordination between

master candidates 1ll8a, 118b residing at nodes 1ll2a, 112b.

In contrast, synchronous updates require master candidates

118a, 118b to make their previous output availlable until the

update 1s complete. It 1s therefore necessary 1n synchronous

updates to store both the current state, also referred to as

current state vector, and the next state, also referred to as

next state wvector. The state or state wvector 1ncludes the

F

set of machine inputs that will be executed deterministically

by the application (code) running on machine 118a or 118b.

H

That 1s because the output of any machine starting with the

same machine i1nputs and running the same application will be

the same. Fnsuring that the input and output state vectors

i

stored on machines 1ll1l8a, 1l18b are 1dentical thus provides for

failure.

a high level of safety 1n case o1

H

For the purposes of the present 1nvention, the most recent or

last state vector stored during synchronous updates between

master candidates 118a, 118b will Dbe referred to as the

current state. The current state may be stored on non-
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volatile media (magnetic hard drive, flash drive, tape) to

provide durability 1n the event of a power failure that
affects all master candidates 118a, 118b. Because of this
wide range of choices that a person skilled in the art will

appreclate, the actual resources employed for storing the

current state are not expressly 1ndicated 1n the drawing

figure. It should also be noted that any among resources

120a-q, 122a-g and 124a-q could represent a non-volatile

media for storing the current state. Furthermore, 1t 1s

possible to design a high-availlability architecture where

this replicated current state 1s stored entirely 1n volatile

memory. In such a design, however, a power failure could

H

result 1n loss of current state 1nformation.

Cluster 104 also has access to a central clock 132. Central

clock 132 can be a local device belonging to cluster 104, or

1t can be a remote device. In the preferred embodiment,
central clock 132 1s local and resides 1n cluster 104. For

example, central clock 132 may reside at a particular node

112 of cluster 104. Furthermore, 1n the preferred embodiment
clock 132 periodically adjusts 1ts time based on an external

standard, e.g., an atomic clock or some other standard time

reference.

Networking system 100 with high availability cluster 104 1s

well suilited for providing various types of services to
network clients 102a, 1l02b. The services may 1nvolve highly
diverse applications such as: electronic mail, financia.

transactions, 1nteractions with Domain Name Servers (DNS) and

other metadata services, and even legacy applications capable

H F

of being served over networking system 100. Some of these

services are extremely sensitive to failures. In particular,

failures 1n which actions of clients 102a, 102b or other
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)

events precipitate accidental over-writing of data, e.g., of

a DNS entry, are to be avoided.

H

Now, 1t 1s well known to place a master 1n charge of a high

H

avallability cluster to prevent the above-mentioned types of

failures. The master supervises the cluster by processing
all requests, 1n particular those that update any state 1n
the cluster (e.g., any reqgquests that 1nclude a write). The

ﬁ

master processes, commits and broadcasts to the remainder of

the cluster to ensure agreement on how the requests are
handled. Such master-based, hierarchical approach helps to

prevent data corruption through accidental over-writes and

other failures.

H

The 1mplementation of master-based cluster management 1S

embodied Dby management software such as ZooKeeper 1n

conjunction with suitable broadcasting protocols (e.g., an

atomic broadcasting protocol). For further 1nformation on

such cluster management software the reader 1s referred to

Patrick Hunt, et al., "ZooKeeper: Wait-free coordination for

Internet-scale systems”, Proceedings of the 2010 USENIX

Annual Technical Conference (ATC), June 24, Boston MA, pgs.

1-14. Prior art regarding suitable broadcast protocols 1s

found, e.g., 1n Benjamin Reed et al., “A simple totally

ordered broadcast protocol”, Proceedings of the 2008 Workshop

on Large Scale Distributed Systems and Middleware (LADIS),
September 15, Yorktown, NY.

In addition, 1t 1s also known that a master should be

monltored. Should a current master fail, then a new master

should be elected from among eligible machines. Many

protocols for such elections are known to those skilled 1in

H

the art. Some of the most robust among those i1involve gquorum-
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based majority votes. A well-known protocol for guorum-based
majority vote origilnaly proposed by L. Lamport 1s called the

Paxos protocol and 1t 1s described under the entry: Y“Paxos

(computer science)” 1n Wikipedia, the free encyclopedia and
in Lamport L., “Paxos Made Simple”, ACM SIGACT News 32, 4
(2001), pp. 18-25.

The prior art approaches to master-based cluster management,

sultable broadcast protocols and qgquorum-based majority vote

H

1n master elections clearly help to limit the number of

H

failures. However, faillures still occur 1n the process of

automatic transition (automatic switch-over) or failover from

a failled current master to a new master. Such failures are

most commonly due to a split brain situation that arises

during failover. In this condition, two or more cluster

machines may act as masters and cause failures, such as

H

accidental over-writing of data.

In accordance with the present 1nvention, high availability

cluster 104 1s designed to support failover without split

brain situations. The first step to achieve this goal

involves electing a current master from among the m master

candidates 118a, 118b in pool 126. The election 1s performed
by quorum machines 1180, 118p, 118g that make up pool 128.

Fig. 2 1s a more detailed diagram of pool 128 of qgquorum

machines 1180-g i1n high availability cluster 104. Although,

as remarked above, the ellipsis 1ndicate that pool 128 can

contain more than three quorum machines 118o-g (n23 and n is

an odd number) the explanation will be presented for n=3.

The election 1s performed by a qgquorum-based majority vote

(also referred to 1n the art as “quorum-based majority vote

leadership election” or Y“Yqguorum-based majority distributed
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F

consensus”) among quorum machines 118o0o-g of pool 128. Since

n 1s odd, a majority vote 1s always ensured.

Fig. 3 1s a more detailed diagram of pool 126 of master

candidates 11l8a, 118b on which quorum machines 118o0-g vote.

Again, as the ellipsis 1ndicate, pool 126 can contaln more

than two master candidates 118a, 118b (m=22), Dbut the

explanation will be presented for m=2 to keep matters simple.

To operate cluster 104, quorum machines 118o0o-g elect a

current master. In the case shown, machine 118a 1s elected
as the current master by a quorum-based majority vote. As

marked 1in Fig. 2 by corresponding hatching, machines 118o0-p

constituted the majority voting for machine 118a. Similarly,

a corresponding hatching in Fig. 3 1indicates that machine

118a 1s the current master. The actual guorum-based majority
vote protocol 1s well known 1in the art and will not be
described herein. For corresponding teachings the reader 1is

H

once agalin referred to the description of the Paxos protocol

(op. cit.).

Current master 118a thus elected by qgquorum-based majority
vote 1s 1ssued a current time-limited lease l1l34a. Lease l1l34a
1s schematically indicated in Fig. 3 by an arrow demarcating

a duration on a local clock 136a belonging to current master

118a. In fact, lease 134a 1s designed to be measured off by

H

local clock 136a. The duration of lease 1l34a 1s preferably

H

a few seconds to a few tens of seconds. In

H

on the order o:

H

the example shown 1in Fig. 3, the duration of lease 134a 1s

about 40 seconds.

H

The duration of time-limited 1lease 134a 1s chosen as a

HH

between the time to detect that current

reasonable tradeo
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H

master 1l1l8a has truly failed, versus the cost of a

H

failover

event. A very low or short time duration of lease 1l34a may

incorrectly determine that current master 1l18a has failed and

initiate or trigger failover when 1t 1s unnecessary.

A very

high or long time duration of lease 1l34a 1s unlikely to

1nitiate or trigger an unnecessary failover, but

H

1t may

result 1n an extended period of time beling necessary to

detect a legitimate current master 1ll8a failure. Determining

H

the appropriate duration o

H

time-limited lease 1l34a depends

largely upon the cost of an unavailable master and the time

1t takes to perform the failover operation 1n the underlving.

H

In practice, for reasonable sizes of current state

F

order of megabytes to glgabytes) that 1S

H

(on the

already

synchronously replicated, seconds to tens of seconds provides

I

fective balance.

adall €.

While current master 11l8a holds lease 1l34a, master candidate

H

118b also measures of the same lease on 1ts local clock 136b.

However, as explailined 1n more detail below, clocks 1l36a, 1l36b

are not generally synchronized and are not running at the

H

same frequency. Thus, the duration of lease 134a as measured

H

"er 1n

by clock 136a 1s designated as lease 1l36ab and may d:

H

proper or absolute time from the duration of lease 1l1l34a as

measured by local clock 1l36a.

Current master 1ll8a 1s authorized to act as master while

holding lease 134a. In other words, while 1lease 134a 1s

unexplired as measured by 1ts own local clock 136a,

current

master 1l18a has the authority to serve or run the one or more

services requested by clients 102a, 102b. These services

H

typically 1nclude execution of write requests.
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While acting as current master 1ll8a, 1ts states or state

vectors are synchronously replicated to the other master

candidate 118b, as 1ndicated by arrow 130. In fact, any

H

machines 118 1n pool 126 of master candidates have to

F

syvnchronously replicate current states of current master 1ll8a

1n order to be considered a master candidate. This ensures
that at every step, master candidate 118b and any other
master candidates 1n pool 126 are updated and maintain the

F

current state of current master 1ll8a. The synchronous update

1s performed wvia LAN 116, and more particularly wvia line

114a.

To avoild split-brain situations during failover, the relative

F

clock skew of current time-limited lease 1l34a 1s bounded by

an upper bound. Specifically, time-limited lease 1l34a 1s set

equal to a duration At plus an additional time allowance €.

This effectively bounds lease 1l34a to a period with an upper

F

bound of at most At+e, as indicated in Fig. 3. The actual

H

value to be used for € 1s based on the relative clock skew of

local clocks 136a and 136b.

The new master 1s 1ssued a new time-limited lease, and after

H

walting for a period of time no less than the maximum clock

skew, starts the master service.

To understand how to determine €, we have to first understand

clock skew. All cluster nodes 1ll2a-q, as well as routers

(not shown) and clients 102a, 102b possess local clocks.

Such c¢locks are constructed from hardware and software

components well known to those skilled in the art. In the

i

present case, we are 1nterested 1n local clocks 136a 136b of

master candidates 118a, 118b and their clock skews.
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, 1l36b each have a crystal oscillator that

frequency and a counter that counts the

These clock components are not shown, since

they are well known and understood by skilled artisans. Due

to their construction,

136a, 136b depen

F

the actual frequencies of local clocks

d on environmental factors, such as the

temperature, humidity and

fluctuations 1n actual

H

type of crystal. It 1s the

frequency registered by the counters

H

that cause a drift in the number of ticks registered per unit

proper time by clocks 136a,

skew.

Changing environmental

load (which dire

F

clock skews of clocks 136a,

i

136b. This drift 1s called clock

factors, as well as variable processor

ctly affects the temperature), cause the

H

direct result of dynamical

136b to change dynamically. As a

ly changing c¢lock skew, clock

signals sent from local clocks 1l36a, 136b arrive at different

H

components at di:

measure a remote

clock’s ¢

ferent times.

It 1s 1mportant to note that 1t 1s not possible to directly

rue clock skew. Consequently,

master candidate 1l18a cannot directly measure the clock skew

H

of local clock 136b of master candidate 118b and vice versa.

Fortunately, relative clock skew between clocks 136a, 136b

can be estimated

remotely to

estimation 1s pre:

determine the wvalue of €. Such

‘erably per:

H

118b before start-up of clus

"ormed by master candidates 11l8a,

ter 104 and on a periodic basis,

to account for dynamic changes 1n relative clock skew, e.qg.,

due to changing environmental factors and processing loads on

current master 1ll1l8a and master candidate 118b.
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H

In the preferred embodiment of the 1nvention, relative clock

skew 1s estimated from comparing delays Dbetween data
corrections. This 1s preferably done with the aid of a
sultable algorithm, such as the Network Time Protocol. This

protocol sends test packets between machines and estimates

F

the relative clock skew after accounting for network

transmission delays.

Once the relative clock skew between local clocks 134a and

H

134b 1s determined, the wvalue of €& can be assigned.

H H

Preferably, the value of € 1s chosen as the highest amount of

relative clock skew estimated 1n comparing delays between

data corrections. Alternatively, a statistical algorithm can

H F
p—

be used over a number of estimates to set the wvalue of €.

H

This 1s feasible when a statistically significant number of

H

estimates are avallable for the prevalling set Of

environmental factors and processing loads. Under these

conditions, € can be set at several standard deviations from

the mean estimated relative clock skew between local clocks

134a, 134b. A person skilled 1n the art will realize that

H

the exact number of standard deviations can be adjusted based

on just how failure-resistant cluster 104 needs to be given

H

the types of applications being served to clients 102a, 102b.

H

Over time, the clock skews of local clocks 134a, 134b as well

H

as the skews of other clocks belonging to cluster nodes 112

will tend to accumulate. Jointly, they will result 1in

cluster 104 with vastly different local times registered at

H

nodes 112. To eliminate these temporal differences, cluster

nodes 112 can synchronize their clocks with central clock 132

that measures proper or absolute time. However, the present

ﬁ

invention does not rely on synchronization of nodes 112, and
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of nodes 1l1l2a, 112b of master candidates 1l1l8a, 118b 1n

particular, to the same absolute time, since 1t relies on

ﬁ

relative clock skew. Because of that, lower-cost machines

118 without high-gquality 1local c¢locks can be deployved 1n
5 cluster 104.

Fig. 4 1llustrates a timing diagram that shows how the above-

described time-limited 1lease 132a of current master 1ll1l8a

H

bounded to a period of at most At+e prevents split brain

H

10 situations. FFrom the diagram of Fig. 4 1t 1s clear that

local clocks 136a, 1l36b of current master 11l8a and master

candidate 118b are not synchronized 1n absolute time.

Indeed, absolute 1nitial time t,., as registered by central

clock 132, 1s after 1nitial time t,, registered by local

15 clock 136b of master candidate 118b. Meanwhile, 1nitial time

H

t,a registered by local clock 136a of current master 1l36a 1s

after absolute 1nitial time t.. of central clock 132.

H

The quorum-based majority vote by quorum machines 118o0-g of

20 pool 128, as described above i1n reference to Fig. 2, takes

place during an election time period At.. Flection time

)

local clock

period At. 1s 1indicated only on the time-line o:

H H

136a of master candidate 11l8a for reasons of clarity. At the

H

end of election time period At., at time t;, as registered on

25 1ts local clock 136a, candidate machine 118a 1s elected

H

current master of cluster 104. This time corresponds toO

H

times ti, and ti. on local clock 136b of master candidate 118b

and on central clock 132, respectively.

30 At time t;, on local clock 136a current master 118a receives

i

time-limited lease 134a bounded by relative clock skew of

local clock 1l36a. The upper bound 1s set based on maximum
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relative clock skew of clock 136a with clock 136b by choosing

H

the largest wvalue of ¢g=¢g¢, obtained when comparing delays

between data corrections, as explained above. Thus, current

time-limited 1lease 134a 1s bounded by an upper bound to a

H

period of at most At+e,. In accordance with the invention,

during time period At as measured by 1ts own local clock

H

136a, current master 1ll8a can presume to remain master of

cluster 104.

Now, time period At+e, will last from time t,, until time t,,

on current master’s 1l8a local clock 1l36a. However, 1n order

to avoid split bralin situations, current master 11l8a must be

prepared that already after time period At, during period g,

I

of 1ts time-limited lease 1l34a, master candidate 118b could

H

be vving for control of cluster 104. For example, this could

be happening 1f current master 118a had failed, potentially

unknowingly, during 1ts lease 134a.

Now, 1n cluster 104 configured 1n accordance with the

H

invention, a failure of current master 118a will trigger

failover to a new master from among the available master

candidates 1n pool 126. Note that 1in this embodiment, only

H

one other master candidate 118b 1s available for failover,

since m=2.

H

As shown 1n Fig. 4, failure of current master 11l8a occurs

before time ty,; at time tr;, as registered on 1ts own local

clock 136a. The failure may be due to lost connection

between current master 118a and LAN 1le, intentional

disconnection or a malfunction 1ncluding unreliliability or

unusability. In fact, current master 11l8a may not even be

H H

aware of 1ts own faililure 1n the context of cluster 104.
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h
)

Therefore, current master 1ll1l8a will continue measuring o:

1ts time-limited lease 1l34a and attempting to fulfill 1ts

duties as master until period At ends.

HH

t1me

Meanwhile, master candidate 118b 1s also measuring o

H

period At+e, of lease 134a that was assigned to current

master l1ll8a. However, master candidate 118b 1s using 1ts own

e B ]

f time period At+e,. According

local clock 136b to measure o:

to 1ts local clock 136b, master candidate 118b will register

time period At+e, as lasting for a duration 134ab from time

t1, until time tsy. Clearly, duration 1l34ab 1s not equal to

H

ference 1n duration 1s due

duration l1l34a. Of course, this dai:
to relative clock skew between local clocks 136a, 136b, as

explained above.

Master candidate 118b knows that due to relative clock skew

1ts determination of period At may differ from period At as

HH

f by current master 1ll8a. For this reason, 1t

measured o1

walts for the additional time €., as recorded by 1ts own

clock 136Db. In other words, master candidate 118b assumes
that due to relative clock skew, current master 118a could

st1ll potentially be acting as master until time €y, on

master candidate’s 118b 1local c¢clock 136b. Thus, 1n
accordance with the present 1nvention, master candidate 118b

1s 1nstructed not to attempt to become new master, until

after time t,.

Now, during time period 1l36ab between ts and ty, according to

local clock 136b of master candidate 118b, cluster 104 has no

master. A master-less period 138 that arises 1n this way 1s

H

designated with the aid of hatching in Fig. 4. Clearly, the

length of mater-less period 138 that clients 102a, 102b of
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cluster 104 are willing to tolerate needs to be considered 1in

H

the trade-offs when setting the duration of time-limited

lease 1l34a, as addressed above.

At time ty, on local clock 136b of master candidate 118b, a

fallover 140 1s triggered from failed master 1ll8a and master

candidate 118b becomes the new master. Note that clock 136b

1s running faster than clock 136a. Thus, time t,, at the end

ﬁ

of period 1l34ab 1s actually slightly before time 134a has

H

fully expired on clock 136a of failed current master 11l8a.

F

However, because the value of €, was chosen to be the largest

possible given relative clock skew between clocks 136a and

136b, there 1s virtually no possibility, that at time tj,, on

new master’s 118b local clock 136b, failed master 1l1l8a 1s

F

st1ll attempting to act as the master of cluster 104. In

fact, as mentioned above, current master 118a would stop

presuming to be the master after time duration At, which ends

H

safely prior to time ty, on local clock 136b of new master

118b. Therefore, 1n accordance with the 1invention, a split

H

brain situation 1s e:

fectively avoided.

Upon failover, new master 1l1l8b 1s 1ssued a new time-limited

lease 134Db. New lease 134b is set for duration At plus &g,

H

with the specific wvalue of €=¢&, based on maximum relative

clock skew estimated between 1local c¢locks 136a and 136b.

H

Again, €&, 1s preferably computed based on an estimate of

delays between data corrections, as explained above. Note

H

that since the value of relative clock skew will 1n general

H

vary as a function of time, &, and &, may di:

F

fer, as shown 1in

Fig. 4.
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H

Yet another way to see why the lack of synchronization with

central clock 132 does not 1mpede faillover and avoids split
brain situations, 1s by looking at the above activity as
perceived by central clock 132. From 1ts perspective, time-
limited lease 1l34a 1s 1ssued to current master 11l8a at time

H

ti.. The duration of lease 1l34a as measured by central clock

132 1s still different from duration 1l34ab registered by

local clock 136b of master candidate 118b. Namely, the

H

duration of lease 1l34a as measured by central clock 132 1is

134ac.

Duration 1l34ac 1s even shorter than 1l34ab. However, that

does not present a problem, since master candidate 118b will

not assume control until time t,, on 1ts local clock 136Db.

That time corresponds to time t,. on central clock 132. Note

that during an interim time period At;. as recorded by

central clock 132 there 1s no split brain situation, thanks

H

to the bounding of the relative clock skew between clocks

F

136a, 1l36b to an upper bound with the aid of proper selection

I I

of the value of g.

Alternatively, the upper bound on time-limited leases 1l34a,

H

134b 1s determined from a physical property of local clocks

136a, 136Db. As mentioned above, clocks 136a, 1l36b drift due

to wvarious environmental factors, e.g., temperature and

humidity, as well as their crystal or oscillator properties.

Take together, environmental factors and oscilillator

properties will be referred to herein as physical properties.

i

Some of the most suitable physical properties for the

H

purposes o0f the present 1nvention 1nclude thermal drift and

oscillator drift.
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In such alternative embodiments the upper bound on any time-

limited lease can be equal to duration At plus the largest

H H

amount of relative clock skew due to di

"erences 1n a chosen

physical property or several properties between the master

candidates. The most suitable physical properties, because

H

they can be effectively estimated 1n ways known to those

skilled 1in the art, are the thermal drift and/or the

~—

oscillator drift of the local clock.

When emploving physical properties to bound relative clock

ﬁ

skew, the value of € 1s preferably simply set to this largest

H ﬁ

amount of skew observed. To obtain the duration of time-

H

limited lease, &€ 1s then added to duration At, as before. Of

H

course, the value of &€ can be conservatively set even larger

H

co0 further reduce the 1likelihood of split brailn situations.

However, setting € to be very large will affect the
performance of cluster 104, since 1t will 1ncrease the
duration of master-less period 138 prior to failover.

H

Therefore, the choice of wvalue € should be balanced against

desired performance of cluster 104, as already remarked
above.
St1ll another approach to bounding the relative clock skew

can be 1mplemented from a comparison with central clock 132.

F

In embodiments taking advantage of central clock 132 1t

should Dbe ensured that the latter 1s considerably more
reliable than local clocks 1l36a, 136b. This can be done by

placing central clock 132 1n a sultable controlled

environment and/or frequently adjusting 1t with an external

standard, such as an atomic clock.
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In concert with 1Implementing time-limited leases and quorum-

based majority vote for master election, cluster 104 can also

H

use various lock leases and all kinds of other safeqguards.

H
p—

Obviously, such lack of conflict Dbetween the present

invention and other safeguards and protocols employed 1n

distributed systems and high availability clusters 1s very
advantageous. For exemplary lock leases and corresponding

procedures that can be 1mplemented 1n conjunction with the

methods of 1nvention and 1n clusters according to the

invention the reader 1s referred to Mike Burrows, “The Chubby

lock service for loosely-coupled distributed systems”, Google

Inc., OSDI 2006.

H

Fig. 5 1s a diagram of another high availability cluster 200

according to the 1nvention. Custer 200 has a number of
machines 202a-z. Of those, five machines 202a-e are qguorum
machines belonging to a quorum machine pool 204 .
Correspondingly, number n 1s five (n=5), and 1t 1s thus

properly larger than 3 and odd. Three machines, namely 202s-

u are master candidates belonging to a master candidate pool

206. Therefore, number m 1s three (m=3), and 1t 1s thus

larger than 2, as required.

Cluster 300 deploys a time-limited lease to current master

wilith bounds determined from relative clock skew, 1n the

manner explained above. In addition, gquorum machines 202a-e

are preferably 1solated from each other and select a current

master from pool 206 through guorum-based majority voting.

In the present case, current master elected by pool 204 1is

machine 202t.

In contrast to the embodiment described previously, the

H

number of master candidates 202s-u 1s three (m=3), and
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therefore there 1s no clear new master candidate for
failover. In this case, 1t 1s preferable to elect a current

back—-up master 1in addition to current master 202t for safety

before a failover event. This election 1s held among guorum

machines 202a-e of pool 204 using the same qgquorum-based

H

majority vote protocol as 1n the election of current master

202u.

ﬁ F

Of course, current master 202u 1s not subject to the vote for

back-up master, since 1t 1s already elected as current

master. In the present case, gquorum machines 202a-e elect

machine 202t as back-up master.

With back-up master 202t thus already elected prior to any

potential failover, cluster 200 does not need to rely on

H

proper operation of qgquorum machines 202a-e of pool 204 when

current master 202u fails. In this way, no election needs to

be held during a failover. The succession, 1n case current

master 202u fails, 1s determined prior to failover and 1s not

exposed to potential ambiguities that could arise during the

failure events that trigger the failover.

H

In some embodiments, the number m of candidate machines 202s-

u can be expanded or contracted dynamically. This may be

useful as machines 202 are removed from or added to cluster

200. In other cases, this may be necessary as the duties and

I

responsibilities of present machines 202 are rearranged.

In expanding number m, a new candidate machine 202h belonging

to cluster 200 1s 1dentified and synchronously updated, as

H

indicated by arrow 208, to maintain the current state of

current master 202u. Upon being updated with the current

state, new candidate machine 202h 1s added to the m master
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candidates 202s-u 1n pool 206 and number m 1s 1ncremented

I

(m=m+1 or m=4). However, as noted above, expansion of pool

200 bevond four (m=4) may not be desirable due to possible

service time delavys.

Similarly, 1n contracting number m, a certain candidate

H

machine, or example machine 202s among master 202s-u

candidates 1s 1dentified and removed from pool 206. The

number m 18 correspondingly decremented (m=m-1 or m=2).

H

Removal of machine 202s can be performed at any time, since

1t 1s neilither current master nor back-up master at the time

H

of removal. Once 1t 1s removed from pool 206, there 1s no

longer any need to synchronously update machine 202s with the

current state.

The method of the 1nvention 1s particularly well suited for

serving legacy applications, such as application 210, to the

H

network clients. Legacy application 210 can reside on any of

H

the suitable resources of the high availability cluster, such

H

as resources 212g of machine 202qg.

Legacy application 210 1s best supported by transparently

performing any necessary state replication using a network

block device such as the Distributed Replicated Block Device
1n the Linux kernel. Legacy application 210 writes 1ts state
to a disk 1n a directory backed by a network block device,
which transparently and synchronously replicates application

H

disk writes to the remote hard drives of master candidates

202s-u. Block devices are computer operating system

F

abstractions of any device supporting read and write

operations 1n fixed-size, multiple-byte chunks (such as a

magnetic hard disk, flash drive, etc.). Network Dblock
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devices forward any block write operation to a local block

device and one or more remote block devices, synchronously.

When a failover event occurs, the new master may then mount

1ts local block device, which 1s an exact write-for-write

H

replica of the prior master’s local block device, and start

—

legacy service (service of application 210) after waiting for

the maximum clock skew time and configuring 1ts network block

device layer to replicate all Dblock writes to the other

remalning master candidates of pool 206.

This 1nvention 1s particularly useful for large-scale single-

master distributed systems such as the Hadoop Distributed

F'i1le System, as 1t provides mechanisms for high-availability

automated faillover for the single-master service that manages

all filesystem metadata. n large distributed systems, there

H

18 one master machine but dozens to thousands of slave

machines that store all of the data. If the master

H

experiences data loss, all data 1s rendered useless, and 1if

the master cannot be contacted, all data becomes

H

lnaccessible. Providing a system for transparently

F

these

performing high-availability failover addresses both o

flaws.

As an added benefit, this design 1s particularly applicable

to legacy systems that persist state via block device writes

(such as by storing state to a file). Many services, such as

— -

Kerberos or al. file-backed relational databases (e.qg.,

PostgreSQL), fit this description. This design allows such

services to be supported 1n an environment that provides

synchronous, transparent failover with no data loss, turning
single-machine legacy SEervices 1nto highly-available

services.
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The scope of the claims should not be 1limited by the
preferred embodiments set forth in the examples, but
should be given the broadest interpretation consistent

with the description as a whole.
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I claim:

1.

A method for replicating states synchronously to provide

for failover between nodes comprising machines of a high

avallability cluster serving at least one network

client, said method comprising:

a) 1dentifying a number m of master candidates among
sald machines, where said number m 18 at least two;

b) 1dentifying a number n of quorum machines among said
machines, where said number n 1s at least three and
18 odd;

c) synchronously updating each of said m master
candidates to maintain a current state;

d) electing a current master from said number m of
master candidates through a quorum-based majority
vote among saild quorum machines;

e) 1ssulng a current time-limited lease to said current
master, said current timed-limited lease to Dbe
measured off by a 1local clock belonging to said
current master, said current‘master running a service
requested by said at least one network client while
holding said current time-limited lease;

f) bounding a relative clock skew of said current time-

limited lease to an upper bound;

wherein a failure of said current master triggers
failover to a new master from among said number m of
master candidates and 1ssuance of a new time-limited
lease to said new master, thereby preventing split brain

situations between salid master candidates.

2. The method of claim 1, further comprising the step of
electing a current back-up master from said number m
of master candidates through a quorum-based majority

vote among said number n of gquorum machines.
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3. The method of claim 2, wherein said new master 1s
said current back-up master, and said failover 1is

to sailid current back-up master.

The method of claim 1, wherein said step of bounding

said relative clock skew comprises:

a) estimating said relative clock skew by comparing
delays between data corrections; and

b) adjusting said upper bound based on said delays

between said data corrections.

The method of claim 1, wherein sailid upper bound 1s
determined from a physical property of said local

clock.

6. The method of c¢claim 5, wherein said physical
property is selected from the group consisting of

thermal drift and oscillator drift.

The method of claim 1, wherein said upper bound 1s

determined from comparison with a central clock.

The method of c¢laim 1, wherein said current time-
limited lease 1is on the order seconds to tens of

seconds.

The method of claim 1, further comprising dynamically

expanding said number m of master candidates Dby:

a) 1dentifying a new candidate machine belonging to
said high availability cluster;

b) synchronously updating said new candidate machine

to malntain said current state;
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c) adding said new candidate machine to said number
m of master candidates and 1incrementing said

number m.

10. The method of claim 1, further comprising dynamically
contracting the number of master candidates Dby:
a) 1l1ldentifying a predetermined candidate machine
among said number m of master candidates;
b) removing said predetermined candidate machine
from said number m of master candidates and

decrementing said number m.

11. The method of claim 1, wherein said service comprises

a legacy application served to said at least one
network client from a resource of said high

availability cluster.

12, The method of <claim 1, wherein sailid step of
synchronously updating is performed over a local area

network and wherein said service comprises

communication over a wide area network.

13. The method of c¢laim 1, wherein said number m of
master candidates and said number n of quorum

machines comprise different machines.

14. The method of claim 13, 'further' comprising the
step of isolating said number n of Qquorum

machines from each other.

A method of operating a high availability cluster
serving at least one network client to provide for

failover between nodes comprising machines of said high
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avalilability cluster without split brain situations,

said method comprising:

a) 1i1dentifying a number m of master candidates among
salid machines, where said number m 1s at least two;

b) 1dentifying a number n of guorum machines among said
machines, where said number n 1s at least three and
1s odd;

c) synchronously updating each of said m master
candidates to maintain a current state;

d) electing a current master from said number m of
master candidates through a gquorum-based majority
vote among said quorum machines;

e) 1ssulng a current time-limited lease to sailid current
master, sald current timed-limited lease to Dbe
measured off by a 1local <clock belonging to said
current master, sald current master runnlng a sexrvice
requested by said at least one network client while
holding said current time-limited lease;

f) bounding a relative clock skew of said current time-
limited lease to an upper bound;

wherein a failure of said current master triggers

failover to a new master Ifrom ‘among salid number m of

master candidates and issuance of a new time-limited
lease to said new master, thereby preventing split brain

gsituations between said master candidates.

16. The method of claim 15, further comprising the step
of electing a current back-up master from said number

m of master candidates.

17. The method of claim 16, whereln sald new master
is said current back-up master, and said failover

18 to sald current back-up master.

39



10

15

20

25

30

CA 02853465 2015-10-05

18. The method of claim 15, wherein said step of bounding
said relative clock skew comprises an adjustment
determined from a physical parameter selected from
among the group consisting of a delay between data
corrections, a physical property of said local clock,

a drift between said local clock and a central clock.

19. A high availability cluster with failover capability

between nodes comprising machines of said high

availability cluster without split brain situations,

said high availability cluster comprising:

a) a number m of master candidates identified among said
machines, where said number m 1s at least two;

b) a number n of gquorum machines among sald machines,
where said number n is at least three and 1s odd;

b) a local area network for synchronously replicating
and updating states among sald nunber m 0f master
candidates to maintain a current state;

c) a quorum-based majority vote protocol among said
quorum machines for electing a current master from
among said number m of master candidates;

d) a mechanism for issuing a current time-limited lease

to sgsaid current master, said current time-~limited

lease o be measured offt by'a local clock belonging
to said current master;

e) a physical parameter for bounding a relative clock
skew of saild current time-limited lease to an upper
bound;

wherein a failure of said current master triggers

failover to a new master from among said numpber m of

master candidates and i1ssuance of a new time-limited
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lease to saild new master, thereby preventing split brain

situations between said master candidates.

20,

21.

22 .

23.

The high availability cluster of claim 19, wherein

said quorum-based majority vote protocol 1s Paxos.

The high availability cluster of claim 19, wherein
said master candidates are NameNode master

candidates.

The high availability cluster of claim 19, whereiln
sald physical parameter 1s selected from the group
consisting of a delay between data corrections, a
physical property of said 1local clock, a drift

between said local clock and a central clock.
The high availability cluster of claim 18, wherein

said nodes comprise a distributed storage system with

block storage devices.
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