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(57) ABSTRACT 
A method and apparatus pre-validate regions in a virtual 
addressing Scheme by Storing both the virtual region number 
(VRN) bits and region identifiers (RIDs) in translation 
lookaside buffer (TLB) entries. By storing both the VRN bits 
and RIDs in TLB entries, the region registers can be 
bypassed when performing most TLB accesses, thereby 
removing region registers the critical path of the TLB 
look-up proceSS and enhancing System performance. ATLB 
in accordance with the present invention includes entries 
having a valid field, a region pre-validation valid (rpV) field, 
a virtual region number (VRN) field, a virtual page number 
(VPN) field, a region identifier (RID) field, a protection and 
access attributes field, and a physical page number (PPN) 
field. In addition, a set of region registers contains the RIDS 
that are active at any given time. When a virtual-to-physical 
entry is established for a page in a region having an RID 
stored in a region register, the RID and VRN are stored in 
the appropriate fields of the TLB entry. In addition, the valid 
field is set and the rpV field is set to indicate that the TLB 
entry contains an active VRN-to-RID mapping, thereby 
pre-validating the region. When a physical address is trans 
lated into a virtual address, a VRN and a VPN are extracted 
from the virtual address and provided to the TLB. The TLB 
is Searched to find an entry having a set valid field, a Set rpV 
field, and VRN and VPN fields containing entries matching 
the VRN and VPN extracted from the virtual address. If Such 
an entry is found, the protection and acceSS attributes field 
is used to determine whether the requested access is allowed. 
If the requested access is allowed, the PPN from the PPN 
field of the TLB entry is combined with an offset from the 
Virtual address to produce a physical address that is used to 
complete the memory access. 

(1 Virtual Address 4. 

Physical Address 
O 

  

  

  

  

  



Patent Application Publication Sep. 13, 2001 Sheet 1 of 3 US 2001/002 1969 A1 
  



Sep. 13, 2001 Sheet 2 of 3 US 2001/002 1969 A1 Patent Application Publication 

  



US 2001/002 1969 A1 Sep. 13, 2001 Sheet 3 of 3 Patent Application Publication 

  



US 2001/002 1969 A1 

METHOD AND APPARATUS FOR 
PRE-VALIDATING REGIONS IN A VIRTUAL 

ADDRESSING SCHEME 

FIELD OF THE INVENTION 

0001. The present invention relates to memory organiza 
tion in computer Systems. More specifically, the present 
invention relates to virtual memory Systems that Supports 
regions, and the proceSS by which virtual addresses are 
translated to physical addresses. 

DESCRIPTION OF THE RELATED ART 

0002 Many prior art computer systems use a technique 
called Virtual memory, which simulates more logical 
memory than physical memory actually present and allows 
the computer to run Several programs concurrently, regard 
less of their size. Concurrent user programs access main 
memory physical addresses via virtual addresses assigned by 
the operating System. The mapping of the virtual addresses 
to the main memory physical addresses is a process known 
as Virtual address translation. Virtual address translation can 
be accomplished by any number of techniques, thereby 
allowing the processor to access the desired information in 
main memory. 
0003. The virtual address and physical address spaces are 
typically divided into equal size blocks of memory called 
pages, and a page table provides the translation between 
Virtual addresses and physical addresses. Each page table 
entry typically contains the virtual address and/or the physi 
cal address, and protection and status information concern 
ing the page. Status information typically includes informa 
tion about the type of accesses the page has undergone. For 
example, a dirty bit indicates there has been a modification 
to data in the page. Because the page tables are usually large, 
they are Stored in memory. Therefore each regular memory 
access can actually require at least two accesses, one to 
obtain the translation and a Second to access the physical 
memory location. 
0004. Many computer systems that support virtual 
address translation use a translation lookaside buffer (TLB). 
The TLB is typically a Small, fast, associative memory 
which is usually situated on or in close proximity to the 
processor unit and Stores recently used pairs of Virtual and 
physical addresses. The TLB contains a Subset of the trans 
lations in the page table and can be accessed much more 
quickly. When the processing unit needs information from 
main memory, it sends the virtual address to the TLB. The 
TLB accepts the Virtual address page number and returns a 
physical page number. The physical page number is com 
bined with low order address information to access the 
desired byte or word in main memory. 
0005. In most cases the TLB cannot contain the entire 
page table. Accordingly, when a virtual page is accessed and 
the translation is not in the TLB, the page table is accessed 
to determine the translation of the virtual page number to a 
physical page number, and this information is entered in the 
TLB. Access to the page table can take twenty times longer 
than access to the TLB, and therefore program execution 
Speed is optimized by keeping the translations being utilized 
in the TLB. 

0006 Some computers expand the virtual addressing 
concept by Supporting regions. Regions provide the capa 
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bility to effectively create independent local, shared and 
global address Spaces within the virtual address Space by 
dividing the Virtual address Space into equally sized regions. 
Typically, only a Subset of regions can be active at any time. 
ASSociated with each region is a region identifier, which 
uniquely tags address translations of given regions. If the 
region identifier for a region is assigned to a particular 
process, this region Space becomes local to that process. If 
the region identifier for a region is shared among processes, 
this region Space becomes Shared. If the region identifier for 
a region is shared by all processes, this region becomes 
global. Changing the region identifiers for the local regions 
effectively Swaps virtual addresses from the local Space of 
one process to the local Space on another process. Thus, 
regions virtually eliminate the need to flush the TLB when 
Switching process, thereby improving overall System per 
formance. 

0007 Regions are typically supported in the TLB by 
region registers that map virtual region number bits (which 
are part of the virtual address) to region identifiers. The 
region registers require an additional look-up Step to be 
performed before determining whether the translation for a 
virtual address is in the TLB. This additional look-up step 
Sometimes becomes a critical path in the Virtual-to-physical 
translation process. Accordingly, performance would be 
enhanced if this additional look-up Step could be eliminated. 

SUMMARY OF THE INVENTION 

0008. The present invention is a method and apparatus 
for pre-validating regions in a virtual addressing Scheme. In 
accordance with the present invention, regions are pre 
validated by storing both the virtual region identifier bits and 
region identifiers in translation lookaside buffer (TLB) 
entries. By storing both the virtual region identifier bits and 
region identifiers in TLB entries, the region registers can be 
bypassed when performing most TLB accesses. Accord 
ingly, the region registers are removed from the critical path 
of the TLB look-up process and System performance is 
enhanced. 

0009 ATLB in accordance with the present invention 
includes entries having a valid field, a region pre-validation 
valid (rpV) field, a virtual region number (VRN) field, a 
virtual page number (VPN) field, a region identifier (RID) 
field, a protection and access attributes field, and a physical 
page number (PPN) field. In addition, a set of region 
registers contains the RIDS that are active at any given time. 
However, the region registers are not in the path of the TLB 
look-up process. 
0010 When a virtual-to-physical entry is established for 
a page in a region having an RID Stored in a region register, 
the RID and VRN are stored in the appropriate fields of the 
TLB entry. In addition, the valid field is set and the rpV field 
is Set to indicate that the TLB entry contains an active 
VRN-to-RID mapping, thereby pre-validating the region. 
0011 When a CPU in accordance with the present inven 
tion translates a physical address to a virtual address, a VRN 
and a VPN are extracted from the virtual address and 
provided to the TLB. The TLB is searched to find an entry 
having a set valid field, a set rpV field, and VRN and VPN 
fields containing entries matching the VRN and VPN 
extracted from the Virtual address. If Such an entry is found, 
the protection and acceSS attributes field is used to determine 
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whether the requested access should be allowed. If the 
requested access is allowed, the PPN from the PPN field of 
the TLB entry is combined with an offset from the virtual 
address to produce a physical address that is used to com 
plete the memory access. Since the path through the region 
registerS has been eliminated because the contents of the 
region registers have been “pre-validated” in the entries of 
the TLB, the Speed of the Virtual-to-physical look-up proceSS 
is increased. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 FIG. 1 shows a 64-bit virtual addressing scheme 
that Supports 2" virtual regions with each region having 2' 
bytes, with eight of the regions active at any given time. 
0013 FIG. 2 shows a prior art virtual-to-physical trans 
lation scheme used in prior art CPUs. 
0.014 FIG. 3 shows a virtual-to-physical translation 
Scheme in accordance with the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0.015 The present invention is a method and apparatus 
for pre-validating regions in a virtual addressing Scheme. In 
essence, regions are pre-validated by Storing both the Virtual 
region number (VRN) bits and region identifier (RID) in a 
translation lookaside buffer (TLB) entry. By storing both the 
VRN and RID in a TLB entry, the region registers can be 
bypassed when performing most TLB accesses. Accord 
ingly, the region registers are removed from the critical path 
of the TLB look-up process and System performance is 
enhanced. 

0016. Before discussing the invention in greater detail, 
first consider the virtual addressing scheme 10 shown in 
FIG. 1. Virtual address 11 is a 64-bit address. The upper 
three bits form a virtual region number (VRN)12. Accord 
ingly, eight regions can be specified by a virtual address at 
any given time. The remaining 61 bits of virtual address 11 
are used to address memory within each region, thereby 
providing each region with 2 bytes of virtual memory. 
ASSociated with each memory page (Such as page 14) is a 
24-bit region identifier (RID). Therefore, the operating sys 
tem can assign up to 2' individual virtual address spaces. 
0017 FIG. 2 shows a prior art virtual-to-physical trans 
lation scheme 15 used in prior art CPUs. In a prior art CPU 
using scheme 15, when the CPU translates a virtual address 
to a physical address, the three bits of VRN 12 are used to 
select one of the eight region registers 20. The RID con 
tained within the selected region register is provided to TLB 
22. 

0.018. The remaining 61 bits of virtual address 11 are 
divided between virtual page number (VPN) 16 and offset 
18. Offset 18 simply represents the bytes within a page. 
Therefore, if the page size is 4 kilobytes, the offset will be 
12 bits and the VPN will be 41 bits. If the page size is 64 
kilobytes, the offset will be 16 bits and the VPN will be 45 
bits. 

0019. Each entry of TLB 22 includes valid field 24, RID 
field 26, protection and access attributes field 30, and 
physical page number (PPN) field 32. Valid field 24 simply 
indicates whether the entry is valid, and therefore is in use. 
If valid field 24 is cleared to indicate that the entry is not in 
use, then the entry is available to receive a new translation. 
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0020 RID field 26 stores the RID associated with the 
virtual page. VPN field 28 stores the virtual page associated 
with the virtual-to-physical translation. Protection and 
acceSS attributes field 30 contains protection and access 
information, including a "dirty bit, cache policy, whether 
read, write, and execute privileges have been granted, and 
Similar protection and acceSS information known in the art. 
Finally, each entry of TLB 22 includes a physical page 
number (PPN) field 32, which in combination with VPN 
field 28 represents the virtual-to-physical translation. 
0021 AS discussed above, the RID from the selected 
register of region registers 20 is provided to TLB 22. In 
addition, VPN 16 is provided to TLB 22. Entries of TLB 22 
having valid field 24 set to indicate a valid TLB entry are 
then Searched. If any of the Searched entries produce a match 
between the RID provided by the selected register of region 
registers 20 and the contents of RID field 26, and also 
produce a match between VPN 16 from virtual address 11 
and the contents of VPN field 28, then a matching TLB entry 
has been found. The protection and acceSS information from 
protection and access attributes 30 of the matching entry is 
provided to decision block 38. Decision block 38 determines 
whether the requested access is allowed. If it is, the PPN 
from PPN field 32 of the matching entry is combined with 
offset 18 of virtual address 11 to produce a physical address 
at physical address block 40. The physical address provided 
by block 40 is then used to complete the memory access. 
0022 Note that in prior-art virtual-to-physical translation 
scheme 15, when a TLB entry is to be purged from TLB 22, 
TLB 22 is searched to find an entry having valid field 24 set, 
and a RID field 26 and a VPN field 28 having entries that 
match the virtual-to-physical translation to be purged. If 
such an entry is found, valid field 24 of that entry is cleared. 
Also note that the path from virtual address 11 through 
region registers 20 to TLB 22 is longer than the path from 
virtual address 11 to TLB 22. In many CPUs, the path 
through the region registers is a critical path, thereby lim 
iting System performance. 
0023 FIG. 3 shows a virtual-to-physical translation 
Scheme 42 in accordance with the present invention. In 
Virtual-to-physical translation Scheme 42, TLB Searches are 
performed more quickly because the critical path through 
the region registerS has been eliminated. 
0024. In FIG. 3, TLB 46 includes valid field 48, region 
pre-validation valid (rpV) field 50, VRN field 52, VPN field 
54, RID field 56, protection and access attributes field 58, 
and PPN field 60. Region registers 44 contain the regions 
that are valid at any given time. However, region register 44 
is not in the path of the TLB look-up process. Similar to 
valid field 24 of TLB 22 in FIG. 2, valid field 48 indicates 
whether the entry is valid, and therefore is in use. If valid 
field 48 is cleared to indicate that the entry is not in use, than 
the entry is available to receive a new translation. In 
addition, the functionality provided by VPN field 54, pro 
tection and access attributes field 58, and PPN field 60 is 
similar to the functionality provided by VPN field 28, 
protection and access attributes field 30, and PPN field 32, 
respectively, of TLB 22 of FIG. 1. 
0025. In contrast, the functionality provided by rpV field 
50, VRN field 52, and RID field 56 is different. When a 
Virtual-to-physical entry is established for a page in a region 
having a RID Stored in one of the region registers 44, the 
RID stored in the region register indexed by VRN 12 is 
stored in RID field 56, and VRN 12 itself is stored in VRN 
field 52. Furthermore, rpV field 50 is set to indicate that the 
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TLB entry contains a VRN-to-RID mapping that is currently 
active in region registers 44, thereby pre-validating the 
region. In addition, valid field 48 is set, VPN 16 is stored in 
VPN field 54, protection and access information is stored in 
protection and access attributes field 58, and the physical 
page number is stored in PPN field 60. 
0026. When a CPU in accordance with the present inven 
tion translates a physical address to a virtual address, VRN 
12 and VPN 16 are provided directly to TLB 46. TLB 46 is 
searched to find an entry having valid field 48 set, rpV field 
50 set, a VRN entry in VRN field 52 that matches VRN 12, 
and a VPN entry in VPN field 54 that matches VPN 16. Note 
that RID field 56 is not searched. If such an entry is found, 
the protection and acceSS information from protection and 
access attributes 58 of the entry is provided to decision block 
38. Decision block 38 determines whether the requested 
access is allowed. If it is, the PPN from PPN field 60 of the 
entry is combined with offset 18 of virtual address 11 to 
produce a physical address at physical address block 40. The 
physical address provided by block 40 is then used to 
complete the memory access. Note that the path through the 
region registerS has been eliminated because the contents of 
the region registers have been “pre-validated” in the entries 
of TLB 46. 

0.027 Similar to prior-art virtual-to-physical translation 
scheme 15, when a TLB entry is to be purged from the TLB 
46, TLB 46 is searched to find an entry having valid field 48 
set, and a RID field 56 and a VPN field 54 having entries that 
match the virtual-to-physical translation to be purged. If 
such an entry is found, valid field 46 of that entry is cleared. 
0028. While the present invention eliminates the path 
through the region registers during the translation look-tip 
process, there is a minor performance penalty incurred when 
Writing to the region registers. With reference to prior-art 
virtual-to-physical translation scheme 15 of FIG. 2, when it 
is desired to insert a different RID into one of the region 
registers 20, the RID is simply inserted into the appropriate 
region register. Entries in TLB 22 matching the RID dis 
placed from the region register can no longer be accessed 
because the look-tip path goes through region registers 20, 
and the displaced RID is no longer present. If the displaced 
RID is later restored to the region register, it is simply 
reinserted and the TLB entry will again be accessed. 
0029. In contrast, the look-up path does not go through 
region registers 44 in FIG. 3. Therefore, when it is desired 
to insert a new RID into one of the region registers 44, TLB 
46 must be searched to find all entries having a valid field 48 
set and a VRN contained in VRN field 52 that corresponds 
with the region register receiving the new RID. Next the 
RID fields 56 of all entries in TLB 46 that match the VRN 
are compared to the new RID. If the RIDS match, rpV field 
50 is set to pre-validate the region. If the RIDs do not match, 
rpV field 50 is cleared to de-validate the region. While 
changing active regions is Somewhat slower in Virtual-to 
physical translation Scheme 42 of the present invention 
compared to prior-art Virtual-to-physical translation Scheme 
15, overall performance is greatly improved by removing 
the region registers from the look-up paths because virtual 
to-physical translations occur much more frequently than 
updates to the region registers. 
0.030. It is known in the art to use content addressable 
memories (CAMs) to implement the fields that are searched. 
For example, CAMs may be used to implement RID fields 
26 and VPN fields 28 of TLB 22 in FIG. 2, and VRN fields 
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52, VPN fields 54, and RID fields 56 of TLB 46 in FIG. 3. 
Typically fields that are Searched more frequently are imple 
mented using fast CAMs, while fields that are searched less 
frequently are implemented using slow CAMs. Fast CANs 
tend to require more circuitry than slow CAMs, and thereby 
consume more transistors on the integrated circuit contain 
ing the TLB. One advantage provided by the present inven 
tion is that the number of fast CAMs can be reduced. In FIG. 
2, RID fields 26 are part of the critical translation look-up 
path. Accordingly, it is desirable to implement RID fields 26 
using fast CAMs. In contrast, RID fields 56 are not part of 
the critical translation look-up path, but VRN fields 52 are. 
Since an RID is 24 bits, and a VRN is 3 bits, the present 
invention reduces the number of bits requiring fast CAMs by 
21 bits per entry. RID fields 56 may be implemented using 
slow CAMs because the RID fields 56 are only searched 
during a TLB purge, or when region registers 44 are being 
updated. Both of these operations occur much less fre 
quently than virtual-to-physical translations. 
0031. In summary, the present invention provides a 
method and apparatus for increasing the performance of 
Virtual-to-physical translations by removing region registers 
from the look-up path during virtual-to-physical transla 
tions. Instead, regions are pre-validated by Storing the VRN 
in the TLB entry and setting a rpV field, thereby allowing 
VRN and VPN fields to be searched in parallel and increas 
ing the Speed of the virtual-to-physical look-up process. 
0032. Although the present invention has been described 
with reference to preferred embodiments, workers skilled in 
the art will recognize that changes may be made in form and 
detail without departing from the Spirit and Scope of the 
invention. 

What is claimed is: 
1. In a computer System having a plurality of region 

registers, with each region register capable of Storing a 
region identifier and accessed by a unique virtual region 
number, a translation lookaside buffer comprising: 

a plurality of translation lookaside buffer entries, with 
each entry including: 
a physical page number field for Storing a physical page 

number; 
a virtual page number field for Storing a virtual page 

number; 
a virtual region number field for Storing a virtual region 

number; and 
a region pre-validated field, wherein when the region 

pre-validated field assumes a first State the transla 
tion lookaside buffer entry containing the region 
pre-validated field is pre-validated by associating an 
active virtual region number-to-region identifier 
mapping in the plurality of region registers with the 
translation lookaside buffer entry containing the 
region pre-validated field, and when the region pre 
validated field assumes a Second State the translation 
lookaside buffer entry containing the region pre 
validated field de-validated by not associating the 
translation lookaside buffer entry containing the 
region pre-validated field with any region identifiers 
Stored in the plurality of region registers. 
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