wo 2016/039947 A1 I} ] A 000 0 0

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2016/039947 A1l

17 March 2016 (17.03.2016) WIPO|PCT
(51) International Patent Classification: San Diego, California 92121-1714 (US). CHO, Yongwoo;
HO4W 12/08 (2009.01) HO4W 84/18 (2009.01) 5775 Morehouse Drive, San Diego, California 92121-1714
HO4W 4/00 (2009.01) (US).
(21) International Application Number: (74) Agents: TOLER, JEFFREY G. et al.; 8500 Bluffstone
PCT/US2015/045725 Cove, Suite A201, Austin, Texas 78759 (US).

(22) International Filing Date: (81) Designated States (uniess otherwise indicated, for every
18 August 2015 (18.08.2015) kind of national protection available): AE, AG, AL, AM,
25) Filing I, . Euelish AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(25) Filing Language: nglis BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
(26) Publication Language: English DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
o HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
(30) Priority Data: KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
14/480,187 8 September 2014 (08.09.2014) Us MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(71) Applicant: QUALCOMM INCORPORATED [US/US]; PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
ATTN: International IP Administration, 5775 Morehouse SD, SE, SG, SK, SL, SM, ST, SV, Y, TH, TJ, TM, TN,

Drive, San Diego, California 92121-1714 (US). IR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(72) Inventors: KIM, Sungwoong; 5775 Morchouse Drive, (84) Designated States (unless otherwise indicated, for every

San Diego, California 92121-1714 (US). HWANG, Kyu-
woong; 5775 Morehouse Drive, San Diego, California
92121-1714 (US). KIM, Taesu; 5775 Morechouse Drive,
San Diego, California 92121-1714 (US). KIM, Duck
Hoon; 5775 Morehouse Drive, San Diego, California
92121-1714 (US). JIN, Minho; 5775 Morehouse Drive,

kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,

[Continued on next page]

(54) Title: AUTOMATIC AUTHORIZATION FOR ACCESS TO ELECTRONIC DEVICE

(57) Abstract: A method, which is performed in
a first electronic device, for authorizing access to
a second electronic device is disclosed. The
method may include establishing communication
between the first electronic device and the second
electronic device. The method may also obtain
data indicative of a motion of at least one of the
first and second electronic devices in response to
a movement of the at least one of the first and
second electronic devices. Based on the data, a
control signal authorizing access to the second
electronic device is generated, and transmitted to
the second electronic device.

FIG. 1C



WO 2016/039947 A1 |IIWAK 00TV A 000 O A

SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, __
GW, KM, ML, MR, NE, SN, TD, TG).

as to the applicant's entitlement to claim the priority of
the earlier application (Rule 4.17(iii))

Published:
— as to applicant’s entitlement to apply for and be granted
a patent (Rule 4.17(ii))

Declarations under Rule 4.17:

with international search report (Art. 21(3))



WO 2016/039947 PCT/US2015/045725

AUTOMATIC AUTHORIZATION FOR ACCESS TO ELECTRONIC DEVICE

CLAIM OF PRIORITY

[0001] The present application claims priority from U.S. Application No.
14/480,187, filed September 8, 2014, entitled “AUTOMATIC AUTHORIZATION
FOR ACCESS TO ELECTRONIC DEVICE,” the content of which is incorporated by

reference in its entirety.

TECHNICAL FIELD

[0002] The present disclosure relates generally to accessing an electronic device, and

more specifically, to automatically authorizing access to an electronic device.

BACKGROUND

[0003] Recently, the use of electronic devices such as smartphones, tablet computers,
and wearable computers has been increasing among consumers. These devices
generally provide a variety of capabilities such as data processing and communication,
voice communication, Internet browser, multimedia player, game player, etc. In
addition, such electronic devices typically include a variety of applications capable of

performing various functions for user convenience.

[0004] Conventional electronic devices often provide a security feature to prevent the
electronic devices from being used by an unauthorized person. For example, a
smartphone may be locked automatically if the smartphone is not used for a specified
period of time. In such a case, if a user of the smartphone wants to use the smartphone,
he or she may be required to provide authentication information manually to unlock the
smartphone. For instance, the user may be required to enter a proper password or other
authentication information through a biometric sensor such as a fingerprint sensor, an
iris scanner, or the like. Upon entering the proper information, the smartphone may be

unlocked for use by the user.

[0005] Due to the popularity of such electronic devices, consumers may carry two or
more electronic devices. For example, some consumers may carry a smartphone and a
smart watch. In such a case, the user may need to manually unlock the smartphone and
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the smart watch individually each time the user wants to use the devices. For such a
user carrying multiple electronic devices, manually unlocking each of the electronic

devices individually may be inconvenient and time consuming,
SUMMARY

[0006] The present disclosure provides methods and apparatus for automatically

authorizing access to an electronic device.

[0007] According to one aspect of the present disclosure, a method, performed in a first
electronic device, for authorizing access to a second electronic device, is disclosed. The
method includes establishing communication between the first electronic device and the
second electronic device. The method also obtains data indicative of a motion of at
least one of the first and second clectronic devices in response to a movement of the at
least one of the first and second electronic devices. Based on the data, a control signal
authorizing access to the second electronic device is generated and transmitted to the
second electronic device. This disclosure also describes an apparatus, a device, a

combination of means, and a computer-readable medium relating to this method.

[0008] According to another aspect of the present disclosure, an electronic device for
authorizing access to a target device is disclosed. The electronic device includes a
communication unit configured to establish communication with the target device. The
electronic device also includes a data processing unit configured to authorize access to
the target device based on data indicative of a motion of at least one of the electronic
device and the target device. In this case, the data is obtained in response to a
movement of the at least one of the electronic device and the target device. In response
to authorizing access to the target device, a signal generation unit is configured to

transmit a control signal to the target device via the communication unit.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Embodiments of the inventive aspects of this disclosure will be understood with
reference to the following detailed description, when read in conjunction with the

accompanying drawings.

[0010] FIGS. 1A to 1D illustrate a sequence of motions by a user wearing a smart
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watch on a wrist of an arm and holding a smartphone in a hand of the same arm for
authorizing access to the smartphone by the smart watch, according to one embodiment

of the present disclosure.

[0011] FIGS. 2A to 2D illustrate a sequence of motions by a user wearing a smart
watch on a wrist of an arm and holding a smartphone in a hand of the other arm for
authorizing access to the smartphone by the smart watch, according to one embodiment

of the present disclosure.

[0012] FIG. 3 illustrates a block diagram of a smart watch configured to authorize
access to an electronic device in response to a motion of the electronic device and/or a

motion of the smart watch, according to one embodiment of the present disclosure.

[0013] FIG. 4 illustrates a block diagram of an electronic device configured to be
activated in response to a command to access to the electronic device from a smart

watch, according to one embodiment of the present disclosure.

[0014] FIG. 5 illustrates a block diagram of a Doppler processing unit in a smart watch
configured to determine whether to authorize access to an electronic device in response
to a Doppler signal received from the electronic device, according to one embodiment

of the present disclosure.

[0015] FIG: 6 illustrates a flowchart of a method, performed in a smart watch, for
authorizing access to an electronic device in response to a motion of at least one of the
smart watch and the electronic device, according to one embodiment of the present

disclosure.

[0016] FIG. 7 illustrates a flowchart of a method, performed in a smart watch, for
generating a control signal authorizing access to an electronic device based on a motion
of the smart watch and a motion of the electronic device, according to one embodiment

of the present disclosure.

[0017] FIG. 8 illustrates a flowchart of a method, performed in a smart watch, for
generating a control signal authorizing access to an electronic device based on a pattern
of frequency change in a Doppler signal received from the electronic device and a

reference pattern, according to one embodiment of the present disclosure.
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[0018] FIGS. 9A to 9C illustrate a sequence of motions by a user wearing smart glasses
and holding an electronic device in a hand for authorizing access to the electronic

device by the smart glasses, according to one embodiment of the present disclosure.

[0019] FIG. 10 illustrates a block diagram of smart glasses configured to authorize
access to an electronic device upon capturing an image of the electronic device or
detecting a motion of the electronic device, according to one embodiment of the present

disclosure.

[0020] FIG: 11 illustrates a flowchart of a method, performed in smart glasses, for
authorizing access to an electronic device based on a captured image of the electronic
device and a reference image of the electronic device, according to one embodiment of

the present disclosure.

[0021] FIG: 12 illustrates a flowchart of a method, performed in smart glasses, for
authorizing access to an electronic device based on a motion of the electronic device
detected from a plurality of images of the electronic device, according to one

embodiment of the present disclosure.

[0022] FIG. 13 is a block diagram of an exemplary electronic device in which methods
and apparatus for authorizing access to an electronic device based on user intent-based

activities are implemented according to some embodiments of the present disclosure.

DETAILED DESCRIPTION

[0023] Reference will now be made in detail to various embodiments, examples of
which are illustrated in the accompanying drawings. In the following detailed
description, numerous specific details are set forth in order to provide a thorough
understanding of the present subject matter. However, it will be apparent to one of
ordinary skill in the art that the present subject matter may be practiced without these
specific details. In other instances, well-known methods, procedures, systems, and
components have not been described in detail so as not to unnecessarily obscure aspects

of the various embodiments.

[0024] FIGS. 1A to 1D illustrate a sequence of motions by a user 110 wearing a smart

watch 112 on the wrist of the user's left arm and picking up a smartphone 114 in the
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user's left hand 116 to use the smartphone 114, according to one embodiment of the
present disclosure. One or more motions by the user 110 in the sequence of motions
may result in motions by the smart watch 112 and the smartphone 114 that are indicative
of the user's intent to use the smartphone 114. Upon detecting the motions of the smart
watch 112 and the smartphone 114, the smart watch 112 may process data associated
with the motions to determine whether the motions are similar. If it is determined that
the motions are similar, the smart watch 112 may generate a signal (e.g., instruction,
command, or the like) to authorize access to the smartphone 114 and transmit the signal
to the smartphone 114, which may perform a function to provide access to the
smartphone 114. In response to the signal, the smartphone 114 may be automatically
activated for access to the smartphone 114 by the user 110. For example, the
smartphone 114 may be automatically unlocked or may automatically perform a
predetermined function such as activating an e-mail application, a messaging

application, an SNS application, and the like.

[0025] FIG. 1A illustrates the user 110 located near the smartphone 114 and wearing the
smart watch 112 on the user's left wrist. Initially, the smart watch 112 and the
smartphone 114 may be configured to wirelessly communicate with each other using
any suitable short range communication technologies such as Bluetooth, Wi-Fi Direct,
LTE Direct, NFC (Near Field Communication), UWB (ultra-wideband), IR (infrared)
communication technology, and the like. The smart watch 112 and the smartphone 114
may also communicate wirelessly via data communication networks using any suitable
communication technologies such as CDMA, GSM, LTE, LTE Advanced, Wi-Fi, and
the like. In this configuration, the smart watch 112 and the smartphone 114 may
transmit and receive information such as messages, e-mails, SNS messages, and the like

through the communication networks.

[0026] In one embodiment, the smartphone 114 may initially be in a locked mode to
prevent access by an unauthorized user. While the smartphone 114 is in the locked
mode, the user 110 may intend to use the smartphone 114 for web surfing, listening to
music, gaming, reading an e-book, or the like. The user 110 may also intend to use the
smartphone 114 when the smartphone 114 outputs a notification of an event such as a
received message, an email, a calendar event, etc. In such cases, the user 110 may pick
up the smartphone 114 by either of the user's hand 116 or 118.

_5_
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[0027] According to the user's intent to use the smartphone 114, the user 110 may
proceed to pick up the smartphone 114 by the user's left hand 116 as shown in FIG. 1B
according to one embodiment of the present disclosure. In this embodiment, the user
110 may hold the smartphone 114 in the left hand 116 while wearing the smart watch
112 in the left wrist of the user's arm. The smartphone 114 may be equipped with a
contact sensor to detect contact with the user's hand 116 or a motion sensor to detect a
motion of the smartphone 114 indicative of a motion of picking up a smartphone 114.
Upon detecting such contact or motion, the smartphone 114 may communicate with the
smart watch 112 to initiate a method of authorizing access to the smartphone 114. In
response to such contact or motion, the smart watch 112 and the smartphone 114 may be
configured to detect the motions of the smart watch 112 and the smartphone 114,

respectively.

[0028] Upon picking up the smartphone 114, the user 110 may move the smartphone
114 toward the user 110 to use the smartphone 114 as depicted in FIG. 1C, according to
one embodiment of the present disclosure. In the illustrated embodiment, the user 110
is wearing the smart watch 112 on the left wrist and holding the smartphone 114 in the
left hand 116. Accordingly, when the user 110 moves the smartphone 114 toward the
user 110 to use the smartphone 114 by moving the left arm, the smart watch 112 and the
smartphone 114 may move in a similar manner. In this case, a motion 130 of the smart
watch 112 and a motion 132 of the smartphone 114 in response to the user's movement
of the left arm may be similar. If it is determined by the smart watch 112 that the
motions 130 and 132 of the smart watch 112 and the smartphone 114 are similar, a
control signal authorizing access to the smartphone 114 may be generated from the

smart watch 112 and transmitted to the smartphone 114.

[0029] In response to receiving the control signal authorizing access to the smartphone
114, the smartphone 114 may be automatically activated for the user 110 to access the
smartphone 114. FIG. 1D shows the user 110 looking at the smartphone 114 that has
been activated by the smart watch 112 for access by the user 110. In some embodiments,
the smartphone 114 may be automatically unlocked or may automatically perform a
predetermined function such as activating an e-mail application, a messaging
application, an SNS application, and the like. By allowing access to the smartphone 114
based on the motions 130 and 132 of the smart watch 112 and the smartphone 114, the
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user 110 may conveniently access to the smartphone 114 without performing additional

actions or inputting additional information.

[0030] In another embodiment, the smartphone 114 may determine whether to authorize
access to the smartphone 114 by comparing the motion 130 of the smart watch 112 and
the motion 132 of the smartphone 114. In this case, the smartphone 114 may receive
data indicative of the motion 130 of the smart watch 112 and compare the motion data
with the motion data of the smartphone 114 to determine whether the motions 130 and
132 are similar. Ifit is determined that the motions 130 and 132 are similar, the

smartphone 114 may be automatically activated for access by the user 110.

[0031] FIGS. 2A to 2D illustrate a sequence of motions by the user 110 wearing the
smart watch 112 on the wrist of the user's left arm and picking up the smartphone 114
by the user's right hand 118 to use the smartphone 114, according to one embodiment of
the present disclosure. One or more motions by the user 110 in the sequence of motions
may result in motions by the smart watch 112 and the smartphone 114 that are indicative

of the user's intent to use the smartphone 114.

[0032] In the illustrated embodiment, the smartphone 114 may be configured to transmit
a signal having a predetermined frequency (e.g., an ultrasound signal, a radio signal,
etc.). On the other hand, the smart watch 112 may be configured to receive the signal
from the smartphone 114 and determine a pattern of change in frequency of the received
signal. The pattern of frequency change may be used as data indicative of a relative

motion between the smart watch 112 and the smartphone 114.

[0033] The smart watch 112 may compare the data associated with the pattern of
frequency change with data for a reference pattern of frequency change to determine
whether the patterns are similar. If it is determined that the patterns are similar, the
smart watch 112 may generate a signal (e.g., instruction, command, or the like) to
authorize access to the smartphone 114 and transmit the signal to the smartphone 114,
which may perform a function to provide access to the smartphone 114. In response to
the signal from the smart watch 112, the smartphone 114 may be automatically activated
to allow the user 110 to access the smartphone 114 without an additional input by the
user 110. For example, the smartphone 114 may be automatically unlocked or may

automatically perform a predetermined function such as activating an e-mail application,
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a messaging application, an SNS application, and the like.

[0034] FIG. 2A illustrates the user 110 located near the smartphone 114 and wearing the
smart watch 112 on the user's left wrist. Similar to the embodiment illustrated in FIG.
1A above, the smart watch 112 and smartphone 114 may be configured to communicate
with each other using any suitable short range communication technologies and
communicate information such as messages, e-mails, SNS messages, and the like via
data communication networks. The smartphone 114 may initially be in a locked mode

to prevent access by an unauthorized user.

[0035] While the smartphone 114 is in the locked mode, the user 110 may intend to use
the smartphone 114 for web surfing, listening to music, gaming, reading an e-book, or
the like. The user 110 may also intend to use the smartphone 114 when the smartphone
114 outputs a notification of an event such as a received message, an email, a calendar
event, etc. In such cases, the user 110 may pick up the smartphone 114 by the user's

right hand 118 to use the smartphone 114 as shown in FIG. 2B.

[0036] In FIG. 2B, the user 110 may initially pick up and hold the smartphone 114 in
the right hand 118 while wearing the smart watch 112 in the left wrist of the user's arm.
The contact sensor in the smartphone 114 may be configured to detect contact with the
user's hand 118. Additionally or alternatively, the motion sensor in the smartphone 114
may be configured to detect a motion of the smartphone 114 indicative of a motion of
picking up a smartphone 114. Upon detecting such contact or motion, the smartphone
114 may communicate with the smart watch 112 to initiate a method of authorizing
access to the smartphone 114. In response to such contact or motion, the smartphone
114 may be configured to transmit a frequency signal (e.g., an ultrasound signal, a radio

signal, etc.), which may be received by the smart watch 112.

[0037] Upon picking up the smartphone 114, the user 110 may move the smartphone
114 toward the user 110 to use the smartphone 114 as shown in FIG. 2C, according to
one embodiment of the present disclosure. In the illustrated embodiment, the user 110
is wearing the smart watch 112 on the left wrist and holding the smartphone 114 in the
right hand 118. Accordingly, when the user 110 moves the smartphone 114 held in the
right hand 118 toward the user 110 to use the smartphone 114 by moving the right arm,

the smartphone 114 may move toward or away from the smart watch 112. In this case, a
— 8 —



WO 2016/039947 PCT/US2015/045725

relative motion between the smart watch 112 and the smartphone 114 in moving the
smartphone 114 toward the user 110 may be detected as motion data indicative of the
user's intent to use the smartphone 114. The motion data may then be compared with
reference motion data indicative of a pattern of motion associated with using the
smartphone 114. If the detected motion data and the reference motion data are similar,
the smart watch 112 may generate a control signal to activate the smartphone 114 for

access by the user 110.

[0038] In some embodiments, the smart watch 112 may use a pattern of frequency
change (e.g., frequency shift) in a signal (e.g., a Doppler signal) received from the
smartphone 114 as data indicative of the relative motion between the smart watch 112
and the smartphone 114. For example, when the smartphone 114 transmits a signal such
as an ultrasound signal, a radio signal, and the like while moving relative to the smart
watch 112, a Doppler frequency shift may occur in the signal due to the relative motion
between the smart watch 112 and the smartphone 114. As a result, the smart watch 112
may receive a frequency shifted signal from the smartphone 114. Thus, the smart watch
112 may determine a pattern of frequency change from the received Doppler signal
indicative of the relative motion. The pattern of frequency change may then be
compared with a reference pattern indicative of a motion associated with using a
smartphone. In one embodiment, the smart watch 112 may compare data associated
with the pattern of frequency change in the signal with data associated with the
reference pattern. If the data are similar, the smart watch 112 may generate a control
signal and transmit the control signal to the smartphone 114 to authorize access to the

smartphone 114.

[0039] In response to receiving the control signal authorizing access to the smartphone
114, the smartphone 114 may be automatically activated for the user 110 to access the
smartphone 114. FIG. 2D shows the user looking at the smartphone 114 that has been
activated by the smart watch 112 for access by the user 110. In some embodiments, the
smartphone 114 may be automatically unlocked or may automatically perform a
predetermined function such as activating an e-mail application, a messaging
application, an SNS application, and the like. By allowing access to the smartphone 114
based on the relative motions of the smart watch 112 and the smartphone 114, the user
110 may conveniently access to the smartphone 114 without performing additional
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actions or inputting additional information.

[0040] In another embodiment, the smartphone 114 may determine whether to authorize
access to the smartphone 114 by comparing the pattern of frequency change in the
Doppler signal and the reference pattern indicative of a motion associated with using a
smartphone. In this case, the smartphone 114 may receive data associated with the
pattern of frequency change in the Doppler signal and compare the pattern data with the
reference pattern data to determine whether the patterns are similar. If it is determined
that the patterns are similar, the smartphone 114 may be automatically activated for

access by the user 110.

[0041] FIG: 3 illustrates a block diagram of the smart watch 112 configured to authorize
access to an electronic device 390 in response to a motion of the smart watch 112 and/or
a motion of the electronic device 390, according to one embodiment of the present
disclosure. The smart watch 112 may include a processor 310, a storage unit 330, a
network communication unit 340, a short range communication unit 350, a motion
sensor 360, and a Doppler signal receiver 370. The smart watch 112 may be any
suitable wearable devices equipped with motion detecting and processing capabilities.
The electronic device 390 may also be any suitable device equipped with motion
detecting and processing capabilities such as a cellular phone, a smartphone (e.g., the

smartphone 114), a tablet computer, a gaming device, a multimedia player, etc.

[0042] The smart watch 112 may be configured to establish communication with the
electronic device 390 that is located in close proximity via the short range
communication unit 350. The short range communication unit 350 may use any suitable
communication technologies such as Bluetooth, Wi-Fi Direct, LTE Direct, NFC, UWB,
IR communication technology, and the like. According to one embodiment, the smart
watch 112 and the electronic device 390 may be configured to recognize and
communicate with each other when they are in close proximity. For example, when the
user 110 wearing the smart watch 112 is located near the electronic device 390, the
smart watch 112 may automatically recognize the electronic device 390 and establish
communication with the electronic device 390 via the short range communication unit
350. Upon establishing communication with the electronic device 390, the smart watch

112 may communicate with the electronic device 390 via the short range
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communication unit 350 to transmit and receive data for authorizing access to the

electronic device 390.

[0043] The smart watch 112 may also communicate wirelessly with external devices via
the network communication unit 340 over the external network 380. The network
communication unit 340 may be configured to communicate with the network 380
through any suitable wireless network communication technologies such as CDMA,
GSM, LTE, LTE Advanced, Wi-Fi, and the like. Using such communication schemes,
the smart watch 112 may wirelessly transmit and receive information such as messages,

c-mails, SNS messages, and the like through the network communication unit 340.

[0044] The motion sensor 360 in the smart watch 112 may be configured to detect a
motion of the smart watch 112 and obtain data indicative of the motion. For detecting
motions of the smart watch 112, the motion sensor 360 may employ any suitable motion
sensing devices such as an accelerometer, a gyroscope, and the like. In one embodiment,
the motion sensor 360 may detect a motion of the smart watch 112 and generate motion

data including acceleration data, trajectory data, orientation data, and/or the like.

[0045] The smart watch 112 may receive, via the Doppler signal receiver 370, a
Doppler signal indicative of a relative motion between the smart watch 112 and the
clectronic device 390. The Doppler signal receiver 370 may be configured to receive
any suitable signal that may indicate a frequency shift due to a relative motion such as
an ultrasound signal, a radio signal, or the like. In one embodiment, the Doppler signal
receiver 370 may receive a Doppler signal such as an ultrasound signal from the
electronic device 390 as the electronic device 390 is moving relative to the smart watch
112. The Doppler signal may then be provided to the processor 310, which may

generate data indicative of a motion from the Doppler signal.

[0046] The storage unit 330 in the smart watch 112 may store an authorization database
332 that may be accessed by the processor 310 for determining whether to authorize
access to the electronic device 390. The authorization database 332 may include one or
more threshold values for determining a degree of similarity in motions, one or more
reference patterns of frequency changes, and one or more threshold values for
determining a degree of similarity between a pattern of frequency change in a Doppler

signal and a reference pattern of frequency change. The storage unit 330 may be
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implemented using any suitable storage or memory devices such as a RAM (Random
Access Memory), a ROM (Read-Only Memory), an EEPROM (Electrically Erasable
Programmable Read-Only Memory), a flash memory, or an SSD (Solid State Drive).

[0047] The processor 310 may be an application processor (AP), a central processing
unit (CPU), or a microprocessor unit (MPU) that may be configured to manage and
operate the smart watch 112. As shown in FIG. 3, the processor 310 may include an
event detection unit 312 and an access authorization unit 314. Initially, the electronic
device 390 may be in a locked mode to prevent access by an unauthorized user. While
the electronic device 390 is in such a locked mode, the smart watch 112 may detect a
predetermined event indicative of a user's intent to use the electronic device 390. In
response to detecting the predetermined event, the smart watch 112 may proceed to

determine whether to authorize access to the electronic device 390.

[0048] The event detection unit 312 may be configured to detect a predetermined event
and instruct the access authorization unit 314 to determine whether to authorize access
to the electronic device 390. The predetermined event may include any event or act that
may be predetermined to be indicative of a user's intent to use an electronic device. In
one embodiment, the predetermined event may include contact (e.g., touch) between a
user and the electronic device 390 such as the user's act of holding or picking up the
electronic device 390 with the user's hand. In this case, the electronic device 390 may
detect contact with the user and transmit a signal indicative of contact to the smart
watch 112. In response to the signal indicative of contact, the event detection unit 312
may recognize the signal as a predetermined event indicative of a user's intent to use the

electronic device 390.

[0049] Additionally or alternatively, an event such as receipt of an e-mail, a message, a
calendar event, and the like may be predictive of a user's intent to use an electronic
device and recognized as a predetermined event. When such an event is detected or
generated, the event detection unit 312 may identify the event as a predetermined event
indicative of a user's intent to use the electronic device 390. According to one
embodiment, the electronic device 390 may detect an event such as a receipt of an e-
mail, a message, a calendar event, and the like and transmit a notification of such an

event to the smart watch 112. The event detection unit 312 may receive the notification
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and identify the notification as a predetermined event indicative of a user's intent to use

the electronic device 390.

[0050] In an additional or alternative embodiment, one or more motions or patterns of
motion of the smart watch 112 and/or the electronic device 390 may be determined to be
a predetermined event indicative of a user's intent to use the electronic device 390. In
the case of the smart watch 112, the motion sensor 360 may detect such motion of the
smart watch 112 and transmit data associated with the motion to the event detection unit
312, which may identify the motion as a predetermined event. On the other hand, the
motion of the electronic device 390 may be detected and data for the motion may be
transmitted by the electronic device 390 to the smart watch 112. The event detection
unit 312 may receive the motion data of the electronic device 390 and may identify the

received motion data being indicative of a predetermined event.

[0051] Upon identifying an event as a predetermined event, the event detection unit 312
may instruct the access authorization unit 314 to determine whether to authorize access
to the electronic device 390. Additionally, the event detection unit 312 may send a
signal instructing the motion sensor 360 to detect a motion of the smart watch 112 and a
signal instructing the electronic device 390 to detect a motion of the electronic device
390. The electronic device 390 may then detect the motion of the electronic device 390
and transmit data associated with the motion of the electronic device 390 to the smart

watch 112.

[0052] The access authorization unit 314 in the processor 310 may be configured to
determine whether to authorize access to the electronic device 390 in response to an
instruction from the event detection unit 312. As shown in FIG. 3, the access
authorization unit 3 14 may include a motion processing unit 316, a Doppler processing
unit 318, and an authorization signal generation unit 320. The motion processing unit
316 may be configured to determine whether to authorize access to the electronic device
390 based on motions of the smart watch 112 and the electronic device 390. The
Doppler processing unit 318 may determine whether to authorize access to the
electronic device 390 based on a pattern of frequency change associated with a
frequency shifted Doppler signal received from the electronic device 390. In some

embodiments, the motion processing unit 316, the Doppler processing unit 318, or a
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combination thereof may be referred to as a data processing unit. In response to an
instruction from the motion processing unit 316 or the Doppler processing unit 318, the
authorization signal generation unit 320 may generate a control signal authorizing

access to the electronic device 390 and transmit the signal to the electronic device 390.

[0053] In some embodiments, a motion of the smart watch 112 worn on a wrist ofa
user's arm may be similar to a motion of the electronic device 390 held in a hand of the
same arm. For example, the user 110 may be initially wearing the smart watch 112 on
the wrist of the user's left arm. The user 110 may then pick up the electronic device 390
in the user's left hand and move the left arm toward the user 110 to use the electronic
device 390. In this case, the smart watch 112 and the electronic device 390 may move
in a similar pattern or trajectory in response to the movement of the arm. The motion
sensor 360 may detect the motion of the smart watch 112 and provide data indicative of
the motion to the motion processing unit 316. On the other hand, the motion of the
electronic device 390 may be detected and motion data indicative of the motion may be

transmitted by the electronic device 390 to the smart watch 112.

[0054] The motion processing unit 316 in the access authorization unit 314 may be
configured to receive motion data associated with a motion of the smart watch 112 from
the motion sensor 360 and motion data associated with a motion of the electronic device
390. Upon receiving the motion data, the motion processing unit 316 may determine
whether the motion data of the smart watch 112 and the motion data of the electronic
device 390 are similar. Ifit is determined that the motion data are similar, the motion
processing unit 316 may determine that access to the electronic device 390 may be
authorized and provide a signal instructing the authorization signal generation unit 320

to authorize access to the electronic device 390.

[0055] The motion processing unit 316 in the access authorization unit 314 may
determine whether to authorize access to the electronic device 390 based on a degree of
similarity in the motions of the smart watch 112 and the electronic device 390. In one
embodiment, the motion data of the smart watch 112 and the motion data of the
electronic device 390 may be compared to determine a degree similarity. The motion
processing unit 316 may access the authorization database 332 in the storage unit 330 to

retrieve a similarity threshold. The authorization database 332 may include a plurality
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of similarity thresholds associated with a plurality of degrees of sensitivity and any
suitable similarity threshold may be selected for use in determining the similarity in
motions of the smart watch 112 and the electronic device 390. If the degree of
similarity is greater than or equal to the similarity threshold, the motions of the smart
watch 112 and the electronic device 390 may be determined to be similar. On the other
hand, if the degree of similarity is determined to be less than the similarity threshold,
the motion processing unit 316 may determine that access to the electronic device 390 is
not authorized. In this case, a signal may be generated and provided to the authorization
signal generation unit 320 indicating that access to the electronic device is not
authorized. Alternatively, no signal may be generated or provided to the authorization

signal generation unit 320.

[0056] In some embodiments, the smart watch 112 may determine whether to authorize
access to the electronic device 390 based on a pattern of frequency change in a Doppler
signal. For example, the user 110 may initially be wearing the smart watch 112 on the
wrist of the user's left arm. The user 110 may then pick up the electronic device 390 in
the user's right hand and move the right arm toward the user 110 to use the electronic
device 390. In this case, the electronic device 390 may move toward or away from the
smart watch 112 on the left wrist of the user's left arm. In this case, the electronic
device 390 may transmit a Doppler signal while the electronic device 390 is being held
and moved in the user's hand. The Doppler signal receiver 370 in the smart watch 112
may receive the Doppler signal from the electronic device 390 while the electronic
device 390 is being moved toward the user 110. In this case, the electronic device 390
may also move toward or away from the smart watch 112. Accordingly, the frequency
in the Doppler signal received by the Doppler signal receiver 370 in the smart watch
112 may be shifted due to the relative motion between the smart watch 112 and the
electronic device 390. Upon receiving the frequency shifted Doppler signal, the
Doppler signal receiver 370 may provide the frequency shifted Doppler signal to the

Doppler processing unit 318 in the access authorization unit 314.

[0057] Upon receiving the frequency shifted Doppler signal from the Doppler signal
receiver 370, the Doppler processing unit 318 may determine a pattern of frequency
change (e.g., frequency shift) from the frequency shifted Doppler signal as motion data
indicative of a user's intent to use the electronic device 390. For example, a plurality of
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frequency shifted values may be detected as a function of time from the frequency
shifted Doppler signal as the pattern of frequency change in the Doppler signal. In this
case, the frequency shifted values that are mapped as a function of time may be detected
as the pattern of frequency change. When the pattern of frequency change has been
determined, the Doppler processing unit 318 may access the plurality of reference
patterns of frequency change in the authorization database 332 indicative of a user's
intent to use an electronic device. The Doppler processing unit 318 may then determine
whether the pattern of frequency change in the Doppler signal is similar to any of the
reference patterns of frequency change, as will be described below in more detail with

reference to FIG. 5.

[0058] In one embodiment, the pattern of frequency change in the Doppler signal may
be compared with the plurality of reference patterns to identify a reference pattern that
is similar to the pattern of frequency change in the Doppler signal. In this case, a degree
of similarity may be determined between the pattern of frequency change in the Doppler
signal and one or more reference patterns. The Doppler processing unit 318 may then
identify one or more reference patterns having a degree of similarity with the pattern of
frequency change in the Doppler signal that is equal to or greater than a predetermined
threshold. If a similar reference pattern is identified, the Doppler processing unit 318
may determine that access to the electronic device 390 may be authorized and provide a
signal instructing the authorization signal generation unit 320 to generate a control
signal authorizing access to the electronic device 390. Otherwise, the Doppler
processing unit 318 may determine that access to the electronic device 390 is not

authorized.

[0059] FIG. 4 illustrates a block diagram of the electronic device 390 that may be
activated in response to a command to access to the electronic device 390 from the
smart watch 112, according to one embodiment of the present disclosure. The
clectronic device 390 may include a contact sensor 410, a motion sensor 420, a
processor 430, an I/0O unit 440, a storage unit 450, a network communication unit 460, a
short range communication unit 470, and a Doppler signal transmitter 480. As
described with reference to FIG. 3, the electronic device 390 may be any suitable
electronic device such as a cellular phone, a smartphone (e.g., the smartphone 114), a
tablet computer, a gaming device, a multimedia player, or the like.
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[0060] The processor 430 may include a control unit 432 and an activation processing
unit 434. The processor 430 may be an application processor (AP), a central processing
unit (CPU), or a microprocessor unit (MPU) that may be configured to manage and
operate the electronic device 390. The control unit 432 may be configured to manage
and control overall operations of the electronic device 390. The activation processing
unit 434 may be configured to manage and control operations for activating the
electronic device 390. The control unit 432 and the activation processing unit 434 may

be implemented as software, hardware, or a combination thereof.

[0061] The I/O unit 440 in the electronic device 390 may be configured to receive an
input from a user and/or output information for the user. The I/O unit 440 may be any
suitable device capable of receiving an input command and/or outputting information
such as a display screen, a touch screen, a touchpad, a button, a key, and the like. The
storage unit 450 in the electronic device 390 may be used to store data, applications,
databases, and the like that may be used or generated by the electronic device 390. The
storage unit 450 may be implemented using any suitable storage or memory devices

such as a RAM, a ROM, an EEPROM, a flash memory, an SSD, and the like.

[0062] The electronic device 390 may establish communication with the smart watch
112 when the smart watch 112 is located within communication range of the short range
communication unit 470 in the electronic device 390. The short range communication
unit 470 may employ any suitable communication technologies that may be used by the
short range communication unit 350 of the smart watch 112 shown in FIG. 3 to
communicate with the smart watch 112. According to one embodiment, the smart watch
112 and the electronic device 390 may recognize and communicate with each other
when the short range communication units 350 and 470 are within communication range.
Upon establishing communication with the smart watch 112, the electronic device 390
may communicate with the smart watch 112 via the short range communication unit 470

to transmit and receive data for authorizing access to the electronic device 390.

[0063] The electronic device 390 may also communicate wirelessly with external
devices via the network communication unit 460 over the external network 380. The
network communication unit 460 may be configured to communicate with the network

380 through any suitable wireless network communication technologies such as CDMA,
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GSM, LTE, LTE Advanced, Wi-Fi, etc. In this configuration, the electronic device 390
may also wirelessly transmit and receive information such as messages, e-mails, SNS

messages, and the like through the network communication unit 460.

[0064] The contact sensor 410 in the electronic device 390 may be configured to detect
contact (e.g., touch) between the electronic device 390 and a user. For detecting a user's
contact with the electronic device 390, the contact sensor 410 may include any suitable
sensors or sensing devices capable of detecting physical contact or touch by a user such
as a tactile sensor, a pressure sensor, a temperature sensor, a touch sensor (e.g., a touch
screen), and the like, and may be located in any suitable locations in the electronic
device 390. When a user touches or contacts the electronic device 390, the contact
sensor 410 may generate a signal indicative of contact and provide the signal to the
activation processing unit 434. The activation processing unit 434 may then transmit
the signal indicative of contact to the smart watch 112 via the short range

communication unit 470.

[0065] The motion sensor 420 in the electronic device 390 may be configured to detect
a motion of the electronic device 390 and generate data indicative of the motion. In
some embodiments, the motion sensor 420 may detect a motion of the electronic device
390 and generate motion data including acceleration data, trajectory data, orientation
data, and/or the like. For detecting motions of the electronic device 390, the motion
sensor 420 may employ any suitable motion sensing devices such as an accelerometer, a
gyroscope, and the like. In one embodiment, a motion indicative of a user's intent to use
an electronic device may be detected by the motion sensor 420. For example, the
motion sensor 420 may detect a motion of a user in picking up the electronic device 390
and generate motion data for the detected motion. The motion data may then be
provided to the activation processing unit 434, which may transmit the motion data
indicative of a user's intent to use the electronic device 390 to the smart watch 112 via

the short range communication unit 470.

[0066] Additionally or alternatively, the electronic device 390 may receive an e-mail, a
message, a calendar event, and the like. Such events may be predictive of a user's intent
to use the electronic device 390 and may be considered to be indicative of a user's intent

to use the electronic device 390. When such an event is received or generated, the
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activation processing unit 434 may transmit a signal indicative of a user's intent to use
the electronic device 390 to the smart watch 112 via the short range communication unit

470.

[0067] The event detection unit 312 in the smart watch 112 may receive one or more
signals indicating contact, a motion, and/or an event indicative of a user's intent to use
the electronic device 390 from activation processing unit 434 in the electronic device
390. In response to the signals, the event detection unit 312 may recognize the signals as
one or more predetermined events indicative of a user's intent to use the electronic
device 390 as described with reference to FIG. 3. Upon recognizing one or more
predetermined events, the event detection unit 312 may transmit a signal instructing the
electronic device 390 to start detecting motion and transmitting a Doppler signal via the
short range communication unit 350. The activation processing unit 434 in the
electronic device 390 may receive the signal via the short range communication unit
470 and provide an instruction to the motion sensor 420 to start detecting motion and an

instruction to the Doppler signal transmitter 480 to start transmitting a Doppler signal.

[0068] In response to the instruction from the activation processing unit 434, the motion
sensor 420 may start detecting a motion of the electronic device 390. Upon detecting
the motion, the motion sensor 420 may generate motion data for the detected motion
and provide the motion data to the activation processing unit 434. The activation
processing unit 434 may then transmit the motion data to the access authorization unit

314 in the smart watch 112 via the short range communication unit 470.

[0069] The Doppler signal transmitter 480 may receive the instruction from the
activation processing unit 434 to start transmitting a Doppler signal. The Doppler signal
transmitter 480 may be configured to transmit any suitable signal that may indicate a
frequency shift due to a relative motion such as an ultrasound signal, a radio signal, or
the like. In response to the instruction, the Doppler signal transmitter 480 may start
transmitting a Doppler signal. The Doppler signal receiver 370 in the smart watch 112
may receive the Doppler signal that has been frequency shifted due to a relative motion

between the electronic device 390 and the smart watch 112.

[0070] The smart watch 112 may generate a control signal authorizing access to the

electronic device 390 and transmit the control signal to the electronic device 390 via the
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short range communication unit 350. The activation processing unit 434 may receive
the control signal authorizing access to the electronic device 390 and activate the
clectronic device 390 to allow access by a user. In one embodiment, the activation
processing unit 434 may activate the electronic device 390 by automatically unlocking
the electronic device 390 to display a startup or home screen, or performing a
predetermined function without performing additional actions or inputting additional
information by a user. For example, when the predetermined event is an event such as
receiving an e-mail, a message, or an SNS message, the activation processing unit 434
may activate an e-mail application, a messaging application, an SNS application, or the
like. In this case, a specific e-mail, message, or SNS message may be directly activated

and displayed on a display screen of the I/O unit 440.

[0071] Additionally or alternatively, the electronic device 390 may determine whether
to authorize access to the electronic device 390 based on motions of the smart watch
112 and the electronic device 390 or a pattern of frequency change in a Doppler signal.
In this case, the activation processing unit 434 may receive motion data of the smart
watch 112 or the pattern of frequency change in a Doppler signal from the smart watch
112. Further, the electronic device 390 may also be configured to determine whether a
predetermined event is detected. In some embodiments, the processor 430 in the
clectronic device 390 may include one or more processing units in the processor 310 of
the smart watch 112. For example, the processor 430 may also include the event
detection unit 312, the motion processing unit 316, and/or the Doppler processing unit
318 in the smart watch 112. In addition, the storage unit 450 in the electronic device

390 may store the authorization database 332 of the smart watch 112.

[0072] FIG. 5 illustrates a block diagram of the Doppler processing unit 318 in the
smart watch 112 configured to determine whether to authorize access to the electronic
device 390 in response to a Doppler signal received from the electronic device 390,
according to one embodiment of the present disclosure. The Doppler processing unit
318 may include a pattern detection unit 510 and a pattern comparison unit 520. In one
embodiment, the Doppler processing unit 318 may be activated in response to an
instruction from the event detection unit 312 to determine whether to authorize access to

the electronic device 390.
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[0073] The pattern detection unit 510 may receive the Doppler signal from the Doppler
signal receiver 370. The Doppler signal received by the Doppler signal receiver 370
from the Doppler signal transmitter 480 in the electronic device 390 may be frequency
shifted due to a relative motion between the smart watch 112 and the electronic device
390. Upon receiving the frequency shifted Doppler signal, the pattern detection unit
510 may determine a pattern of frequency change in the Doppler signal as motion data

indicative of relative motion between the smart watch 112 and the electronic device 390.

[0074] In one embodiment, the pattern detection unit 510 may detect a plurality of
frequency shifted values as a function of time from the frequency shifted Doppler signal
as a pattern of frequency change in the Doppler signal. For example, the frequency
shifted values that are mapped as a function of time may be detected as the pattern of
frequency change. In some embodiments, the pattern of frequency change may be
determined as a maximum frequency shifted value in the Doppler signal, a shape of
frequency spectrum for the Doppler signal obtained at a certain point in time (e.g., at a
time when a maximum frequency shift occurs), a direction of frequency shift in the
Doppler signal, or the like. Upon determining the pattern of frequency change, the
pattern detection unit 510 may provide the determined pattern to the pattern comparison

unit 520.

[0075] The pattern comparison unit 520 in the Doppler processing unit 318 may receive
the pattern of frequency change in the Doppler signal and access the plurality of
reference patterns of frequency change in the authorization database 332 that are
indicative of a user's intent to use an electronic device. The pattern of frequency change
in the Doppler signal may then be compared with one or more reference patterns from
the authorization database 332 to identify a reference pattern that is similar to the
pattern of frequency change in the Doppler signal. In one embodiment, a degree of
similarity may be determined between the pattern of frequency change in the Doppler
signal and one or more reference patterns. The pattern comparison unit 520 may then
identify one or more reference patterns having a degree of similarity that is equal to or
greater than a predetermined threshold, which may be selected from a plurality of
predetermined thresholds associated with a plurality of sensitivity levels. If a similar
reference pattern is identified, the pattern comparison unit 520 may determine that
access to the electronic device 390 may be authorized and provide a signal instructing
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the authorization signal generation unit 320 to generate a control signal authorizing
access to the electronic device 390. The authorization signal generation unit 320 may
generate the control signal authorizing access to the electronic device and transmit the
signal to the electronic device 390 via the short range communication unit 350. On the
other hand, if a similar reference pattern is not identified, the pattern comparison unit

520 may determine that access to the electronic device 390 is not authorized.

[0076] In some embodiments, the smart watch 112 and/or the electronic device 390 may
be equipped with a Doppler signal transceiver that may transmit and receive Doppler
signals. Additionally or alternatively, the smart watch 112 may be configured to
transmit a Doppler signal and the electronic device 390 may be configured to receive
the Doppler signal. In another embodiment, a Doppler signal transceiver in either the
smart watch 112 or the electronic device 390 may be configured to transmit a Doppler

signal and receive a reflected Doppler signal.

[0077] FIG. 6 illustrates a flowchart of a method 600, performed in the smart watch 112,
for authorizing access to the electronic device 390 in response to a motion of at least

one of the smart watch 112 and the electronic device 390, according to one embodiment
of the present disclosure. When the short range communication units 350 and 470 of

the smart watch 112 and the electronic device 390 are within communication range,
communication between the smart watch 112 and the electronic device 390 may be
established, at 610. Upon establishing the communication, the smart watch 112 may
communicate with the electronic device 390 via the short range communication units

350 and 470 to transmit and receive data for authorizing access to the electronic device
390.

[0078] The smart watch 112 may obtain data indicative of a motion of at least one of the
smart watch 112 and the electronic device 390, at 620. The motion sensor 360 in the
smart watch 112 may detect the motion of the smart watch 112. On the other hand, the
motion sensor 420 in the electronic device 390 may detect the motion of the electronic
device 390 and then transmit the motion data indicative of the motion of the electronic
device 390 to the smart watch 112. In one embodiment, upon detecting a predetermined
event in at least one of the smart watch 112 and the electronic device 390, the smart

watch 112 may obtain the data indicative of the motion of at least one of the smart
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watch 112 and the electronic device 390. In this case, the predetermined event may
include at least one of contact with the electronic device 390, a receipt of a message, a
predetermined motion of the smart watch 112, and a predetermined motion of the

electronic device 390.

[0079] Based on the obtained data indicative of the motion of at lcast one of the smart
watch 112 and the electronic device 390, the smart watch 112 may generate a control
signal authorizing access to the electronic device 390, at 630. In one embodiment, the
obtained data indicative of the motion of at least one of the smart watch 112 and the
clectronic device 390 may include the motion of the smart watch 112 and the motion of
the electronic device 390. In this embodiment, the obtained motion data may include at
least one of acceleration data, trajectory data, orientation data, and location data of the
smart watch 112 and the electronic device 390. According to another embodiment, the
obtained data may include a pattern of frequency change in a Doppler signal received
from the electronic device 390, which may be indicative of a relative motion between

the smart watch 112 and the electronic device 390.

[0080] The control signal may then be transmitted to the electronic device 390 to
authorize access to the electronic device 390 via the short range communication unit
350 of the smart watch 112, at 640. In this process, the control signal may be adapted to
instruct the electronic device 390 to perform a function to provide access to the
electronic device 390. For example, the electronic device 390 may be automatically
unlocked or may automatically perform a predetermined function such as activating an
e-mail application, a messaging application, an SNS application, and the like. By
allowing access to the electronic device 390 based on the data indicative of the motion
of at least one of the smart watch 112 and the electronic device390, a user may
conveniently access to the electronic device 390 without performing additional actions

or inputting additional information by the user.

[0081] FIG: 7 illustrates a flowchart of a method 630, performed in the smart watch 112,
for generating the control signal authorizing access to the electronic device 390 based

on a motion of the smart watch 112 and a motion of the electronic device 390, according
to one embodiment of the present disclosure. Once the smart watch 112 obtains the data

indicative of the motions of the smart watch 112 and the electronic device 390, at 620,
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the smart watch 112 may compare the obtained motion data to determine whether to
authorize access to the electronic device 390, at 630. In the illustrated embodiment, the
smart watch 112 may determine a degree of similarity in the motions of the smart watch
112 and the electronic device 390 to compare the motions of the smart watch 112 and

the electronic device 390, at 710.

[0082] The degree of similarity in motions may be compared with a predetermined
threshold, at 720. Ifit is determined that the degree of similarity in motions is greater
than or equal to the threshold (i.e., YES at 720), the method may proceed to 730 to
generate the control signal authorizing access to the electronic device 390. On the other
hand, if it is determined that the degree of similarity in motions is less than the threshold
(i.e., NO at 720), the method may proceed to 610 and access to the electronic device
390 is not authorized. In this case, the motion processing unit 316 in the smart watch

112 may compare the degree of similarity with the threshold, at 720.

[0083] FIG. 8 illustrates a flowchart of a method 630, performed in a smart watch 112,
for generating the control signal authorizing access to the electronic device 390 based
on a pattern of frequency change in a Doppler signal received from the electronic device
390 and a reference pattern, according to one embodiment of the present disclosure.
Upon receiving a signal (e.g., the Doppler signal) transmitted from the electronic device
390, the smart watch 112 may determine the pattern of frequency change in the signal as
data indicative of a relative motion between the smart watch 112 and the electronic
device 390, at 620. The smart watch 112 may then compare the pattern of frequency
change in the signal with a reference pattern stored in the authorization database 332 of

the smart watch 112.

[0084] In the illustrated embodiment, the smart watch 112 may determine a degree of
similarity between the pattern of frequency change in the received signal and the
reference pattern to compare patterns, at §10. The degree of similarity between the
pattern of frequency change and the reference pattern may be compared with a
predetermined threshold, at 820. If it is determined that the degree of similarity is
greater than or equal to the threshold (i.e., YES at 820), the method may proceed to 830
to generate the control signal authorizing access to the electronic device 390. On the

other hand, if it is determined that the degree of similarity is less than the threshold (i.e.,
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NO at 820), the method may proceed to 610 and access to the electronic device 390 is
not authorized. In this case, the Doppler processing unit 318 in the smart watch 112

may compare the degree of similarity with the threshold, at 820.

[0085] FIGS. 9A to 9C illustrate a sequence of motions by a user 910 wearing smart
glasses 912 and holding a smartphone 914 in a hand 916 for authorizing access to the
smartphone 914 by the smart glasses 912, according to one embodiment of the present
disclosure. Initially, the smart glasses 912 may capture an image of the smartphone 914
and compare the captured image with a reference image of the smartphone 914. If it is
determined that the captured image of the smartphone 914 is similar to the reference
image, a signal (e.g., instruction, command, or the like) may be generated and
transmitted to the smartphone 914 to authorize access to the smartphone 914. Ina
further embodiment, the smart glasses 912 may detect a motion of the smartphone 914
and receive a motion of the smartphone 914 that may be detected by the smartphone
914. The smart glasses 912 may compare the detected motion with the motion received
from the smartphone 914 and authorize access to the smartphone 914 if the motions are
determined to be similar. In this case, a signal may be generated and transmitted to the
smartphone 914 to authorize access to the smartphone 914. In response to the signal,
the smartphone 914 may be automatically activated for access by the user 910. For
example, the smartphone 914 may be automatically unlocked or may automatically
perform a predetermined function such as activating an e-mail application, a messaging

application, an SNS application, and the like.

[0086] FIG. 9A shows the user 910 wearing the smart glasses 912 and initially looking
at the smartphone 914 held in the user's hand 916, according to one embodiment of the
present disclosure. The smart glasses 912 and the smartphone 914 may be configured to
establish wirelessly communication with each other using any suitable short range
communication technologies such as Bluetooth, Wi-Fi Direct, LTE Direct, NFC, UWB,
IR communication technology, and the like. The smart glasses 912 and the smartphone
914 may also communicate wirelessly with data communication networks through any
suitable communication schemes such as CDMA, GSM, LTE, LTE Advanced, Wi-Fi,
and the like. Based on such communication schemes, the smart glasses 912 and
smartphone 914 may transmit and receive information such as messages, e-mails, SNS
messages, and the like through the communication networks.
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[0087] In FIG. 9A, the smartphone 914 may initially be in a locked mode to prevent
access by an unauthorized user. While in this mode, the user 910 may form intent to use
the smartphone 914 to access a function or an application in the smartphone 914 such as
web surfing, listening to music, gaming, reading an e-book, or the like. The user 910
may also form intent to use the smartphone 914 upon receiving a notification from the
smartphone 914 indicative of an event such as a receipt of a message, an email, a
calendar event, etc. In such cases, the user 910 may move the smartphone 914 in the

user's hand 916 toward the user 910 to use the smartphone 914.

[0088] Initially, the user 910 may have picked up the smartphone 914 in the user's hand
916 and, as shown in FIG: 9A, hold the smartphone 914 in the user's hand 916. Before
picking up the smartphone 914, the user 910 may have touched or made contact with the
smartphone 914. In such a case, the smartphone 914 may proceed to detect contact with
the user's hand 916 and a motion of the smartphone 914 indicative of a motion of a
user's act of moving the smartphone 914 toward the user 910 to use the smartphone 914.
Upon detecting such contact or motion, the smartphone 914 may transmit a signal
indicating detection of a contact or motion indicative of a user's intent to use a

smartphone to the smart glasses 912.

[0089] In response to the signal indicating detection of a contact or motion from the
smartphone 914, the smart glasses 912 may capture one or more images of the
smartphone 914. In one embodiment, upon picking up the smartphone 914, the user
910 may look at the smartphone 914 held in the user's hand 916 as shown in FIG. 9A.
While the user 910 looks at the smartphone 914, the smart glasses 912 may capture an
image 918 of a scene including the smartphone 914 and detect an image of the
smartphone 914 in the image 918. The image of the smartphone 914 may be extracted
and compared with a reference image of the smartphone 914 registered in advance for
verification. If it is verified that the extracted image of the smartphone 914 matches the
reference image of the smartphone 914, the smart glasses 912 may generate a control
signal authorizing access to the smartphone 914 and transmit the control signal to the

smartphone 914.

[0090] After initially picking up the smartphone 914, the user 910 may move the

smartphone 914 toward the user 910 to use the smartphone 914 by moving a user's arm
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920 as depicted in FIG. 9B, according to one embodiment of the present disclosure. In
one embodiment, the smart glasses 912 may detect a motion of the smartphone 914 and
receive motion data for a motion of the smartphone 914 from the smartphone 914
associated with moving the user's arm 920. The detected motion data for the motion of
the smartphone 914 and the received motion data from the smartphone 914 may then be
compared to determine whether the motion data for the motions are similar. If the
motion data are similar, the smart glasses 912 may generate a control signal authorizing

access to the smartphone 914 and transmit the control signal to the smartphone 914.

[0091] In one embodiment, the smart glasses 912 may determine whether to authorize
access to the smartphone 914 based on the motion of the smartphone 914 associated
with moving the user's arm 920. Such a determination may allow distinguishing
between two or more smartphones that may be identical or similar in appearance. For
example, two or more smartphones may be an identical model from one manufacturer
and the smart glasses 912 may store an image of one of the smartphones as a registered
image of a device authorized to be accessed. If an image of two such smartphones is
captured by the smart glasses 912, the smart glasses 912 may initially recognize both
smartphones as being associated with the registered image. In this case, the smart
glasses 912 may identify one of the smartphones as a device associated with the
registered image based on motions of both smartphones and motion data that may be

received from either of the smartphones.

[0092] In response to receiving the control signal authorizing access to the smartphone
914 from the smart glasses 912, the smartphone 914 may be activated for access by the
user 910. FIG. 9C shows the user 910 looking at the smartphone 914 that has been
activated for access by the user 910 in response to the control signal from the smart
glasses 912, according to one embodiment of the present disclosure. As shown, the
smartphone 914 displays a startup or home screen 930 that has been unlocked in
response to the control signal. In some embodiments, the smartphone 914 may be
automatically unlocked or automatically perform a predetermined function such as
activating an e-mail application, a messaging application, an SNS application, and the
like. By determining whether to allow access to the smartphone 914 based on one or
more images of the smartphone 914 and/or a motion of the smartphone 914, the smart
glasses 912 may allow the user 910 to conveniently access the smartphone 914 without
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additional input from the user 910.

[0093] In another embodiment, the smartphone 914 may determine whether to authorize
access to the smartphone 914 based on one or more images of the smartphone 914
and/or a motion of the smartphone 914. In this case, the smartphone 914 may receive
the images of the smartphone 914 captured by the smart glasses 912 and compare the
images with the reference image of the smartphone 914. If one or more images of the
smartphone 914 are similar to the reference image of the smartphone 914, the
smartphone 914 may be activated for access by the user. The smartphone 914 may
additionally detect a motion of the smartphone 914 and also receive data associated with
the motion of the smartphone 914 as detected by the smart glasses 912. The motion
data for the detected motion and the received motion data may then be compared to
determine whether to authorize access to the electronic device 390. Ifiit is determined
that the motions are similar, the smartphone 914 may be activated for access by the user

910.

[0094] FIG. 10 illustrates a block diagram of the smart glasses 912 configured to
authorize access to the electronic device 390 based on one or more images of the
electronic device 390 and a motion of the electronic device 390, according to one
embodiment of the present disclosure. The smart glasses 912 may include a processor
1010, a storage unit 1030, a network communication unit 1040, a short range
communication unit 1050, and an image sensor 1060. The smart glasses 912 may be
any suitable wearable devices equipped with image detecting and processing

capabilities.

[0095] The smart glasses 912 may be configured to establish communication with the
electronic device 390 that is located within a communication range of the short range
communication unit 1050. The short range communication unit 1050 may use any
suitable communication technologies such as Bluetooth, Wi-Fi Direct, LTE Direct, NFC,
UWB, IR communication technology, and the like. According to one embodiment, the
smart glasses 912 and the electronic device 390 may be configured to recognize and
communicate with each other when the short range communication units 470 and 1050
are within communication ranges of each other. Upon establishing communication with

the electronic device 390, the smart glasses 912 may communicate with the electronic
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device 390 via the short range communication unit 1050 to transmit and receive data for

authorizing access to the electronic device 390.

[0096] The smart glasses 912 may also communicate wirelessly with external devices
via the network communication unit 1040 over the external network 380. The network
communication unit 1040 may be configured to communicate with the external network
380 through any suitable wireless network communication schemes such as CDMA,
GSM, LTE, LTE Advanced, Wi-Fi, and the like. Using such communication schemes,
the smart glasses 912 may wirelessly transmit and receive information such as messages,

e-mails, SN'S messages, and the like through the network communication unit 1040.

[0097] The image sensor 1060 in the smart glasses 912 may be configured to detect or
capture one or more images of a scene including the electronic device 390 and generate
image data for the images. For detecting or capturing the images that may include the
electronic device 390, the image sensor 1060 may employ any suitable image sensing or
detecting devices such as a CCD (charge-coupled device), active pixel sensors based on
CMOS (complementary metal-oxide-semiconductor) or NMOS (N-type metal-oxide-
semiconductor) technologies, and the like. The image sensor 1060 may detect one or
more images that may include the electronic device 390 and provide image data

associated with the images to the processor 1010 in the smart glasses 912.

[0098] The storage unit 1030 in the smart glasses 912 may store an authorization
database 1032 that may be accessed by the processor 1010 for use in determining
whether to authorize access to the electronic device 390. The authorization database
1032 may include a reference image of the electronic device 390 and one or more
threshold values for determining a degree of similarity between images or motions. The
storage unit 1030 may be implemented using any suitable storage or memory devices

such as a RAM, a ROM, an EEPROM, a flash memory, an SSD, or the like.

[0099] The processor 1010 in the smart glasses 912 may be configured to detect the
predetermined event indicative of a user's intent to use an electronic device and
determine whether to authorize access to the electronic device 390. The processor 1010
may be an application processor (AP), a central processing unit (CPU), or a
microprocessor unit (MPU) that may be configured to manage and operate the smart

watch 112. As shown in FIG. 10, the processor 1010 may include an event detection
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unit 1012 and an access authorization unit 1014. Initially, the electronic device 390 may
be in a locked mode to prevent access by an unauthorized user. While the electronic
device 390 is in such a locked mode according to one embodiment, the event detection
unit 1012 may detect a predetermined event indicative of a user's intent to use the
clectronic device 390. In response to detecting the predetermined event, the access
authorization unit 1014 may proceed to determine whether to authorize access to the

electronic device 390.

[00100] The event detection unit 1012 may be configured to detect a predetermined
event and instruct the access authorization unit 1014 to determine whether to authorize
access to the electronic device 390. The predetermined event may include any event or
act that may be predetermined to be indicative of a user's intent to use an electronic
device. In one embodiment, the predetermined event may include contact (e.g., touch)
between a user and the electronic device 390 such as an act of holding or picking up the
electronic device 390 by the user. The electronic device 390 may detect such contact
with the user via the contact sensor 410 and transmit a signal indicative of contact to the
smart glasses 912. In response to the signal indicative of contact, the event detection
unit 1012 may recognize the signal as a predetermined event indicative of a user's intent

to use the electronic device 390.

[0100] Additionally or alternatively, an event such as receipt of an e-mail, a message, a
calendar event, and the like may be recognized as a predetermined event. When such an
event is received from the external network 380 or the electronic device 390, the event
detection unit 1012 may identify the event as a predetermined event indicative of a
user's intent to use the electronic device 390. According to one embodiment, the
electronic device 390 may detect an event such as a receipt of an e-mail, a message, a
calendar event, or the like and transmit a notification of such an event to the smart
glasses 912. The event detection unit 1012 may receive the notification and identify the
notification as a predetermined event indicative of a user's intent to use the electronic

device 390.

[0101] In some embodiments, the event detection unit 1012 may detect a predetermined
event indicative of a user's intent to use an electronic device when one or more

predetermined objects are detected. Such predetermined objects may include a user's
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hand, the electronic device 390, a predetermined symbol printed in the electronic device
390, a specific part of the electronic device 390, and the like. When an object (e.g., the
electronic device 390) is in a field of view of the image sensor 1060 in the smart glasses
912, the image sensor 1060 may capture an image of the object and transmit the
captured image to the event detection unit 1012. Upon receiving the captured image,
the event detection unit 1012 may detect the object as a predetermined object and
identify an event of detecting the predetermined object as a predetermined event. In one
embodiment, the smart glasses 912 may be equipped with one or more additional image
sensors (e.g., a low power image sensor) that may be operable continuously to detect or

capture a plurality of images of scenes including one or more objects.

[0102] Upon identifying an event as a predetermined event, the event detection unit
1012 may instruct the access authorization unit 1014 to determine whether to authorize
access to the electronic device 390. Additionally, the event detection unit 1012 may
send a signal instructing the image sensor 1060 to detect a plurality of images including
the electronic device 390. Further, a signal may be sent to the electronic device 390
instructing the activation processing unit 434 to detect a motion of the electronic device
390 and transmit data associated with the motion of the electronic device 390 to the

smart glasses 912.

[0103] The access authorization unit 1014 in the processor 1010 may determine whether
to authorize access to the electronic device 390 in response to an instruction from the
event detection unit 1012. As shown in FIG. 10, the access authorization unit 1014 may
include an image processing unit 1016, a motion processing unit 1018, and an
authorization signal generation unit 1020. The image processing unit 1016 may be
configured to determine whether to authorize access to the electronic device 390 based
on one or more images of the electronic device 390 and a reference image of the
electronic device 390. The motion processing unit 1018 may determine whether to
authorize access to the electronic device 390 based on a motion of the electronic device
390. In response to an instruction from the image processing unit 1016 or the motion
processing unit 1018 authorizing access to the electronic device 390, the authorization
signal generation unit 1020 may generate a control signal authorizing access to the

electronic device 390 and transmit the signal to the electronic device 390.
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[0104] In some embodiments, the smart glasses 912 may determine whether to

authorize access to the electronic device 390 based on one or more images of the
electronic device 390. For example, when the user 910 is wearing the smart glasses 912,
the user 910 may pick up the clectronic device 390 in the user's hand and move the
electronic device 390 toward the user 910 to use the electronic device 390. While the
user 910 is moving the electronic device 390 toward the user 910, the image sensor

1060 in the smart glasses 912 may capture one or more images of a scene including the
electronic device 390 and provide the captured images to the image processing unit

1016.

[0105] Upon receiving the one or more images of the scene including the electronic
device 390, the image processing unit 1016 may detect the electronic device 390 in the
received images. In one embodiment, the image processing unit 1016 may detect the
electronic device 390 in a received image and segment an image of the electronic device
390 from the image. The segmented image of the clectronic device 390 may then be
extracted and compared with the reference image of the electronic device 390 from the
authorization database 1032 in the storage unit 1030. The reference image may be
generated by receiving or capturing an image of the electronic device 390 and
registering the received or captured image as the reference image of the electronic
device 390. The image processing unit 1016 may then compare the extracted image of
the electronic device 390 with the reference image of the electronic device 390. In one
embodiment, the reference image of the electronic device 390 may be registered in
response to a user's command or input such as a voice command (e.g., "REGISTER

IMAGE"), a gesture, etc. and stored in the authorization database 1032.

[0106] The image processing unit 1016 may compare the extracted image of the
electronic device 390 with the reference image to determine whether the extracted
image of the electronic device 390 is similar to the reference image of the electronic
device 390. In one embodiment, the image processing unit 1016 may determine
whether the images are similar by calculating a degree of similarity between the images.
Upon generating the degree of similarity between the images, the authorization database
1032 in the storage unit 1030 may be accessed to retrieve a similarity threshold. The
authorization database 1032 may include a plurality of similarity thresholds associated
with a plurality of degrees of sensitivity and any suitable similarity threshold may be
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selected for use in determining the similarity between the images. If the degree of
similarity is greater than or equal to the similarity threshold, the extracted image of the

electronic device 390 may be determined to be similar to the reference image.

[0107] If the image of the electronic device 390 is determined to be similar to the
reference image of the electronic device 390, the image processing unit 1016 may
determine that access to the electronic device 390 may be authorized and provide a
signal instructing the authorization signal generation unit 1020 to authorize access to the
electronic device 390. In response to the instruction signal, the authorization signal
generation unit 1020 may generate a control signal authorizing access to the electronic
device 390 and transmit the control signal to the electronic device 390 via the short
range communication unit 1050. On the other hand, if the image of the electronic
device 390 is determined not to be similar to the reference image, the image processing

unit 1016 may determine that the access to the electronic device 390 is not authorized.

[0108] The motion processing unit 1018 in the smart glasses 912 may also detect a
motion of the electronic device 390 and receive data associated with the motion from
the electronic device 390. When the user 910 moves the electronic device 390 toward
the user 910 to use the electronic device 390, the motion of the electronic device 390
detected by the smart glasses 912 may be similar to the motion of the electronic device
390 detected by the motion sensor 420 in the electronic device 390. In one embodiment,
the image sensor 1060 may capture a plurality of images of a scene including the
electronic device 390 and provide the captured images to the motion processing unit
1018. From the captured images, the motion processing unit 1018 may detect a motion
of the electronic device 390 and generate motion data indicative of the motion of the
electronic device 390 such as trajectory data or pattern data for the motion. In addition,
the motion sensor 420 in the electronic device 390 may also detect the motion of the
electronic device 390 and the electronic device 390 may transmit motion data for the

motion of the electronic device 390 to the smart glasses 912.

[0109] Upon generating the motion data for the detected motion of the electronic device
390 and receiving the motion data associated with the motion from the electronic device
390, the motion processing unit 1018 may determine whether the motion data for the

detected motion of the electronic device 390 are similar to the motion data received
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from the electronic device 390. In one embodiment, the motion data for the detected
motion of the electronic device 390 are compared with the motion data received from
the electronic device 390 to determine a degree of similarity between the motion data.
In this process, the motion processing unit 1018 may access the authorization database
1032 in the storage unit 1030 that may include one or more similarity thresholds
associated with one or more degrees of sensitivity. From the authorization database
1032, a similarity threshold may be selected and compared with the degree of similarity
to determine whether the motions of the electronic device 390 as detected by the smart
glasses 912 and the electronic device 390 are similar. If the degree of similarity is
greater than or equal to the similarity threshold, the motion data for the detected motion
of the electronic device 390 and the motion data received from the electronic device 390
may be determined to be similar. In this case, the motion processing unit 1018 may then
determine that access to the electronic device 390 is authorized and provide a signal
instructing the authorization signal generation unit 1020 to authorize access to the
electronic device 390. On the other hand, if the degree of similarity is determined to be
less than the similarity threshold, the motion processing unit 316 may determine that
access to the electronic device 390 is not authorized. In this case, a signal may be
generated and provided to the authorization signal generation unit 1020 indicating that
access to the electronic device 390 is not authorized. Alternatively, no signal may be

generated or provided to the authorization signal generation unit 1020.

[0110] In response to a signal from the image processing unit 1016 or the motion
processing unit 1018, the authorization signal generation unit 1020 may generate a
control signal authorizing access to the electronic device 390 and transmit the control
signal to the electronic device 390 via the short range communication unit 1050. The
activation processing unit 434 in the electronic device 390 may receive the control
signal authorizing access to the electronic device 390 and activate the electronic device
390 to allow access by a user. In one embodiment, the activation processing unit 434
may activate the electronic device 390 by automatically unlocking the electronic device
390 to display a startup or home screen, or performing a predetermined function without
performing additional actions or inputting additional information by a user. For
example, when the predetermined event is an event such as receiving an e-mail, a

message, or an SNS message, the activation processing unit 434 may activating an e-
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mail application, a messaging application, an SNS application, or the like. In this case,
a specific e-mail, message, or SNS message may be directly activated and displayed on

a display screen of the I/O unit 440 in the electronic device 390.

[0111] According to some embodiments, the image sensor 1060 may capture a plurality
of images of a scene including two or more identical or similar electronic devices. For
example, the electronic device 390 and one or more other electronic devices may be an
identical model from one manufacturer and thus may have an identical or similar
appearance. In one embodiment, the motion processing unit 1018 may receive a
plurality of images that includes the two or more electronic devices from the image
sensor 1060 and extract images of the electronic devices from the images. The
extracted images of the electronic devices may then be compared with a reference
image of the electronic device 390 retrieved from the authorization database 1032 in the
storage unit 1030. In this case, the image processing unit 1016 may recognize the two
or more electronic devices as being associated with the reference image of the electronic
device 390 due to the identical or similar appearance of the extracted images for the

electronic devices.

[0112] Upon recognizing two or more electronic devices as being associated with the
reference image of the electronic device, the image processing unit 1016 may instruct
the motion processing unit 1018 to identify an electronic device among the two or more
clectronic devices for access by a user based on motions of the electronic devices. In
response, the motion processing unit 1018 may receive a plurality of images including
the two or more electronic devices. In one embodiment, the images may be received
from the image processing unit 1016 or the image sensor 1060. The motion processing
unit 1018 may then detect motions of the two or more electronic devices from the

received images.

[0113] In addition to receiving the plurality of images including the two or more
electronic devices, the motion processing unit 1018 may transmit a request to the
activation processing unit 434 of the electronic device 390, with which communication
has been established, to send motion data for the motion of the clectronic device 390.
Upon receiving the request, the activation processing unit 434 may receive motion data

for a motion of the electronic device 390 detected by the motion sensor 420 in the
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electronic device 390 and transmit the motion data to the motion processing unit 1018.
In this case, the motion processing unit 1018 may not receive motion data from
clectronic devices with which communication has not been established. The motion
processing unit 1018 may then determine whether the motion data of the detected
motions for the two or more electronic devices are similar to the motion data received
from the electronic device 390. If the motion data for one of the detected motions of the
two or more electronic devices are similar to the motion data received from the
electronic device 390 to be accessed, a control signal authorizing access the electronic

device 390 is generated and transmitted to the electronic device 390.

[0114] Additionally or alternatively, the electronic device 390 may determine whether
to authorize access to the electronic device 390 based on an image of the electronic
device 390 and a motion of the electronic device 390. In this case, the activation
processing unit 434 may receive, from the smart glasses 912, image data of the
electronic device 390 and motion data of the electronic device 390. Additionally, the
event detection unit in the electronic device 390 may detect a predetermined event. In
one embodiment, the processor 430 in the electronic device 390 may include one or
more processing units of the processor 1010 of the smart glasses 912. For example, the
processor 430 may also include the event detection unit 1012, the image processing unit
1016, and/or the motion processing unit 1018 of the smart glasses 912. Further, the
storage unit 450 in the electronic device 390 may store the authorization database 1032

of the smart glasses 912.

[0115] FIG: 11 illustrates a flowchart of a method 1100, performed in the smart glasses
912, for authorizing access to the electronic device 390 based on the one or more
captured images of the electronic device 390 and the reference image of the electronic
device 390, according to one embodiment of the present disclosure. When the short
range communication units 470 and 1050 are within communication range, the
communication between the smart glasses 912 and the electronic device 390 may be
established, at 1110. Upon establishing the communication with the electronic device
390, the smart glasses 912 may communicate with the electronic device 390 via the
short range communication units 470 and 1050 to transmit and receive data for

authorizing access to the electronic device 390.
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[0116] The smart glasses 912 may capture an image of a scene including a target
electronic device (e.g., the electronic device 390), at 1120. The image sensor 1060 in
the smart glasses 912 may detect or capture the image of the scene including the target
electronic device and then provide the captured image to the image processing unit 1016
in the smart glasses 912. In one embodiment, in response to detecting a predetermined
event in at least one of the smart glasses 912 and the electronic device 390, the smart
glasses 912 may capture the image of the scene including the target electronic device.

In this case, the predetermined event may include at least one of contact with the

electronic device 390, a receipt of a message, and a detection of a predetermined object.

[0117] In response to capturing the image of the scene including the target electronic
device, the smart glasses 912 may detect the target electronic device in the image, at
1130. In this embodiment, the image processing unit 1016 in the smart glasses 912 may
segment and extract an image of a candidate electronic device from the captured image
and identify the candidate electronic device as the target electronic device. When the
target electronic device is detected and identified from the captured image, the smart
glasses may verify whether the target electronic device is the electronic device 390, at

1140.

[0118] To verify whether the target electronic device is the electronic device 390, the
image processing unit 1016 in the smart glasses 912 may access the reference image of
the electronic device 390 from the authorization database 1032 in the storage unit 1030
and compare the image of the target electronic device with the reference image of the
clectronic device 390. The reference image of the electronic device 390 may be
generated by receiving or capturing an image of the electronic device 390 and
registering the received or captured image as the reference image of the electronic
device 390. It is verified whether the target electronic device is the electronic device, at
1150. If it is verified that the target electronic device in the image is the electronic
device 390 (i.e., YES at 1150), the method may proceed to 1160 to generate a control
signal authorizing access to the electronic device 390 at the authorization signal
generation unit 1020. If it is not verified that the target electronic device in the image is
the electronic device 390 (i.e., NO at 1150), the method may proceed to 1110 and access

to the electronic device 390 is not authorized.
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[0119] Once the control signal authorizing access to the electronic device 390 is
generated at the authorization signal generation unit 1020 in the smart glasses 912, the
smart glasses 912 may transmit the control signal to the electronic device 390 via the
short range communication unit 1050, at 1170. In this process, the control signal may
be adapted to instruct the electronic device 390 to perform a function to provide access
to the electronic device 390. For example, the electronic device 390 may be
automatically unlocked or may automatically perform a predetermined function such as
activating an e-mail application, a messaging application, an SNS application, and the
like. By allowing access to the electronic device 390 based on the image of the
electronic device 390, a user may conveniently access to the electronic device 390

without performing additional actions or inputting additional information by the user.

[0120] FIG: 12 illustrates a flowchart of a method 1160, performed in smart glasses 912,
for authorizing access to the electronic device 390 by detecting a motion of the
electronic device 390 from a plurality of images of the electronic device 390, according
to one embodiment of the present disclosure. Once it is verified that the target

electronic device is the electronic device 390, at 1150, the smart glasses 912 may also
detect the motion of the target electronic device and receive data associated with the
motion from the electronic device 390. The smart glasses 912 may capture a plurality

of images of the target electronic device to detect the motion of the target electronic
device, at 1210. In one embodiment, the image sensor 1060 in the smart glasses 912
may capture a plurality of images of a scene including the target electronic device and
provide the captured images to the motion processing unit 1018 to detect the motion of
the target electronic device in the smart glasses 912. From the captured images, the
smart glasses 912 may detect the motion of the target electronic device and generate
motion data indicative of the motion of the target electronic device, at 1220. In addition,
the motion of the electronic device 390 may be detected by the motion sensor 420 in the
electronic device 390 and then the smart glasses 912 may receive data indicative of the

motion of the electronic device 390 from the electronic device 390, at 1230.

[0121] Upon generating the motion data for the detected motion of the target electronic
device and receiving the motion data associated with the motion of the electronic device
390, the smart glasses 912 may determine a degree of similarity between the motion of
the target electronic device and the motion of the electronic device 390, at 1240. The
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smart glasses 912 may access the authorization database 1032 in the storage unit 1030
to retrieve a threshold and then compare the predetermined threshold with the degree of
similarity between the motions, at 1250. If the degree of similarity is greater than or
equal to the threshold (i.e., YES at 1250), the method may proceed to 1260 to generate a
control signal authorizing access to the electronic device 390 at the authorization signal
generation unit 1020 in the smart glasses 912. If the degree of similarity is less than the
threshold (i.e., NO at 1250), the method may proceed to 1110 and access to the

electronic device 390 is not authorized.

[0122] FIG: 13 is a block diagram of an exemplary electronic device 1300 in which the
methods and apparatus for authorizing access to the electronic device 390 may be
implemented according to some embodiments of the present disclosure. The
configuration of the electronic device 1300 may be implemented in the electronic
devices according to the above embodiments described with reference to FIGS. 1 to 12.
The electronic device 1300 may be a cellular phone, a smartphone, a wearable device, a
tablet computer, a laptop computer, a terminal, a handset, a personal digital assistant
(PDA), a wireless modem, a cordless phone, etc. The wireless communication system
may be a Code Division Multiple Access (CDMA) system, a Broadcast System for
Mobile Communications (GSM) system, Wideband CDMA (WCDMA) system, Long
Tern Evolution (LTE) system, LTE Advanced system, etc. Further, the electronic device
1300 may communicate directly with another mobile device, e.g., using Wi-Fi Direct or

Bluetooth.

[0123] The electronic device 1300 is capable of providing bidirectional communication
via a receive path and a transmit path. On the receive path, signals transmitted by base
stations are received by an antenna 1312 and are provided to a receiver (RCVR) 1314,
The receiver 1314 conditions and digitizes the received signal and provides samples
such as the conditioned and digitized digital signal to a digital section for further
processing. On the transmit path, a transmitter (TMTR) 1316 receives data to be
transmitted from a digital section 1320, processes and conditions the data, and generates
a modulated signal, which is transmitted via the antenna 1312 to the base stations. The
receiver 1314 and the transmitter 1316 may be part of a transceiver that may support

CDMA, GSM, LTE, LTE Advanced, etc.
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[0124] The digital section 1320 includes various processing, interface, and memory
units such as, for example, a modem processor 1322, a reduced instruction set
computer/digital signal processor (RISC/DSP) 1324, a controller/processor 1326, an
internal memory 1328, a generalized audio/video encoder 1332, a generalized audio
decoder 1334, a graphics/display processor 1336, and an external bus interface (EBI)
1338. The modem processor 1322 may perform processing for data transmission and
reception, ¢.g., encoding, modulation, demodulation, and decoding. The RISC/DSP
1324 may perform general and specialized processing for the electronic device 1300.
The controller/processor 1326 may perform the operation of various processing and
interface units within the digital section 1320. The internal memory 1328 may store

data and/or instructions for various units within the digital section 1320.

[0125] The generalized audio/video encoder 1332 may perform encoding for input
signals from an audio/video source 1342, a microphone 1344, an image sensor 1346, etc.
The generalized audio decoder 1334 may perform decoding for coded audio data and
may provide output signals to a speaker/headset 1348. The graphics/display processor
1336 may perform processing for graphics, videos, images, and texts, which may be
presented to a display unit 1350. The EBI 1338 may facilitate transfer of data between

the digital section 1320 and a main memory 1352.

[0126] The digital section 1320 may be implemented with one or more processors,
DSPs, microprocessors, RISCs, etc. The digital section 1320 may also be fabricated on
one or more application specific integrated circuits (ASICs) and/or some other type of

integrated circuits (ICs).

[0127] In general, any device described herein may represent various types of devices,
such as a wireless phone, a cellular phone, a laptop computer, a wearable device, a
wireless multimedia device, a wireless communication personal computer (PC) card, a
PDA, an external or internal modem, a device that communicates through a wireless
channel, etc. A device may have various names, such as access terminal (AT), access
unit, subscriber unit, mobile station, mobile device, mobile unit, mobile phone, mobile,
remote station, remote terminal, remote unit, user device, user equipment, handheld
device, etc. Any device described herein may have a memory for storing instructions

and data, as well as hardware, software, firmware, or combinations thereof.
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[0128] The techniques described herein may be implemented by various means. For
example, these techniques may be implemented in hardware, firmware, software, or a
combination thereof. Those of ordinary skill in the art would further appreciate that the
various illustrative logical blocks, modules, circuits, and algorithm steps described in
connection with the disclosure herein may be implemented as electronic hardware,
computer software, or combinations of both. To clearly illustrate this interchangeability
of hardware and software, the various illustrative components, blocks, modules, circuits,
and steps have been described above generally in terms of their functionality. Whether
such functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted as causing a departure from

the scope of the present disclosure.

[0129] For a hardware implementation, the processing units used to perform the
techniques may be implemented within one or more ASICs, DSPs, digital signal
processing devices (DSPDs), programmable logic devices (PLDs), field programmable
gate arrays (FPGAS), processors, controllers, micro-controllers, microprocessors,
clectronic devices, other electronic units designed to perform the functions described

herein, a computer, or a combination thereof.

[0130] Thus, the various illustrative logical blocks, modules, and circuits described in
connection with the disclosure herein are implemented or performed with a general-
purpose processor, a DSP, an ASIC, a FPGA or other programmable logic device,
discrete gate or transistor logic, discrete hardware components, or any combination
thereof designed to perform the functions described herein. A general-purpose
processor may be a microprocessor, but in the alternate, the processor may be any
conventional processor, controller, microcontroller, or state machine. A processor may
also be implemented as a combination of computing devices, e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors, one or more microprocessors

in conjunction with a DSP core, or any other such configuration.

[0131] If implemented in software, the functions may be stored on or transmitted over

as one or more instructions or code on a computer-readable medium. Computer-
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readable media include both computer storage media and communication media
including any medium that facilitates the transfer of a computer program from one place
to another. A storage media may be any available media that can be accessed by a
computer. By way of example, and not limited thereto, such computer-readable media
can comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic
disk storage or other magnetic storage devices, or any other medium that can be used to
carry or store desired program code in the form of instructions or data structures and
that can be accessed by a computer. Further, any connection is properly termed a
computer-readable medium. For example, if the software is transmitted from a website,
server, or other remote source using a coaxial cable, fiber optic cable, twisted pair,
digital subscriber line (DSL), or wireless technologies such as infrared, radio, and
microwave, then the coaxial cable, fiber optic cable, twisted pair, DSL, or wircless
technologies such as infrared, radio, and microwave are included in the definition of
medium. Disk and disc, as used herein, includes compact disc (CD), laser disc, optical
disc, digital versatile disc (DVD), floppy disk and Blu-ray disc, where disks usually
reproduce data magnetically, while discs reproduce data optically with lasers.
Combinations of the above should also be included within the scope of computer-

readable media.

[0132] The previous description of the disclosure is provided to enable any person
skilled in the art to make or use the disclosure. Various modifications to the disclosure
will be readily apparent to those skilled in the art, and the generic principles defined
herein are applied to other variations without departing from the spirit or scope of the
disclosure. Thus, the disclosure is not intended to be limited to the examples described
herein but is to be accorded the widest scope consistent with the principles and novel

features disclosed herein.

[0133] Although exemplary implementations are referred to utilizing aspects of the
presently disclosed subject matter in the context of one or more stand-alone computer
systems, the subject matter is not so limited, but rather may be implemented in
connection with any computing environment, such as a network or distributed
computing environment. Still further, aspects of the presently disclosed subject matter
may be implemented in or across a plurality of processing chips or devices, and storage
may similarly be affected across a plurality of devices. Such devices may include PCs,
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network servers, and handheld devices.

[0134] Although the subject matter has been described in language specific to structural
features and/or methodological acts, it is to be understood that the subject matter
defined in the appended claims is not necessarily limited to the specific features or acts
described above. Rather, the specific features and acts described above are disclosed as

example forms of implementing the claims.
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CLAIMS:

1. A method, performed in a first electronic device, for authorizing access to a
second electronic device, the method comprising:

establishing communication between the first electronic device and the second
electronic device;

obtaining data indicative of a motion of at least one of the first and second
clectronic devices in response to a movement of the at least one of the first and second
electronic devices;

generating a control signal authorizing access to the second electronic device
based on the data; and

transmitting the control signal to the second electronic device.

2. The method of Claim 1, wherein obtaining the data indicative of the motion
comprises:

detecting a predetermined event in at least one of the first and second electronic
devices; and

obtaining the data in response to detecting the predetermined event.

3. The method of Claim 2, wherein the predetermined event includes at least one of
contact with the second electronic device, a receipt of a message, a predetermined
motion of the first electronic device, and a predetermined motion of the second

electronic device.

4. The method of Claim 1, wherein obtaining the data indicative of the motion
comprises obtaining at least one of acceleration data, trajectory data, orientation data,

and location data of the first and second electronic devices.
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5. The method of Claim 1, wherein the motion of at least one of the first and
second electronic devices includes a motion of the first electronic device and a motion
of the second electronic device, and

wherein generating the control signal authorizing access to the second electronic
device comprises:

determining whether a degree of similarity in the motions of the first electronic
device and the second electronic device exceeds a predetermined threshold based on the
data indicative of the motions of the first and second electronic devices; and

generating the control signal in response to determining that the degree of

similarity in the motions exceeds the predetermined threshold.

6. The method of Claim 1, wherein obtaining the data indicative of the motion
comprises:

receiving a signal transmitted from the second electronic device, wherein the
signal is indicative of a relative motion between the first electronic device and the
second electronic device; and

determining a pattern of frequency change in the signal as the data indicative of

the motion.

7. The method of Claim 6, wherein generating the control signal authorizing access
to the second electronic device comprises:

determining whether a degree of similarity between the pattern of frequency
change and a reference pattern exceeds a predetermined threshold; and

generating the control signal in response to determining that the degree of

similarity exceeds the predetermined threshold.

8. The method of Claim 1, wherein the control signal is adapted to instruct the
second electronic device to perform a function to provide access to the second

electronic device.
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9. An electronic device for authorizing access to a target device, the electronic
device comprising:

a communication unit configured to establish communication with the target
device;

a data processing unit configured to authorize access to the target device based
on data indicative of a motion of at least one of the electronic device and the target
device, wherein the data is obtained in response to a movement of the at least one of the
clectronic device and the target device; and

a signal generation unit configured to transmit a control signal to the target

device via the communication unit in response to authorizing access to the target device.

10.  The electronic device of Claim 9, further comprising an event detection unit
configured to detect a predetermined event in at least one of the electronic device and
the target device,

wherein the data processing unit is further configured to obtain the data in

response to detecting the predetermined event.

11. The electronic device of Claim 10, wherein the predetermined event includes at
least one of contact with the target device, a receipt of a message, a predetermined

motion of the electronic device, and a predetermined motion of the target device.

12. The electronic device of Claim 9, wherein the data indicative of the motion
include at least one of acceleration data, trajectory data, orientation data, and location

data of the electronic device and the target device.

_46_



WO 2016/039947 PCT/US2015/045725

13. The electronic device of Claim 9, wherein the motion of at least one of the
clectronic device and the target device includes a motion of the electronic device and a
motion of the target device, and

wherein the data processing unit is configured to:

determine whether a degree of similarity in the motions of the electronic device
and the target device exceeds a predetermined threshold based on the data indicative of
the motions of the electronic device and the target device; and

authorize access to the target device in response to determining that the degree

of similarity in the motions exceeds the predetermined threshold.

14. The electronic device of Claim 9, further comprising a signal receiver
configured to receive a signal transmitted from the target device,

wherein the signal is indicative of a relative motion between the electronic
device and the target device, and

wherein the data processing unit is configured to determine a pattern of

frequency change in the signal as the data indicative of the motion.

15.  The electronic device of Claim 14, wherein the data processing unit is
configured to:

determine whether a degree of similarity between the pattern of frequency
change and a reference pattern exceeds a predetermined threshold; and

authorize access to the target device in response to determining that the degree

of similarity exceeds the predetermined threshold.

16.  The electronic device of Claim 9, wherein the control signal is adapted to

instruct the target device to perform a function to provide access to the target device.
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17. A non-transitory computer-readable storage medium comprising instructions for
authorizing access to a target device, the instructions causing a processor of an
electronic device to perform the operation of:

establishing communication between the electronic device and the target device;

obtaining data indicative of a motion of at least one of the electronic device and
the target device in response to a movement of the at least one of the electronic device
and the target device;

generating a control signal authorizing access to the target device based on the
data; and

transmitting the control signal to the target device.

18. The medium of Claim 17, wherein obtaining the data indicative of the motion
comprises:

detecting a predetermined event in at least one of the electronic device and the
target device; and

obtaining the data in response to detecting the predetermined event.

19. The medium of Claim 18, wherein the predetermined event includes at least one
of contact with the target device, a receipt of a message, a predetermined motion of the

electronic device, and a predetermined motion of the target device.

20. The medium of Claim 17, wherein the motion of at least one of the electronic
device and the target device includes a motion of the electronic device and a motion of
the target device, and

wherein generating the control signal authorizing access to the target device
comprises:

determining whether a degree of similarity in the motions of the electronic
device and the target device exceeds a predetermined threshold based on the data
indicative of the motions of the electronic device and the target device; and

generating the control signal in response to determining that the degree of

similarity in the motions exceeds the predetermined threshold.
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21. The medium of Claim 17, wherein obtaining the data indicative of the motion
comprises:
receiving a signal transmitted from the target device, wherein the signal is
indicative of a relative motion between the electronic device and the target device; and
determining a pattern of frequency change in the signal as the data indicative of

the motion.

22. The medium of Claim 21, wherein generating the control signal authorizing
access to the target device comprises:

determining whether a degree of similarity between the pattern of frequency
change and a reference pattern exceeds a predetermined threshold; and

generating the control signal in response to determining that the degree of

similarity exceeds the predetermined threshold.

23. The medium of Claim 17, wherein the control signal is adapted to instruct the

target device to perform a function to provide access to the target device.

24.  An electronic device for authorizing access to a target device, the electronic
device comprising:

means for establishing communication with the target device;

means for authorizing access to the target device based on data indicative of a
motion of at least one of the electronic device and the target device, wherein the data is
obtained in response to a movement of the at least one of the electronic device and the
target device; and

means for transmitting a control signal to the target device via the means for
establishing the communication with the target device in response to authorizing access

to the target device.

25.  The electronic device of Claim 24, further comprising means for detecting a
predetermined event in at least one of the electronic device and the target device,
wherein the means for authorizing access to the target device is configured to

obtain the data in response to detecting the predetermined event.
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26.  The electronic device of Claim 25, the predetermined event includes at least one
of contact with the target device, a receipt of a message, a predetermined motion of the

electronic device, and a predetermined motion of the target device.

27. The electronic device of Claim 24, wherein the motion of at least one of the
clectronic device and the target device includes a motion of the electronic device and a
motion of the target device, and

wherein the means for authorizing access to the target device is configured to:

determine whether a degree of similarity in the motions of the electronic device
and the target device exceeds a predetermined threshold based on the data indicative of
the motions of the electronic device and the target device; and

authorize access to the target device in response to determining that the degree

of similarity in the motions exceeds the predetermined threshold.

28.  The electronic device of Claim 24, further comprising means for receiving a
signal transmitted from the target device,

wherein the signal is indicative of a relative motion between the electronic
device and the target device, and

wherein the means for authorizing access to the target device is configured to
determine a pattern of frequency change in the signal as the data indicative of the

motion.

29. The electronic device of Claim 28, wherein the means for authorizing access to
the target device is configured to:

determine whether a degree of similarity between the pattern of frequency
change and a reference pattern exceeds a predetermined threshold; and

authorize access to the target device in response to determining that the degree

of similarity exceeds the predetermined threshold.

30.  The electronic device of Claim 24, wherein the control signal is adapted to

instruct the target device to perform a function to provide access to the target device.
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