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by identifying a leat node of the directory tree structure that has not been
»30 backed up as a current node, wherein the current node has a current docu-
ment that has not been backed up; and backing up the current node by:
providing the current document to an index-addressable storage; and stor-
ing a current index for the current node in a parent document for a parent
33 node of the current node wherein the current index for the current node has
been generated using the current document and has a value that uniquely
34 represents the content of the current document.
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TITLE

Storing a directory tree structure

FIELD OF THE INVENTION

Embodiments of the present invention relate to methods, apparatus, computer
programs for storing a directory tree structure and for retrieving a stored

directory tree structure. In particular, they relate to back up and/or restore.

BACKGROUND TO THE INVENTION

A directory tree structure is a hierarchical organization of data structures
typically comprising folders and files. A folder can depend from another folder
but cannot depend from a file. A file can depend from a folder but cannot
depend from a file.

The directory tree structure forms an acyclic directed rooted tree graph with
the files as leaf nodes and the folders as internal nodes.

It is desirable to copy a directory tree structure.

It is desirable to copy a directory tree structure to a remote storage facility to
back up the directory tree structure and to enable restore of the directory tree

structure at a later time.

It would be desirable to have a remote storage facility that can be used to
store many directory tree structures for different users.

If two directory tree structures have identical sub-trees or identical files, it
would be desirable to avoid duplicating the back up of common sub-trees or
files that can be backed up once and then shared.
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2
BRIEF DESCRIPTION OF VARIOUS EMBODIMENTS OF THE INVENTION

According to various, but not necessarily all, embodiments of the invention
there is provided a method comprising:
descending a directory tree structure by identifying a leaf node of the directory
tree structure that has not been backed up as a current node, wherein the
current node has a current document that has not been backed up; and
backing up the current node by:
providing the current document to an index-addressable storage; and
storing a current index for the current node in a parent document for a
parent node of the current node wherein the current index for the
current node has been generated using the current document and has

a value that uniquely represents the content of the current document.

According to various, but not necessarily all, embodiments of the invention
there is provided an apparatus comprising:
means for descending a directory tree structure by identifying a leaf node of
the directory tree structure that has not been backed up as a current node,
wherein the current node has a current document that has not been backed
up; and
means for backing up the current node comprising:
means for generating a current index for the current node using the
current document, wherein the current index has a value that uniquely
represents the content of the current document;
means for providing the current document to an index-addressable
storage; and
means for storing the current index in a parent document for a parent

node of the current node.

According to various, but not necessarily all, embodiments of the invention

there is provided a storage system comprising:
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3
one or more storage apparatus that stored a plurality of documents and a

plurality of associated indexes, where each index is used to access a
respective document and has a value that uniquely represents the content of
the respective document; and

an interface configured to receive an index and to provide in reply a document
associated with the index,

wherein a sub-set of the plurality of documents and the plurality of associated
indexes define a directory tree having internal nodes and leaf nodes,

wherein any document of the sub-set comprising one or more indexes
represents a respective internal node of the directory tree and the one or
more indexes access documents representing child nodes of the respective
internal node and

wherein documents of the sub-set comprising data and not comprising one or

more indexes represent leaf nodes of the directory tree.

According to various, but not necessarily all, embodiments of the invention
there is provided a method comprising:

decrypting an encrypted master document comprising an index representing a
root node of a directory tree to obtain the index;

using the index to query a database storing a plurality of documents and a
plurality of associated indexes, where each index is used to access a
respective document and has a value that uniquely represents the content of
the respective document;

wherein a sub-set of the plurality of documents and the plurality of associated
indexes define the directory tree having internal nodes and leaf nodes,
wherein any document of the sub-set comprising one or more indexes
represents a respective internal node of the directory tree and the one or
more indexes access documents representing child nodes of the respective
internal node and

wherein documents of the sub-set comprising data and not comprising one or

more indexes represent leaf nodes of the directory tree, and
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receiving in reply a document of the sub-set comprising one or more indexes

and representing a respective root node of the directory tree, wherein the one
or more indexes access documents representing child nodes of the root node

in the directory tree structure.

According to various, but not necessarily all, embodiments of the invention
there is provided a method comprising:
identifying a node of a graph that represents a document that has not
processed; and
processing the document by:
providing the document to an index-addressable storage; and
storing an index for the provided document in a further document
represented by a parent node of the identified node in the graph
wherein the index has been generated based on the provided
document and has a value that represents the content of the provided

document.

According to various, but not necessarily all, embodiments of the invention
there is provided an apparatus comprising:
means for identifying a node of a graph that represents a document that has
not been processed; and
means for processing the document comprising:
means for providing the document to an index-addressable storage;
and
means for storing an index for the provided document in a further
document represented by a parent node of the identified node in the
graph wherein the index has been generated based on the provided
document and has a value that represents the content of the provided

document.

According to various, but not necessarily all, embodiments of the invention

there is provided a storage system comprising:
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5
one or more storage apparatus that stored a plurality of documents and a

plurality of associated indexes, where each index is used to access a
respective document and has a value that uniquely represents the content of
the respective document; and

an interface configured to receive an index and to provide in reply a document
associated with the index,

wherein a sub-set of the plurality of documents and the plurality of associated
indexes are represented by a graph having internal nodes and leaf nodes,
wherein any document of the sub-set comprising one or more indexes
represents a respective internal node of the graph and the one or more
indexes access documents representing child nodes of the respective internal
node and

wherein documents of the sub-set comprising data and not comprising one or
more indexes represent leaf nodes of the graph.

According to various, but not necessarily all, embodiments of the invention
there is provided a method comprising:

decrypting an encrypted master document comprising an index representing a
node of a graph to obtain the index;

using the index to query a database storing a plurality of documents and a
plurality of associated indexes, where each index is used to access a
respective document and has a value that uniquely represents the content of
the respective document;

wherein a sub-set of the plurality of documents and the plurality of associated
indexes are represented by the graph having internal nodes and leaf nodes,
wherein any document of the sub-set comprising one or more indexes
represents a respective internal node of the graph and the one or more
indexes access documents representing child nodes of the respective internal
node and

wherein documents of the sub-set comprising data and not comprising one or
more indexes represent leaf nodes of the graph, and
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receiving in reply a document of the sub-set comprising one or more indexes

and representing a respective root node of the graph, wherein the one or
more indexes access documents representing child nodes of the root node in

the graph.

BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding of various examples of embodiments of the
present invention reference will now be made by way of example only to the
accompanying drawings in which:

Fig. 1 schematically illustrates a content-addressable storage (CAS) system;
Fig 2 schematically illustrates a directory tree structure;

Fig 3 schematically illustrates an alternative representation of the directory
structure in a form in which it is stored in the content addressable storage
system,;

Fig 4 schematically illustrates a method suitable for storing the directory
structure in the content addressable storage system;

Fig 5 schematically illustrates an optional document encryption block;

Fig 6 illustrates one example of encryption;

Fig 7 schematically illustrates a security method;

Fig 8 schematically illustrates an example of a remote back up system; and
Fig 9 schematically illustrates a suitable controller for a host client apparatus
or a host server apparatus.

DETAILED DESCRIPTION OF VARIOUS EMBODIMENTS OF THE
INVENTION

Fig. 1 schematically illustrates a content-addressable storage (CAS) system
2. In this example, the content-addressable storage (CAS) system 2 is an
index addressable storage system in which a document dependent index 3 is

used to reference a document 5.
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The system 2 comprises: one or more storage apparatuses 4 and an interface

6.

The document 5 may be any collection of data whether structured or

unstructured.

The storage apparatus or apparatuses 4 store a plurality of documents 5 and
a plurality of associated indexes 3. Each index 3 is used to access a
respective associated document 5 and has a value that represents the
content of the respective associated document 5. The value uniquely
represents the content at least with respect to the storage apparatus or
apparatuses 4 and may, in some embodiments, be a globally unique
representation of the content.

The interface 6 is configured to handle database queries in the form of a
received index 3. If the received index 3 is associated in the storage
apparatus 4 with a document 5 then that document 5 is returned via the
interface 6. If the received index 3 is not associated in the storage apparatus
4 with a document 5 then a document 5 is not returned via the interface 6.

The interface 6 is configured to augment the database by storing a document
5 and its associated index 3 when received via the interface 6. Storage only
occurs if the index 3 is not already associated with a document 5 in the
storage apparatus 4. Alternatively, the system 2 may have an index generator
(not shown) which would generate an index 3 from a received document 5. In
this implementation, it is not necessary for the index 3 to be received by the
interface 6.

The index 3 performs two functions. It operates as content-address in the
CAS system 2 and it has a value that uniquely represents the content of the
document from which it is formed and with which it is associated in the CAS

system 2. This latter property of the index in combination with the fact that the
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CAS system 2 only stores a document if its index is not already stored,

prevents duplication of documents.

The index 3 may, for example be a cryptographic hash value produced by
providing the document 5 as input to a cryptographic hash function. A
cryptographic hash function is a deterministic procedure that takes an
arbitrary block of data and returns a fixed-size bit string, the (cryptographic)

hash value. Any change to the data will change the hash value.

Fig 2 schematically illustrates an example of a directory structure 10 for the
storage and organization of data structures. The directory structure 10
comprises folders 11 and files 12. A folder can contain a file but a file cannot
contain a folder. The directory structure forms a tree with a root folder 11qo.

The directory tree structure 10 may be represented as a directed acyclic
(rooted tree) graph. The graph has internal nodes that have one or more
dependent nodes. The root node is a special case of an internal node as it
does not depend from another node. The graph has leaf nodes that depend
from one or more internal nodes but that do not have dependent nodes.

A node X,n, in the graph is positioned at hierarchical level n (n=0, 1, 2..) and at
lateral index m (m=0, 1, 2, 3...). The root node Xqo is a folder (X=11)
separately connected to two dependent child nodes- a first node Xio and a
second node Xy1 via respective edges 1310, 1311. The first node Xqo is an
internal node (folder, X=11) and is separately connected to dependent child
nodes Xao, X21 Via respective edges 1220, 1221. The second node Xyg is a leaf
node (file, X=12) and is not connected to any dependent child nodes.

Fig 3 schematically illustrates an alternative representation of the directory
tree structure 10 in a form in which it is stored in the content addressable
storage system 2.
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The directory tree structure 10 is represented as a directed acyclic (rooted

tree) graph 20. The graph 20 has internal nodes that have one or more
dependent nodes. The root node 21 is a special case of an internal node as it
does not depend from another node. The graph 20 has leaf nodes that
depend from one or more internal nodes but that do not have dependent
nodes. A node that depends from another node is called a ‘child’ or
‘dependent’ node. A node from which one or more other nodes dependent is

called a ‘parent’ node.

The graph 20 has a similar arrangement of nodes as the graph for the
directory tree structure as illustrated in Fig 2. However, the graph 20

represents, at each node, a document 5.

A node 22, in the graph is positioned at hierarchical level n (n=0, 1, 2..) and
at lateral index m (m=1, 2, 3...). The root node 22y is separately connected to
two dependent child nodes- a first node 221, and a second node 224 via
respective edges. The first node 224, is an internal node and is separately
connected to dependent child nodes 225, 22,1 via respective edges. The
second node 224 is a leaf node and is not connected to any dependent child
nodes.

Each node 22,, has a corresponding document 5, If a node 22, is a leaf
node the corresponding document 5., is the file 12, If a node 22, is an
internal node, the corresponding document 5., is a document that comprises
one or more indexes 3. The one or more indexes 3 are usable to access
documents at child nodes of the respective internal node. The one or more
indexes 3 may, for example, be cryptographic hash values of the documents

at child nodes of the respective internal node.

As an example, referring to Fig 3, the root node 22y is an internal node, the
corresponding document 5qp at this node comprises index 31pand index 311 .
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Index 319 is the cryptographic hash value of document 540 which is stored at

internal node 224. It can be used to access the document 54 in the CAS

system 2.

Index 311 is the cryptographic hash value of document 511 which is stored at
leaf node 2244. It can be used to access the document 541 in the CAS system
2.

Fig 4 schematically illustrates a method suitable for storing the directory tree
structure 10 in the content addressable system 2. The method 10 may be a

back up method.

The method starts 21, then at block 32 the directory tree structure 10 is
descended. A leaf node 22 of the directory tree structure 10 that has not been

backed up is identified as a ‘current’ node and its file as a current document 5.

A node 22 is backed up when the document 5 at the node is stored in the
CAS system 2.

Next at block 33, the current node is backed up. This can be divided into a

number of sub-blocks.

At sub-block 34, a current index 3 for the current node is generated using the
current document 5. The current index 3 has a value that uniquely represents
the content of the current document 5. The current index 3 may, for example,
be a cryptographic hash value of the current document 5.

At sub-block 35, the current document 5 is provided to an index-addressable
storage 2. It is assumed in this implementation that the index-addressable
storage 2 is configured to generate an index 3 from the current document 5. If
this were not the case, the index 3 could be sent with the current document 5.
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At sub-block 36, the current index 3 is stored in a ‘parent document’, that is

the document 5 at a parent node of the current node.

As an example, referring to Fig 3, the root node 22y is an internal node, its
corresponding document 5qp at this node comprises index 31 for document 51
at node 22y and index 314 for document 544 at node 224 .

Next the method moves to block 37, where the directory tree structure 10 is
ascended one level by identifying the parent node of the current node as the

new current node and the parent document as the new current document.

At block 37, if all the child nodes of the parent node have been backed up,
then the parent document can be closed and the method moves to block 39.

At block 39, it is determined whether or not the current node is the root node.
If it is the root node, the method ends 40. If it is not the root node, the current
node is backed up at block 33 and the method continues as described above.

At block 37, if all the child nodes of the parent node have not been backed up,

then the parent document remains open and the method moves to block 38.

At block 38, the directory tree structure 10 is traversed by identifying a child
node of the current node that has not been backed up, as the new current
node and returning to block 32. At block 32, the directory tree structure 10 is
descended, if possible, to a leaf node 22 that directly or indirectly depends
from the current node and the leaf node is identified as the new current node.
The method then moves to block 33 to back up the leaf node.

It will therefore be appreciated, that ascending the directory tree structure only
occurs when traversing is not or no longer available and block 37 exits to
block 39 rather than block 38. After having ascended one level in the directory

structure to the parent node and after backing up that parent node, traversing
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the directory structure will occur, if available, (block 38) before further

ascending up the directory structure (block 39).

The directory tree structure is, as described above, backed-up from the
bottom up. Each document at an internal node inherits, via block 36, an index
generated from each of its child node documents.

It should be appreciated that the method described requires the identification
of at least leaf nodes 22 of the directory tree structure 10 that have not been
backed up. This may be achieved by generating an index 3 for each node
using its document. The index 3 has a value that uniquely represents the
content of the document 5. The current index 3 may, for example, be a
cryptographic hash value of the document. If the index 3 already exists as an
index for the accessing a document in the CAS system 2, then it or an
equivalent has already been backed up at the CAS system 2. If the index 3
does not already exist as an index for accessing a document in the CAS
system 2, then the node needs to be backed up.

Thus the step of generating an index 3 for a node illustrated in step 34 of Fig
4, may occur as prelude to the method 30 when the nodes that require back
up are identified. If the indexes that are generated for identifying the nodes
that require back up are cached, then they may be re-used later during back
up. In this case, at step 34 of Fig 4, rather than generating the index, the step

would instead comprise obtaining the cached index.

The following pseudo code defines an alternative example of a back up
method 30:

BackupNode(N) {

If N is a directory, then let O = DirectoryObjectFor(N)
Otherwise, let O = contents of N

Let H = Hash(O)
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if there is no item with index H in the backup store, then {

Store O in the backup store with index H
If N is a directory {
For each entry E in the directory, BackupNode(E)

}

DirectoryObjectFor(D) {
Create an empty directory object N
For each entry E in the directory D {
If E is a directory, then let O = DirectoryObjectFor(E)
Otherwise, let O = contents of E
Let H = Hash(O)
Add the metadata for E, and the hash Hto N

}
Return N

Fig 5 schematically illustrates an optional document encryption block 34A,
which may occur in the method 30 after block 34 and before block 35. At
block 34A the current document is encrypted before providing the (encrypted)
current document to the index-addressable storage at block 35.

Fig 6 illustrates one example of encryption. The document 5 is provided to a
cryptographic hash algorithm which produces a hash value 43. The hash
value 43 is used as a cryptographic key for encrypting the document. In the
illustrated example, the document is provided to symmetric key encryption
algorithm and the hash value is used as the symmetric key. The encrypted
document 5 is provided to a cryptographic hash algorithm which produces a

hash value. This hash value is used as an index for the document.
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The index and the cryptographic key are both stored in the parent document.

Additional properties of the document 5 may also be stored in the parent
document. The properties may, for example, include metadata such as

revision date.

Fig 7 schematically illustrates a method 50 that may be performed when the
method 30 ends 40. The current node is a root node of the directory tree
structure 10.

At block 51 a current index for the current node is generated using the current
document. The current index may, for example, be a cryptographic hash value
of the current document. The current index has a value that uniquely
represents the content of the current document.

Next at block 52, the current document is provided to the index-addressable
storage system 2.

Next at block 53, the current index is stored in a master document;

Next at block 54, the master document is encrypted using a secret. The secret
is typically personal to the user like a unique ID or password.

Next at block 56, the encrypted master document is stored. The encrypted
master document may be stored in an apparatus that hosts the directory
structure 10, alternatively, the encrypted master document may be stored on
a portable storage apparatus that can be carried by a user.

The method of restoring the directory tree structure 10 from back up
comprises:
a) decrypting the encrypted master document comprising an index

representing a root node of a directory tree to obtain the index;
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b) using the index to query a database storing a plurality of documents and a

plurality of associated indexes, where each index is used to access a
respective document and has a value that uniquely represents the content of
the respective document. A sub-set of the plurality of documents and the
plurality of associated indexes define a directory tree having internal nodes
and leaf nodes. Any document of the sub-set comprising one or more indexes
represents a respective internal node of the directory tree and the one or
more indexes access documents representing child nodes of the respective
internal node. Documents of the sub-set comprising data and not comprising
one or more indexes represent leaf nodes of the directory tree, and

c) receiving in reply a document of the sub-set comprising one or more
indexes and representing a respective root node of the directory tree, wherein
the one or more indexes access documents representing child nodes of the
root node in the directory tree structure.

The indexes are used to retrieve further documents containing further indexes
or files. The process of using recovered indexes to recover more documents
which in turn provide more indices or files is repeated until the directory tree
structure 10 is reproduced.

Fig 8 schematically illustrates an example of a remote back up system 60.

The system 60 comprises a server apparatus 64 connected to the content
addressable storage system 2. The server apparatus 64 and the content
addressable storage system may be co-located at location 62 or located at
different locations.

The system 60 also comprises a plurality of client apparatus 68A, 68B, 68C,
68D which connect to the server apparatus 64 via network 66. The network 66
may be a local area network, a metropolitan area network or a large area
network for example. The network 66 may be comprised of a plurality of

interconnected networks.
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Each client 68 has a directory structure 10 and is configured to communicate
with the server 64 to back up the directory server as described above.

The methods illustrated in Figs 4, 5, 6 and 7 (or equivalents or alternatives)
may be performed at a client 48. The client 48, at each iteration of the back up
block 33 in the method 30, sends the document stored at the current node to

the server apparatus 64.

The client 48 is also configured to determine which nodes of the directory tree

require backing-up.

It will be appreciated that if the client apparatuses 68A, 68B. 68C have sub-
trees of their directory trees that are identical, then the document(s) used to

represent that sub-tree is only stored once rather than once per client.

The content addressable storage 2 comprises: one or more storage apparatus
4 (Fig 1) that store a plurality of documents 5 and a plurality of associated
indexes 3, where each index is used to access a respective document and
has a value that uniquely represents the content of the respective document;
and an interface 6 (Fig 1) configured to receive an index 3 and to provide in
reply a document 5 associated with the index. A sub-set of the plurality of
documents and the plurality of associated indexes define a directory tree
having internal nodes and leaf nodes. Any document of the sub-set
comprising one or more indexes represents a respective internal node of the
directory tree and the one or more indexes access documents representing
child nodes of the respective internal node. Documents of the sub-set
comprising data and not comprising one or more indexes represent leaf nodes

of the directory tree.

An index for any document representing a node of the directory tree has a

value that uniquely represents the structure and content of the sub-tree that
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has the node as its root such that if the structure or content of the sub-tree

where to change the document would change and the index would change.
Furthermore, each document in the path to the root would change.

Fig 9 schematically illustrates a suitable controller for a host client apparatus

68 or a host server apparatus 64.

Implementation of controller can be in hardware alone ( a circuit, a
processor...), have certain aspects in software including firmware alone or

can be a combination of hardware and software (including firmware).

The controller may be implemented using instructions that enable hardware
functionality, for example, by using executable computer program instructions
in a general-purpose or special-purpose processor that may be stored on a
computer readable storage medium (disk, memory etc) to be executed by

such a processor.

In the illustrated example, the controller comprises at least one processor 70
connected to read from and write to at least one memory 72. The memory 72
stores a computer program 74 comprising machine readable instructions
which when loaded in to the processor control the operation of the host. The
computer program 74 provides the logic and routines that enables the
apparatus to perform the methods illustrated in any one or more of Figs 4, 5,
6, 7. The processor 70 by reading the memory 72 is able to load and execute

the computer program 74.

The computer program may arrive at the memory 72 via any suitable delivery
mechanism. The delivery mechanism may be, for example, a computer-
readable storage medium, a computer program product, a memory device, a
record medium such as a CD-ROM or DVD, an article of manufacture that
tangibly embodies the computer program 74. The delivery mechanism may be

a signal configured to reliably transfer the computer program 74. The
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controller may propagate or transmit the computer program 74 as a computer

data signal.

Although the memory 72 is illustrated as a single component it may be
implemented as one or more separate components some or all of which may
be integrated/removable and/or may provide permanent/semi-permanent/
dynamic/cached storage.

The blocks illustrated in the Figs 4 to 7 may represent steps in a method
and/or sections of code in the computer program 74. The illustration of a
particular order to the blocks does not necessarily imply that there is a
required or preferred order for the blocks and the order and arrangement of
the block may be varied. Furthermore, it may be possible for some steps to be
omitted.

Reference has been made to cryptographic hash algorithms. Current suitable
algorithms include MD5 and SHA-1.

Reference has been made to symmetric-key encryption algorithms. Current
suitable algorithms include AES-128, AES-256.

It would be a simple and straightforward modification to adapt the above
described back up process (Fig 4) so that only modified sub-trees of the
directory tree are processed. For example, the date/time of last back up may
be stored and compared against property values of the files and folders to
determine which may be created or modified since the last back up. The
nodes in the directory tree structure may be flagged and traversing the
directory tree structure would be selective based on the flags. Block 37 would
be modified to ask whether ‘all flagged child nodes are backed up?’. Block 38
would be modified to ‘go to the next flagged child node that is not backed up’.
Block 32 would be modified to ‘go to the lowest flagged dependent leaf node’.
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Although embodiments of the present invention have been described in the

preceding paragraphs with reference to various examples, it should be
appreciated that modifications to the examples given can be made without

departing from the scope of the invention as claimed.

Technically it is possible for two different documents to produce the same
hash value. However, with a proper hash function the chances of such a hash
collision are sufficiently small to be insignificant. .A hash value may therefore

be considered to be practically globally unique.

In some embodiments, a document may be broken-up into parts for back up
and each part is then processed separately as a separate document. In this
case, the document may be represented as a parent node and the parts of the

documents represented as dependent nodes from the parent node..

It should be appreciated that the index does not have to be produced directly
from a document.
Features described in the preceding description may be used in combinations

other than the combinations explicitly described.

Although functions have been described with reference to certain features,
those functions may be performable by other features whether described or

not.

Although features have been described with reference to certain
embodiments, those features may also be present in other embodiments
whether described or not.

Whilst endeavoring in the foregoing specification to draw attention to those
features of the invention believed to be of particular importance it should be

understood that the Applicant claims protection in respect of any patentable
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feature or combination of features hereinbefore referred to and/or shown in

the drawings whether or not particular emphasis has been placed thereon.

l/'we claim:
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CLAIMS

1. A method comprising:
descending a directory tree structure by identifying a leaf node of the directory
tree structure that has not been backed up as a current node, wherein the
current node has a current document that has not been backed up; and
backing up the current node by:
providing the current document to an index-addressable storage; and
storing a current index for the current node in a parent document for a
parent node of the current node wherein the current index for the
current node has been generated using the current document and has

a value that uniquely represents the content of the current document.

2. A method as claimed in claim 1, further comprising: traversing the directory
tree structure by identifying as a current node a leaf node of the directory tree
structure that directly or indirectly depends from the parent node and has not
been backed up, wherein the current node has a current document that has

not been backed up and backing up the current node.

3. A method as claimed in claim 1 or 2, further comprising: ascending the
directory tree by identifying the parent node as the current node and the

parent document as the current document and backing up the current node.

4. A method as claimed in claim 3, further comprising: ascending the directory

tree structure only when traversing is not or no longer available.

5. A method as claimed in claim 3 or 4, further comprising: after ascending the

directory tree a level, traversing the directory tree structure.

6. A method as claimed in any preceding claim, wherein the current index is a

cryptographic hash value of the current document.
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7. A method as claimed in any preceding claim, further comprising: encrypting

the current document before providing the current document to the index-

addressable storage.

8. A method as claimed in claim 7, comprising encrypting the current

document using the current index.

9. A method as claimed in claim 8, comprising encrypting the current
document using the current index as a symmetric key provided to a symmetric
key encryption algorithm that operates on the current document.

10. A method as claimed in any preceding claim comprising, when the current
node is a root node of the directory tree structure:

generating a current index for the current node using the current document,
wherein the current index has a value that uniquely represents the content of
the current document;

providing the current document to the index-addressable storage;

storing the current index in a master document.

11. A method as claimed in claim 10, further comprising:
encrypting the master document using personal secret; and
storing encrypted master document.

12. A method as claimed in any preceding claim comprising: identifying a leaf
node of the directory tree structure that has not been backed up by generating
an index for the leaf node using a document of the leaf node, wherein the
index has a value that uniquely represents the content of the document and
determining whether the
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13. A method as claimed in any preceding claim comprising: identifying a sub-

tree of the directory tree structure that has not been backed up by generating
an index for a root node of the sub-tree using a document of the root node of
the sub-tree, wherein the index has a value that uniquely represents the
content of the document and determining that the generated index is new.

14. A method as claimed in any preceding claim comprising: identifying a sub-
tree of the directory tree structure that has been backed up by generating an
index for a root node of the sub-tree using a document of the root node of the
sub-tree, wherein the index has a value that uniquely represents the content
of the document and determining that the generated index is not newly

generated.

15. A method comprising:

identifying a file that has not been backed up;

providing the file and index to an index-addressable storage;

storing the index in a document associated with the folder comprising the file
in the directory

16. A computer program which when loaded into a processor instructs the
processor to enable the method of any one of claims 1 to 15.

17. An apparatus comprising: at least one processor and at least one memory
wherein the at least one memory stores computer program instructions which,
when loaded into the at least one processor, enable the apparatus to perform
the method of any one of claims 1 to 15.

18. An apparatus comprising:

means for descending a directory tree structure by identifying a leaf node of
the directory tree structure that has not been backed up as a current node,
wherein the current node has a current document that has not been backed

up; and
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means for backing up the current node comprising:

means for generating a current index for the current node using the
current document, wherein the current index has a value that uniquely
represents the content of the current document;

means for providing the current document to an index-addressable
storage; and

means for storing the current index in a parent document for a parent

node of the current node.

19. An apparatus comprising means for performing a method as claimed in
any of claims 1 to 15.

20. An apparatus as claimed in claim 18 or 19 configured to operate as a
client apparatus.

21. A storage system comprising:

one or more storage apparatus that stored a plurality of documents and a
plurality of associated indexes, where each index is used to access a
respective document and has a value that uniquely represents the content of
the respective document; and

an interface configured to receive an index and to provide in reply a document
associated with the index,

wherein a sub-set of the plurality of documents and the plurality of associated
indexes define a directory tree having internal nodes and leaf nodes,

wherein any document of the sub-set comprising one or more indexes
represents a respective internal node of the directory tree and the one or
more indexes access documents representing child nodes of the respective
internal node and

wherein documents of the sub-set comprising data and not comprising one or

more indexes represent leaf nodes of the directory tree.
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22. A storage system as claimed in claim 21, wherein an index for any

document representing a node of the directory tree has a value that uniquely
represents the structure and content of the sub-tree that has the node as its
root such that if the structure or content of the sub-tree where to change the
document would change and the index would change.

23. A method comprising:

decrypting an encrypted master document comprising an index representing a
root node of a directory tree to obtain the index;

using the index to query a database storing a plurality of documents and a
plurality of associated indexes, where each index is used to access a
respective document and has a value that uniquely represents the content of
the respective document;

wherein a sub-set of the plurality of documents and the plurality of associated
indexes define the directory tree having internal nodes and leaf nodes,
wherein any document of the sub-set comprising one or more indexes
represents a respective internal node of the directory tree and the one or
more indexes access documents representing child nodes of the respective
internal node and

wherein documents of the sub-set comprising data and not comprising one or
more indexes represent leaf nodes of the directory tree, and

receiving in reply a document of the sub-set comprising one or more indexes
and representing a respective root node of the directory tree, wherein the one
or more indexes access documents representing child nodes of the root node
in the directory tree structure.

24. A method comprising:

identifying a node of a graph that represents a document that has not
processed; and

processing the document by:

providing the document to an index-addressable storage; and
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storing an index for the provided document in a further document

represented by a parent node of the identified node in the graph
wherein the index has been generated based on the provided
document and has a value that represents the content of the provided

document.

25. A method as claimed in claim 24, wherein the graph is an acyclic graph.

26. A method as claimed in any one of claims 24 to 25 comprising identifying
a node of the graph representing a document that has not been processed by
generating an index for the node using a document represented by the node,
wherein the index has a value that represents the content of the document
and determining that the generated index is new.

27. A method as claimed in any one of claims 24 to 26 comprising: identifying
a sub-graph of the graph representing a document that has not been
processed by generating an index for an initial node of the sub-graph using an
initial document represented by the initial node of the sub-graph, wherein the
index has a value that represents the content of the initial document and

determining that the generated index is new.

28. A method as claimed in any one of claims 24 to 27 comprising identifying
all the sub-graphs of at least the sub-graph representing documents that have
not been processed by generating an index for each initial node of the sub-
graphs using an initial document represented by the respective initial nodes of
the sub-graphs, wherein the index has a value that represents the content of

the initial documents and determining that the generated index is new.

29. A method as claimed in any one of claims 24 to 28, comprising performing
an ordered processing of the documents, represented by nodes of the graph,

that have not been processed by, for each document,
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providing the document to an index-addressable storage; and

storing an index for the provided document in a further document
represented by a parent node of the node representing the provided
document wherein the index has been generated based on the
provided document and has a value that represents the content of the

provided document.

30. A method as claimed in claim 29, wherein ordered processing of the
documents that have not been processed requires that a document
represented by a parent node in the graph is processed only after all of the
documents that are represented by dependent nodes of the parent node have

been processed,

31. A method as claimed in any one of claims 24 to 30 comprising identifying
a sub-graph of the graph that has been processed by generating an index for
an initial node of the sub-graph using an initial document represented by the
initial node of the sub-graph, wherein the index has a value that represents
the content of the initial document and determining that the generated index is

not new.

32. A method as claimed in any one of claims 24 to 32, wherein if it is not
possible to process the document by storing the index for the provided
document in a further document represented by a parent node of the identified
node in the graph, then storing the index for the provided document in a

master document.
33. A method as claimed in claim 32, further comprising:
encrypting the master document using a personal secret; and

storing the encrypted master document.

34. An apparatus comprising:
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means for identifying a node of a graph that represents a document that has

not been processed; and

means for processing the document comprising:
means for providing the document to an index-addressable storage;
and
means for storing an index for the provided document in a further
document represented by a parent node of the identified node in the
graph wherein the index has been generated based on the provided
document and has a value that represents the content of the provided

document.

35. An apparatus comprising means for performing a method as claimed in
any of claims 24 to 33.

36. An apparatus as claimed in claim 34 or 35 configured to operate as a

client apparatus.

37. A storage system comprising:

one or more storage apparatus that stored a plurality of documents and a
plurality of associated indexes, where each index is used to access a
respective document and has a value that uniquely represents the content of
the respective document; and

an interface configured to receive an index and to provide in reply a document
associated with the index,

wherein a sub-set of the plurality of documents and the plurality of associated
indexes are represented by a graph having internal nodes and leaf nodes,
wherein any document of the sub-set comprising one or more indexes
represents a respective internal node of the graph and the one or more
indexes access documents representing child nodes of the respective internal
node and

wherein documents of the sub-set comprising data and not comprising one or

more indexes represent leaf nodes of the graph.
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38. A storage system as claimed in claim 37, wherein an index for any
document representing a node of the graph has a value that uniquely
represents the structure and content of the sub-graph that has the node as its
root such that if the structure or content of the sub-graph where to change the

document would change and the index would change.

39. A method comprising:

decrypting an encrypted master document comprising an index representing a
node of a graph to obtain the index;

using the index to query a database storing a plurality of documents and a
plurality of associated indexes, where each index is used to access a
respective document and has a value that uniquely represents the content of
the respective document;

wherein a sub-set of the plurality of documents and the plurality of associated
indexes are represented by the graph having internal nodes and leaf nodes,
wherein any document of the sub-set comprising one or more indexes
represents a respective internal node of the graph and the one or more
indexes access documents representing child nodes of the respective internal
node and

wherein documents of the sub-set comprising data and not comprising one or
more indexes represent leaf nodes of the graph, and

receiving in reply a document of the sub-set comprising one or more indexes
and representing a respective root node of the graph, wherein the one or
more indexes access documents representing child nodes of the root node in
the graph.
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